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HREBZEISAKMPE EERAY FEALBMEENSEMBISAKMPEEE | ERERETERA
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BEE - BEEHE1(RY)FBBHR2R)FEHEEREEENE(VT)EHRRE, ELVTIZIPSeciRE,

CAl CA2
E0/O EO/O
192.168.0.3/24 192.168.0.4/24

el lo0: 192.168.200.1/24
lo0: 192.168.100.1/24 ol 168.200.1/
@ E0/0: 192,168.0.1/24 EQ/D: 192.168.0.2/24 @

Tun(: 10.0.0.1/24 TunO: 10.0.0.2/24

R1 R2
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crypto i saknmp policy 10
encr 3des

hash nd5

group 2

crypto i saknp profile profl
self-identity fqdn
ca trust-point IOSCA1l
mat ch identity host R2.cisco.com
!
crypto i psec transformset TS esp-aes esp-sha256-hmac
node tunne
!
crypto ipsec profile profl
set transformset TS
set isaknp-profile profl
!
i nterface LoopbackO
description Simulate LAN
i p address 192.168.100.1 255. 255. 255.0
!
interface Tunnel 1
i p address 10.0.0.1 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 192.168.0.2
tunnel protection ipsec profile profl
!
interface Ethernet0/0
i p address 192.168.0.1 255. 255.255.0

ip route 192.168.200.0 255.255.255.0 10.0.0.2

UTREEZEAZFENIKEVIHR2EPBEFMVPNELE :

crypto i saknmp policy 10
encr 3des

hash nd5

group 2

crypto i saknp profile profl
self-identity fqdn
match identity host RI1.cisco.com
1

crypto i psec transformset TS esp-aes esp-sha256-hmac



nmode tunnel

!

crypto ipsec profile profl

set transformset TS

set isaknp-profile profl

!

interface LoopbackO

i p address 192.168.200.1 255. 255.255.0
!

interface Tunnel 1

i p address 10.0.0.2 255.255.255.0
tunnel source Ethernet0/0

tunnel destination 192.168.0.1

tunnel protection ipsec profile profl
!

interface Ethernet0/0

i p address 192.168.0.2 255.255.255.0

ip route 192.168.100.0 255.255.255.0 10.0.0.1

EARGIH , RIEMERFSER : —E£AIOSCA1 , 5 —fE£AIOSCA2:

crypto pki trustpoint IOSCAl

enrol | ment url http://192.168.0. 3: 80
seri al - nunber

fgdn R1.cisco.com

i p-address 192.168.0.1

subj ect - name CN=R1, OU=I T, O=ci sco, O=com
revocati on-check crl

1
crypto pki trustpoint IOSCA2

enrol | ment url http://192.168.0. 4: 80
seri al - nunber

fgdn R1.cisco.com

i p-address 192.168.0.1

subj ect - name CN=R1, OU=I T, O=ci sco, O=com
revocati on-check crl

EARGIH , R2EEMEEER - —EFEMAIOSCAT1, % —EFEMAIOSCA2:

crypto pki trustpoint IOSCAl

enrol | ment url http://192.168.0. 3: 80
seri al - nunber

fgdn R2.cisco. com

i p-address 192.168.0.2

subj ect - name CN=R2, OU=I T, O=ci sco, O=com
revocati on-check crl

1
crypto pki trustpoint IOSCA2

enrol | ment url http://192.168.0. 4: 80
seri al - nunber

fgdn R2.cisco.com

i p-address 192.168.0. 2

subj ect - name CN=R2, OU=I T, O=ci sco, O=com
revocati on-check crl

MEABELHEFHNE—ZR | r1 ISAKMPE EER¥IOSCA1 trust-pointf Fca trust-pointis &



, ERTRIEGTHZBECERRINES, AR , REEMBLENEENEEHBENTSE

#HE.

R1EXRIKEVI BAEN &R
BT 2R1MR2Mdebugin & :

- R1# debug crypto isakmp
- R1# debug crypto ipsec
- R1# debug crypto pki validation

LR , R1UABIBRIE A% 58 E F R EEFIMM3:

*Jun 20 13:00: 37.609: | SAKMP: (0): SA request profile is profl
*Jun 20 13:00: 37.610: | SAKMP (0): constructing CERT_REQ for issuer
cn=CAl, o=cisco,o=com
*Jun 20 13:00: 37.610: | SAKMP: (0): sending packet to 192.168.0.2
my_port 500 peer_port 500 (1) MV SA SETUP
*Jun 20 13:00:37.610: | SAKMP: (0): A d State = IKE_I_MW New State = IKE I_MM3

MEFENR , EHOETE—EERERR , ZFEREARIOSCA1EEE., ERISAKMPEEESR
# E BB E(CN=CA1, O=cisco , O=com)VFEHI1TH. TEExHMIBEFR , TUAFEABRARN
EX QBB ETRE



Mc~ |Time Source Destination I Prﬂtucn|| Lengthl Info

18 2013-06-28 192.168.8.1 192.168.0.2 TISAKHP 192 Tdentity Protection (Main Mode)
19 2613-06-28 192, lﬁE H 192 lﬁB B,1 TSAKMP 132 Tdentity Protection (Main Mode)
2013-06-20 192,168.08.1 192,168.0,2 ISAKMP 355 Identity Protection (Main Mode)
21 2003-86-26 192, lﬁE H 2 192 153 B,1 TISAKMP 755 Identity Protection (Main Mode)
22 20013-06-20 192,168.0.1 192,.168.0.2 TSAKMP 736 Identity Protection (Main Mode)

2 g.0.1

1 o,2

23 2013-06-28 192, 168.0,2 192,16 ISAKMP 712 Tdentity Protection (Main Mode)
24 2013-06-20 192, 168.68.1 192,168, ISAKMP 192 Quick Hode
50003 -06-20 192 TAR.A.2 192 16R.0. 1T TSAKMP 192 tnick Mode
Frame 28: 355 bytes on wire (2848 bits), 355 bytes captured (2848 bits)
Raw packet data
Internet Protocol Yersion 4, Src: 192,168.68.1 (192.168.0.1), Dst: 192.168.6.2 (192.168.0.2)
User Datagram Protocol, Src Port: isakmp (588), Dst Port: isakmp (5688)
Internet Security Association and Key Management Protocol
Initiator cookie: 2a718318c5500119
Responder cookie: G2717993a5ch95ad
Mext payload: Key Exchange {(4)
Yersion: 1.0
Exchange type: Identity Protection {(Main Mode) (2)
Flags: ©x00
Message ID: BxEO0O0000O
Length: 327
¢ Type Payload: Key Exchange {4)
¢ Type Payload: Nonce (18)
= Type Payload: Certificate Request (7)
Next payload: Vendor ID (13)
Payload length: 51
Certificate Type: X.509 Certificate - Signature (4)
= Certificate Authority Signature: @

4 T v v

k-4

© rdnSequence: 3 items (id-at-commonMame=CAl, id-at-organizationMame=cisco,id-at-organizationName=com)
Type Payload: Vendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: ¥endor ID (13) : Unknown Yendor ID
Fype Payload: Vendor ID (13) : XAUTH
Type Payload: NAT-D (RFC 3947) (20)
Type Payload: NAT-D (RFC 3947) (2@)

w oW T v o

ER2BFIEN SR , CHREREREFR , A RERM —ErE  BEFEHURAREMMSH
#ITHARBHMBBE. REIEFEISAKMPERETHRE s'ﬁﬁ%ﬁ*ﬁﬂo ERTERS—E

MAER, FlRET ,\ﬁ BrE  RARIEE THERFER ET —BEEREER
BB R EFERo

*Jun 20 13:00:37.617: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert
*Jun 20 13:00:37.617: | SAKMP: (1010): peer wants cert issued

by cn=CA1, o=ci sco, o=com
*Jun 20 13:00:37.617: Choosing trustpoint IOSCAl as issuer

Z%& , R2EEMM4, EREEFMBEREEEAEMNREFRNERE. ARR2EISAKMPEE S
: IJtl:FﬁﬁéﬁQ’lim%E’MaE%E%‘BEthE’J(ﬂiilﬁﬁca trust-point BLE). HARMEFEEIHEFH
E&R(IOSCATHIOSCA2) , HErEEMEAEERN.

*Jun 20 13:00: 37.617: | SAKMP (1010): constructing CERT_REQ
for issuer cn=CAl,o=cisco,o=com

*Jun 20 13:00: 37.617: | SAKMP (1010): constructing CERT_REQ
for issuer cn=CA2,o0=cisco,o=com

*Jun 20 13:00: 37.617: | SAKMP (1010): constructing CERT_REQ
for issuer ou=Class 3 Public Primary Certification Authority,



o=VeriSign, Inc.,c=US
*Jun 20 13:00:37.617: | SAKMP (1010): constructing CERT_REQ
for issuer cn=Cisco SSCA2,0=Cisco Systems
*Jun 20 13:00:37.617: | SAKWMP (1010): constructing CERT_REQ
for issuer en=Cisco Manufacturing CA,o=Cisco Systems
*Jun 20 13:00:37.617: | SAKWMP (1010): constructing CERT_REQ
for issuer cn=Cisco Root CA 2048,0=Cisco Systems
*Jun 20 13:00:37.617: | SAKWMP (1010): constructing CERT_REQ
for issuer cn=Cisco Root CA M1l,o0=Cisco
*Jun 20 13:00: 37.617: | SAKMP: (1010): sendi ng packet to
192.168.0.1 nmy_port 500 peer_port 500 (R) MM _KEY_EXCH
*Jun 20 13:00: 37.617: | SAKMP: (1010): Sendi ng an | KE | Pv4 Packet .
*Jun 20 13:00: 37.617: | SAKMP: (1010): I nput = | KE_MESG_ | NTERNAL,
| KE_PROCESS_COWPLETE
*Jun 20 13:00: 37.617: | SAKMP: (1010): O d State = | KE_R_MvB
New State = IKE R MM4

&R AfE A Wireshark B E 2, RAR2HIMMAERI DB E AR EFRKE -

Me~ | Time |Suurce Destination | Protocol Length| Info

18 2613-06-26 192.168.0,1 192,168.8.2 ISAKMP 192 Identity Protection (Main Mode)
19 2013-06-20 192.168.0,2 192,168.8,1 ISAKMP 132 Identity Protection (Main Mode)
20 2013-06-20 192.168.0,1 192,168.08,2 ISAKMP 355 Identity Protection (Main Mode)
212013-086-20 B.0.2 192,168.0.1 755 Identity Protection

22 2013-06-20 192.168.0,1 192,168.8.2 ISAKMP 736 Identity Protection (Main Mode)
23 2013-96-20 192.168.0,2 192.168.0.1 ISAKMP 712 Identity Protection (Main Mode)
24 2013-06-26 192.168.0.1 192.168.6.2 ISAKMP 192 Quick Mode

25 2013-060-28 192.768.0.2 192.168.8.1 TSAKMP 192 Ouick Mode

- Frame 21: 755 bytes on wire (60640 bits), 755 bytes captured (6040 bits)
¢ Raw packet data
» Internet Protocol Version 4, Src: 192.168.6.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
» User Datagram Protocel, Src Port: isakmp (560), Dst Port: isakmp (500)
= Internet Security Association and Key HManagement Protocol

Initiator cookie: 2a710318c¢5500119

Responder cookie: 62717993a5ch95ad

Hext payload: Key Exchange (4)

Yersion: 1.8

Exchange type: Identity Protection (Main Mode) (2)

b Flags: 0x88

Message ID: Ox80000000
Length: 727
Type Payload: Key Exchange (4)
Type Payload: Nonce (10)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Yendor ID (13) : CISCO-UNITY 1.6
Type Payload: Yendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: Vendor ID (13) : Unknown Vendor ID
Type Payload: Vendor ID (13) : XAUTH
Type Payload: NAT-D (RFC 3947) (20)
Type Payload: NAT-D (RFC 3947) (20)

T T T T T T T T T T T T ™ T W



ARE , RIKBIRAR2HMMA , EHEE ZER EF R

*Jun 20 13:00: 37.623: | SAKMP: (1010): processing CERT_REQ payl oad. nessage ID =0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_ SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by

cn=CAl, o=cisco, o=com

*Jun 20 13:00: 37.623: | SAKMP: Examining profile list for trustpoint IOSCA1l

*Jun 20 13:00: 37.623: | SAKMP: Found matching profile for IOSCAl

*Jun 20 13:00:37.623: Choosing trustpoint IOSCAl as issuer

*Jun 20 13:00: 37.623: | SAKMP: (1010): processing CERT_REQ payl oad. nessage ID =0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_ SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by
cn=CA2,o0=cisco, o=com

*Jun 20 13:00: 37.623: | SAKMP: (1010): processing CERT_REQ payl oad. nessage ID =0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_ SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by ou=Class 3

Public Primary Certification Authority,o=VeriSign, Inc.,c=US

*Jun 20 13:00: 37.623: | SAKMP: (1010): processing CERT_REQ payl oad. nessage ID =0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_ SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by

cn=Cisco SSCA2,o0=Cisco Systems

*Jun 20 13:00: 37.623: | SAKMP: (1010): processing CERT_REQ payl oad. nessage ID =0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_ SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by

cn=Cisco Manufacturing CA,o=Cisco Systems

*Jun 20 13:00: 37.623: | SAKMP: (1010): processing CERT_REQ payl oad. nessage ID =0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_ SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by

cn=Cisco Root CA 2048,0=Cisco Systems

*Jun 20 13:00: 37.623: | SAKMP: (1010): processing CERT_REQ payl oad. nessage ID =0

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_ SI GNATURE cert
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by
cn=Cisco Root CA M1,o=Cisco

R1LEME—ECERANEE —AEE2FREIOSCAIEEH I, ERERFHEETE
IOSCA1RABHN B REMMSHETEHRE, TLREER(FQDN)AEIKE ID, ERHRA
ISAKMPE.BHEE+HH B & 5 #fqdnEEFrE :

*Jun 20 13:00: 37.624: | SAKMP (1010): constructing CERT payl oad for serial Nunber=
100+i paddr ess=192. 168. 0. 1+host nane=R1l.cisco.com, cn=R1, ou=l T, 0=ci sco, o=com
*Jun 20 13:00: 37.624: | SAKMP: (1010): using the IOSCAl trustpoint's

keypair to sign

R2IFW I REMMS5, EUWHIIKE ID(R1.cisco.com)EEISAKMPEL B #& Rprof1 LB, REERFE WK
REXLRIETHHRE

*Jun 20 13:00: 37.625: | SAKMP: (1010): processing |ID payl oad. nmessage ID =0
*Jun 20 13:00:37.625: | SAKMP (1010): ID payl oad
next - payl oad : 6

type D2
FQDN nane : Rl.cisco.com
pr ot ocol ;17

port ;500



| engt h 1 20
*Jun 20 13:00: 37.625: | SAKMP: (0):: peer matches profl profile
*Jun 20 13:00: 37.626: CRYPTO PKI: (A0013) Certificate validation succeeded
*Jun 20 13:00: 37.626: | SAKMP: (1010): SA aut henti cation status:

aut henti cat ed

A% , R2fE A ELIOSCA1 BB & & AMME % f:

*Jun 20 13:00: 37.627: | SAKMP (1010): constructing CERT payl oad for serial Number =
101+i paddr ess=192. 168. 0. 2+host nane=R2. ci sco. com cn=R2, ou=l T, o=ci sco, o=com
*Jun 20 13:00: 37.627: | SAKMP: (1010): using the IOSCAl trustpoint's keypair to sign
*Jun 20 13:00: 37.632: | SAKMP: (1010): sendi ng packet to 192.168.0.1
my_port 500 peer_port 500 (R) MM _KEY_EXCH

RIKZIERE , RIRERENSHRE

*Jun 20 13:00: 37.632: | SAKMP (1010): received packet from 192.168.0.2
dport 500 sport 500 d obal (1) MM KEY_EXCH
*Jun 20 13:00: 37.632: | SAKMP: (1010): processing | D payl oad. nmessage ID =0
*Jun 20 13:00:37.632: | SAKMP (1010): ID payl oad

next - payl oad : 6

type 2

FQDN nane : R2.cisco.com
pr ot ocol 117

port : 500

| engt h 1 20

*Jun 20 13:00: 37.632: | SAKMP: (0): Creating CERT validation list: |GOSCAlL
*Jun 20 13:00: 37.633: CRYPTO PKI: (80013) certificate validation succeeded

*Jun 20 13:00: 37.637: | SAKMP: (1010): SA aut henti cation status:
aut henti cat ed
*Jun 20 13:00: 37.637: | SAKMP: (1010): O d State = | KE_| _MVb
New St ate = IKE_P1_COMPLETE

FE-FERILER, FoEREERDGE, ERNBIEELRERE,

R2¥ERIKEV1 B 3%
T RAIRE TR2BBE —IKEVIRBENIAR , YRARMTERERIHBE.

BHRE - MIBREED B , WERBIEL-EHAMRRAIBENEE,

R2EAMMIEELEREFRAE , RARIIBHEISAKMPE EEREBMNEEER (FIEEEHERE
ZEEM) -



*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=CAl,o=cisco,o=com

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=CA2,o0=cisco,o=com

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer ou=Class 3 Public Primary Certification Authority,
o=VeriSign, Inc.,c=US

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=Cisco SSCA2,o0=Cisco Systems

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=Cisco Manufacturing CA,o=Cisco Systems

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=Cisco Root CA 2048,o0=Cisco Systems

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=Cisco Root CA M1l,o=Cisco

*Jun 17 18:08:44.321: | SAKMP (0): sending packet to 192.168.0.1
my port 500 peer_port 500 (I) MM _SA_ SETUP

ER1BEIRERZNER K , CREZFEFREMCEIOSCAIEER , REMWEMMEF FIEH

*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=CAl, o=cisco, o=com
*Jun 17 18:08: 14. 321: Choosing trustpoint IOSCAl as issuer
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=CA2,o0=cisco,o=com
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
ou=Class 3 Public Primary Certification Authority,o=VeriSign, Inc.,c=US
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=Cisco SSCA2,0=Cisco Systems
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=Cisco Manufacturing CA,o=Cisco Systems
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=Cisco Root CA 2048,0=Cisco Systems
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=Cisco Root CA M1, o=Cisco

i

==4
=



A%, REBEFIEFREENIVMMIER T, BEFZEAIEBFRER

*Jun 17 18:08:14.321: | SAKMP (1099): constructing CERT_REQ for issuer
cn=CA2,o0=cisco, o=com

*Jun 17 18:08:14.321: | SAKMP (1099): constructing CERT_REQ for issuer
cn=CAl, o=cisco, o=com

*Jun 17 18:08:14.322: | SAKMP (1099): constructing CERT_REQ for issuer
ou=Class 3 Public Primary Certification Authority,

o=VeriSign, Inc.,c=US

*Jun 17 18:08:14.322: | SAKMP (1099): constructing CERT_REQ for issuer
cn=Cisco SSCA2,o0=Cisco Systems

*Jun 17 18:08:14.322: | SAKMP (1099): constructing CERT_REQ for issuer
cn=Cisco Manufacturing CA,o=Cisco Systems

*Jun 17 18:08:14.322: | SAKMP (1099): constructing CERT_REQ for issuer
cn=Cisco Root CA 2048,0=Cisco Systems

*Jun 17 18:08:14.322: | SAKMP (1099): constructing CERT_REQ for issuer
cn=Cisco Root CA M1,o=Cisco

*Jun 17 18:08:14.322: | SAKMP: (1099): sending packet to 192.168.0.2
nmy_port 500 peer_port 500 (R) MM _KEY_EXCH

FEHABARNER SHE(EPC)MWiresharkB 3 B 5

No. [Time |Suurce |Destinatinn |Pr¢tocol|Length|Inl‘u
2 2013-06-17 192.168.8.2 192.168.8.1 ISAKMP 192 Identity Protection (Main Mode)
3 2013-06-17 192.168.8.1 192.168.8.2 ISAKMP 132 Identity Protection (Main Mode)
4 2013-06-17 192.168.8.2 192.168.8.1 ISAKMP 735 Identity Protection (Main Mode)
52013-06-17 192.168.0.1 192.168.0.2 ISAKMP 755 Identity Protection (Main Mode)
6 2013-06-17 192.168.0.2 192.168.0.1 ISAKMP 736 Identity Protection (Main Mode)
7 2013-06-17 192.168.0.1 192.168.0.2 ISAKMP 755 Identity Protection (Main Mode)
8 2013-06-17 192.168.0.2 192.168.0.1 ISAKMP 736 Identity Protection (Main Mode)
9 2013-06-17 192.168.0.1 192.168.0.2 ISAKMP 755 Identity Protection (Main Mode)
10 2013-06-17 192.168.0.2 192.168.0.1 ISAKMP 736 Identity Protection (Main Mode)
11 2013-06-17 192.168.0.1 192.168.06.2 ISAKMP 755 Identity Protection (Main Mode)
12 2013-06-17 192.168.0.2 192.168.06.1 ISAKMP 736 Identity Protection (Main Mode)
13 2013-06-17 192.168.0.1 192.168.0.2 ISAKMP 755 Identity Protection (Main Mode)

P Flags: Ox00

Message ID: OxBOOOOBOO

Length: 727

Type Payload: Key Exchange (4)

Type Payload: Nonce (1@)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: VYendor ID (13) : CISCO-UNITY 1.0
Type Payload: Vendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: Yendor ID (13) : Unknown Vendor ID
Type Payload: Vendor ID (13) : XAUTH

Type Payload: NAT-D (RFC 3947) (20)

Type Payload: NAT-D (RFC 3947) (20)

- - - - - - - - - R



EMERIEISAKMPE BRER P H B A EEESTEH(0OSCAT) , PASEXZEBERE R, 2UASTH
REEEN , RERBISAKMPE B X+ ca trust-pointin SHEE T HSFEREH , BEERKHARE
ISAKMPEEER RS . MREHBEEES , AFfEtEMEENEIRBEL/BERRE
H , AR THEARIKEEFENISAKMPE BREZE,

BWMM5% |, AIKEEFEBREZEBENISAKMPERERR , ZXEBERSIEIKE ID. A% , BEER
B R MWmatch identityin SIS IKESFEBEZIRERER, B2 , KOAFRETEHEEE—H. T8
BZEISAKMPEBRER , SEE EERMWca trust-pointis & F[E,

Hit , RIXEEEFELEMEBENETHNBFERE R,
;52 Bca trust-point T RS2 E:

MEIKERNBHRNREKERRNBHBEATHBEENER. S, FEECERT-REQAHE
, BITRSABAMBEM S BRFBNEREIRMER (EKEZEXT ) TEEALENREPERN
EER. BR  RARESEAEISAKMPEEERTERNEENZREELTEERE. W
REHEE (KERER ) KEACRAEGEREEREHFNSEMEESD  EFEERKHER
HISAKMPE EREEFEANES K MSEERES, (BR 6 NRBESBRHF[TNEERLR
HERNEEEEETNEER  RESNIUNETESORE. )

REBRBEVMMABIHMEN , URRE-EBRREREH !

= Type Payload: Certificate Request (7)
Mext payload: Certificate Request (7)
Payload length: 51
Certificate Type: X.509 Certificate - Signature (4)
= Certificate Authority Signature: @

- rdnSequence: 3 items (id-at-commonMame=CA2,id-at-organizationName=cisco,id-at-organizationNamescom
r Type Payload: Certificate Request (7)
P Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)

HRBENZERIEF , #R1BEEHIMMAERN L EFE —BEFREAPIEIOSCA2ERSH ; F—1E
FHIOSCA2{E X &% E :

Rl#sh crypto pki certificates
Certificate
Status: Avail able
Certificate Serial Number (hex): 03
Certificate Usage: Ceneral Purpose
| ssuer:
cn=CA2
0=ci sco
o=com
Subj ect :
Narme: RL1.ci sco.com
| P Address: 192.168.0.1
Serial Nunber: 100
seri al Nunber =100+i paddr ess=192. 168. 0. 1+host name=R1. ci sco. com
cn=R1


//www.cisco.com/en/US/partner/docs/ios-xml/ios/security/a1/sec-cr-c1.html

ou=IT
0=ci sco
o=com
Validity Date:
start date: 13:25:01 CET Jun 17 2013
end date: 13:25:01 CET Jun 17 2014
Associ ated Trustpoints: | OSCA2

<output omtted, 1 nore Rl cert signed by CAl, 2 nore CA certs>

HIOSCAIERH B EEE —BEEB/REH TR , BERR2EZENMMIER TETLR !

R2#sh crypto pki certificates
Certificate
Status: Avail able
Certificate Serial Number (hex): 02
Certificate Usage: Ceneral Purpose
| ssuer:
cn=CAl
0=ci sco
o=com
Subj ect :
Name: R2.cisco.com
| P Address: 192.168.0.2
Serial Nunber: 101
seri al Nunber =101+i paddr ess=192. 168. 0. 2+host nanme=R2. ci sco. com
cn=R2
ou=IT
0=ci sco
o=com
Validity Date:
start date: 13:23:49 CET Jun 17 2013
end date: 13:23:49 CET Jun 17 2014
Associ ated Trustpoints: | OSCAL
St orage: nvram CAl#2. cer

<output omtted, 1 nore R2 cert signed by CA2, 2 nore CA certs>

RER2WBEIZRER1TMMMAERIE , AFKREERFEHF R, E—EREFREFKEEIOSCA2 trust-
pointTHL :

*Jun 17 18:08:44.335: | SAKMP: (1100): processing CERT_REQ payl oad.
message ID =0

*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants a CT_X509_SI GNATURE cert

*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants cert issued by
cn=CA2,o0=cisco,o=com

*Jun 17 18:08:44.335.: Choosing trustpoint IOSCA2 as issuer

*Jun 17 18:08:44.335: | SAKMP: (1100): processi ng CERT_REQ payl oad.
message ID =0

*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants a CT_X509_SI GNATURE cert

*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants cert issued by
cn=CAl,o=cisco, o=com

*Jun 17 18:08:44.335: | SAKMP: (1100): processing CERT_REQ payl oad.
message ID =0

*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants cert issued by
ou=Class 3 Public Primary Certification Authority,o=VeriSign, Inc.,c=US



*Jun 17 18:08:44.335: | SAKMP: (1100): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants cert issued by

cn=Cisco SSCA2,0=Cisco Systems
*Jun 17 18:08:44.335: | SAKMP: (1100): processi ng CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants cert issued by

cn=Cisco Manufacturing CA,o=Cisco Systems
*Jun 17 18:08:44.335: | SAKMP: (1100): processi ng CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08: 44.335: | SAKMP: (1100): peer wants cert issued by

cn=Cisco Root CA 2048,0=Cisco Systems
*Jun 17 18:08:44.335: | SAKMP: (1100): processi ng CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants cert issued by

cn=Cisco Root CA M1l,o=Cisco

ER2EBMMSER T | M EIOSCA2EEMEABINE S :

*Jun 17 18:08:44.335: | SAKMP: (1100): sA is doing RSA signature authentication
using id type | D_FQDN
*Jun 17 18:08:44.335: | SAKMP (1100): ID payl oad
next - payl oad : 6

type 2

FQDN nane ! R2.cisco.com
pr ot ocol 117

port : 500

| engt h 1 20

*Jun 17 18: 08:44.335: | SAKMP: (1100): Total payl oad |l ength: 20
*Jun 17 18:08:44.335: | SAKMP: (1100): | KE->PKI Get CertificateChain to be sent
to peer state (1) MM KEY_EXCH (peer 192.168.0.1)
*Jun 17 18:08:44.335: | SAKMP: (1100): PKI->I KE Got CertificateChain to be sent
to peer state (1) MM KEY_EXCH (peer 192.168.0.1)
*Jun 17 18:08:44.336: | SAKMP (1100): constructing CERT payload for
serialNumber=10l1l+ipaddress=192.168.0.2+hostname=R2.cisco.com, cn=R2,

ou=IT, o=cisco, o=com
R2#
*Jun 17 18:08:44.336: | SAKMP: (1100): using the IOSCA2 trustpoint's

keypair to sign
*Jun 17 18:08:44.336: | SAKMP: (1100): sending packet to 192.168.0.1

my_port 500 peer_port 500 (1) MV _KEY_EXCH
*Jun 17 18:08:44.336: | SAKMP: (1100): Sendi ng an | KE | Pv4 Packet .

RIKBIMMSE R Z, HRRIEESIEIOSCA1T trust-point(ERISAKMPHE B #& Xprof1) , It HFEEH
FREK

*Jun 17 18:08:44.337: | SAKMP (1100): received packet from 192.168.0.2

dport 500 sport 500 d obal (R) MM KEY_EXCH

*Jun 17 18:08:44.337: | SAKMP: (1100): I nput = | KE_MESG_FROM PEER, | KE_MV _EXCH
*Jun 17 18:08:44.337: | SAKMP: (1100): O d State =IKE_R_ MW New State = | KE_R_Mb

*Jun 17 18:08:44.337: | SAKMP: (1100): processing | D payl oad. nmessage ID =0
*Jun 17 18:08:44.337: | SAKMP (1100): ID payl oad



*Jun
*Jun
*Jun
*Jun
(R
*Jun
*Jun
(R
*Jun
(R
*Jun
(R
*Jun
*Jun
*Jun
*Jun
(R
*Jun
*Jun
*Jun
*Jun
*Jun
(R
*Jun
192.
R1#
*Jun

next - payl oad

type
FQDN nane
pr ot ocol
port

| engt h

17 18:08: 44.
17 18:08: 44.
17 18:08: 44.
17 18:08: 44.

MM _KEY_EXCH

17 18:08: 44.
17 18:08: 44.

MM _KEY_EXCH

17 18:08: 44.

MM _KEY_EXCH

17 18:08: 44.

MM KEY_EXCH

17 18:08: 44.
17 18:08: 44.
17 18:08: 44.
17 18:08: 44.

MM KEY_EXCH

17 18:08: 44.
17 18:08: 44.
17 18:08: 44.
17 18:08: 44.
17 18:08: 44.

MM _KEY_EXCH

17 18:08: 44.

6
2
R2.cisco.com
17
500
20
337: | SAKMP: (0):: peer matches profl profile
337: | SAKMP: (1100): processing CERT payload. nessage ID =0
337: | SAKMP: (1100): processing a CT_X509_ SI GNATURE cert
337: | SAKWP: (1100): | KE->PKI Add peer's certificate state

(peer 192.168.0.2)

337: CRYPTO_PKI: (900C5) Adding peer certificate

337: | SAKMP: (1100): PKI->l KE Added peer's certificate state
(peer 192.168.0.2)

337: | SAKMP: (1100): | KE->PKI Get PeerCertificateChain state
(peer 192.168.0.2)

337: | SAKMP: (1100): PKI->I KE Got PeerCertificateChain state
(peer 192.168.0.2)

337: | SAKMP: (1100): peer's pubkey isn't cached

337: | SAKWP: (1100): Profil e has no keyring, aborting key search
337: | SAKMP: (0): Creating CERT validation list: IOSCAL,

337: | SAKMP: (1100): I KE->PKI Validate certificate chain state
(peer 192.168.0.2)

337: CRYPTO PKIl:ip-ext-val:IP extension validation not required
341: CRYPTO PKI: (900C5) Check for identical certs

341: CRYPTO PKI: (900C5) Create a list of suitable trustpoints
341: CRYPTO_PKI: (900C5) No suitable trustpoints found

341: | SAKMP: (1100): PKI->IKE Validate certificate chain state

(peer 192.168.0.2)
341: YCRYPTO 5-1 KMP_I NVAL_CERT: cCertificate received from

168.0.2 is bad: unknown error returned in certificate validation

17 18:08: 44.

341: | SAKMP: (1100): Unknown error in cert validation, -1

MERTEVBESTMEFTR(RAE —ERETHEEHIOSCAIEERER) , AIEESEEHR
o WA, MMAHE —EREFEREH RI0SCAT trust-point , R2ZIRIZE T , IEMM6FHIRT L
FRINERTE .

i BRI HE ca trust-pointis $ HIIKEV1

HREEZARERRNEIZEEEBEERTREXECEYREN R , TEEEMHE ,
AR ERFEHCa trust-point i T EBBENREFTE., A , BREBETMREETHE, RIFHE
AN HE K SRBEETIMNIEFASLREBERETANEE,

B, EEEN-—HFUUXEERE | Mx509RA1 , EXRARNEEN

HAMERN, VPNEEER

RETEIEARA — IR L,

IKEVIBIRFC8 &

BAT RRFECA945H Y 1 R
3271 EEREREME


http://www.ietf.org/rfc/rfc4945.txt

E ERE/MBNFTARMRE  BREXATERBEGERRNEARRATENSEHEEE
# B4 A CERTREQ,

RFCTEZ. #ith %M 7] 48 S Hca trust-pointan TR AEE , i S EHHISAKMPHE B &R T
B, BEER , TEEAMMIMMMARE |, BT RREZISAKMPEEESR , RIFEER IPHUES
BSONEEH  RAERNMMSMMMERE RTINS HBRBLXEE KT, Hit , RMKARER
E LR ENFEEERER.

e LWEFATREBENEAENR , ERIKEVIERAER,

ERERRRNIKEV2EBEREE

EHERIKEVZHNZERE 2N  EBNRNEEEACESERNREREERNAN , EEMAE
BEREEFRTAREN, EFREBNAR , BAKEVHENERIARZSERE. EXAES
MEERERE , IKEVIFEMEENEE,

T RIKEV2RA BN 2R ELE Y O -

crypto i kev2 proposal prop-1
encryption 3des

integrity nd5

group 2

|

crypto i kev2 policy pol-1

match fvrf any

proposal prop-1

|

crypto i kev2 profile profilel

match identity renpte address 192.168. 0.2 255. 255. 255. 255
identity local address 192.168.0.1
aut hentication renote rsa-sig

aut hentication local rsa-sig

pki trustpoint TPl

crypto i psec transformset trans esp-3des esp-sha-hmac
node tunne

!
crypto ipsec profile profilel

set transformset trans

set ikev2-profile profilel

!
interface LoopbackO

i p address 192.168. 100. 1 255. 255. 255. 255
!

interface Tunnel 1

i p address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel
!

interface Ethernet0/0

i p address 192.168.0.1 255.255.255.0



ip route 192.168.200.1 255.255. 255. 255 10.0.0.2

FRB i ARNERN MR, BRFSETHSORE (LUURALASR ) HREARHILEFE
B, ERFAZERBESR  CELEEERBEAMIKEVZRETH

crypto i kev2 proposal prop-1

encryption 3des

integrity nd5

group 2

!

crypto i kev2 policy pol-1

match fvrf any

proposal prop-1

1

crypto i kev2 profile profilel

match identity remote address 192.168.0.1 255.255.255.255
identity |local address 192.168.0.2

aut hentication renpte rsa-sig

aut hentication |local rsa-sig

pki trustpoint TPl

1

crypto i kev2 profile profile2

match identity remote address 192.168.0.1 255.255.255.255
identity |local address 192.168.0.2

aut hentication renpte rsa-sig

aut hentication |local rsa-sig

pki trustpoint TPl

1

crypto i kev2 profile profile3

match identity remote address 192.168.0.1 255.255.255.255
identity |local address 192.168.0.2

aut hentication renpte rsa-sig

aut hentication |local rsa-sig

pki trustpoint TPl

crypto i psec transformset trans esp-3des esp-sha-hmac
nmode tunne

!

crypto ipsec profile profilel

set transformset trans

set ikev2-profile profilel

!

interface LoopbackO

i p address 192.168.200.1 255. 255. 255. 255
|

interface Tunnel 1

i p address 10.0.0.2 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.1

tunnel protection ipsec profile profilel
!

interface Ethernet0/0

i p address 192.168.0.2 255.255.255.0

ip route 192.168.100.1 255.255. 255. 255 10.0.0.1

BEDEEFE=FEKEVZERT , EEFLARBURINERZRERELER. R IPvabit
(192.168.0.1):



IKEv2: (SA ID = 1):Searching policy based on peer's identity '192.168.0.1' of
type 'IPv4 address'

HRAEE T match identityds & , RitFIAERERERHRELE G, IOSERFAETNRER —EE
&, EAEH|H Hprofile3:

| KEv2: f ound matching | KEv2 profile 'profile3

EERFIERF , 8 Ashow crypto ikev2 profiledi &

MisE : AR BRERPEEEMAML0.0.0.0), EMARBRMNEFRE, IOSTEERSKRE
MAEER ; cRERIE—BTEE, B2 , ZFHUSHBEEEREN , RRAFMEREERS
L& T 8 E A match identity remotein &, ¥R EB TR TH & 1247 AIfYIKEV1 %HIKEVZEEE*?-?
R, BAREARERBNCERSMHAA., BREZRETEME Hoverlapping match identityds &
ERBEER , RAREEIMENEEER.

L EHIF | profile3H B fEE2EF | Eprofilet ARBENH. EFERERSNEIDRKHRER

*Jul 17 09: 23:48.187: map_db_check_ isakmp profile profile did not match
*Jul 17 09:23:48.187: map_db_find_best did not find matching map
*Jul 17 09:23:48.187: | PSEC(i psec_process_proposal):
proxy identities not supported
*Jul 17 09:23:48.187: IKEV2: (SA ID = 1): There was no
| PSEC policy found for received TS
*Jul 17 09:23:48.187: IKEV2: (SAID = 1):
*Jul 17 09:23:48.187: IKEv2: (SA ID = 1): Sending TS unacceptable notify

ERARRRENIKEV2R

EREARIKEVETENBRER  RESTEEF —BERSPEEREFREH

| KEv2 I KE_SA INIT Exchange REQUEST
Payl oad contents:

SA KE N VI D VI D NOTI FY( NAT_DETECTI ON_SOURCE_| P)
NOTI FY( NAT_DETECTI ON_DESTI NATI ON_I P)

CIfEESEABEFRER (F-EHE ) NABCARRE , RAEEETNNERZEERKRER
MRER. SSEANENTHEEZIRENS -

I KEv2 | KE_SA I NI T Exchange RESPONSE



Payl oad contents:
SA KE N VI D VI D NOTI FY( NAT_DETECTI ON_SOURCE_| P) NOTI FY
( NAT_DETECTI ON_DESTI NATI ON_I P) cERTREQ NOTI FY( HTTP_CERT_LOOKUP_SUPPORTED)

BHRAREENSWRFEEBNCALENEESR

IKEV2: (SAID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s) from
recei ved certificate hash(es)
IKEv2: (SA ID = 1):[PKI -> I KEv2] Retrieved trustpoint(s): 'TP1l'

R BEAEXIEFEFRNBEEENE=HAER T, LHITEEMADiffie-Hellman(DH)PE B
1S MR N

I KEv2: (SA ID = 1):Building packet for encryption.

Payl oad contents:
VID | Di CERT CERTREQ NOTI FY(HTTP_CERT_LOOKUP_SUPPORTED) AUTH CFG SA TSi
TSr NOTI FY(I NI TI AL_CONTACT) NOTI FY( SET_W NDOW SI ZE) NOTI FY( ESP_TFC_NO_SUPPORT)
NOTI FY( NON_FI RST_FRAGS)

FENEENQRERSBEAIRES  YAELSHEEH

| KEv2 | KE_AUTH Exchange RESPONSE

Payl oad contents:

VID I Dr cERT AUTH SA TSi TSr NOTI FY( SET_W NDOW S| ZE) NOTI FY( ESP_TFC_NO_SUPPORT)
NOTI FY( NON_FI RST_FRAGS)

LEEFERRREIKEVIREL, ERAMARNEETEFREH K MAMNERERANEEESR
 IEE (RIENBE ) 2B HRNIKEVIEEAR, BR, FE10S L B RAIKEV2 L IKEV1 B 7

B 5 WNIKEV2AFIEER

LTRIKEV2EBELERCRAGT ARSIV RENEEERY BAREEERTAEEFEHR
#l -

crypto i kev2 profile profilel
match identity renpte address 192.168. 0.2 255. 255. 255. 255
identity local address 192.168.0.1
aut hentication renote rsa-sig
aut hentication local rsa-sig

WMEATR , F—EENCIRERAAMRBEFREANBERTEEN, REERITNWEEGTEES
BMEERXTERNMESENNREFTRER. MBF[EWLER



*Jul

17 17:40: 43. 183

IKEv2: (SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s)
from received certificate hash(es)

*Jul 17 17:40:43.183: IKEv2: (SA ID = 1):[PKI -> | KEv2] Retrieved
trustpoint(s): 'TP1’'

*Jul 17 17:40:43.183: CRYPTO PKI: crypto_pki _get_cert_record_by_subject()

*Jul 17 17:40:43.183: CRYPTO PKI: Found a subject match

*Jul 17 17:40:43.183: CRYPTO PKI: crypto_pki _get_cert_record_by_subject()

*Jul 17 17:40:43.183: CRYPTO PKI: Found a subject match

*Jul 17 17:40:43.183: CRYPTO PKI: Trust-Point TP1 picked up

*Jul 17 17:40:43.183: CRYPTO PKI: 1 matching trustpoints found

*Jul 17 17:40:43.183: IKEV2: (SA ID = 1):[IKEV2 -> PKI] Retrieving trustpoint(s)

from received certificate hash(es)

*Jul 17 17:40:43.183: IKEv2: (SA ID = 1):[PKI -> | KEv2] Retrieved
trustpoint(s): 'TP2'

*Jul 17 17:40:43.183: CRYPTO PKI: Trust-Point TP2 picked up

*Jul 17 17:40:43.183: CRYPTO PKI: crypto_pki _get_cert_record_by_subject()
*Jul 17 17:40:43.183: CRYPTO PKI: Found a subject match

*Jul 17 17:40:43.183: CRYPTO PKI: crypto_pki _get_cert_record_by_subject()
*Jul 17 17:40:43.183: CRYPTO PKI: Found a subject match

*Jul 17 17:40:43.183: CRYPTO PKI: 1 matching trustpoints found

*Jul 17 17:40:43.183: |KEv2: (SA ID = 1): Failed to build certificate payload

BEFTHAEEZANEENEERN. ERSKEVZEREIKEVIETHRENTERER, IKEV2E
BASEAEIKEVRESRETRERSES  BHRKEVEEFRARELE,

UTRETSZRHE:

ZI'D%IKEVZﬁEE*E%ﬁEEEFﬁﬁ?ﬁ%@&%ﬁ , AIFEREASENRETERNMIAEEMRRER
AERTENEES ; —EARESR , S—EAARERRE. ERNOE , EIKEV2EEERTERERN
SR H SR T AR AR FT A &

R2/ERIKEV2R BV RR

EARBIF | R2EIKEV2EXENES :

crypto i kev2 profile profilel

match identity renpte address 192.168. 0.1 255. 255. 255. 255
identity |local address 192.168.0.2

aut hentication renpbte rsa-sig

aut hentication |local rsa-sig

pki trustpoint TP1

pki trustpoint TP2

EARBIF | R1ZIKEV2EFES :

crypto i kev2 profile profilel

match identity renpte address 192.168. 0.2 255. 255. 255. 255
identity |local address 192.168.0.1

aut hentication renpbte rsa-sig


//www.cisco.com/en/US/partner/docs/ios-xml/ios/security/m1/sec-cr-p1.html#wp2513418959

aut hentication |local rsa-sig
pki trustpoint TP1

B REZE—EENE , REEAREER. BESHMACRENGEAENBHESER. &
N EFEIKEVIEEL , WEURNREZENFRE .

Rl#show crypto pki certificates
Certificate
Status: Avail able
Certificate Serial Number (hex): 04
Certificate Usage: Ceneral Purpose
| ssuer:
cn=CA2

Associated Trustpoints: TP2

R1EE—AERENZSEHTP2EEMNEAD , Rt —EREREREANEANRTP2EEMBEABIN
CA. it , RIZZETETENERRE (F—EATERA ) -

R2#

*Jul 17 18:09:04.542: |KEvV2: (SA ID
*Jul 17 18:09:04.542: |KEvV2: (SA ID
fromreceived certificate hash(es)
*Jul 17 18:09:04.542: |KEvV2: (SA ID
trustpoint(s): 'TP2

*Jul 17 18:09:04.542: |KEvV2: (SA ID
the trustpoint TP2

*Jul 17 18:09:04.542: |KEvV2: (SA ID
for the trustpoint PASSED

1): Processing IKE_SA INIT message
1):[IKEv2 -> PKI] Retrieving trustpoint(s)

1):[PKI -> I KEv2] Retrieved

1):[IKEv2 -> PKI] Getting cert chain for

1):[PKI -> I KEv2] Getting of cert chain

A&, REAETP2HBIN R ERRAMEMRER (WBE3 ), RIEEEEEE  BATRESR
REBETPIEEMETRE

*Jul 17 18:09:04.550: IKEV2: (SAID = 1):[IKEV2 -> PKI] Retrieving trustpoint(s)
fromreceived certificate hash(es)
*Jul 17 18:09: 04.550: IKEv2: (SA ID = 1):[PKI -> | KEv2] Retrieved
trustpoint(s): 'TP1’'
*Jul 17 18:09: 04.550: IKEv2: (SA ID
the trustpoint TP1
*Jul 17 18:09:04.550: IKEV2: (SAID = 1):[PKI -> IKEv2] GCetting of cert chain

for the trustpoint PASSED
*Jul 17 18:09:04.550: IKEv2: (SA ID = 1): Get peer's authentication nethod
*Jul 17 18:09:04.550: IKEv2: (SA ID = 1): Peer's authentication nethod is 'RSA
*Jul 17 18:09:04.550: IKEv2: (SAID = 1):[IKEv2 -> PKI] Validating

certificate chain

*Jul 17 18:09: 04.554: |KEv2: (SA ID = 1):[PKI -> | KEv2] Vvalidation of certificate
chain FAILED

*Jul 17 18:09:04.554: |KEv2: (SA ID = 1):Verification of peer's authentication
data FAILED

*Jul 17 18:09:04.554: IKEv2: (SA ID = 1): Sending authentication failure notify
*Jul 17 18:09:04.554: IKEv2: (SA ID = 1):Building packet for encryption.

Payl oad contents:

NOTIFY (AUTHENTICATION FAILED)

1):[IKEv2 -> PKI] Getting cert chain for



WEIATR , BREBRETEE —BIKEVEEERTEAZBEREHN. EXRSAGENN , 48
BEAMKEITEMEENGEER. fln , RINR2ZEEREERFHEE TTP1MTP2,

WE

REEERE T AR E Ao

BEBFREFRNBICAAEE., RBISAKMPEEERERE T ESHEE , Y HRHBE
ISAKMPREIES , AIMM3H B SR RETSHETHBEABNCA, B2 , WRE—HKHEFR
ISAKMPEFES |, BRI EIENMMAER T I EFELEMERNE TR (KE Bca trust-pointds
STENZETEDERER., HBEEERENERABISAKMPEFE A o] LI E £ WEMM5FHIMM4 H
TENBEBRZEBTEEANISAKMPE ERER,

HAE—ETERRY , MMSRIMMATKNEEBRERFFER, F—ECERAANBREANTSRE
MEER , EMMSAIMMeFETTH BB R EXEER.

BEFRRABNIEFEBUARZENBENIERF. B LEHiEshow crypto pki certificateds i i P R
MWE—ERENERE, F—EAREERE—EZFMHNIES.

AURBISAKMPEEEREEZBEEH, WRHATUHTR , AINSHNAERAMDAER,
AXEPHANAAIEBENESHRHIKEVIHERTSIERN. 5 178EEREMMSFMMME FETT
, MBRREER (BEFR ) LAEERNRR (51 ) 8% , MAAERERANISAKMPE E1E
R, EFREMBANEE , RIKEVIiBERTHERIEFE.

IKEV2EA D EEBER S RELFEEIKEVIEL, BR , HIOSEHWERATERBEESETHESR
BERR, EXTRBRAEHE, MRAEEREEREE T ZAGERN  MES —wEE T EE
EEH, HEUREISNREAE. ENERHERNMKEAHBEEREE (AME
IKEV2E EfERECEMNSERME ) o

UTREBAERMEEAN —LEERH :

- MRHEBNIKEVIEEERERIEHBEEHNEE , AIRETERRREN —RIKE,
IKEVIE EERNEEHEER TEN,

- MRHEBNIKEVZEEERERIFHBEEHNEE , AIRETERRREN —RAIKE,
IKEV2EERERMEENBEEENBBHFELEN.

- BRFEREBHIEFEURMshow crypto pki certificateds < & H B RV BN IERF ( 55 —{EITHE
) o

- BERREHEFREEREENESE (F—ETEK ).

- BRARKEVIMIKEV2EAZEREERY BERE THENTE S HR AR REFUER (¥
MHWREXRZ ),

- BN EBREHIKEVINIKEV2EAHBEEREE.
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