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= IPSECTunnel & 00

ConnectionSdema
=  WANConnmection

LaH Connection

Eroadband Backup

19216500424

1721614724

172161.1,/24

172.16.2.5/24
1721621724 y

192168.1.0/24

l . l -2
2 a T

SEiRRE R

BT RAEMERSR LAAERERR — L3R

- EABRERBF , BTHETunnelORFREARENME , delays| BEEHR , EMESFRE TunnelOE XY B
HEEEME L.

- sharedBI R FEARERBREEA , BFIEMGRENH LS EH—NBEELHE K RATH

£ AR/ EER<interface>, BRIl , #BHE , EANBRARHHE(GRE)BEH SIS
WEE D ERNBENHE,

- BATER B RE LURR T A 5 X #BIBmGRERIE (tunnel-al) B A AR K H .
MiEE  ARPIPESSERENEEED

version 15.4

service tinestanps debug datetinme nsec
service tinmestanps |og datetine nmsec
no service password-encryption

host name HUB1



1
crypto i saknmp policy 1

encr aes 256

hash sha256

aut hentication pre-share

group 24

crypto i saknp key ciscol23 address 0.0.0.0
1

crypto i psec transformset transform dnvpn esp-aes 256 esp-sha256-hnac
nmode transport

1

crypto i psec profile profile-dmpn

set transformset transform dmpn

1

interface LoopbackO

description LAN

i p address 192.168. 0.1 255.255.255.0

1

interface Tunnel O

bandw dt h 1000

i p address 10.0.0.1 255.255.255.0

no ip redirects

ip ntu 1400

no ip split-horizon eigrp 1

ip nhrp map mul ti cast dynamc

ip nhrp network-id 100000

i p nhrp hol dti ne 600

ip nhrp redirect

ip summary-address eigrp 1 0.0.0.0 0.0.0.0
ip tcp adjust-nss 1360

delay 1000

tunnel source Ethernet0/0

tunnel node gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dnmpn shared

nterface Tunnel 1

bandw dt h 1000

i p address 10.0.1.1 255.255.255.0
no ip redirects

ip ntu 1400

no ip split-horizon eigrp 1

ip nhrp map mul ti cast dynamc

ip nhrp network-id 100001

i p nhrp hol dti ne 600

ip nhrp redirect

ip summary-address eigrp 1 0.0.0.0 0.0.0.0
ip tcp adjust-nss 1360

delay 1500

tunnel source Ethernet0/0

tunnel node gre multipoint

tunnel key 100001

tunnel protection ipsec profile profile-dnm/pn shared
!

router eigrp 1

network 10. 0. 0. 255
network 10.0. 1. 255
network 192.168.0.0 0.0.255. 255
1

ip route 0.0.0.0 0.0.0.0 172.16.0. 100
!

0 0.0.0.
0 0.0.0.

end



7 XER
UTRERMESS% LHEREN — RS

. R DX TTE , TunnelOF Tunnel 14 B Ethernet0/0F Ethernet0/11E BB E RN HE,
Ethernet0/0:E 4RI EISP , Ethernet0/1E 4R T BIISP,

. B TREEISP , (EFFHVRFIIEE, XISPEAISP1VRF, HREEISP , B.& T & A&ISP2HVRF,

- tunnel vrf ISP1Rtunnel vrf ISP2% BIELEE A E Tunnel0F Tunnell £ |, LA REVRF ISP1}
ISP2AR#I{TERGREFEER TIMEEEN,

ERBREREP , BT HETunnelOXEARENE , delays| BEE K , EFEBMRTunnel 0 & 3%
HEBEMERX,

BEE  ARPIPESSERENHERED

version 15.4
service timestanps debug datetinme nsec
service tinmestanps | og datetine nmsec
no service password-encryption

!

host nane SPOKEL

!
vrf definition ISP1

rd 1:1

!

address-family ipv4
exit-address-family

!
vrf definition ISP2

rd 2:2

!

address-family ipv4
exit-address-family
|
crypto keyring | SP2 vrf |SP2
pre-shared-key address 0.0.0.0 0.0.0.0 key ciscol23
crypto keyring ISP1 vrf |SP1
pre-shared-key address 0.0.0.0 0.0.0.0 key ciscol23
!
crypto i saknmp policy 1

encr aes 256

hash sha256

aut henti cation pre-share

group 24
crypto i saknp keepalive 10 periodic
!
crypto i psec transformset transform dnvpn esp-aes 256 esp-sha256-hnac
nmode transport
|
|
crypto i psec profile profile-dmpn

set transformset transform dmpn
!
i nterface Loopbackl0

i p address 192.168.1.1 255.255.255.0



nterface Tunnel O

description Primary nGRE interface source as Prinmary | SP
bandw dt h 1000

i p address 10.0.0.10 255. 255.255.0

no ip redirects

ip ntu 1400

ip nhrp network-id 100000

i p nhrp hol dti ne 600

ip nhrp nhs 10.0.0.1 nbrma 172.16.0.1 mul ticast
i p nhrp shortcut

ip tcp adjust-nss 1360

del ay 1000

tunnel source Ethernet0/0

tunnel node gre multipoint

tunnel key 100000

tunnel vrf ISP1

tunnel protection ipsec profile profile-dmpn

nterface Tunnel 1

description Secondary mGRE interface source as Secondary | SP
bandw dt h 1000

i p address 10.0.1.10 255.255.255.0

no ip redirects

ip ntu 1400

ip nhrp network-id 100001

i p nhrp hol dti ne 360

ip nhrp nhs 10.0.1.1 nbrma 172.16.0.1 mul ticast
i p nhrp shortcut

ip tcp adjust-nss 1360

del ay 1500

tunnel source EthernetO/1

tunnel node gre multipoint

tunnel key 100001

tunnel vrf ISP2

tunnel protection ipsec profile profile-dmpn

nterface Ethernet0/0

description Primary | SP

vrf forwarding ISPl

ip address 172.16.1.1 255.255.255.0

nterface Ethernet0/1
description Seconday | SP
vrf forwarding |SP2

ip address 172.16.2.1 255.255.255.0
!

router eigrp 1
network 10. 0. 0. 255
network 10.0. 1. 255
network 192.168.0.0 0.0.255. 255
|
ip route vrf ISPl 0.0.0.0 0.0.0.0 172.16.1.254

ip route vrf ISP2 0.0.0.0 0.0.0.0 172.16.2.254
|

0 0.0.0.
0 0.0.0.

| oggi ng dnvpn
!

end

B



EAAREPTRNERARBRREENEERE EEER.

EMEBIISPREAEERAE
FELRFBE S RSP |, EISPHEBISPHERNEEMRE, U TRERLRAIMN —LLHEAFRAE .
- MIEMGREN E/ 1B R B2 R ERE.

- MERREHEE , EEEEIBTunnel0 ( BIBEISPER ) KIERH,
BT 2R ARRR LRG| HEERNHEEshowis & :

SPOKEl#show ip route

<sni p>

Gateway of last resort is 10.0.0.1 to network 0.0.0.0

D* 0.0.0.0/0 [90/2944000] via 10.0.0.1, 1lw0d, TunnelO

l-—— This is the default route for all of the spoke and hub LAN segments.

10.0.0.0/8 is variably subnetted, 4 subnets, 2 nasks

C 10.0.0.0/24 is directly connected, TunnelO

L 10.0.0.10/32 is directly connected, Tunnel O

C 10.0.1.0/24 is directly connected, Tunnell

L 10.0.1.10/32 is directly connected, Tunnell
192.168.1.0/24 is variably subnetted, 2 subnets, 2 nasks

C 192.168.1.0/24 is directly connected, LoopbacklO

L 192.168.1.1/32 is directly connected, LoopbacklO

SPOKEl#show ip route vrf ISPl

Routi ng Table: |SP1
<sni p>

Gateway of last resort is 172.16.1.254 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 172.16.1.254

172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks
C 172.16.1.0/24 is directly connected, Ethernet0/0
L 172.16.1.1/32 is directly connected, Ethernet0/0

SPOKEl#show ip route vrf ISP2

Routi ng Table: |SP2
<sni p>

Gateway of last resort is 172.16.2.254 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 172.16.2.254

172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks
C 172.16.2.0/24 is directly connected, Ethernet0/1
L 172.16.2.1/32 is directly connected, Ethernet0/1

SPOKEl#show crypto session
Crypto session current status

Interface: Tunnel O
Session status: UP-ACTI VE
Peer: 172.16.0.1 port 500



Session ID: O
| KEvl SA: local 172.16.1.1/500 renpte 172.16.0.1/500 Active

!--- TunnelO is Active and the routes are preferred via Tunnel 0.

| PSEC FLOW permt 47 host 172.16.1.1 host 172.16.0.1
Active SAs: 2, origin: crypto nap

Interface: Tunnell
Session status: UP-ACTI VE
Peer: 172.16.0.1 port 500

Session ID: 0O

| KEvl SA: local 172.16.2.1/500 renote 172.16.0. 1/ 500 Active

!--- TunnelO is Active and the routes are preferred via Tunnel 0.

| PSEC FLOW permt 47 host 172.16.2.1 host 172.16.0.1
Active SAs: 2, origin: crypto nap

FISPEREA/HBIISPIEED

FEUHRGIF , BEISP1SEE KRR , BiBTunnel0W#EMEIGRP HoldstiFEsi$BE , W BREEM
ERB|ANHE S ZTWEHIED@Tunnel1 ( JREEthernetd/1 ) .

T R2AARRRLRG P EENEEshowis & :

*Sep 2 14:07:33.374: YOUAL- 5- NBRCHANGE: EI GRP-1Pv4 1. Neighbor 10.0.0.1 (TunnelO)
is down: hol ding tinme expired

SPOKEl#show ip route
<sni p>

Gateway of last resort is 10.0.1.1 to network 0.0.0.0
D* 0.0.0.0/0 [90/3072000] via 10.0.1.1, 00:00:20, Tunnell

!--- This is the default route for all of the spoke and hub LAN segments.

10.0.0.0/8 is variably subnetted, 4 subnets, 2 nasks
C 10.0.0.0/24 is directly connected, TunnelO
L 10.0.0.10/32 is directly connected, Tunnel O
C 10.0.1.0/24 is directly connected, Tunnell
L 10.0.1.10/32 is directly connected, Tunnell

192.168.1.0/24 is variably subnetted, 2 subnets, 2 nasks
192.168.1.0/24 is directly connected, LoopbacklO
192.168.1.1/32 is directly connected, LoopbacklO

— 0

SPOKEl#show ip route vrf ISPl

Routi ng Table: |SP1
<sni p>

Gateway of last resort is 172.16.1.254 to network 0.0.0.0
S* 0.0.0.0/0 [1/0] via 172.16.1.254
172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks
C 172.16.1.0/24 is directly connected, Ethernet0/0
L 172.16.1.1/32 is directly connected, Ethernet0/0

SPOKEl#show ip route vrf ISP2



Routi ng Tabl e: |SP2
<sni p>

Gateway of |ast resort is 172.16.2.254 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 172.16.2.254

172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks
C 172.16.2.0/24 is directly connected, Ethernet0O/1
L 172.16.2.1/32 is directly connected, Ethernet0O/1

SPOKEl#show crypto session
Crypto session current status

Interface: TunnelO
Sessi on status: DOWN
Peer: 172.16.0.1 port 500
| PSEC FLOW pernit 47 host 172.16.1.1 host 172.16.0.1

!--- Tunnel0 is Inactive and the routes are preferred via Tunnel 1.
Active SAs: 0, origin: crypto nap
Interface: Tunnell
Sessi on status: UP-ACTI VE
Peer: 172.16.0.1 port 500
Session ID: 0O
| KEvl SA: local 172.16.2.1/500 renmpte 172.16.0.1/500 Active

!--- Tunnel0 is Inactive and the routes are preferred via Tunnel 1.

| PSEC FLOW permt 47 host 172.16.2.1 host 172.16.0.1
Active SAs: 2, origin: crypto nap

Interface: TunnelO
Sessi on status: DOWN-NEGOTIATING
Peer: 172.16.0.1 port 500

Session ID: 0O

| KEvl SA: local 172.16.1.1/500 renpte 172.16.0. 1/ 500 Inactive

!--- Tunnel0 is Inactive and the routes are preferred via Tunnel 1.

Session ID: O
| KEvl SA: local 172.16.1.1/500 renpte 172.16.0.1/500 Inactive

FEISPEREKE

EBRBEISPRERIKER , TunnelOIHEFEREAFHMRE , ¥ B EEEBTunnel0N EEAH
-3z

AT 2EH -

*Sep 2 14:15:59.128: %OUAL- 5- NBRCHANGE: EI GRP-1Pv4 1: Nei ghbor 10.0.0.1 (Tunnel0O)
is up: new adj acency

SPOKEl#show ip route
<sni p>

Gateway of last resort is 10.0.0.1 to network 0.0.0.0



D* 0.0.0.0/0 [90/2944000] via 10.0.0.1, 00:00:45, TunnelO
!--- This is the default route for all of the spoke and hub LAN segments.

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

C 10.0.0.0/24 is directly connected, TunnelO

L 10.0.0.10/32 is directly connected, TunnelO

C 10.0.1.0/24 is directly connected, Tunnell

L 10.0.1.10/32 is directly connected, Tunnell
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.1.0/24 is directly connected, Loopbackl0

L 192.168.1.1/32 is directly connected, Loopbackl0

SPOKEl#show crypto session
Crypto session current status

Interface: Tunnel 0
Session status: UP-ACTI VE
Peer: 172.16.0.1 port 500

Session ID: 0O

| KEvl SA: local 172.16.1.1/500 renote 172.16.0.1/500 Active

!--- TunnelO is Active and the routes are preferred via Tunnel 0.

| PSEC FLOW permt 47 host 172.16.1.1 host 172.16.0.1
Active SAs: 2, origin: crypto nap

Interface: Tunnell
Session status: UP-ACTI VE
Peer: 172.16.0.1 port 500

Session ID: O

| KEvl SA: local 172.16.2.1/500 renote 172.16.0. 1/ 500 Active

!--- TunnelO is Active and the routes are preferred via Tunnel 0.

| PSEC FLOW permt 47 host 172.16.2.1 host 172.16.0.1
Active SAs: 2, origin: crypto nap

RER: AR

EENHEETHEDERR , 55RAdebug ip eigrpAllogging dmvpn,

AT 2EA -

##HHH#HHSS S #####E Tunnel0 Failed and Tunnell routes installed ########H#4H#######H#HH

*Sep 2 14:07:33.374: %OUAL-5- NBRCHANGE: EIl GRP-1Pv4 1: Nei ghbor 10.0.0.1 (Tunnelo)

is down: holding tine expired

*Sep 2 14:07:33.374: EIGRP-1Pv4(1): table(default): route installed for 0.0.0.0/0
(90/3072000) origin(10.0.1.1)

*Sep 2 14:07:33.391: EIGRP-1Pv4(1): table(default): 0.0.0.0/0 - do advertise

out Tunnel 1

*Sep 2 14:07:33.399: EIGRP-1Pv4(1): table(default): 0.0.0.0/0 - do advertise

out Tunnel 1

*Sep 2 14:07: 36.686: %DMVPN-5-CRYPTO_SS: TunnelO: local address : 172.16.1.1 renote
address : 172.16.0.1 socket i s DOWN

*Sep 2 14:07:36.686: %DMVPN-5-NHRP_NHS_DOWN: Tunnel O: Next Hop Server : (Tunnel
10.0.0.1 NBMA: 172.16.0.1 ) for (Tunnel: 10.0.0.10 NBMA: 172.16.1.1) is DOW, Reason:
Ext ernal (NHRP: no error)



#HH# S #HS### Tunnel0 came up and routes via TunnelO installed ########H####H#HS#H

*Sep 2 14:15:55.120:
address : 172.16.0.1 socket
*Sep 2 14:15:56. 109:
10.0.0.1 NBMA: 172.16.0.1) for
*Sep 2 14:15:59.128:
is up: new adj acency
*Sep 2 14:16:01.197: EIGRP-1Pv4(1):
(90/3072000) origin(10.0.1.1)

*Sep 2 14:16:01.197: EIGRP-1Pv4(1):
(90/ 2944000) origin(10.0.0.1)

*Sep 2 14:16:01.214: EIGRP-1Pv4(1):
out Tunnel O

*Sep 2 14:16:01.214: EIGRP-1Pv4(1):
out Tunnel 1

HERER

is up

%DMVPN-5-CRYPTO_SS:

%DMVPN-5-NHRP_NHS_UP: Tunnel 0: Next
(Tunnel :
YOUAL- 5- NBRCHANGE: EI GRP-1 Pv4 1: Neighbor 10.0.0.1 (TunnelO)

Tunnel 0: | ocal address : 172.16.1.1 renpte
Hop Server (Tunnel :
10.0.0.10 NBMVA: 172.16.1.1) is UP

tabl e(default): route installed for 0.0.0.0/0

tabl e(default): route installed for 0.0.0.0/0

tabl e(default): 0.0.0.0/0 - do advertise

tabl e(default): 0.0.0.0/0 - do advertise

- BE RNDMVPNI EHERR SRR T 3

. Cisco MDS 9000F 5l & FEHEBRIERS . 2.xhR4.AIPseca FEHE R

. BifirZ BB ¢ - Cisco Systems
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