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show crypto sockets

show crypto session detail
show crypto isakmp sa detail
show crypto ipsec sa detail

show ip nhrp

show ip nhs
show dmvpn [detail]
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209.0.113.1/32

WAN Connection — I

LAM Connection

GRE over IPsec Tunnel D

Ethernet0/0: 172.16.1.1524
Tunnell: 10.1.1.1/24
LoopbackD: 209 165 201 17352
Loopbackl: 208 185 201 3752

2091652011732 Loopback?: 209 165 201 3732
Loopbackd: 208 165 201 4,32

ng
OIS X ERERAEE,

crypto isakmp policy 1

encr 3des
hash sha
authentication pre-share

crypto isakmp key ciscol23 address 0.0.0.0 0.0.0.0

crypto ipsec transform-set DMVPN-TSET esp-3des esp-sha-hmac

mode transport
crypto ipsec profile DMVPN-IPSEC
set transform-set DMVPN-TSET

R

interface TunnelO

ip
no
ip
ip
ip
ip
ip
no

address 10.1.1.254 255.255.255.0
ip redirects

mtu 1400

nhrp authentication NHRPAUTH
nhrp map multicast dynamic

nhrp network-id 1

tcp adjust-mss 1360

ip split-horizon eigrp 1

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 1

tunnel protection ipsec profile DMVPN-IPSEC

Ethernet0 /0 17216101724
Tunrell: 10,1, 1.254/24
LoophackD: 203.0.113.1/32
Loopbackl: 203.0.013.2/32
Loophack?: 2080113 3732
Loopbacks: 203.0.115 4/32



end

interface Ethernet0/0
ip address 172.16.10.1 255.255.255.0
end

interface Loopback0
ip address 203.0.113.1 255.255.255.255
interface Loopbackl
ip address 203.0.113.2 255.255.255.255
interface Loopback2
ip address 203.0.113.3 255.255.255.255
interface Loopback3
ip address 203.0.113.4 255.255.255.255

router eigrp 1
network 10.1.1.0 0.0.0.255

network 203.0.113.1 0.0.0.0
network 203.0.113.2 0.0.0.0
network 203.0.113.3 0.0.0.0
network 203.0.113.4 0.0.0.0

L3

interface TunnelO

ip address 10.1.1.1 255.255.255.0
ip mtu 1400

ip nhrp authentication NHRPAUTH

ip nhrp map 10.1.1.254 172.16.10.1
ip nhrp network-id 1

ip nhrp nhs 10.1.1.254

ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel destination 172.16.10.1
tunnel key 1

tunnel protection ipsec profile DMVPN-IPSEC
end

interface Ethernet0/0
ip address 172.16.1.1 255.255.255.0
end

interface Loopback0
ip address 209.165.201.1 255.255.255.255
interface Loopbackl
ip address 209.165.201.2 255.255.255.255
interface Loopback2
ip address 209.165.201.3 255.255.255.255
interface Loopback3
ip address 209.165.201.4 255.255.255.255

router eigrp 1

network 209.165.201.1 0.0.0.0
network 209.165.201.2 0.0.0.0
network 209.165.201.3 0.0.0.0
network 209.165.201.4 0.0.0.0
network 10.1.1.0 0.0.0.255
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WAN Connection

LAN Connection

GRE over IPsec Tunnel S
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203.0.113.1/32
/WAN Connection \

LAN Connection

GRE over IPsec Tunnel S

NHRP Registration Request == == = =p

QHRP Registration Reply

oA .{ 172,16.1.1/24
!'_!"'__._
OKEL

209.165.201.1/32
LTS X B ES L# Adebug dmvpn alls S8 |, EHRELHRE. WEBEGSRAER

Spokel#debug dmvpn all all
DMVPN all level debugging is on
Spokel#show debug

NHRP:

NHRP protocol debugging is on

NHRP activity debugging is on

NHRP extension processing debugging is on
NHRP cache operations debugging is on
NHRP routing debugging is on

NHRP rate limiting debugging is on
NHRP errors debugging is on

IKEV2:

IKEV2 error debugging is on

IKEV2 terse debugging is on

IKEV2 event debugging is on

IKEV2 packet debugging is on

IKEV2 detail debugging is on

Cryptographic Subsystem:

Crypto ISAKMP debugging is on
Crypto ISAKMP Error debugging is on
Crypto IPSEC debugging is on



Crypto IPSEC Error debugging is on

Crypto secure socket events debugging is on
Tunnel Protection Debugs:

Generic Tunnel Protection debugging is on
DMVPN :

DMVPN error debugging is on

DMVPN UP/DOWN event debugging is on

DMVPN detail debugging is on

DMVPN packet debugging is on

DMVPN all level debugging is on
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EDZHBEES "no shutdown, # , EIREFEES00 LINZIIKERSA ( £ER1 ) HE. IEAEES |, &4
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NAT-THEREIDE S AR BB ZHNAT, EREBEENAT , EISAKMPHEBREPHAH S HIRELE
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MM_SA_SETUP ( £33 ) HERHFEW, KRF[EEHSHE S —fECisco IOSEE , WHRBEHFEM
ISAKMPAREEREIKE_R_MM2E X BIKE_R_MM3,

MM_KEY_EXCH ( #34 ) HERFEIE,
ISAKMPHREEMRIKE_R_MM3E R AIKE_R_MM4,
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ERRBEEKEFPINHRPEMGER , cESBNHS (Fi ) Ef. BE , IUFRELESIHNEE , BA:
src NBMA: &% it E R 2 30 E S mNHS 5 8 20 X B B FINBMA (internet) it 1it

src protocol: € & 5 it #Y 8 R Y B8 1t 11t

dstif TE:NHS/EE AR BS By B2 18 b 1t

SRBEE. EREHR&C);NHRPEBHFEFFH

E FIRNBMA:NHS/ S AR B FINBMA 1 11

EF IR NHS/SEARES BV BEIE b 1t

NHRP debug packets adding target network 10.1.1.1/32 available via next hop of 10.1.1.1 at NHRP of 17
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ERAPORENEEEINNHRPEMEE K ZEBEE T 2o EIH "NHRPEMGER, . EHEMEME
src , dst EBERR ( R85 ) MEMW (2 ) IP{uit, AT RBHFEENGRER I IR B itk
src NBMA:ERRAINBMA ( #BFR4AEE ) bk

src protocol: & 73l & it #Y 85 7R #Y B% & ith 11k

dstifh TE:NHS/SE AR BS By B3 & b 1t

EFIRNBMA:NHS/£ 4525 fUNBMA b 31F

B iR E: NHS/EAR 22 A BSE b it
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E—RHOVIPSeclRFHE , RREITELER.

RREIGRPH#ZRAZE10.1.1.1 LB EI X OB RFEHEE.
SRR Th R SANHRPH REE S

FERE Th RE A R Rt E AR
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FBAT R R4

- debug dmvpn condition peer nbma NBMA_ADDRESS
- debug dmvpn condition peer tunnel TUNNEL_ADDRESS
- debug crypto condition peer ipv4d NBMA_ADDRESS

show crypto sockets

Spokel#show crypto sockets
Number of Crypto Socket connections 1

TuO0 Peers (local/remote): 172.16.1.1/172.16.10.1

Local Ident (addr/mask/port/prot): (172.16.1.1/255.255.255.255/0/47)
Remote Ident (addr/mask/port/prot): (172.16.10.1/255.255.255.255/0/47)
IPSec Profile: "DMVPN-IPSEC"

Socket State: Open

Client: "TUNNEL SEC" (Client State: Active)

Crypto Sockets in Listen state:
Client: "TUNNEL SEC" Profile: "DMVPN-IPSEC" Map-name: "TunnelO-head-0"

Hub#show crypto sockets
Number of Crypto Socket connections 1

Tu0 Peers (local/remote): 172.16.10.1/172.16.1.1

Local Ident (addr/mask/port/prot): (172.16.10.1/255.255.255.255/0/47)
Remote Ident (addr/mask/port/prot): (172.16.1.1/255.255.255.255/0/47)
IPSec Profile: "DMVPN-IPSEC"

Socket State: Open

Client: "TUNNEL SEC" (Client State: Active)

Crypto Sockets in Listen state:
Client: "TUNNEL SEC" Profile: "DMVPN-IPSEC" Map-name: "TunnelO-head-0"

show crypto session detail
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Spokel#show crypto session detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

Interface: Tunnell

Uptime: 00:01:01

Session status: UP-ACTIVE

Peer: 172.16.10.1 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 172.16.10.1

Desc: (none)

IKEvl SA: local 172.16.1.1/500 remote 172.16.10.1/500 Active
Capabilities: (none) connid:1001 lifetime:23:58:58

IPSEC FLOW: permit 47 host 172.16.1.1 host 172.16.10.1
Active SAs: 2, origin: crypto map

Inbound: #pkts dec'ed 25 drop 0 life (KB/Sec) 4596087/3538
Outbound: #pkts enc'ed 25 drop 3 life (KB/Sec) 4596087/3538

Hub#show crypto session detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

Interface: Tunnell

Uptime: 00:01:47

Session status: UP-ACTIVE

Peer: 172.16.1.1 port 500 fvrf: (none)

ivrf: (none)

Phasel_id: 172.16.1.1

Desc: (none)

IKEvl SA: local 172.16.10.1/500 remote 172.16.1.1/500 Active
Capabilities: (none) connid:1001 lifetime:23:58:12

IPSEC FLOW: permit 47 host 172.16.10.1 host 172.16.1.1
Active SAs: 2, origin: crypto map

Inbound: #pkts dec'ed 35 drop 0 life (KB/Sec) 4576682/3492
Outbound: #pkts enc'ed 35 drop 0 life (KB/Sec) 4576682/3492

show crypto isakmp sa detail

Spokel#show crypto isakmp sa detail

Codes: C - IKE configuration mode, D - Dead Peer Detection

K - Keepalives, N - NAT-traversal

T - CcTCP encapsulation, X - IKE Extended Authentication

psk - Preshared key, rsig - RSA signature renc - RSA encryption
IPv4 Crypto ISAKMP SA

C-id Local Remote I-VRF Status Encr Hash Auth DH Lifetime Cap.

1001 172.16.1.1 172.16.10.1 ACTIVE 3des sha psk 1 23:59:10
Engine-id:Conn-id = SW:1

IPv6 Crypto ISAKMP SA

Hub#show crypto isakmp sa detail

Codes: C - IKE configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal

T - CcTCP encapsulation, X - IKE Extended Authentication



psk - Preshared key, rsig - RSA signature
renc - RSA encryption IPv4 Crypto ISAKMP SA
C-id Local Remote I-VRF Status Encr Hash Auth DH Lifetime Cap.

1001 172.16.10.1 172.16.1.1 ACTIVE 3des sha psk 1 23:58:20
Engine-id:Conn-id = SW:1

IPv6 Crypto ISAKMP SA

show crypto ipsec sa detail

Spokel#show crypto ipsec sa detail

interface: TunnelO

Crypto map tag: TunnelO-head-0, local addr 172.16.1.1

protected vrf: (none)

local ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.10.1/255.255.255.255/47/0)
current_peer 172.16.10.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 24, #pkts encrypt: 24, #pkts digest: 24

#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#pkts no sa (send) 3, #pkts invalid sa (rcv) 0

#pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0

#pkts invalid prot (recv) 0, #pkts verify failed: 0

#pkts invalid identity (recv) 0, #pkts invalid len (rcv) 0

#pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0
##pkts replay failed (rcv): O

#pkts internal err (send): 0, #pkts internal err (recv) 0

local crypto endpt.: 172.16.1.1, remote crypto endpt.: 172.16.10.1
path mtu 1500, ip mtu 1500, ip mtu idb Ethernet0/0

current outbound spi: 0xA259D71(170237297)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: 0x8D538D11(2371063057)

transform: esp-3des esp-sha-hmac ,

in use settings ={Transport, }

conn id: 1, flow_id: SW:1, sibling_flags 80000006,

crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4596087/3543)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: 0xA259D71(170237297)

transform: esp-3des esp-sha-hmac ,

in use settings ={Transport, }

conn id: 2, flow_id: SW:2, sibling_flags 80000006,
crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4596087/3543)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE

outbound ah sas:

outbound pcp sas:



Hub#show crypto ipsec sa detail
interface: TunnelO
Crypto map tag: TunnelO-head-0, local addr 172.16.10.1

protected vrf: (none)

local ident (addr/mask/prot/port): (172.16.10.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
current_peer 172.16.1.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 34, #pkts encrypt: 34, #pkts digest: 34

#pkts decaps: 34, #pkts decrypt: 34, #pkts verify: 34

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#pkts no sa (send) 0, #pkts invalid sa (rcv) 0

#pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0

#pkts invalid prot (recv) 0, #pkts verify failed: 0

#pkts invalid identity (recv) 0, #pkts invalid len (rcv) 0

#pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0
##pkts replay failed (rcv): O

#pkts internal err (send): 0, #pkts internal err (recv) 0

local crypto endpt.: 172.16.10.1, remote crypto endpt.: 172.16.1.1
path mtu 1500, ip mtu 1500, ip mtu idb Ethernet0/0

current outbound spi: 0x8D538D11(2371063057)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: 0xA259D71(170237297)

transform: esp-3des esp-sha-hmac ,

in use settings ={Transport, }

conn id: 1, flow_id: SW:1, sibling_flags 80000006,

crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4576682/3497)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas: spi: 0x8D538D11(2371063057)

transform: esp-3des esp-sha-hmac ,

in use settings ={Transport, }

conn id: 2, flow_id: SW:2, sibling_flags 80000006,

crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4576682/3497)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE

outbound ah sas:
outbound pcp sas:

show ip nhrp

Spokel#show ip nhrp

10.1.1.254/32 via 10.1.1.254

TunnelO created 00:00:55, never expire
Type: static, Flags:



NBMA address: 172.16.10.1

Hub#show ip nhrp

10.1.1.1/32 via 10.1.1.1

TunnelO created 00:01:26, expire 01:58:33
Type: dynamic, Flags: unique registered
NBMA address: 172.16.1.1

show ip nhs

Spokel#show ip nhrp nhs

Legend: E=Expecting replies, R=Responding, W=Waiting
TunnelO:

10.1.1.254 RE priority = 0 cluster = 0

Hub#show ip nhrp nhs (As the hub is the only NHS for this DMVPN cloud,
it does not have any servers configured)

show dmvpn [detail]

"show dmvpn detail" returns the output of show ip nhrp nhs, show dmvpn,
and show crypto session detail

Spokel#show dmvpn

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete

N - NATed, L - Local, X - No Socket

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: TunnelO, IPv4 NHRP Details
Type:Spoke, NHRP Peers:1,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 172.16.10.1 10.1.1.254 UP 00:00:39 S

Spokelf#show dmvpn detail

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete

N - NATed, L - Local, X - No Socket

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface TunnelO is up/up, Addr. is 10.1.1.1, VRF ""

Tunnel Src./Dest. addr: 172.16.1.1/172.16.10.1, Tunnel VRF ""
Protocol/Transport: "GRE/IP", Protect "DMVPN-IPSEC"

Interface State Control: Disabled

IPv4 NHS:
10.1.1.254 RE priority = 0 cluster = 0
Type:Spoke, Total NBMA Peers (v4/v6): 1

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network

1 172.16.10.1 10.1.1.254 UP 00:00:41 s 10.1.1.254/32

Crypto Session Details:



Interface: Tunnell

Session: [0x08D513DO0]

IKEvl SA: local 172.16.1.1/500 remote 172.16.10.1/500 Active
Capabilities: (none) connid:1001 lifetime:23:59:18

Crypto Session Status: UP-ACTIVE

fvrf: (none), Phasel_id: 172.16.10.1

IPSEC FLOW: permit 47 host 172.16.1.1 host 172.16.10.1
Active SAs: 2, origin: crypto map

Inbound: #pkts dec'ed 21 drop 0 life (KB/Sec) 4596088/3558
Outbound: #pkts enc'ed 21 drop 3 life (KB/Sec) 4596088/3558
Outbound SPI : 0x A259D71, transform : esp-3des esp-sha-hmac
Socket State: Open

Pending DMVPN Sessions:

Hub#show dmvpn

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete

N - NATed, L - Local, X - No Socket

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: TunnelO, IPv4 NHRP Details Type:Hub, NHRP Peers:1,
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1172.16.1.1 10.1.1.1 UP 00:01:30 D

Hub#show dmvpn detail

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete

N - NATed, L - Local, X - No Socket # Ent --> Number of NHRP entries with same NBMA peer NHS
Status: E --> Expecting Replies, R --> Responding, W --> Waiting UpDn Time --> Up or Down Time
for a Tunnel ==========================================================================
Interface Tunnel0O is up/up, Addr. is 10.1.1.254, VRF "" Tunnel Src./Dest. addr:
172.16.10.1/MGRE, Tunnel VRF "" Protocol/Transport: "multi-GRE/IP", Protect "DMVPN-IPSEC"
Interface State Control: Disabled Type:Hub, Total NBMA Peers (v4/v6): 1

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network ----- —————--————————-
———————————————————————————————————————————————— 1 172.16.1.1 10.1.1.1 UP 00:01:32 D
10.1.1.1/32

Crypto Session Details:
———————————————————————————————————————————————————————————————————————————————— Interface:
TunnelO

Session: [0x08A27858]

IKEvl SA: local 172.16.10.1/500 remote 172.16.1.1/500 Active
Capabilities: (none) connid:1001 lifetime:23:58:26

Crypto Session Status: UP-ACTIVE

fvrf: (none), Phasel_id: 172.16.1.1

IPSEC FLOW: permit 47 host 172.16.10.1 host 172.16.1.1
Active SAs: 2, origin: crypto map

Inbound: #pkts dec'ed 32 drop 0 life (KB/Sec) 4576682/3507
Outbound: #pkts enc'ed 32 drop 0 life (KB/Sec) 4576682/3507
Outbound SPI : 0x8D538D11, transform : esp-3des esp-sha-hmac
Socket State: Open

Pending DMVPN Sessions:

MR
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//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
//www.cisco.com/web/about/security/intelligence/nextgen_crypto.html

. RFC3706:IKE % 3% & {53
. RFC3947:IKE NATIE FE
- BT BB - Cisco Systems



http://www.ietf.org/rfc/rfc3706.txt
http://www.ietf.org/rfc/rfc3947.txt
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	DMVPN第1階段調試故障排除指南
	目錄
	簡介
	必要條件
	需求
	採用元件
	重大改進
	慣例

	相關配置
	拓撲概述
	加密
	中心
	輻條

	調試
	封包流視覺化
	調試及說明

	確認功能和疑難排解
	show crypto sockets
	show crypto session detail
	show crypto isakmp sa detail
	show crypto ipsec sa detail
	show ip nhrp
	show ip nhs
	show dmvpn [detail]

	相關資訊


