EDNACJ:'_iLﬁanquSLn
EZX

DHCP{r] iR 25 fid &

tHERE A

bl

AXHNBBNEEBADNSERE 2 M ABBNESH %,
HE G
BXR

. Cisco DNA Center(DNAC) & 272 A
.- SSLBEHEAR A

BRAxH
g R ZRIECisco DNA Center(DNAC)ARA<2.1.Xo

ANHFHNEARBRBBEERETREANEENEL. Iﬂlﬂﬁﬁi‘UE’JFﬁ“ﬁ_&%%ﬁtE%Fﬁ ( R
) BHEREREE ., MREHEREFT , FEARECEAEAESTRERNTE,

FRER

Bk ENERDNARU(DNAC)EHISR VA E R AR | 36 B SR 818 42+ 48 PR 4 2% 38 BC 48 2%
RER , #HEELRADNSEM.

EABMEEEIRASE0KRE , AIERTRN G ERMABREE.

. DHCP A BB 15
. DNS&E#
- BRERERED
BTEB N HInternetETE2EH , EEEHLADNACLLHLZLRE, RBAEFREDHCPHER
22, DNS{AARES. AU LTHRSSLEBE, NIRLELKARE+EE EL 1IEBHZEEDNACLE | Al
ERBSBMPPEREE, ERAERS .



- CatoK#& & ZPNPIE,
. pnpserver.cisco.comZDNACIZ #I25 FIFQDNE &,
. CiscoR 2 #4fit & A DNS Al Bk 25 MIDHCP{Al Bk &% -

#EDNACLERMRESSLEE

FERIEAT , DNACHEMAZENBERRE  ZAESTHAREEARKRTFHEARBEE, BR
, EREBERENAICAE AT RNX509FE , UERB L Hinternetit B infl B 2 £ #th 2R F
MK EET.

LT €868 REDNAC L T &M L& BRI # HAYOpen SSLBE,
HENHEBRE K BLABRXEIUCSR,

B

S B1.FEHSSHE F i & A FCisco DNA Centerf & 3 £ /home/maglev T 2 31 — B iR Bs & ¥l 3k |, fi
i, fEhome B & 7 & A mkdir tls-cert;cd tls-cert@ %o

SR EHEEIRECHT , FEFER M Amaglev cluster network displays 5 7£Cisco DNA Centerfig &
5% X Cisco DNA CenterE#% (FQDN):

I nput :

$maglev cluster network display
Qut put :

cl uster_network:

cluster_dns: 169.254. 20. 10
cl uster _hostnanme: fqdn. ci sco.com

i3 BEEEArootff T REETIHT T,

R ML cluster_hostnameBZEHF 2 EBER |, FHEMAmaglev cluster config-updatedn T #
1 5 i Cisco DNA CenterE #% (FQDN):

I nput :
$maglev-config update
Cut put :

Magl ev Config Wzard GU

i BEEEArootF S REETHST T,

B—TTF—% , BEZIFRZEEAMAGLEV CLUSTER DETAILSHS B | S BEEBWARTH
Cluster hostname, A5 ##% % E BFTE M Cisco DNA Center FQDN, #— TFNextif {8 , EZ|H
HTHIFQDNE # &L & Cisco DNA Center,



SRIEAEBRENARESR , 2)Y — 8% Sopenssl.enfViER , WigH LEFEEL-—FShE
YR E B, B TAIRERE  BEYEETRENERENHE.

. RSN BB EETEEBEE2048/sha256 , F5FBdefault_bitsFdefault_md,
. fEreq_distinguished_nameHalt_ namesﬁ”ﬁpﬁﬁﬂﬁuiﬁﬁﬁo HE—HBFIAROURNL , ER
RN, MREHNIBERBRRBEEERTEE , BFZKOUMN.
- BFE M R R TR ﬁﬂi‘“ﬂﬁ%iﬁﬁﬁéﬁﬁﬁﬂlﬁéﬂ'mﬁ , 7n B ER AL,
. alt_names# 5 : FEEEERE Cisco DNA Centerfk A £,
f&Cisco DNA Center 2.1.188%8 , aJLA¥E 15 Cisco DNA CenterfE S ¥FQDNW 2 X E, HAK
742.1.189Cisco DNA CenterJ%}J_lzlX IREE B F7ESubject Alternative Name(SAN)B F EZHIPib
HHIEE, Cisco DNA Center 2.1 .1&%%%4”1&2.1 12 BiHYCisco DNA Centerix ZA<#Y
alt_ nameSnBﬁEEEZZﬂT

Cisco DNA Center 2.1. 1R E SR~ :

1.Z{1EEalt_names#y , ZHF L AT EARNEIBWeb B ERNEIB B DHER ( WIPnPHCisco
ISE ) 58 Cisco DNA CenterfyFTEDNSE & ( ‘@3ECisco DNA Center FQDN ) ., alt_namesZB%
Y 55 — EDNS% B % B2 & Cisco DNA Center FQDN(DNS.1 = FQDN-of-Cisco-DNA-Center),
IR SE 18 B A = st DNSH% B R X & Cisco DNA Center FQDN , {B 7] LA fEalt-namesZB 0 R I & 1B
DNSiRBE R EAERFET ( HAPNPHMEMDNSHKE ) . a0 |, *.example.comBERIKE -

BEEEH  REEE—FEARNKEMERTE , BlfEalt_namesEpn A K HMRE Rk BhFTIE
DNSIZE K , TAFEAERAZTT,. BR ﬁﬁﬁ%“"ﬂjﬁﬁﬁ’ﬁ’éi)ﬁ#iiﬁﬂﬁﬁﬁﬁio BRI
&i#A na/ﬂﬁClsco DNA Center® IEE?aﬁEPE’J TEiIg S BMERE, X9

2. alt_namesEB 4 % B EEADNSHE B BCisco-DNA-CenterfIFQDN |, I B 4428 PT i &8 Fi & 2
B (B AMNL "Cluster hostname. ) £ Cisco DNA Centerfit & F 5% E #Y Cisco DNA Center¥E
% (FQDN), Cisco DNA CenterEfI{EXX EFME N EM —EE#E (FQDN), R#Cisco DNA
Center L W EE MO EE AN EEIAR D ERDNAFONEE | BIXAB EGeoDNSEKRE , UE
RIFIZUDNSEH KRS iR 4T A B RIDNAFR O E# S (FQDN)E’JMI@P/J’Eﬁlpﬁ %lp/ﬁﬁlp an
SR{EEACisco DNA Center LY 1> 3B B R F EECisco DNA CentenEZ#RIVEE | AIEERTE
GeoDNSZXK R,

i MREE ACisco DNA CenterBU A SEBNR1E | BIABRIEGeoDNSK RS | LUEREIZIX
DNSZEH# I #E BCisco DNA CenterE# % (FQDN) T K B EE B EBRIPA KB EL ¥
EEIP,

3.1/ 2.1.189Cisco DNA Centerix 7~ :

ZYEEalt_namesEfy , ZE P4 A B EFAREERECisco DNA CenterfI Fr B IPtb it FIDNSE B (&
BWeb BB LR BB A R ( WPnP=Cisco ISE ) » (LkRHBIfREE=EF B Cisco DNA Centerf &
s MREBEBIULE A BEAZRHHFVIPERASAN, MRUBHEBHETER , ITEENEL
HEUCTSHEHKEIPHIL, )

MRAREEENE , BIBBEERRAL,

. #EextendedKeyUsagelEE+ , BiEserverAuthHclientAuth2 4 EH, NRZBEE DT —BM4
, Cisco DNA Center#§1E#8SSLEE.,
m%&xé%ﬁha($ﬁ%),%%ﬁ@%xamgmﬁﬁrCAﬂwEJﬂﬁ%o
openssl.cnf&ifi ( &AM Cisco DNA Center 2.1. 1fR R EHRA ) :


/content/en/us/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html

reg_extensions = v3_req

di stingui shed_nane = req_di stingui shed_nane
default_bits = 4096

default_nmd = sha512

pronpt = no
[ req_di stingui shed_nane]

C = <two-letter-country-code>

ST = <state-or-provi nce>

L = <city>

O = <conpany- nane>

QU = MyDivi sion

CN = FQDN- of - G sco- DNA- Cent er

emai | Address = responsi bl e-user @ryconpany.tld

[ v3_req ]

basi cConstrai nts = CA: FALSE

keyUsage = digital Signature, keyEnci phernment
ext endedKeyUsage=ser ver Aut h, cl i ent Aut h

subj ect Alt Nane = @l t_nanes

[al t _nanes]
DNS. 1 FQDN- of - Ci sco- DNA- Cent er

DNS. 2 = pnpserver. Domai nAssi gnedByDHCPDur i ngPnP. t 1 d
DNS. 3 = *. exanpl e. com

1--- Exanpl e openssl.cnf (Applicable for Cisco DNA Center versions earlier than 2.1.1)

reg_extensions = v3_req

di stingui shed_nane = req_di stingui shed_nane
default_bits = 4096

default_md = sha512

pronpt = no
[ req_di stingui shed_nane]

C = <two-letter-country-code>

ST = <state-or-provi nce>

L = <city> O = <conpany- nane>

QU = MyDivi sion

CN = FQDN- of - G sco- DNA- Cent er

emai | Address = responsi bl e-user @ryconpany.tld

[ v3_req ]

basi cConstrai nts = CA: FALSE

keyUsage = nonRepudi ation, digital Signature, keyEnci phernent
ext endedKeyUsage=ser ver Aut h, cl i ent Aut h

subj ect Alt Nane = @l t_nanes

[al t _nanes]

DNS. 1 = FQDN- of - Ci sco- DNA- Cent er

DNS. 2 = pnpserver. Domai nAssi gnedByDHCPDur i ngPnP. t 1 d
I1P. 1 Enterprise port |P node #1

I1P.2 Enterprise port |P node #2

IP.3 = Enterprise port |IP node #3

I1P. 4 Enterprise port VIP

IP.5 Cluster port |IP node #1



IP.6 = Cluster port |IP node #2
IP.7 = Cluster port |IP node #3
IP.8 = Cluster port VIP
IP.9 = GU port |IP node #1

IP.10 = QU port |IP node #2
IP.11 = GJ port |IP node #3
IP.12 = GJ port VIP

IP.13 = Coud port |P node #1
IP.14 = Coud port |P node #2
IP.15 = Coud port |P node #3
IP.16 = Coud port VIP

5 : R fopenssl.enflERP T BIFEEIPH |, AIEETERERGRA, EFERILEE
, SRR P uE R SANFT B EIRE P,

FRBZIEN XA MRERS , BY — B Aopenssl.cnfiViER | WHSH LEREEL—SHEINE
&, AL ROIAERER , BREEHETRAEBNEELZNIEE,

- MR ERREETEBERKEE2048/sha256 , F5F8E default_bitsFdefault_md.

. 1Ereq_distinguished_name#Malt_names&if AEEMLIEEE, HE—HNHI/AROURM , B2
AEN, MRENBFERRRBEERERATE , FRBKOUMNL,

. emailAddressff 2 TiEH ; MR ENBERZUBEEBRTIETE , FRKEMWIL,

. alt_names#f5 : BEBEERE Cisco DNA Centerfix &M £,

- #&€Cisco DNA Center 2.1.16% , FODNXZE T A, HRKMR2.1.18Cisco DNA Centerhx 2

, BREE—ERE , HIPHuEISETREAZMWSAN)H, Cisco DNA Center 2.1. 1R ES
RRA AR 2.1.1 2 Hi B9 Cisco DNA CenteriR A&#Jalt_namesEf 2 BB T :

. Cisco DNA Center 2.1.1RE@hRA : BEEFalt_names#y , ZMBo B EISANEIR
WebBIE 2R B B)#ERE ( PP, Cisco ISE ) 35/ Cisco DNA CenterfI FTEDNSHE B ( 2iE
Cisco DNA Center FQDN ) , alt_namesZB4 #9585 — BIDNS{R B 2472 & Cisco DNA
CenterfyFQDN(DNS.1 = FQDN-of-Cisco-DNA-Center), & L8 8 A FTDNSIEE R E
Cisco DNA CenterfyFQDN, 1B 2&m LA fEalt-namesE o KR BONSIEEFFEHEBERET ( ¥
APNPFEMDNSHKE ) ., i , *.example.com2 B RHEE .

EEZER MRZHEE—FEARKEMERRE , BlfEalt_namesT 5 A K #IRE R vk 28
DNSIRB K , TAFFEAEAFT. ER , RMERCEERNESANKHBINERE. EBFM
EF , 552 [Cisco DNA CenterEE S5 R "#HMBKHEMERE, Ho.

. alt_namesZp o 4 B8 EFQDN-of-Cisco-DNA-CenterfE BDNSH% B |, 3t B 2478 L @iB AL
EEE (£8 AL "Cluster hostname, H ) #£Cisco DNA Centerfit & 3% E #Y Cisco
DNA CenterE#% (FQDN),

Cisco DNA CenterE8IEX EMENEHK — B E#E (FQDN), EX4 AR EGeoDNSEKEE , LURIR
ZUDNSE #9458 24T A Cisco DNA CenterE#% (FQDN)W B IP/ERIPF S ¥IP/ERIP,

i MREE ACisco DNA CenterBUA BN 1E | BIABRIEGeoDNSK RS | LUEREIZI
DNSZE I #3E B Cisco DNA CenterE# % (FQDN) T K B EE R EBRIPA KB EL ¥
E#EIP,

. £/ 2.1.189Cisco DNA Centerix 4~ :

ZYERalt_namesEBn , 5 LSBT EFAREARECisco DNA Centerfy Fr B IPi#h it KIDNSH B (i@
BWebZI B2 EiE B B#EFE ( WIPnPECisco ISE ) o (Lt RIERER = &iZCisco DNA Center& &
c MELEBUEE  BEAZHHAMVIPHEASAN, MRLUEHEBETER  AEEEHEY
BELUTENEHRKENIPHUL, )


/content/en/us/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html

CMMRAREEENE , WZBEERNL
. fEextendedKeyUsagelEE & , BtEserverAuthFclientAuth@ 4 EM, IR ZHEHE—
B , Cisco DNA Centeri$$E&SSLE S,
- MREABEZEERE (THE ) |, AIXETEX509EF4R "CATRUE, BIES,
openssl.cnfiiifil (38 f 1A Cisco DNA Center 2.1. 1Mk % B #H IR A)

req_ext ensi ons v3_reqdi stingui shed_name = req_di stingui shed_nanedefault_bits = 4096defaul t _nd

= sha512pronpt = no[req_di stingui shed_nanme] C = <two-1|etter-country-code>ST = <state-or-

provi nce>L

= <city>0 = <conpany-nanme>0U = MyDi vi si onCN = FQDN- of - Ci sco- DNA- Cent er enni | Address =

responsi bl e-user @ryconpany.tld [ v3_req ]basicConstraints = CA FALSEkeyUsage = digital Signature,
keyEnci pher nent ext endedKeyUsage=ser ver Aut h, cl i ent Aut hsubj ect Al t Name = @l t _nanes[al t _names] DNS. 1

FQDN- of - G sco- DNA- Cent er DNS. 2 = pnpser ver . Domai nAssi gnedBy DHCPDur i ngPnP. t | dDNS. 3 = *. exanpl e. com
openssl.cnfi il (3 f 742.1.1 2 B #Y Cisco DNA Centerhx 4%)

req_extensions = v3_reqdistingui shed_name = req_di stingui shed_namedefault_bits = 4096defaul t _nd
= shab12pr onpt no[ req_di sti ngui shed_nanme] C = <two-letter-country-code>ST = <state-or-

provi nce>L

= <city> O = <conpany-nane>0U = MyDi vi si onCN = FQDN- of - Ci sco- DNA- Cent eron- GUl - port erai | Address =
responsi bl e-user @ryconpany. tld[ v3_req ]basicConstraints = CA FALSEkeyUsage = nonRepudi ati on,

di gi tal Si gnat ure, keyEnci pher ment ext endedKeyUsage=server Aut h, cl i ent Aut hsubj ect Al t Narme =

@l t_nanes[alt_nanes] DNS. 1 = FQDN- of - Ci sco- DNA- Cent er-on- GUl - port DNS. 2 =

FQDN- of - G sco- DNA- Cent er-on-ent erpri se-portDNS. 3 =

pnpser ver . Domai nAssi gnedByDHCPDur i ngPnP. t1dlIP. 1 =

Enterprise port |P node #11P.2 = Enterprise port |P node #2IP.3 = Enterprise port |P node #3IP.4

Enterprise port VIPIP.5 = Cluster port |IP node #1IP.6 = Cluster port |IP node #2I1P.7 =

Cluster port |IP node #3IP.8 = Cluster port VIPIP.9 = GJ port |IP node #11P.10 = GUJ port |P node
#2I1 P. 11

= GQUl port |IP node #31P.12 = GJ port VIPIP.13 = Coud port |IP node #1IP.14 = C oud port |IP node
#21 P. 15

= Coud port |IP node #3IP.16 = Coud port VIP

B R fopenssl.enflERP T BIFER P | AIEETERERGRA, EFERILEE
, SRR P uE R SANFTIBEIRE P,

EEEERT , T —{E@% L Ropenssl.confiI 2 E

reg_extensions = v3_req

di stingui shed_nane = req_di sti ngui shed_nane
default_bits = 4096

default_nmd = sha512

pronpt = no

[reqg_di stingui shed_nane]

C=US

ST = California

L = Mlpitas

O = Cisco Systens Inc.

QU = MyDivi sion

CN = noc-dnac. ci sco.com

emai | Address = sit-noc-team@i sco.com

[ v3_req ]



basi cConstrai nts = CA: FALSE

keyUsage = digital Signature, keyEnci phernment
ext endedKeyUsage=ser ver Aut h, cl i ent Aut h

subj ect Alt Nane = @l t_nanes

[al t _nanes]

DNS. 1 = noc-dnac. ci sco. com
DNS. 2 = pnpserver.ci sco. com
IP.1 = 10.10.0. 160

IP.2 = 10.29.51. 160

SRABMANT RS UEBILISE, IREHNBERREEEKTE , KEBREFRER2048,
openssl genrsa -out csr.key 4096

S ER5.ffopenssl.enflERFIEZXHMUL , FALZEL—PHEUNMRESREERIBEERE K.

openssl req -config openssl.cnf -new -key csr.key -out DNAC. csr

THoRERERLHB/RAS , LR IESubject Alternative Name i F [EFEIEEEDNSE M ( AR
{K72.1.1#89Cisco DNA CenteriR &8I P31t ) o

openssl req -text -noout -verify -in DNAC. csr

SRT ERBREEFR , LAGHE EFICA ( HlEnCisco Open SSL )

BI{EERE THBE, Cisco SSLBH

¥ —T TRequest Certificates TEHKAESE,

;& , Bi® "Request Limited Test certificates ( S RZRAFZEFE ) LARE AL,

i [} ] T el Bl S S
Request Certificate

CHTITans g FbdparEl

ERESWRISERREINEFBMH. B—TARBRY THECHEK LNAMBE=Z@PEMESR. &
el BRI TIEEBRIESR , Rt BRI HE LRI,


https://sslcerts.cisco.com/sslrequest/

SERS. MRABEMBEEp7bPRUBETESNE (ARIBI/MCA )

TEDEREXMp7oBAB T , L ASH 77 Bdnac-chain.p7b.
BiBSSH#%dnac-chain.p7b & &8 R ZEICisco DNA Centerfe &,

WALLTHS

openssl pkcs7 -in dnac-chain. p7b -inform DER -out dnac-chain. pem -print_certs
TRONMRBERREURBEREARHIBERARBECAR

T #PEM(base64)tE 2= 5 £ FopensslIi$ DERE #i APEM,

HEEREBBECASE  HREFR , BERBCA—EERIRCA , AEKHEHEH Fdnac-

chain.pemig =,

cat certificate.cer subCA cer rootCA cer > dnac-chain. pem

FE10.1E L FE I Ktls-cert dirdh |, #§4E = dnac-chain.pemt £ H BB R ZICisco DNA
Center,

%5 E811.7£Cisco DNA Center GUIH |, BhEREEE R() , AREIZESystem > Settings > Certificates,
FRI12FZ-TEBREE,

82137 Certificatefz+ , BRPEMEE R IR YW TR BT,

- ¥ Certificate{ , F5[E Adnac-chain.pemiE =R , A& A IERHEMEIDrag n' Drop a File
Heref@{LH,
. ¥ Private Key® iz , BEAFA#8(csr.key) , REA ERHERKZIDrag n' Drop a File Heret#{i

. RASBHIEncrypted T HLIE EE A iEIZENo,



ertificate

) PEM
1 PRCS

£ B - P, D

L5, WS

NGO v

$B214.3%— T TUpload/Activates . 5F883 EFHE ADNAC,

DHCP{AfRZR &l B
fil EDHCP{al BR 85 it LA 1P ik 75 Be 46 DUT . 3 SMBELiE DHCP{aEl fR3S
{Fix 15 MIDNSFI R ES P31t ,

ip dhcp pool PNP-A4

network 192.0.2.0 255.255. 255, 252
default-router 192.0.2.2
donai n- nane ci sco.com

dns-server 203.0.113.23

DNSTAR=RECE . 1E#EE A EDNSHARER A EHTDNACH FQDNE .,

ip dns server
i p host pnpserver. ci sco.com <dnac-controller-ip>

SEELRENFELEERESBEETES. AANVRAMFWEBEEAZ , At EEREPAPAIE
, WEDHCPZ IR H EfIDHCPZIEB60+ &% Cisco PnP, »

S ER2 DHCPA R ARELE AFBIEIEGOFH Cisco PnP, , MEZKIZIE60, DHCP{AAR:S 2 &
|P 3t 31F 3F 3% DHCP1R it LA K it B AV 13 & FIDNS{a] R 25 1P it o

SRIPPREEFENEBZA AT LRENPNPRREEEMSE , AAEHAMMEIFSE "pnpserver
o WRFER "example.com.s , BIPnPRIREEMTLRE T HE &R "pnpserver.example.com_
o PnPHREEEAEDHCPEIE U HIDNSH AR 2F A HIPH#b it ##4T "pnpserver.example.comy o



il , B EFMEZpnpKE .
EHMXBHLEBESR "ERR. , AREFEA | LR EFRSHE
BEXIREIEGIELNT — TERE

Wuld you like to enter the initial configuration dialog? [yes/no]:

*Jan 19 22:23:21.981: % OSXE-0- PLATFORM RO/ 0: udev: disk0: has been inserted
Autoi nstall trying DHCPv6 on VI anl

Autoi nstall trying DHCPv4 on VI anl

Autoi nstall trying DHCPv6 on VI anl

Redundant RPs -

Aut cinstall trying DHCPv6 on VIanll9

Aut cinstall trying DHCPv6 on VIanll9

Acquired | Pv4 address 192.0.2.3 on Interface Vl anll19

Recei ved fol |l owi ng DHCPv4 opti ons:

donmai n- nane . cisco.com
dns-server-ip : 203.0.113.23
si - addr : 203.0.113.21

stop Autoi p process

K to enter CLI now...

pnp-di scovery can be nonitored wi thout entering enabl e node
Entering enable node will stop pnp-discovery

Aut cinstall trying DHCPv6 on VIanll9

Guestshel | destroyed successfully

Aut cinstall trying DHCPv6 on VIanll9

Press RETURN to get started!

MR

. PnP{rlfRES &R
- BRIDNAR O ZEREERIER
. iz B4 - Cisco Systems



https://developer.cisco.com/site/open-plug-n-play/learn/learn-open-pnp-protocol/
/content/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/hardening_guide/b_dnac_security_best_practices_guide.html#Cisco_Concept.dita_6b42a5a9-5e77-4bf2-b05b-78a742b6888b
https://www.cisco.com/c/zh_tw/support/index.html
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE
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