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vrf definition 10
rd 1:10
|
address-family ipv4
route-target export 1:10
route-target import 1:10
exit-address-family
|
interface GigabitEthernet2
description "Internet TLOC"
ip address 198.51.100.1 255.255.255.0
ip nat outside
|
interface GigabitEthernet3
description "MPLS TLOC"
ip address 172.20.1.10 255.255.255.0
|
interface GigabitEthernet4
description "Service Side VPN 10"
vrf forwarding 10
ip address 192.168.10.1 255.255.255.0
|
interface Tunnel2
ip unnumbered GigabitEthernet?2
tunnel source GigabitEthernet2
tunnel mode sdwan
|
interface Tunnel3
ip unnumbered GigabitEthernet3
tunnel source GigabitEthernet3
tunnel mode sdwan
|
interface Tunnel100512
ip address 10.10.1.1 255.255.255.252
tunnel source GigabitEthernet2
tunnel destination 203.0.113.1
tunnel vrf multiplexing
|
interface Tunnel100513
ip address 10.10.1.5 255.255.255.252
tunnel source GigabitEthernet2
tunnel destination 203.0.113.2
tunnel vrf multiplexing
|
ip sdwan route vrf 10 0.0.0.0/0 tunnel active Tunnel1100512 backup Tunnel1100513
ip nat pool natpooll 172.16.2.1 172.16.2.2 prefix-Tength 30
ip nat inside source list nat-dia-vpn-hop-access-1ist interface GigabitEthernet2 overload
ip nat inside source 1list global-Tlist pool natpooll vrf 10 match-in-vrf overload
ip nat route vrf 10 192.0.2.1 255.255.255.255 global
|
198.51.100.100
172.20.1.100

ip route

ip route
|

Branch 28 &
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vrf definition 10

rd 1:10

|

address-family ipv4

route-target export 1:10

route-target import 1:10
exit-address-family

|

address-family 1ipv6

exit-address-family

|

interface GigabitEthernet2

description "Internet TLOC"

ip address 198.51.100.2 255.255.255.0
ip nat outside

|

!

interface GigabitEthernet3

description "MPLS TLOC"

ip address 172.20.1.20 255.255.255.0

|

interface GigabitEthernet4

description "Service Side VPN 10"

vrf forwarding 10

ip address 192.168.10.1 255.255.255.0

|

interface Tunnel2

ip unnumbered GigabitEthernet?2

tunnel source GigabitEthernet2

tunnel mode sdwan

|

interface Tunnel3

ip unnumbered GigabitEthernet3

tunnel source GigabitEthernet3

tunnel mode sdwan

|

interface Tunnel100512

ip address 10.10.2.1 255.255.255.252
tunnel source GigabitEthernet2

tunnel destination 203.0.113.1

tunnel vrf multiplexing

|

interface Tunnel100513

ip address 10.10.2.5 255.255.255.252
tunnel source GigabitEthernet2

tunnel destination 203.0.113.2

tunnel vrf multiplexing

|

!

ip sdwan route vrf 10 0.0.0.0/0 tunnel active Tunnel1100512 backup Tunnel1100513
ip nat route vrf 10 192.0.2.1 255.255.255.255 global
ip nat pool natpooll 172.16.2.9 172.16.2.10 prefix-Tength 30
ip nat inside source list nat-dia-vpn-hop-access-1ist interface GigabitEthernet2 overload
ip nat inside source 1list global-Tlist pool natpooll vrf 10 match-in-vrf overload
|

198.51.100.100
172.20.1.100

ip route

ip route
|



DCigH=REL &
DCEHEEEN T,

vrf definition 10

rd 1:10

!

address-family ipv4

route-target export 10:10
route-target import 10:10
exit-address-family

!

interface Tunnel2

ip unnumbered GigabitEthernet?2
tunnel source GigabitEthernet2
tunnel mode sdwan

!

interface GigabitEthernet?2

ip address 172.20.1.30 255.255.255.0
description "MPLS TLOC"

!

interface GigabitEthernet4
description "Service Side VPN 10"
vrf forwarding 10

ip address 172.31.19.19 255.255.255.252
!

router bgp 10

bgp log-neighbor-changes

distance bgp 20 200 20

!

address-family ipv4 vrf 10
redistribute omp

neighbor 172.31.19.20 remote-as 100
neighbor 172.31.19.20 activate
neighbor 172.31.19.20 send-community both
exit-address-family

!

!

ip route 0.0.0.0 0.0.0.0 172.20.1.100
|

vSmart g B

vSmartIREEEEN T,

~ EE EEE , MED XRIKREP Y nat pool 1 W | BEES X HEE T WEFEIP(Branch-15
172.16.2.0/30 , Branch-22%172.16.2.8/30)o

<{froot>

data-policy _"VPN10-VPN20_1-Branch-A-B-Centra-NAT-DIA
vpn-list VPN10



sequence 1

match

source-ip 192.168.10.0/24
!

action accept

nat pool 1

!

default-action accept
|

site-1ist BranchA-B
site-id 11

site-id 22

!

site-1ist DC
site-id 33

|

vpn-Tist VPN10

vpn 10

I

prefix-Tlist _AnyIpv4PrefixList
ip-prefix

0.0.0.0/0

Te 32
!

apply-policy
site-Tist BranchA-B

data-policy _VPN10_1-Branch-A-B-Central-NAT-DIA from-service
!

NEEBEREA
Branch-UREE¥EH=

EWmEEEESNEHTRETE , ARELTREFEBESIGRRE Tunnd100512 B8, EXRREREME , REStRIHFRHBE
Tunnel100513,

<#root>

Branch-1#

show ip route vrf 10
Routing Table: 10

<SNIP>
Gateway of Tast resort is 0.0.0.0 to network 0.0.0.0

S* 0.0.0.0/0 [2/0], Tunnel 100512



192.0.2.0/32 1is subnetted, 1 subnets
n Nd 192.0.2.1 [6/0], 3d02h, Nul10
n Ni 172.16.2.0 [7/0], 3d04h, Null0
m 172.16.2.8 [251/0] via 172.31.31.2, 3d0lh, Sdwan-system-intf
Branch-1#

Traceroutef R R B IiEBSIGRZE

<{froot>
Host-BR-1#

pi ng 192.0. 2. 100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-1#

Host-BR-1#

traceroute 192.0.2.100 nuneric

Type escape sequence to abort.

Tracing the route to 192.0.2.100

VRF info: (vrf in name/id, vrf out name/id)
1 192.168.10.1 38 msec 7 msec 4 msec

2 203.0.113.1

79 msec * 62 msec
Host-BR-1#

BASTEENHARE 192.0.2.1 FBDIA ( NATERZIWAN IPtbit ) BH,

<tfroot>
Host-BR-1#

ping 192.0.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-1#

Branch-1#sh ip nat translation
Pro Inside global Inside Tocal Outside local Outside global
icmp

198.51.100.1:1



192.168.10.10:1 192.0.2.1:1 192.0.2.1:1
Total number of translations: 1
Branch-1#

Branch-2REEREH R

EBranch-2if 28 E th B S E LT A,

<#root>
Branch-2#

show ip route vrf 10

Routing Table: 10
<SNIP>
Gateway of Tast resort is 0.0.0.0 to network 0.0.0.0

S* 0.0.0.0/0 [2/0], Tunnel 100512

192.0.2.0/32 1is subnetted, 1 subnets

n Nd 192.0.2.1 [6/0], 00:00:08, Null0
m 172.16.2.0 [251/0] via 172.31.31.1, 3d0lh, Sdwan-system-intf
n Ni 172.16.2.8 [7/0], 3d04h, Null0

Branch-2#

<{froot>
Host-BR-2#

pi ng 192.0. 2. 100

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-2#

Host-BR-2#t

raceroute 192.0.2. 100 nuneric

Type escape sequence to abort.

Tracing the route to 192.0.2.100

VRF info: (vrf in name/id, vrf out name/id)
1 192.168.10.1 38 msec 7 msec 4 msec

2 203.0.113.1

79 msec * 62 msec
Host-BR-2#



<{froot>
Host-BR-2#

ping 192.0.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-2#

Branch-2#

show i p nat translation

Pro Inside global Inside Tocal Outside local Outside global
icmp

198.51.100.2:1

192.168.10.10:1 192.0.2.1:1 192.0.2.1:1
Total number of translations: 1
Branch-2#
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<#root>

Branch-1#

show sdwan control |ocal -properties
<SNIP>

PUBLIC PUBLIC PRIVATE PRIVATE PRIVATE MAX
INTERFACE IPv4 PORT IPv4 IPv6 PORT VS/VM COLOR STATE CNTRL

G gabit Et hernet2 198.51.100.1 12346 198.51.100.1 :: 12346 1/0 bi z-internet down

GigabitEthernet3 172.20.1.10 12346 172.20.1.10 :: 12346 1/1 mpls up

Branch-1#

BWHETR |, EinternetiER HEE R T , Branch 1R B2 EIBOMPHDCHE S8 INTARKE M. 172.31.31.32DCH HSEN REIP,

<#root>
Branch-1#

show ip route vrf 10

<SNIP>
Gateway of Tast resort is

172.31.31.3

to network 0.0.0.0

nt 0.0.0.0/0 [251/0] via 172.31.31.3

, 00:01:17, Sdwan-system-intf
<SNIP>

2%13192.0.2. 10009 REMNATER R RIEIHNATH , REZBBDCIERH.

<tfroot>
Host-BR-1#

pi ng 192.0. 2. 100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 ms



Host-BR-1#

<#root>
Branch-1#

show i p nat translations

Pro Inside global Inside Tocal Outside local Outside global
icmp

172.16.2.1:3

192.168.10.1:3 192.0.2.100:3 192.0.2.100:3
Total number of translations: 1
Branch-1#

Traceroutefs REE TR , REFRADCKE, 172.20.1.302DCH B 85 HIMPLSEEWAN 1P,

<#root>

Host-BR-1#

traceroute 192.0.2.100 nuneric

Type escape sequence to abort.
Tracing the route to 192.0.2.100
1 192.168.10.1 26 msec 5 msec 3 msec

2 172.20.1.30

10 msec 5 msec 27 msec
<SNIP>

<#root>
Branch-1#

show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP MULTIPLIER INTERVAL(msec) UPTIME TRANSITION

172.31.31.2 22 up mpls mpls 172.20.1.10 172.20.1.20 12406 ipsec 7 1000 0:14:56:54 0

172.31.31.3 33 up npls npls 172.20.1.10 172.20.1.30 12406 ipsec 7 1000 0O: 14:56:57 O

Branch-1#



BABEIP192.0.2. 1 FHE L NATEZ D R HNAT I EBDCE K.

<{froot>
Host-BR-1#

ping 192.0.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 ms
Host-BR-1#

<#root>
Branch-1#

show i p nat translations

Pro Inside global Inside Tocal Outside local Outside global
icmp

172.16.2.1: 4

192.168.10.10:4 192.0.2.1:4 192.0.2.1:4
Total number of translations: 1
Branch-1#

<#root>
Host-BR-1#
traceroute 192.0.2.1 nuneric

Type escape sequence to abort.
Tracing the route to 192.0.2.1

1 192.168.10.1 26 msec 5 msec 3 msec

2 172.20.1.30

10 msec 5 msec 27 msec
<SNIP>

RvSmartHE XN BRI RSB E

<#froot>

Branch-1#



show sdwan policy fromvsnart

from-vsmart data-policy _VPN10-VPN20_1-Branch-A-B-Central-NAT-DIA
direction

fromservice

vpn-Tlist

VPNLO

sequence 1
match
source-ip

192. 168. 10. 0/ 24

action accept
count NAT_VRF10_BRANCH_A_B_-968382210

nat pool 1

from-vsmart 1lists vpn-1list VPN10O

vpn 10
1

Branch-1#
Branch-1#

show run | sec "natpool 1"

<SNIP>
ip nat pool

nat pool 1

172.16.2.1

172.16.2.2

prefix-length 30

Branch-2i[Ei5 &

ER 4 InternetBUE I8 | Branch-2l8 S P th & HBELIT A,

<#root>
Branch-2#

show sdwan control |ocal -properties



<SNIP>

PUBLIC PUBLIC PRIVATE PRIVATE PRIVATE MAX
INTERFACE IPv4 PORT IPv4 IPv6 PORT VS/VM COLOR STATE CNTRL

G gabi t Et hernet2 198.51.100.2 12346 198.51.100.2 :: 12346 1/0 bi z-internet down

GigabitEthernet3 172.20.1.20 12346 172.20.1.20 :: 12346 1/1 mpls up

Branch-2#

<#root>
Branch-2#

show ip route vrf 10

<SNIP>
Gateway of last resort is

172.31.31.3

to network 0.0.0.0

m 0.0.0.0/0 [251/0] via 172.31.31.3

, 00:10:17, Sdwan-system-intf
<SNIP>

<#root>

Host-BR-2#

pi ng 192.0. 2. 100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 ms
Host-BR-2#

<#root>
Branch-2#

show i p nat translations

Pro 1Inside global Inside Tlocal Outside Tocal Outside global
icmp



172.16.2.9: 3

192.168.10.1:3 192.0.2.100:3

Total number of translations: 1
Branch-2#

<tfroot>

Host-BR-2#

traceroute 192.0.2.100 nuneric

Type escape sequence to abort.
Tracing the route to 192.0.2.100
1 192.168.10.1 26 msec 5 msec 3 msec

2 172.20.1.30

10 msec 5 msec 27 msec
<SNIP>

<tfroot>
Host-BR-2#

ping 192.0.2.1

Type escape sequence to abort.

192.0.2.100:3

Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 m

Host-BR-2#

<#root>
Branch-2#

show i p nat translations

Pro Inside global Inside local
icmp

172.16.2.9: 4

192.168.10.10:4 192.0.2.1:4

Total number of translations: 1

Branch-2#

<ffroot>

OQutside local

192.0.2.1:4

S

Outside global



Host-BR-2#

traceroute 192.0.2.1 nuneric

Type escape sequence to abort.
Tracing the route to 192.0.2.1
1 192.168.10.1 26 msec 5 msec 3 msec

2 172.20.1.30

10 msec 5 msec 27 msec
<SNIP>

<#root>
Branch-2#

show sdwan policy fromvsnart

from-vsmart data-policy _VPN10-VPN20_1-Branch-A-B-Central-NAT-DIA
direction

fromservice

vpn-T1ist

VPN10

sequence 1
match
source-ip

192. 168. 10. 0/ 24

action accept
count NAT_VRF10_BRANCH_A_B_-968382210

nat pool 1

from-vsmart Tists vpn-Tlist VPN10-VPN20

vpn 10
|

Branch-2#

Branch-2#

show run | sec "natpool 1"

<SNIP>
ip nat pool

nat pool 1

172.16.2.9



172.16.2.9

prefix-length 30

DCER 2% B8 AR AR
B RUEDCIHMB[HMEEN,

M AR , DCERFESAESHE A post-NAT IPJRAE SS-NAT pool ( 172.16.2.0f1172.16.2.8 ) M 2EEMLAN IPEE 2 WE D X+
FESRI Pyt , 192.168.10.0/24172.31.31.1 H 172.31.31.2 £ ABranch-1/Branch-2B¢ system-ip &/, System-IP 172.31.31.10 B
vSmart.

<ttroot>
DC-RTR#

show ip route vrf 10

Routing Table: 10
<SNIP>
m

172.16.2.0

[251/0] via 172.31.31.1, 02:44:25, Sdwan-system-intf
m

172.16.2.8

[251/0] via 172.31.31.2, 02:43:33, Sdwan-system-intf
m

192.168.10.0
[251/0] via
172.31.31.2

, 03:01:35, Sdwan-system-intf
[251/0] via

172.31.31.1

, 03:01:35, Sdwan-system-intf

DC-RTR#

show sdwan onp routes

<SNIP> PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE

10 172.16.2.0/30



172.31.31.10 6 1002 C,I,R installed

172.31.31.1 npls

ipsec -
172.31.31.10 10 1002 Inv,U installed 172.31.31.1 biz-internet ipsec -

10 172.16. 2.8/ 30

172.31.31.10 8 1002 C,I,R 1installed
172.31.31.2 npls

ipsec -

10 192. 168. 10. 0/ 24

172.31.31.10 1 1002 C,I,R installed

172.31.31.1 npls

ipsec -
172.31.31.10 2 1002 C,I,R 1installed

172.31.31.2 npls

ipsec -
172.31.31.10 12 1002 Inv,U installed

172.31.31.1

biz-internet ipsec -

g

BN A EARARNERREER.

bad 379

B Al e S A R AR RS R R B R E A

HibEA

EZHN

EEFIESFEAMZ20.3.4 , MicEdgefE AMREEIETT17.3.3a FERANERT , TUBRE , EEE/HEEBERLT , KE
NATEZ D RISHNAT |, EHETTRE,

CEdgefiEX :

<#root>
Host-BR-1#

pi ng 192.0. 2. 100



Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout is 2 seconds:
u.u.u

Success rate is 0 percent (0/5)

Host-BR-1#

<#froot>

Branch-1#

show i p nat translations

Pro Inside global Inside Tocal Outside local Outside global
icmp

172.16.2. 1

:3 192.168.10.1:3 192.0.2.100:3 192.0.2.100:3

Total number of translations: 1
Branch-1#

WOW-Branch-1#show run | sec "natpooll"
<SNIP>
ip nat pool

nat pool 1

172.16.2.1

172.16.2. 2

prefix-length 30

#%£17.3.3ax LIE{THICEdgelEE# . EBSIGRRE RN HREBBNATERTSSNATHILEHEE, ®17.3.6/RMARIEMREE.

402

ER(BUTDRENBRIEIHNAT (SS-NAT))

BEREAECERTIER :

1. ERBRAEAMPLSEEIYEFETE , VPN 1I0FNEREEF IR EEEER P OFHISEETEHRE. LI, EBSD-
WANEEEHBHVPN I0RETESTRE, HALREREEN —I2 , VPN 10EFASSNATIIAE, [UTD + SS-NAT]

2. MEERERSEHATA , REVPN IONFIERE ( SFEE/ENEHRRE ) BUAEAMPLSEE ZBREBETEH, HREHA
BEEZRIME, [UTD + SSNAT]

JBLLER EEBMRBranch-1RVPN 10 E AR FRG TR AZ ERNRE,
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policy utd-policy-vrf-10
all-interfaces
vrf 10

threat-inspection profile TEST_IDS_Policy
exit
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policy utd-policy-vrf-global

al-interfaces

vrf global

threat-inspection profile TEST_IDS Policy
exit
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