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EREEEHHA?

HMR8500F AL  HSECREBEES AFEE ?



HSECZ #%C8000vE & % ?

EAHSECH AL A thin 2
ST A M BR T
BE

DNS#MT T4
SD-WANPB2&FH IFDNS
BHURLTIERE
SD-WANBZEBRIEHTTPS

A IRE B AN FESD-WAN XE Edged& H185 E R EEHSECKOFF 7l 3 It 1 H 1T B FE HEBR

DRIRMF

BRERERABLLT EE -

BR i E & EE MK (SD-WAN)
Cisco I0S® XE# %I E(CLI)
- EERRE

Cisco Software Central
ERAxH
AEZRBFELHBNERMRA

- BARLE&ZIKHERC1111-8PWEMRZ17.6.3
- BRHEH&IEHERc8000v 17.12.3

- BRESHREEE(CSSM)

+ Cisco vManage 20.12.3.1

ANHHEARBBERBEERETREANKEMEL. XHEAINAMBERERRERR (HK
) BVHERERRE) . MREHPEEREFT | FRARCHEAET[AESTRERNTE,

HRAR



B2

ERRENESFFUEASERSS , fla

- FrARERREE

- FFAREFERE

- RIER

- FEESTARENARSLAC)W AL ERFI-FESLACHKRHRFA
- KB

- BEREARJYEBHE (RUMIBREK ) E{RMER

- EERE

REAFHES , FEME SNEEF.

&t

BITR

- MREMRBEEMELAKNHSECKIFF AR , RIFTAISR1000R 3, ISR4000% %I, C8200,

C8300, CSR1000v, C8000vHISRvIAZZ 45250 Mbps,

- MREFEHEBFESM250 Mbps , AIFFEISR1000% %], ISR4000% %I, C8200, C8300,

CSR1000v, C8000vHISRvElFE E &R &KHSECKIFF A &-

* FTBASR1000% 5| #8 17 E>250 Mbps#IHSECKO,
+ FTACB8500#F B TR L EKMHSECKOFF AR, BRI, AJAFBREHSECKIFFAIH,
- BHREEEATREEUHERE. HSECKOFFIRZESHBMAERR VENIRER

5IZ , EREHE,

« REHSECKOGFFARBNBZRAFLEIURNFENERINE, MFFHEEF , F2REBEYE

S

EE : #£20.9.27117.9.2af1 , HSECFT I R eefEZEtvManage 1T EE, EZFMEAN
T
Cisco Catalyst SD-WAN A FA#5FE-BEIEHSECFF a] ¥ [Cisco SD-WAN] -E &}

SRR

HER
SR
SR
SR
HBR
SR

1. BEFE Cisco Software Central.
JHEESHREESR,
SItEEEENREEE,

A RBEENERIKRF.

5.RE TEHIRF ) THFTRER,
6.HMBAARCEMETABKREARE,


https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_de5f3960-a2fd-4c7c-911d-69afc822bf79
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://software.cisco.com/#
https://software.cisco.com/#

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences

Virtual Account: sdwan-lab =

Genera Licenses Product Instances Event Log
Manage License Tags License Reservation... (o Show License Transactions
[ License Billing Avallable to Use  InUse Substitution Balance plens
@ Rouler US Export Lic. for DNA Prepaid i 0 - +1

MRREATANFITRRGELE (I8 )  FaI2NFTERRERXXEFR.

N EE  AEEEEADCEE T HSECKOM A B HDNAR B S £E H O IR
BINEERIREFHERERKS

BR EHER IR IR R
ERAATH T - RERARESTENZHBREERN,

<tfroot>

show pl at f orm sof t ware devi ce- node

show version | include node

g4 -

<#root>
EdgeRouter#

show pl at f orm sof t war e devi ce- nbde

Device Operating-mode: Controller-Managed
Device-mode bootup status:
8/03 00:44:16 System is green

By Name By Tag

o,

Advanced Search v

Actions

, WHEMH



https://mycase.cloudapps.cisco.com/case?swl

Bootup Success

EdgeRouter#

show version | in node

Router operating mode: Controller-Managed

% 7I,:§r' . ﬂﬂ%ﬁ%’f’ﬁﬁﬁgﬁﬂﬁﬁﬁiﬁﬁ ) %ﬁﬁﬁcontroller-modeenableﬁi%ﬂ%%m%ﬁ%ibﬂ;@ﬁ?u%ﬁ

=n =

AX JE
B ZECSSMI %
Fid & = B Bl 3P ER FE FERRCSSM URL

HER 1 BB ERAERE B MURL.

<#root>
EdgeRouter#

config-transaction

EdgeRouter(config)#

license smart transport snmart

EdgeRouter(config)#

license smart url default

EdgeRouter(config)#

comm t

Commit complete.

N g mERmENNTER  AXEARNEBRURLGEESS | TLUEACLIK N AL
ETERE, BRFAMER , FEMIBICLIK MNIHEEEIR,

TR2BRFECTERREREN,

<#froot>


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html

EdgeRouter#

show lic tech support | begin Snart Licensing Status

Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:

Type: Smart <<<<<K<K<KKLKLKLKLKLKLKLKLKLKLKLKLKLKLLK<<< This nust be Snart

URL: https://smartreceiver.cisco.comlicservicel/license <<<<<<<<<<<<<<< URL nust be pointed to snmartrece

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: True

N i ERURLEHBERA  FEEMUEN.

4 AR m Bl TE AL AR
SR ERF T,

EHTBAENE —EERS T SRESAEE  ARE-THESE



Virtual Account: sdwan-lab «

I General Licenses Preduct Instances Event Log

Virtual Account

Description:
Defauit Virtual Account: No

Product Instance Registration Tokens
The registration tokens below can be used to register new product instances to this virtual account.

Token | Expiration Date Uses Expor-Controlied  Description Grealed By | Actions

o Records Found

The token will be expired when either the expiration or the maximum uses is reached
No Records to Display

HER 2 BN T RER,

R HRARVEERA.
BHEE  THYERZEMERNRE.
RAEARE : CRFEAERARE. ER.

BARPAFEHEZEHEE, B, SFAUREMSERR , A&RIE— T Create Token,

N e EEIBERBAEARE 4B,

N e sEHEET  FERIIBEREOES,



https://www.cisco.com/c/en/us/about/legal/global-trade-legal-compliance.html

HER 3 BETIE,

AR ERNTRERIEES  SRIRE-ERYFHETHFEZEN NEGETRTET,

Virtual Account: sdwan-lab ~
General lcenses Product Instances Event Log

Virtual Account
Description:

Defauit Virual Account No

xIj
BBSZIFK3BsUNZESW
BObzluZitdMEy

Uses Expart-Controlled Description Created By Actions

ODRIMjgOYWOQIMDK... B 2022-Sep-18 06:47:45 (in 30 days) Allowed hsackk Installation ericgar Aclions =

The token will be expired when either the expiration or the maximum uses is reached

Deownload

Revoke

T2 %8 2R MCSSMz A BB E L

ERUEASHEHFFAIRNRE | BEXARMAECSSMEMEE, HREF | BFIRHRE
At —$ECSSM AR T,

<ffroot>

license smart trust idtoken TOKEN | ocal force

gl

<tfroot>

EdgeRouter#

license smart trust idtoken ZThj OTl MU M Q2ZC00Yj | ILTgwWN ct Zd xZj | zYj Zi YWWnLTE2Nj MON | 19%9AM gy NTh8YWAVe

BIMEER , AREEERECSSMIERA,

<ffroot>

EdgeRouter#



show | oggi ng | ast 50

<snip>

*Aug 18 21:03:44.730: %CRYPTO_ENGINE-5-KEY_DELETED: A key named SLA-KeyPair2 has been removed from key
*Aug 18 21:03:46.146: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair2 has been generated or imp
*Aug 18 21:03:53.221: %SYS-6-PRIVCFG_ENCRYPT_SUCCESS: Successfully encrypted private config file

*Aug 18 21:03:56.107: %SMART_LIC-5-COMM_RESTORED: Communications with Cisco Smart Software Manager (CSS
*Aug 18 21:03:56.347: %SMART_LIC-6-TRUST_INSTALL_SUCCESS: A new licensing trust code was successfully i

REEERIMLKIFTRESR

RREEEEMAIDFHRER M, ESWRER ATAE A UFHECSSM,

<#root>
EdgeRouter#

show l'ic tech support | begin Comunication Statistics

Communication Statistics:

Communication Level Allowed: DIRECT

Overall State: <empty>

Trust Establishment:

Attempts: Total=1l, Success=1, Fail=0 Ongoing Failure: Overall=0 Communication=0 <<<<<<<<<<
Last Response: OK on Aug 18 21:03:56 2022 UTC

Failure Reason: <none>

Last Success Time: Aug 18 21:03:56 2022 UTC

Last Failure Time: Aug 18 21:00:43 2022 UTC

<snip>

N orE . mEAMSHEEN | FEREIA RO RERR S

AR
Ll , BERIMEE , BHSECKOFF AR EAREM . BREEEBRRER AL A HIRHCSSMAYEH
RERFARER, BEREGTAE , FETRERR.

<#root>
EdgeRouter#

license smart authorization request add hseck9 | oca

o8 -



<ffroot>

EdgeRouter#

show | oggi ng | include SMART

*Aug 18 21:11:41.553: %SMART_LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new Tlicensing authorization code wa
*Aug 18 21:11:41.641: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed fo

EEEFUSEHAFY
<#root>
EdgeRouter#

show lic eventlog O

ESR ER R

Event Log
2022-08-18 21:11:41.
2022-08-18 21:11:41.
2022-08-18 21:11:41.
2022-08-18 21:11:41.
2022-08-18 21:11:41.
2022-08-18 21:11:41.
2022-08-18 21:12:06.

RERBRUA B Zh

538
552
576
576
641
641
119

MARBRETEZEEFREARFHT.

uTC
uTC
uTC
uTC
uTC
uTC
uTC

SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati
SAEVT_TAG_EXPORT exportAllowed="False" count="0" entitlementTag="regid.2019
SAEVT_TAG_EXPORT exportAllowed="True" count="0" entitlementTag="regid.2019-
SAEVT_STATE_RESERVE_AUTHORIZED

SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-03.com.cisco.DNA_
SAEVT_TAG_EXPORT exportAllowed="True" count="1" entitlementTag="regid.2019-
SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati

BERTARRENITRRERS VAL IEREA.

<ffroot>

show |i cense tech support

show | i cense aut hori zati on

show | i cense sumary

show | i cense usage

gl

begi n Li cense Usage



<#root>
EdgeRouter#

show | i cense tech support | begin License Usage

License Usage

Handle: 1

License: hseck9

Entitlement Tag: regid.2019-03.com.cisco.DNA_HSEC,1.0_509c41ab-05a8-431f-95fe-ec28086e8844
Description: hseck9

Count: 1

Version: 1.0

Status: | N USE(15) <<LLLLLLLLLLLLLLLLLLLKL

Status time: Aug 18 21:11:41 2022 UTC
Request Time: Aug 18 21:11:41 2022 UTC
Export status: RESTRICTED - ALLOWED
Feature Name: hseck9

Feature Description: hseck9
Enforcement type: EXPORT RESTRICTED
License type: Perpetual

Measurements:

ENTITLEMENT:

Interval: 00:15:00

Current Value: 1

EdgeRouter#

show | i cense aut hori zation

Overall status:
Active: PID:C1111-8PWE,SN:FGL2149XXXX

Status: SMART AUTHORI ZATI ON | NSTALLED on Aug 18 21:11:41 2022 UTC  <<<<<<<<<LKLLLL<L<L

Last Confirmation code: Ocde51c5

Authorizations:

Router US Export Lic. for DNA (DNA_HSEQ):

Description: U.S. Export Restriction Compliance license for DNA based Routers
Total available count: 1

Enforcement type: EXPORT RESTRICTED

Term information:

Active: PID:C1111-8PWE,SN:FGL2149XXXX

Aut hori zation type: SMART AUTHORI ZATI ON | NSTALLED <<<<<<<<<<<<<

License type: PERPETUAL
Term Count: 1

Purchased Licenses:
No Purchase Information Available

Edge#

show |i cense sumary



License Usage:
License Entitlement Tag Count Status

hseck9 (DNA HSEC) 1 IN USE <<<<<<<<<<

BE#R 5 7EECSSM
HRAF ST InternetFh R AY Z BRMEEE |, I LAE A CSSM LEISLACH) A1t 4R B R #4478 i #2255 AT =8
ZE,

N s R TEEERRRN AR S ERG — EREMEURL).

ERA T AR B
EFFARENE —ERIRFF , SMIERGIR>REFFTRERKIEE,

al = Smart Software Licensing [0 Cisco Systems, TAC -
Smart Software Licensing
Inventory

Virtual Account: sdwan-lab = /

Praduct Instances

Authorize License-Enforced Features... f:' Search by Device or by Product Type Q,
Mame Product Type Last Contact Alerts Actions
Mo Re F 1
No F
EHR & HBRUDIEA

RO B REFEERBIBEE AR —KERBIRFFR(UDI) , E1Tshow licenseudi 8  AI B EUE M
ID (PID)# 7 55%(SN).

<tfroot>

EdgeRouter#

show | i cense udi

UDI: PID:C1111-8PWE,SN:FGL2149XXXX



HEEERETIERZERHFUDI

#1ZESingle Device WIEE 2 FHEAIAISNRAPID, #E "Nexts ( T—2F ),

Authorize License-Enforced Features

STEP ‘] STEP 2 STEP 3 STEP 4

Enter Request Code

device to enable the features. Learn More

Generaling an authorization code here is only required for devices that do not connect to the Smart Software Manager directly, or through the Cisco Licensing Manager, to report the features they need

Single Device w
Enter the identifiers for the device to be licensed

Display Name;

Uuip

Serial Number FGL2149X006K]

C1111-8PWE

Host ID

MAC Address
Virtual ID{SUVI)

You can use the ‘show license udi’ command o see the identifiers for a device

BEEREBNTIZHE

HREREFEERE A AUAEFNFIRR1 , FEETREART, BRBFTEBITRAHT,

Authorize License-Enforced Features

STEP | STEP 2 STEP 3

Enter Request Code Select Licenses Review and Confirm

UDI Serial Number FGL214991A8

Select the Licenses to Enabled the Features

Select the set of licenses that will enable the desired features. The licenses will be reserved on the devices

License Purchased
Router US Export Lic. for DNA 1
U8, Export Restriction Compliance Ncense for DNA based Routers

BEFFUREERE

Available

1

Reserve

1

KREHF AR AR LRE(DNA)HDNAE, EEURAATBERF IR/ E A,



oelect a Device Type

Some devices could not be identified based on the identifiers provided.
Please select a device type

Device Type: DNA On Prem il

Unidentified Devices:

Selected: 1

[ you want to enable features on different types of devices, you must perform this operation separately

Continue Cancel

& AR AR

1R B B W 3% — T Generate Authorization Code,



Authorize License-Enforced Features

STEP | STEP ; STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

Product Instance Details

UDI PID: CHN-8PWE
UDI Serial Number FGL214991A9
Device Type DNA On Prem

Licenses to Reserve

License Total Quantity to Reserve

Router US Export Lic. for DNA
WS, Expo triction Compliance Moer

ort fes 156 flor DNA based Roulors

Cancel

THSLAC
SLACAIUEREATH , b/ AERFFAE,
#ESLACHE R 23R B8 H 27

B=@ZEE A LUESLACE RER B &R AR
- EAUSBERE)RR.

<tfroot>

EdgeRouter#

show file systens | include usb|Size

Size(b) Free(b) Type Flags Prefixes

15598043136 15596658688 disk rw usbO:

EdgeRouter#

dir usbO:

Directory of usb0O:/

5 -rwx 1557 Aug 19 2022 00:43:30 +00:00

Aut hori zati onCode_SN _FGL2149XXXX. t xt

Back Generate Authorization Code



15598043136 bytes total (15596658688 bytes free)

EdgeRouter#

copy ushO: Aut hori zati onCode_SN FG.2149XXXX. t xt boot fl ash

Destination filename [AuthorizationCode_SN_FGL2149XXXX.txt]?
Copy in progress...C
1557 bytes copied in 0.020 secs (77850 bytes/sec)

- 1EiBControl Connections#{TvManagef¥ , Efin 32 58 B 25 FvManage 2 [ #Y {58 15 58 A
BREELEA.
- IRIIHHISCP/FTP/TFTP,

ZH#SLAC

ERAEEE A EbootflashP RESLACEE,

<#root>
EdgeRouter#

license smart inport bootflash: Aut hori zati onCode_SN_FG.2149XXXX. t xt

Import Data Successful
Last Confirmation code UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Confirmation code: aaa6b57e

AC#%o

<#root>
EdgeRouter#

show | oggi ng | include SMART

*Aug 19 05:42:45.309: %SMART_LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new licensing authorization code wa
*Aug 19 05:42:45.362: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed fo

EdgeRouter#

show |i cense eventlog O

JOROR) JORONOR

i Event Log Tedhn

2022-08-19 05:42:45.293 UTC SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati
2022-08-19 05:42:45.308 UTC SAEVT_TAG_EXPORT exportAllowed="False" count="0" entitlementTag="regid.2019
2022-08-19 05:42:45.333 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="0" entitlementTag="regid.2019-


https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html

2022-08-19 05:42:45.334 UTC SAEVT_STATE_RESERVE_AUTHORIZED
2022-08-19 05:42:45.362 UTC SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-03.com.cisco.DNA_
2022-08-19 05:42:45.362 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="1" entitlementTag="regid.2019-

BRERERBRY

FEAEREFETFHRENS T URBEFTRRTCERRE,

<ffroot>

show | i cense aut hori zation

show | i cense sumary

show |i cense tech support | begin License Usage

MRLZRIER , ERIKRFPHNFAIEEBEEERAPRTRE | AER T HERFTRES.

Virtual Account: sdwan-lab «

Licenses
By Name By Tag
Manage License Tags License Reservation... G—’ Show License Transactions Search by Licens Q,
Advanced Search »
O License Billing Available to Use  In Use Substitution Balance Alerts Actions
& Router US Export Lic. for DNA Prepaid 1 1 - 0 Actions
Manual Eniry
MIA CB000-HSEC: 1
DNA On Prem - never -

4\ | FEProduct InstancesBEEH |, EEE R EZBHENUDIER, B—TERUREBHTRE
HEFEAE R



soo Software Central > Smart Software Licensing

Smart Software Licensing Support Help

Inventory

Virtual Account: sdwan-lab -

Product Instances

Authorize License-Enforced Features C—>

Name Product Type Last Contact Alerts Actions

E; UDI_SN:FGL - DNA On Prem 2022-Aug-19 05:43:12 (F

vManage T{ERE S %

#£20.9.288% , vManage 25§ B TERIE R EHSECKOFT A &,

N B kSEEEAR DNAWBEEZEHOSTR, FAR  RBISEWHSECTF AT 3% ()
#NISR4300_HSECTE;ISR4400_HSEC)TBE M. BB UMK E B EHSECTF R EIRA
DNA HSECHE & , BHBIEEHSECH AT RN EHIZ 5 .

L TERRE
BECSSMRE ST AT &

1.-f£EvMange GUIF , Efn B 1B E>TER>E L ML EHSECFF AT F.


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html

Cisco Catalyst SD-WAN Monitor - Overview

Devices Tunnels Applications Securlty VPN Logs Multicloud
CERTIFICATE STATUS LICENSING REBOOT
5 2 1
Warning Assigned Last 24 hrs

5 Unassigned

Poor Performing Sites Tunnel Health ©

iration

2-FE-—THRERE LN "TERMAME, &,



Welcome to Sync and Install HSEC Licenses

You can sync and install licenses on devices in online or offline mode.

|

() Don't show this to me again

S-RERIHURER , RARE-TT—%,

Assign HSEC License

1 of 7 steps

Select License Task

To start, select one of the options:

0O Sync Licenses

Sync licenses from C35M for all devices.

() Install Licenses
Install licensas on devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

4-REBEEN  RARE-TT—-%,



Assign HSEC License

2 of 7 steps

Sync Licenses

Select Mode

To start, select the mode for syncing licenses

© Online
() Offline

5-# A& HICisco CSSMBE , A% — T Nexto

Assign HSEC License

I of 7 steps

Enter Smart Account Credentials

Mow enter your Smart Account credentials
Username*

ericgar &

Passward®

6.-BREHSECFF A RELSBR , RERE—TT—F,

Assign HSEC License

4 ol 7 steps

HSEC License Sync Overview

This process will sync licensas from CSSM for the selected devices and virtual accoun

Select Virtual Account
Select HSEC-Compatible Devices

Summary

7.-vManageB#R B EX EHME T ANERIRS . £ THNRETEFLSHNE EFTHHSECFH



HHERRS

N g ESEeTRANBRE L AEREHSECHTRN SRS AERES RS EEEAE

o

Assign HSEC License

Sof 7 steps

Select Virtual Account

sdwan-lab - Cisco Systems, TAC

8-EEERKHSECHTRENBERE.

N = EEREHSECHANRE

Assign HSEC License

Onling Mode - Sync Licenses Task

Select Devices

All Devices [5/47)

“ reschable

9-MIBAMIBFERBE , REE—TSync.



Assign HSEC License

Summary - Sync Licenses | Online

~ Selected Virtual Account

Virlual Accounl Mame  Sdwan-lab

~ Selected Devices

cEdge_Sitel_West 07 CHH-B 23 BB E-CAIE-ST0

£CFFF-201DBIEIIRAD reachable

10.-# — T Check HSEC Assignment Status ABNBE8 X SLACTEE

Assign HSEC License

Done! We're now syncing licenses from CSSM

What's Next?

Chock HSEC Assignmaont Status

11.-{ECSSMERLFT Al B X & 7 EvManageF & |, MREEEERA "Bl o

= Cisco Catalyst SD-WAN () Select Resource Groups
HSEC License Fateh | @ Vabdation suctoss
Tutad Tsk

1| Success : 1

[roen

Device Group (1)

Success Dona - HSEC License Fetch

ZECHEBRRE

Monitor - Overview

View Logs

wmanage_1{1.1.1.7)
1000

sl wManage

[11-Sep-2024 5:27:09 UTC] fetching license

[11-5ep-2024 5:29:11 UTC] vManage got liconse from C55M for COK-B23B68698-CASE-ST0E-CFFF-201DB3E339AD
[11-Sep-2024 5:39:11 UTC) Licanse fetched for all selected devices

[11=5ep=2024 5:329:11 UTC] fetched

1.-£vMange GUIF , Ef B =B E>TER>E L ML EHSECFF AT F.




Monitor - Overview

Cisco Catalyst SD-WAN

Lit Devicas Tunnels Applications Security VEN Logs Multicloud
ibrary
CERTIFICATE STATUS LICENSING REBOOT
b 2 1
Warning Assigned Last 24 hrs

& Unassigned

-

Poor Performing Sites s Tunnel Health ©

2-RE TREFTHEL K

Assign HSEC License

1 of 3 steps

Select License Task

To start, select one of the options:
N e e g g
() Sync Licenses

aSync licenses Irom GoaM for all devices,

© Install Licenses
Install licenses an devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

J-EEAHEBHMHSECFAENEE.,



Assign HSEC License

2ol 3 snepa

Install Licenses Task

Select Devices
Al Devices (1/4)

CEKRFAREBANE-CATEATOE-CFFF-201 DBIESIUAD

Reihabibry Disvice Mode
u cEdge_Sitel_West_01 fetched CEK-B238E09E-CAJE-970E-CFFF-2D1DBIEIZ9AD reachable CHO0 0

4-BaRLZHRBEINZ — Tinstall,

Assign HSEC License

Fod 3 viope

Summary - Install Licenses
~ Selected Devices

CBK-B2IBBEIE-CASE-970E-CFFF-20 DBIEIIRAD

1.1.1.221

5.-#% — T Check HSEC Assignment StatusEl Bt & & £ iR &8,

Assign HSEC License

Done! We're now currently activating HSEC Devices

What's Next?

Check HSEC Assignment Status

+ | Back to Workflow Library

6.- vManageEEig R IBF , MEBIESLACH HEITRE, REKMREBMLEAL "FKI. .



= Cisco Catalyst SD-WAN () select Resource Groupw Configuration - Devices )

o)
Q@

HSEC License Install | @ Vaidation success Initiated By: ericgar

Total Task: 1 | Success : 1

Device Group (1) &

L search Table

silus

Asof: Sep 10, 2024 11:50PM &7

chassisNumber message stanTime Systemnip Action

@ Success COK-B23BB60B-CAZE-970E-CFFF-2D1DB3E330AD HSEC Installation complete Sep 10,2024, 11:50:25 PM 111221 E

72— THRFERABREMHSECRT E M E &l B

Configuration - Devices o= @8
. #
View Logs
Host: cEdge_Site1_West_01(1.1.1.221)
Site ID: 100003

HSH

Device Model: C8000v

[11-Sep-2024 5:50:25 UTC] Installing HSEC license

[11-Sep-2024 5:50:26 UTC] RPC call to device for initializing HSEC install is successful,

[11-Sep-2024 5:50:28 UTC] Last Confirmation code UDI: PID:C8000V,SN:C8K-B23B869B-CA3E-970E-CFFF-2D1DB3E339AD
Confirmation code: e293d6a0import Data CompletedLast Confirmation code UDI: PID:C8000V,SN:C8K-B23B869B-CA3E-
970E-CFFF-2D1DB3E339AD Confirmation code: e293d6a0

[11-Sep-2024 5:50:28 UTC] HSEC Installation complete

REAR THERAE

EACSSME L7 Al &

1.-£vMange GUIF , Efi B B E>TER>E L ML EHSECFF AT .



Cisco Catalyst SD-WAN Monitor - Overview

Devices Tunnels Applications Securlty VPN Logs Multicloud
CERTIFICATE STATUS LICENSING REBOOT
5 2 1
Warning Assigned Last 24 hrs

5 Unassigned

Poor Performing Sites Tunnel Health ©

iration

2-FE-—THRERE LN "TERMAME, &,



Welcome to Sync and Install HSEC Licenses

You can sync and install licenses on devices in online or offline mode.

|

() Don't show this to me again

S-RERIHURER , RARE-TT—%,

Assign HSEC License

1 of 7 steps

Select License Task

To start, select one of the options:

0O Sync Licenses

Sync licenses from C35M for all devices.

() Install Licenses
Install licensas on devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

4-BRERFEN , RARE-TT—%,



Assign HSEC License

2 of B steps

Sync Licenses

Select Mode

To start, select the mode for syncing licenses

) Online
D Offline

S5-HHmElRESR , RRE-TT—F,

Assign HSEC Licensa

3 ol 6 stepas

HSEC License Sync Overview

at
. Select HSEC-Campatible Devices . Upload HSEC Davice Lt File to CSSM and Download Authosization Code File
‘ Downlaad HSEC Davica List File -‘ Upload Authodization Code File

® Summary @ Summary

6-RETHBERE , RRE-TT—F,

Asgsign HSEC License

4 of B slapa

Select Task

Bofore preceeding, select the task yvou would like 1o perform

© Download Process

Select and download HSEC Device list file

This task allows you to select HSEC-compatible devices 1o be added to HSEC device list file. You will be then given a device list file to be uploaded 1o CS5M,

() Upload Process
Upload Authorization Code File

I8 this tBsk once you've downloaded the reguired authonization code fike from CS5M

T-EESHT  BRERKFTURNEE.



Assign HZEC License

Dffline Mode - Sync Licenses Task

Select Devices

Al Devices (1/46)

Aszign HSEC License

Summary - Sync Licenses | Offline | Download

~ Selected Devices

~ Download HSEC Device List

Download HEEC Device Fike [SUDI)

9.-BAH BB T HEF AR ERAT .

UD_SA_2024_9 11_12_54_56.tar.gz
866 B - Done

10.-HBITHABNESIREEER , AIEMEEREKE DO,



https://software.cisco.com/software/smart-licensing/inventory

Assign HSEC Licensze

Done! You've generated and downloaded your HSEC
Device list file

What's Next?
pen Cisco Smart Sodvevars Managoer ’

M-EFMEERRFTD  EMIIZNKBHO-EERENT , ARVERES>EABRENESR>L
BERBRLER. .

; sl
Cisco Software Central CISCO Q

Hl Cisco Systems, TAC

Cisco Soltware Cenlral > Smant Software Licensing

Smart Software Licensing

SL Product Dedads  Support  Help

Alars Inwantory Comvedt o Smar Licansing Raports Prafarances On-Pram Accounts Activily Commarcial Consimplion
2 1
Reports /
Report Usage Data Files Reporting Policy Synch Fila for Device Controllers

Devices can be configured to report the features that they ang using,

This usage then detesmines which icenses ane needed, in order o be compliant

File Name, Virtual Account

Upload Usage Data.. #—— 3 Search by File N

12. & " EfBUsada®E ¥, BHEQF , B—TRHABELRZN THHER  RRE-T LEEH.

Upload Usage Data

Please select the Usage File you wish to upload.

* Usage Data File: UD_SA 2024 9 11_12_54 56.tar.gz

A

1

2 —> Upload Data Cancel

13.-REFAREEER. KNFEESTM100ETETK. AEIE—TDownload,



N o BAERACKEE  HERESASR TEEE,  MEFERE B TREETLUER
ERSENHMET., NEEE HERTENTACKESR.

Craco Software Central = Smart Software Licansing B Cisco Systemns, TAC «
Smart Software Licensing SL Product Details. Support Help
Converl 1 Sman Licensing Raports Preferonces On-Pram Accounts Actdty Commercial Consumplice
Reports
Repar Usage Data Files REparting Policy

Devices can be configured o report the features thal they are wsing.

This usage than dedermines which icenses are neaded, in order fo ba compliant

Upload Usage Data. Search by Fde Mama, Virual Accoual o,
(%) Usage Data File Raparted Virtual Account Reporting Sttus Devices Acknowlaggement
= UD_SA_2024_%_11_12_54_Stargz 2024-5ep-11 g ) No Ermors 1
UD_VA__2024_08_11_18_54_33.targe sdwan-lab ) No Errees 1

14.'%\: LE&ACKE%jﬁ ﬁ E-Fﬁo

Q = [0

Recent Download History

n ACK_UD_SA_2024 9 M1 o [

ar.gz
2030B - Done

15. £vMange GUIH , BIREM B TR E>THER>RS MR EHSECFHF I RZ>BE L FF A Z>BERE>T
— > FERE.



Assign HSEC License

4 of B steps

Select Task

Before proceeding, select the task you would like to perform
() Download Process
Select and download HSEC Device list file

This task allows you to select HSEC-compatible devices to be added to HSEC device list file. You will be then given a device list file to be uploaded to C55M

© Upload Process
Uplead Authorization Code File

Use this task once you've downloaded the required authorization code file from CSSM.

16.-HBEREER , I THNERERIMESR , ARMBLE,

Assign HSEC License

5 of 6 steps

Upload Smart License Authorization Code File

Upload the Authorization Code (SLAC)H file generated by CS5M
...................................................... .
i =) :
i 1
1 }
[l 1
H ]
| Choose a fila or drag and drop to |
upload :
} 1
H ]
| 1
; H
= i
: AGK_UD_SA_2024_¢ T - ] :
i 1
} H
H i
- 1
} 1

17 -BREABHE , REE—TUpload.



Agaign HSEC License

Summary - Sync Licenses | Offline | Upload
~ Device Entries

Edge_ Sl _East_ 07 Feched CHE-19ETD6E0-DECC-6709-TATZ-DOS0EZINCE0T CE000N 11123

— Assign HSEC License

Done! We're now currently syncing smart account
authorization code (SLAC) file for the devices

RECHIMRE

1-RETHERBERS ML R AR , ARE—TREFTR.

o Assign HSEC License

1 of 3 steps

Select License Task

To start, select one of the options:
() Sync Licenses

Sync licensaes from CG55M for all devices.

© Install Licenses
Install licenses on devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

2-RBEFREREBRRHETHUTRRENEE  REE—TNext.



Assign HSEC License

Fol 3 sieps

Install Licenses Task

Select Devices

All Devices (1/5)

* CER-19EIDSED-DSCC-6T09- TATH DOSEII 1 C407
cEdge_Sitl_East 01 fenched CAK-19E2D66D-D5CC-6700-TATI-DOSOERTICA0T reachable CROOm

B-RBEBME , RERE—Tinstall,

Assign HSEC License

Fol 3 aaps

Summary - Install Licenses

~ Selected Devices
Hostname Siatus Chassis Mumber Reachabslity Device Mode F Address Tags

cEdge_Si1_East_n fetched CAE-19E2D6ED-D50C-6 0% FATI-DOSGE 221 C40F reachable CHO00k 11033

4-FFRBEATK , REMRBSHER "R .

= Cisco Catslymt SD-WAN J Setect Resource Goope Maonitor » Owerviaw
HSEL: Liconse lastall | @ valdaton sacess Iritiatod By; aricgar
Total Tagk: 1 | Susids : 1

Device Group (1)

Adol Sep 10, 2004 0104 P 23

5.-8%— TREETRUE RERHSECR RN EFFM B,



Monitor - Querview

View Logs
Hast: cEdge_Sit1_East_01(1.1.1.231)
Sine 10: 100004

Device Model: CB000w

[11-Sep-2024 19:04:13 UTC] Installing HSEC license
[11-Sep-2024 19:04:17 UTC] RPC call to device for initializing HSEC install is successful.

6709-7A73-DOB0EZ31CA07  Confirmation code: a599674e
[11-Sep-2024 19:04:19 UTC] HSEC Installation complete

IR EIHSECKOF o] 3%

mERE
Bl AERGREEEATRAUR LRNERATXNEQFFAIRNEE,

<#root>
EdgeRouter#

license smart authorization return [ocal online

Operation cannot be completed because license is in use

EdgeRouter#

license smart authorization return |ocal offline

Operation cannot be completed because license is in use

EMRFIRZE  FESREAREIR/BEERX,

<{froot>

EdgeRouter#

[11-Sep-2024 19:04:19 UTC] Last Confirmation code UDI: PID:CB8000V,SN:C8K-19E2D66D-DECC-6709-TA73-D0OS0E231C407
¥ Confirmation code: a599674elmport Data CompletedLast Confirmation code UDI: PID:CB000V,5SN:C8K-19E2D66D-D5CC-



control |l er-node di sabl e

Disabling controller mode erases the nvram filesystem, remove all configuration files, and reload the b
Ensure the BOOT variable points to a valid image
Continue? [confirm]

N oEE BERXFWEMBENSD-WANEE | RARBERLURHAEE. BEDRERE
REHBRBEEFREEEXREREHIER,

BREREABTEAR | MATK—EEREE S 8255 BB MBS RFT(DNS) AT

1. AWANS T HEELE P ith 1k F 15
2. ;TRAWANNTEM ER

3. BLETERRIPERH

4. BYFIDNS

5. Bt EDNS{A RS

NS B & X A configure terminal @ 4 M 7 2 configuration-transaction i S A B BE X .

N g EIEATFEERECEY  MAEEARERENRESHNEARE.

3

£ FAHSECKO= R RIDNAB L2 HIFF A AT RN R — ERIRFH T, MRRIEERATNER ,
EERH R

TR IR AEER R PRIV BR | E R EECSSME M VIS 1E,

<#root>
EdgeRouter#

configure term na

EdgeRouter(config)#

license smart transport smart

EdgeRouter(config)#

license smart url default

EdgeRouter(config)#

end

EdgeRouter#



license smart trust idtoken TOKEN | ocal force

EdgeRouter#

license smart authorization request add hseck9 | oca

N g EANENMENEESSRRBEEEA T ERNEHL N SR EREURL , URE
BT TIEEEL

7

7

BATTHE , BT RIRE EFRS R SERE.

<tfroot>

EdgeRouter#

license smart authorization return local online

Authorization already returned with this code:
UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Return code: CmJHgn-5CFUkd-effkCh-4XqCpQ-SgK5Sz-fQFfM8-6qH7MA-33hDbX-sXT

ACE%o

<#root>
EdgeRouter#

show | oggi ng | include SMART

*Aug 18 22:00:22.998: %SMART_LIC-6-AUTHORIZATION_REMOVED: A licensing authorization code has been remov

Router#show 1license eventlog 0
*%%% Eyvent Log dedeRn
2022-08-18 22:08:53.275 UTC SAEVT_RESERVE_RETURN_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizatio

% pE: ,:éi : ﬁﬁﬁcontroller-modeenable'lﬁi'%ﬂgr%m%ﬁg@;@%ﬁ%%fiﬁﬁo
BEAR 7%
EEXRRENRT , RHBSEEREEER. TR "HRLAFZE UBFEK,

EERENR



FEMARARPHA L RERBECSSMARENFARE , FERONRHE,

<tfroot>

EdgeRouter#

license smart authorization return |local offline

Enter this return code in Cisco Smart Software Manager portal:
UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Return code:

CCKUTQ- Qy2Yt w ZhSLg5- bDFw7e- WWf 2- QwBed- 3MaRcT- f Ff Gcn- X6e <<<< Copy the string

BT
BB EmBIE-REMER, By LR HRERNEENRE , REE—TRemove

Reservation,

Remove Reservation

To remove a Product Instance that has reserved licenses and make those licenses once again
available to other Product Instances, enter in the Reservation Returm Code generated by the

Product Instance. If you cannot generate a Reservation Return Code, contact Cisco Support

= Reservation Return Code: CCKUTq-Qg2Ytw-ZhSLg5-bDFwTe-VvWgf2-

OwwBed-2MaReT-fFfGen-X6e

License reservation removed successfully(E BRI EREF I B RE) . BHAE BT, BREME
1R 4> B> BR 5118

A-—REEEEHHA?
EEMNGSOOMFAE L , HSECREZEESTHHR AT BERA ?
2, 8500 ARFIEEEARIRHIBEXTEHRRA,



BUAHSECZ#®C8000vREFEEETMHA ?

T, TFEE, RIECB000vLEHIERET , FTARMNA "AREMAL  BRETELZEhsecRIUAEEERE
FEHE,

BB R/HSECRAAERRCSR1000vEFHHA ?

%, BiAhsect#® , CSR1000vAEEEFHH A,
¥ A SD-WANRIIESD-WANEX, |, EFHATAREMEE ?

& , EHSECEKA A E , SD-WANFIIESD-WANE R FEETE.

ESD-WANERX T , EEFHHRALBA/BEAHSEC , M#EIESD-WANHERX T , CLI Mlicense
feature hsec, £ E LA/ Ahsec, FESD-WANE R FTHICSR1000vFIC8000VFE A LA FEEE
FE A

ERAHSECEHFA R Attt ?

ATLATEIESD-WANKE R ( B8 ) THBRREHSECHTH , B2 , FRAXIheSELFRLE
HSECEF A%, EAEZTEMFEACLIMNO license feature hsecEA/MEAHSECEHF A& , WEHIA
HBUFHFIEBER "not-in-use AREE , RERBuninstallin B FXEESD-WANERH TR
Z# | HSECHTH R , RABELEAXRIIGE. B2 , FAETUNEZEABTEXNUBRZE |
AEHENE RN E%ﬂ}‘JL#cE’JﬁiJ&H/fo PRRXTACKER R , LESEBENAESD-WANERX T
HEF IR IREI BCSSMEVIEE,

N = EEEHEET | =R - SD-WAN HSEC A % B RS,

AT AI 3 Al A P B R

B

ERAHNE  RRENEERTERHEE,
BRNS®T

R ERBERTENBESIRPENE T REBRRE,

<{froot>

show |i cense tech support


https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html

show |i cense status

show | i cense aut hori zation
show |i cense summary

show |i cense history nessage

show |i cense eventl og

license smart clear event |og
license smart sync | oca

license smart factory reset

SE R R AR
AEIR A0 T R B A T B

EARBNE SR IRBERNZEEHBRNCSSM HZEBRBFRIRNZ 2L MER , UAXBRERR
AL AT R R ELAY R A B T

R ERTAFERECHERIBHE,
ERREE
DNS## T~ E/ER

EihBsmartreceiver.com , #2 &K HE L AREHENIE R, AR , RURLTEERATKAIP, B
B, HENEESEERELGEERER,

*Aug 18 20:45:10.345: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart License Uti



BREIPEL EInternet,

<tfroot>

ping 8.8.8.8

MR ERE E F FAtelnetEURLR F SHBFR B = HIFA 2B W E(ICMP) , BYHURL#ITPIing AT
DNSEREE M.

<tfroot>

pi ng cisco.com

tel net cisco.com 80

WMRRE KR , FEEDNSIAR 2R I B ADNSHEHT,

<tfroot>

i p donai n | ookup

ip nane-server 8.8.8.8

MREEE B/ EBDNSRIARER | FEFE RS B8 P EL E A DNSHE AT

<#root>
EdgeRouter#

config-transaction

EdgeRouter(config)#

ip host smartreceiver.comA B.C.D

EdgeRouter(config)#

comnmi t



~ EE  REEAERLEIPLESmartreceiver.com , 55 ##WindowsZ Linux & f&3& 1T nslookup
AL
AP0 T o

N oE . FERBERAAMDNSEN  RAEESIPTUREBEHER , ¥ HCiscofgBALE
a&zo

FREREEE N EEEFIU(SLEHBFEH.

<tfroot>

EdgeRouter#

show |i cense eventlog 0

JORORONN

Event Log e S

R

2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<ffroot>

EdgeRouter#

show | oggi ng | include SMART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

SD-WANB&;&EPFE LEDNS

WERSD-WANESEF B NACLIELLEANDNSEE | e EFEIRBE,

<#root>

EdgeRouter#

show |i cense eventlog O

* Event LOg Yededen
2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<tfroot>

EdgeRouter#



show | oggi ng | include SMART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

HERTERE MBS S FFDNS AR %5

<#root>
EdgeRouter#

show sdwan runni ng-config sdwan

sdwan

interface GigabitEthernet0/0/0
tunnel-interface

encapsulation gre
encapsulation ipsec weight 1
no border

color public-internet

no last-resort-circuit

no low-bandwidth-Tink

no vbond-as-stun-server
vmanage-connection-preference 5
port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000

no allow-service all

no allow-service bgp
alTlow-service dhcp

al |l ow service dns <<<<<<<<<<<<<<<<<< MJIST be al | oned

alTlow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
no allow-service https
no allow-service snmp
no allow-service bfd
exit

EHMURLT EFE

HREHMRE (2% ) , BREBE B ACisco Smart Licensing Utility (CSLU),

<ffroot>

EdgeRouter#



show | icense tech support | include Smart Licensing Status

Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

CalThome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:

Type: cslu <LLLLLKLLLLLLLLLL LKL

Cslu address: <empty>

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: False

HEtP R E RER.

<#root>
EdgeRouter#

show |i cense eventlog O

%o ek dedek

w* v Event Log ek
2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<#root>



EdgeRouter#

show | oggi ng | include SVART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

~ JEE : Cisco SD-WAN (Cisco vManage) X #ECSLU , I B g ACSLUER & B Cisco
vManageEEM R HERPIENFIREAER. FRFMAER  FENIENEEFIH
EHAER(CSLU),

FHREESRENTARURLNEREE  ARBAERAEATHEILER.

<#root>
EdgeRouter#

configure term na

EdgeRouter(config)#

license smart transport snmart

EdgeRouter(config)#

license smart url default

EdgeRouter(config)#

commi t

SD-WANBZ&EPE LEHTTPS

BESFUEAEABNAEHIBELZS(HTTPS)E443 | Hitt , 21 RSD-WANBEERE 1EEA K
HTTPSEME | 5. REFRFTRUMEBREEHS KK,

AENEHAFRNERER.

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

EREREMEFSD-WANBRE R L FFHTTPSIR# . MRFAFF , BAMKE , RRBREAEATE
BiEEER.


https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47
https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47
https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47

<#root>
EdgeRouter#

show sdwan runnni ng-confi g sdwan

sdwan

interface GigabitEthernet0/0/0
tunnel-interface
encapsulation gre
encapsulation ipsec weight 1
no border

color public-internet

no last-resort-circuit

no low-bandwidth-Tink

no vbond-as-stun-server
vmanage-connection-preference 5
port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000

no allow-service all

no allow-service bgp
allow-service dhcp
allow-service dns
alTlow-service icmp
allow-service sshd
allow-service netconf

no allow-service ntp

no allow-service ospf

no allow-service stun

al | owservice https <<<<<<<<<<<<<<<<<< MJST be al | oned

no allow-service snmp
no allow-service bfd
exit

SNERBAH A fERH 1IECSSM URL, IPEX18443

b

MR EEBER ANBRERE | BERE443F|smartreceiver.cisco.comA#E L, FHEAG IR
B3 K 5% B8 K 2R A PR A B IR IS I FE PR (ISP LUE 1T — PRV B 8o

HERZ AR,

<#root>
EdgeRouter#

tel net smartrecei ver.com 443

Trying smartreceiver.com (X.X.X.X, 443)...

Open



RIRIEVRFEH,

<#root>
ericgar@cisco$

tel net smartreceiver. cisco.com 443

Trying X.X.X.X...

Connected to snartreceiver.ci sco.com

Escape character is 'A]'.

Z BB T E

EREERZENENERT , BCSSMEVBAE XY ; HTTPIRST E AJ A Sk 4 8% B 28 T (V£ AT 7] A
ITHE,

<#root>
EdgeRouter#

config-transaction

EdgeRouter(config)#

ip http client source-interface | NTERFACE

EdgeRouter(config)#

comm t
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https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/deploying-smart-licensing-using-policy-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/deploying-smart-licensing-using-policy-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/deploying-smart-licensing-using-policy-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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