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vManagefit E

1. f£Cisco vManage™ , Efiin FAdministration > Settings > Identify Provider Settings > Edit.

Cisco vManage

1)/ Dashboard

Monitor 3 Manage Users

Configuration 3 Cluster Management

Integration Management
Tools g g

: Root CA Management
Maintenance

Disaster Recovery

VPN Groups

Configuration > Settings
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= Cisco vManage () Select Resource Groupw

Administration Settings

Identity Provider Settings Disabled
Enable ldentity Provider: o Enabled [:j Disabled

Upload Identity Provider Metadata

+l- Click here to download SAML metadata

TESAML
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MIIDfTCCAMWgAWIBAgGTIhAMSTIQVLGX/1ploK/g2XNUbJcGhRMGVgdXxGTUKrKUBhMAOGCSQGSIb3
DQEBCWUAMHIXDDAKBgNVBAYTAIVTQTELMAKGA1UECBMCQOEXETAPBGNVBACTCFNhbiBKb3N1MRQwW
EgYDVQQKEWtDSVNDT1JUUEXBQ]EUMBIGA1UECXMLQO1TQ09SVFBMQUIXFjAUBGNVBAMTDUR1ZmME1
bHRUZWShbnQwHhcNMjAWNTI4MTQxMzQzWhcNM] UwWNTI4MTQxMzQzW]ByMQwwCgYDVQQGEWNVUOEX
CzAJBgNVBAQTAKNBMREWDWYDVQQHEWhTYW4gSm9zZTEUMBIGA1UEChMLQ01TQ09SVFBMQUIXFDAS
BgNVBASTCONJUONPUIRQTEFCMRYWFAYDVQQDEW1EZWZhdWx0VGVUYWSOMIIBI jANBgkahkiGOw0B
AQEFAAOCAQSAMI IBCgKCAQEAGIHOIWjWHD3pbkCB3wRUsn01PTSNAhCQRKOE5aY4QDWbu7U3+6gF
TzZgrB9189rLSkkb7cEzRCE7ZbZ1a3zICVwT6ZN8]j2BEZMYPuTLSSLSGRg2FC1YMAQ6JU4YCS9prg
T6IcmIKHPfuFM3izXKVsrzfn8tDZ7UDHGIUNPs2kjntamU4ZB7BRTELzJXp+Zh3CvnfLEY9g3aXK9
SMYQRFDJRAaC8GhWphOYYK3R1sQZ/bIZJ2vWkVo9lp+6/kQy7/oxFKznK/20AXaRe26PBHYW+XC0b
mkCwb3e9%alvCGrCmPJwJPIn9j09dX426/LbjdmDAo6Hudj TEoQMZduD3Z9GUSQIDAQABMAOGCSQG
SIb3DQEBCWUAR4IBAQBbLO/FAHT365rzOHpgHO8YWbxbYdhjAMrHUBbuXLg6MEaHVmM4GoTYsgJzc9
Scy/Iwoa6kR]BXHIJPPthtBwzYYXVK6CIxh8J/rlednlmailz9growyg/sSEgbXPpuQwégT2hM8s21
FH1FcHPogiaZFldNF4iupuzFPTcD8kmzEC3mGlcxfm2TavVjLFDu7McRAMLZTV+yPY+WZXjuoMI8P
hXapKdUt0B6RxzUCBRac2ZB22g7HWDQuUDZUz£966Q2k5Us1QxtNI1pXLUSX+i+YDW0O11T2AP6+UUL
VIN1AGVEFVPP3QtAd7a07VziMeEVXIYTuK690b+ej4MNtWIKdHneU+/YC

————— END CERTI E'ICATE————-l
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OKTALL &

1.2 AOKTAIRF,
22NN E "FER,L > "ER.L

Applications ﬁ

Applications

Self Service

Applications ( FEf ) > Applications ( FEF )

3E-—T EUERARAES,


https://login.okta.com/
https://login.okta.com/

Applications

Create App Integration

ByEARER

4. ¥B—T TSAML 2.0, M "nexts »

Create a new app integration

Sign-in method OIDC - OpeniD Connect
Token-based OAuth 2.0 authentication for Single Sign-On (SSQO) through API
endpoints, Recommended if you intend to build a custom app integration with
the Okta Sign-In Widget.

Learn More 3

O SsAML2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support QIDC or
SAML.

API Services
Interact with Okta APls using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

Cancel Next

i ESAML2.0

Als 48 =7

B MLaX ke



1EARFERR,
2.RERAEAMEBRE (&),
SERTIRM (E# ),
AE-—TT—%,

o General Settings

1 General Settings

App name

App logo (optional) |£| ‘i|

App visibility Do not display application icon to users

SAMLERELE
it iE SAML

LR T % E 0 L AR ER 5 #.

T EE EEE

B —& AURL https /XX XX XX XX:XXXX/samlLoginResponse |{E#5%& ¥ HEHL,

FEER Cisco vManage#JIPith it 5§
URI ( SPERID ) | XK AXXX DNS



https://XX.XX.XX.XX:XXXX/samlLoginResponse

T BE fHAE
¥&E&RelayState 7z

ZBIDHEN RIBEN R
B £ p—
STRREARR | mynmwn R AEH
g [RE: 5= BE#A

HSEE BE#H BE#A
BREEE RSA-SHA256 RSA-SHA256
BEREL SHA256 SHA256

S s 2z B
MEEE % AES256-CBC AES256-CBC
SWMEWEEZEL |RSA-OAEP RSA-OAEP
BB —&E8 NERE,

B —FE8URL https /XX XX XX XX:XXXX/samlLogoutResponse|{# # 5% & FI EHL,
SPiERS XX XX XX XX i# FA AvManage Ry 1P it 5

DNS



https://XX.XX.XX.XX:XXXX/samlLogoutResponse

T M ke
N ERERE AR LA
£ Fx 50016 3,

67 S PR &= (%H) & (%A)

HHEE LT XE X.5098F

SRS BRE |2 2

SAVLRBFDT |samLise #1055 @A TRIA
£B-EAELE £E-EREEE

BYERED (TR) xermamnt(-g) KRiSEHBBER(-E)

{&>user.login

{&>user.login

EBEREY (ANE
)

#E~ 7
RIEEENBBEN(R)

EFiZ> PChtregex »o *

-1
BN (W) »RIBE
BFiE> P hitregex >, *
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General Settings o Configure SAML

A SAML Settings

General

Single sign-on URL @ ‘ https: XX IOXXXXXHXX [samlLoginResponse ‘

Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ ‘ O WO ‘

Default RelayState @ ‘ ‘

If no value is set, a blank RelayState is sent

Mame ID format @ EmailAddress

Application username @ Olcta username .

Update application username on Create and update .

Hide Advanced Settings

ELESAMLEE 155



Response @

Signed -
Assertion Signature @ Signed v
Signature Algorithm @ RSA-SHA256 -
Digest Algorithm @ SHA?56 -
Assertion Encryption @ Encrypted -
Encryption Algorithm @ AES256-CBC -
Key Transport Algorithm @ RSA-OAEP v
Encryption Certificate @ Browse files...
Signature Certificate @ Browse files...
Enable Single Logout @ Allow application to initiate Single Logout
Signed Requests @ Jalidate SAML requests with signature certificates.

SAML request payload will be validated. S50 URLs will be

read dynamically from the request. Read more

Other Requestable S50 URLs URL Index

+ Add Another

Bt ESAMLEE2ER



Assertion Inline Hook None (disabled)
Authentication context class @ ¥.509 Certificate
Honor Force Authentication @ Yes

SAML Issuer ID @

http:/fwww.example.com

Maximum app session lifetime Send value in response

Uses SessionMNotOnOrAfter attribute

Attribute Statements (optional) LEARN MORE
Name Name format Value
(optional)
Username Unspecified v user.login v
Add Another

Group Attribute Statements (optional)

Mame Mame format Filter
(optional)
Groups Unspecified v Matches regex v | ¥
Add Another

* B‘i rNeXtJ (_F_i ) o
EROE&

1EREP—EZREERERE,
28— T 5



o Help Okta Support understand how you configured this application

Why are you asking me this?

This forr g
is 1

Are yOu & CUSTOMEr OF PAMNer? (_) I'm an Okta customer adding an intemnal app

®) I'm a software vendor. I'd like to integrate my app with Okta

Once you have a working SAML integration, submit it for Okta Submit your app for review

review to publish in the OIN

PrLuVI Sy m

SMAL £&

EOKTAH B EHE

1.8 EDirectory > Groups.



Directory

Feople

Groups

Devices

Profile Editor

Directory Integrations

Profile Sources

OKTA#H



2.3 — T Add group3t 2 37 $#H.

Groups

All Rules

MiEE : #H4ZEEECisco vManagefA Ll , WHEMEEXRPEER.

HEOKTAH B EFEAE

1.ZEZ ZDirectory > People,

@ Help

4, Add group



Directory

Feople

Groups

Devices

Profile Editor

Directory Integrations

Profile Sources

OKTAER#



2.3 —TAdd person , B #ifEAE A BHSEIGHELREE.

Add Person

User type @

User v
First name Toct
Last name Test
Username
Primary emauil
Secondary email (optional)
Groups (optional) |Onetadmin N
Activation Activate now v

| will set password

E Save and Add Another Cancel

MEERE



MiEE : AI{E A Active Directory RIS EOKTAFE A &,

EEREATZEHENCERE
1 ENERAER-BRER>BENEAER.

2.3% — T Assign > Assign to Groups,



vManage

: ‘ L ‘ View Logs Moenitor Imports

Once you have a working SAML integration, submit it for Okta review to publish in the OAN.

General Sign On Import Assignments

m l Convert assignments ~ Search...

| Assign to People
Fi s P Assignment

p{ Assignto Groups

Groups 01101110
01101111
No groups found
AR~

3R, REE—T 2 >,

Groups ~

Submit your app for review

REPORTS
= Current Assignments

&5 Recent Unassignments

SELF SERVICE

You need to enable self
service for org managed apps
before you can use self
service for this app.

Go to self service settings

Requests Disabled
Approval N/A
Edit




Assign vManage to Groups

Search...

Everyone _
O : L Assign
All users in your organization

O netadmin

S EAMERE

4 RERARBARR S RENERE.
i)

SEREER , B LUEIBOKTARS R Cisco vManage,



Connecting to G}

Sign-in with your cisco-org-958976 account to access viManage

okta

Sign In

Username

Password

| Remember me

Meed help signing in?

SO | oain Vmanaae


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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