fEcEdgefHER L ZRUTDRZ 2 EH &

AERNMBNALZEBRSREHEUTD)Z L EERME , LATECisco IOS® XE SD-WANZE A
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- FERELINEEZHE , FRERN LT ERREG LEFIvManagef# 7 E,

« Cisco Edge &8s 4B R Avmanaget® s, | B4 BT SEHER,

- BABBHERKIPS), AEEBIRAKIDS). URLIBE(URL-F)HE SRk EZHENEAMP)IBE
B R RERER

* 4000% 4 R PRI A S Cisco 10S XE SD-WAN(ISR4k)
« 100084 X R HESCisco 10S XE SD-WAN(ISR1K)
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BRA T4

« Cisco UTDE B &
« vManage#% #l25
- BRLEBRAE  THEEHIBEMNIZEGIER,

ANHHEARBBBEERETREANEEMEL. XHPEAZNAMBERERRERER (HEK
) BAEREREE) . MRIEHEEREFT |, FRARECEAETAESTRERNTE,

BRE

Cisco UTDMGZEEERENEKER R L LTRELLEM , W HECisco EdgeltHEE LRIA L £
gE , Bl ABBHERFK(IPS), ABMBAIZRMAZIDS). URLIBIE(URL-F)M SR ES L EAMP),

R 8ERE8 Cisco T & Cisco UTD Snort IP5| 28k g2

£ Fl E /iCisco 10S XERA % E# Cisco UTDIEERM B ER KR TN, AW Sshow utd engine
standard version&& & # B F X BEYUTDER &

<tfroot>

RouterQl#

show utd engi ne standard version

IOS-XE Recommended UTD Version: 1.0.13_SV2.9.16.1_XE17.3
IOS-XE Supported UTD Regex: A1\.O\.([0-9]+)_SV(.*)_XE17.3%

N S E THRGMN B EICRR B E 27T Cisco 10S XE SD-WANEKEE (16 x)1& 258 M Cisco
10S XEE)'(E%(’I?.X)O

#11TCisco |0S XE SD-WANEX B (16.x) Y BE A 25

¥EHBXCisco UTD Snort IPS5| ZEER 8 #Y 2% 1€ R 2% H1 25/ BA B8 E & WAN(SD-WAN)/XE SD-WANEE H 88
IMARINESHEAER,


https://software.cisco.com/download/home

Downloads Home [ Routers / Software-Defined WAN [SD--WAN}'

Cisco Interfaces and Modules Cloud Connectors Meraki vMX

Cloud and Systems Management Cloud Edge SD-WAN
Collaboration Endpoints Data Center Interconnect Platforms XE SD-WAN Routers
Conferencing Industrial Routers and Gateways vEdge Router
Connected Safety and Security Mobile Internet Routers

Contact Center Network Functions Virtualization

Data Center Analytics Service Provider Core Routers

Hyperconverged Infrastructure Service Provider Edge Routers

105 and NX-0S Software Service Provider Infrastructure Software

Optical Networking Small Business Routers

-3 LRSS Fodis bl bick i kich:l 8

% ¥ Z Series Aggregation Services Routers(ASR) B ARUTDIh&E,

Downloads Home [ Routers [ Software-Defined WAN (SD-WAN) / XE SD-WAN Routers

Cisco Interfaces and Modules

Meraki vMX . ASR 1000 Series |10S XE SD-WAN
Cloud and Systems Management SD-WAN - TSR 1000V Series 10S XE SD-WAN
Sy 2ol ISR 1000 Series 105 XE SD-WAN
onferancing vEdge Router ISR 4000 Series 105 XE SD-WaN

Connected Safety and Security
Contact Center

Data Center Analytics
Hyperconverged Infrastructure
105 and NX-05 Software

Optical Networking

Routers

BEABIRASSHEE | iBIECisco I0S XE SD-WANE EEIEIE | LUIEH16.xMRCisco EdgelIUTDE

o

Downloads Home / Routers / Software-Defined WAN (SD-WAN]J / XE SD-WAN Routers / ISR 4000 Series |I0S XE SD-WAN

Select a Software Type

10S XE In-Service Software Upgrade (ISSU) Matrix
[0S XE SD-WAN Software |
I0S XE Software

N 2# . Acisco Edge#g H28:##F Cisco UTDERM & ( BAMN16.xKIE ) W TRBEEER
Cisco |OS XEE #8118, ER R A17.x1##ECisco Edge AR R |, BT BIMRA17 xHY
UTDERM G, 17 xFERHF A L Ciscofi —E # Cisco I0S XEFICisco I0S XE SD-WANF
05, ELEEN17.xH Cisco UTDE 5 AR B 19 3% R B E # Cisco 10S XEREHHE.

BIEE R RA M Cisco Edge , RAE T HARAHNUTDHRE S,



Downloads Home [ Routers / Software-Defined WAN (SD-WAN) [ XE SD-WAN Routers [ ISR 4000 Series 105 XE SI’J-WANI/ 105 XE SD-WAN Software- 16.12.5(MD)

(@ )
| Expand Ail Collapse All \\

Suggested Release e

Latest Release o
16.12.5(MD)

All Release R
16 >

Deferred Release ~
16 >

ISR 4000 Series 10S XE SD-WAN

Release 16.12.5 MD

A My Notifications

File Information

Cisco ISR 4200 Series 10S XE SD-WAN Software
Esrd 200-uemk9.16.12.5.5PA bin
Advisories ]

Cisco ISR 4300 Series 10S XE SD-WAN Software
isrd300-ucmks. 16.12.5.5PA.bin
Advisories ]

Cisco ISR 4400 Series 105 XE SD-WAN Software
isrdd00-ucmk.16.12.5.5PA bin
Advisories ]

Cisco ISR 4400v2 Series 105 XE SD-WAN Software
Esrd400v2=-ucmk.16.12.5.5PA bin
Advisories [f

UTD Engine for 105 XE SD-WAN
secapp-ucmk9.16.12.05.1.0.18_5V2.9.16.1 _XE16.12.x86_64.tar
Advisories [

#117Cisco 10S XEEREE (17 .x) By 3% FHES

Related Links and Documentation
Ralease Motes for 19.2.4
Release Notes for 16.12.5

Release Date

29-Jan-2021

29=Jan=2021

29-Jan-2021

29-Jan-2021

29-Jan-2021

Size

482,84 MB RN
557,83 MB LN |
621,88 MB LAY |
623.49 MB LA
52.01 MB LIRS |

Cisco |0S XEMRAS17.2. 1r M B AR A A universalk9BR R 1E Cisco 10S XEZ & E ZBZCisco |I0S XE
SD-WAN#HICisco 10S XE,
UTD Snort IPS5| 2 #; 88 {1 ARouters > Branch Routers > Series Integrated Router/,

Downloads Home | Routers / Branch Routers |

Cisco Interfaces and Modules
Cloud and Systems Managemeant
Callaboration Endpaoints
Conferencing

Connected Safety and Security
Contact Center

Data Center Analytics
Hyperconverged Infrastructisne
105 and MX-0S Software

Optical Networking

Cloud Connectors

Cloud Edge

Data Center Interconnect Platforms
Industrial Routers and Gateways
Mabile Internet Routers

Wetwork Functions Virualization
Senvice Provider Core Routers
Service Provider Edge Routers

Service Provider Infrastructure Software

Routers :
Small Business Routers

e 3+ il g obichoRiche Ik 3

$5IZ{ZUTD Snort IPS Engine Software,

1000 Series Integrated Services Routers

1800 Series Integrated Services Routers

1900 Series Integrated Services Routers

2900 Series Integrated Services Routers

3900 Series Integrated Services Routers

4000 Serles Integrated Services Routers

5000 Series Enterprise Network Compute System
800 Series Routers

900 Series Integrated Services Routers

Catalyst B200 Series Edge Platforms

Catalvst 8300 Series Edae Platforms



Software Download

Downloads Home | Routers / Branch Routers / 4000 Series Integrated Services Routers [/ 4221 Integrated Services Router

Downloads Home
Select a Software Type

I0S XE In-Service Software Upgrade (ISSU) Matrix
I0S XE Patch Upgrades

I0S XE ROMMON Software

I0S XE SD-WAN Software

10S XE Software

UTD Snort IPS Engine Software |

UTD Snort Subscriber Signature Package

Very High Bitrate (VDSL) PHY Firmware

Very High Bitrate DSL (VDSL) Firmware

BERHBOENRAE , YHBENRETHUTDHE S,

Software Download

Downloads Home|/ Routers / Branch Routers [/ 4000 Series Integrated Services Routers [ 4221 Integrated Services Router / UTD Snort IPS Engine Software- 17.7.1a

(a ) 4221 Integrated Services Router
.( Expand Al | Callapse All ) Release 17.7.1a Related Links and Documentation
A My Notifications - No related links or documentation -
Latest Release B
Fuji-16.9.8 File Information Release Date Size
16.6.7a UTD Engine OVA for 17.7.1 release 30-Nov-2021 147.72 MB
iosxe-utd.17.07.01a.1.0.3_5V2.9.16.1_XE17.7_.x86_64.ova
All Release L Advisaries ]
16.6 > UTD Engine for 10S XE 30-Nov-2021 52.51 MB
secapp=utd.17.07.01a.1.0.3_8V2.9.16.1_XE17.7 .x86_64.tar
17 b2 Advisories [
16 >

S & : iE4TCisco |10S XEE B8 M IEViptelafX #E#Y Cisco ISR1100X R & 88 ( Cisco Nutellaig
HEESR1100X-4G/6G ) EM¥x86_x64, AISRAKEEMAYCisco UTDE RGO AEE LG &
E1T, BHLAENutellaig B 2S =28 E/iCisco I0S XE SD-WANhRZA 3 #E #9 [E — Cisco
UTDBR{& R IEMR A regex, f# A @5 $show utd engine standard versionB 8B 2EH 2 X BN
regex Cisco UTDBR R,

5% TE

FR 1 LEERRE



ARG E R 1% B Cisco Edge £ E BTHICisco 10S XE SD-WANRIBHCE , RENKHE EET)
vmanagef#Z &,
B B 4 B> B BB R 1 B> R R 5> E EE B B> vManage.

o MAINTENANCE | SOFTWARE REPOSITORY

Virtual Images

@ Add Custom VNF Package

Search Options »

Software Images

@ Upload Virtual Image ~

Remote Server - viManage

Network Function Type

Do not refresh the Web Browser or click Web Browser Back button while image is being uploaded

File Uploading (Total:1)

secapp-utd. 17.04.01b.1.0.9_5V2.9.16.1_XE17 4. x86_64.1ar

Please wait. Server (5 Processing

B2 & Cisco UTDE #R &% |

s

FHRREERBURRTES,

@ MAINTENANCE | SOFTWARE REPOSITORY | Virtual image uploaded successfully 9 I

Software Images  Virtual Images

© Upload Virtual Image ~ || © Add Custom VNF Package

Q Search Options




Cisco vManage

£ MAINTENANCE | 50 POSITORY

© Upload Virtual Image = | @ Add Custom VNF Package 0 9

Q,

TR 2BLRERBANAREERER FRRFE R EERIR

BeRIBINEZEREHEINEERER, T2REXBEFIPS/IDS, URL-FRAMPEEEE , &
RS HMBBEBEERT, BBHFABASNEERER. FARRANEEERNEETERYHETE
™,

Security Policy installpartition -

Container Profile * Factory_Default_UTD_Template v ﬂ

<

SR 3EARERBENARE EERERBM NEEER

AR R B S N2 B RLE &ER BgR. FFER |, fEconfig diff P , EEEZHEEIPS/IDS. URL-FH
AMPIBBR ERFEEE EMUTDS| %,

utd engine standard multi-tenancy

pection profile GPC_IPS v06_copy copy




HRvmanage x ZZEANEREEBUTDSIZITh8E , F It ERIRAEE R ADone-scheduled , E itk
vmanagef#ECisco Edge EE R EERME T REFEAUTDL £ IhEE,

ush Feature Template Configuration | & Validation Suceess

Total Tazk: 1| Done - Seheduled : 1

admin -

X

Active (1) Completed (29)

q LT
Sortby Start Time S '@ E

Last Updated: 05 Mov 2021 11:3518 am

£ Lxe Install (Total 1)

In progress: 1

Start: 05 Nov 20217 11:34:45 am By: system
From: 1.1.1.9

ZEIXBERE , vManageBFEAUTDIIEEH XTI EREE. HRZAIEFTERE , A B REK
I FER



B TASK VIEW

Lxg Install | Validation Success - Initisted By: system  From: 1.1.1.5

Total Task: 1 | Success : 1

. e

Q Seaech Dpticns v Toanl Rows: 1

7070700 Done - Lug Ingtal 05 New 2021 12:06:03 PM GST

UTC] Total mesber of Container bp@s to be installed: 1. Contaimer spps to Be installed sre following: [spp-hosting-UTD-Snort-Feature-xB6_g4-1.0.13_SV2.9.16.1_XE17.3]
UTC] Started 161 luc countainer (app=hosting=UTD=Snort=Feature=xBE_E4=1.0.13_SV2.9.16.1_XEIT.3) installation

[5=Mawv=2021 18

[5-Hov-2021 181 UTC) Checking if icx is enabled om device
[ 1 182
[8-#ov-2021 18:04: fontainer app image: app-hosting UTD-Snort-Feature-xBB_f4_1.0.13_8v2.5.16.1_817.3_secapp-wtd.17.03.03.1.0.13_5Vv2.9. 16,1 P17, 3. xB6_#4. tar

[5-Hav-2001 18:06:28 Connection Instance: 4, Color: bir-internet
[5=#ev=2021 18:06:78 UTCH Downloading hete:s/1.1.1.0: 8880/ sof tuare/eackage Lec/ape=hostine UTD=S5eart=Feature=x86 64 1.0.13 5¥2.9,16.1 XEI7.3 secaeo=utd.17.83,03.1.0,13 5V2.9.16.1 XE17.3, %26 64.tarfdeviceldn 0. T0. 70,1

B 8
B Cisco EdgeR & EdvManage@ % , I B B EFER,

B & Z Configuration > Devices

L3 CONFIGURATION | DEVICES

WAN Edge List Contrallers Unclaimed WAN Edges

(! Change Mode ~ || * Upload WAN Edge List | 2 Export Bootstrap Configuration | &2 Sync Smart Account

Q7070701 x Search Options v
S N N e N e

SAASRouter0l 70.70.70.1 vwManage testZBFW In Sync walid

BERABC L% Cisco UTDARAS :

<#root>
RouterQ2#

show utd engi ne standard version

UTD Virtual-service Name: utd

I0S-XE Recommended UTD Version: 1.0.12_SV2.9.16.1_XE17.4
I0S-XE Supported UTD Regex: AI1\.O\.([0-9]+)_SV(.*)_XE17.4$
UTD Installed Version: 1.0.12_SV2.9.16.1_XE17.4

<LLLLLLL L L L L L L L L L L

N B UTDREMIRAT AR RUNSUPPORTEDSRAE,

BEBEUTDREERNETRE , WIRE T —E&H S :

<{froot>
RouterQ2#

show app-hosting |ist



utd RUNNING

<LLLLLLL L L L L L L L L L L

<#root>
RouterQ2#

show app-hosting detail appid utd

App id :outd
Owner : ioxm
State : RUNNING

<LLLLL L LL L L L L L Ll <

Application

Type 1 LXC
Name : UTD-Snort-Feature
Version : 1.0.12_SvV2.9.16.1_XE17.4
<L L L L L L L L L L L L L L L
Description : Unified Threat Defense
Path : /bootflash/.UTD_IMAGES/iox-utd_1.0.12_SV2.9.16.1_XE17.4.tar
URL Path :

Activated profile name : cloud-Tow

Resource reservation

Memory : 2048 MB
Disk : 861 MB
CPU :
CPU-percent 1 7%
VCPU : 0

Show utd engine standard statusis FERUTD 5| ZH R EM AR BEISHIIR E M EERR,

<ttroot>

RouterQ2#

show utd engi ne standard status

Engine version : 1.0.6_SV2.9.13.0_XE17.2
Profile : Cloud-Low



System memory :
Usage : 20.10 %
Status : Green

Number of engines 11
Engine Running Health Reason
Engine(#1): Yes Green None

<LLLLLLLLLLLLLLLL L

Overall system status: Green

<LLLLLLL L L L L L L L <

Signature update status:

Current signature package version: 29130.156.s
Last update status: Successful
Last successful update time: Wed Nov 25 07:27:35 2020 EDT

<LLLLLLL L L L L L L <

Last failed update time: None
Last failed update reason: None
Next update scheduled at: None
Current status: Idle

AT — T ERERAINEE

<#root>
RouterQ2#

show pl atform hardware gfp active feature utd config

Global configuration
NAT64: disabled
Drop pkts: disabled
MuTlti-tenancy: enabled
Data plane initialized: yes
TLS Decryption Policy: disabled
Divert controller mode: enabled
SN threads: 12
CFT dinst_id 0 feat id 2 fo id 2 chunk 1id 13
Max flows: 55000
SN Health: channel: Threat Defense : Green
SN Health: channel: Service : Down

Context Id: 0, Name: Global domain Security Context

Ctx Flags: (0x1c70001)
Engine: Standard



State : Enabled

SN Redirect Mode : Fail-open, Divert
Threat-inspection: Enabled, Mode: IPS
Domain Filtering : Not Enabled

URL Filtering : Enabled
<L L L L LKL

File Inspection : Enabled
<L L L L LKL

A1l Interfaces : Enabled

wREE
RIRE1 SRR | AT EBRAABHRERY

R R R AR
i B >R > BUA

Following devices do not have container software services,
Click "5idp Dovices' to continue activate image.

* (SAASRouter0l)

RS £ 8535 | Devices so not have container software refs ( £ER B RESEEMA ) . W
RPMEMCisco Edgelf MR BERREMERR F RN T2 KK



Additional Templates

AppQoE Choose... h
Global Template * Factory_Default_Global_CISCO_Template - O
Cisco Banner Choose... -
Cisco SNMP Choose... hd
CLI Add-On Template Choose... A
Policy Choose... b
Probes Choose... -
Security Policy CHI_Security_Policy_2 -

« —_

Security Policy

Please chack the Seftware Download page to ensure your device containgr versions ane up-lo-date with the device version if applicable. Itis always recommended that these

are aligned. This is an informative message and no action may be required

' Factory_Default_UTD_Template

Container Profile #

MRBFEANRZERE BB EFEUTDRBINZEIIE(WARHERKIPS), ARBRIRSE
(IDS), URLBRB(URL-F)MSKEZHBHEAMP) , eS8 tER, YFAETHNEZS
IheeERFEEUTDSIZE |, HIUNfEEZBFWIhEE,



Add Security Policy

Choose a scenario that fits your use-case. Click Proceed to continue building your desired policies.

Compliance

Application Firewall | Intrusion Prevention | TLS/SSL Decryption

Guest Access
Application Firewall | URL Filtering | TLS/SSL Decryption

Direct Cloud Access

Application Firewall | Intrusion Prevention | Advanced Malware Protection | DNS Security | TLS/SSL Decryption
—

Direct Internet Access

Application Firewall | Intrusion Prevention | URL Filtering | Advanced Malware Protection | DNS Security | TLS/SSL Decryption

\ Custom
Build your ala carte policy by combining a variety of security policy blocks

ERARRRERER FERMEEERE , vmanaget§ BB RKERMR K,

BRE2. A HRCIRETE

#{RCisco Edgel§ 25 2458 GB DRAMCEEE , iNRRHE |, BlixcREBESSEERELESH
BiE. AARERTEIER. Cisco EdgeltHZREAUTDIIREMN ERR E4H8 GBHIDRAM,

B TASK VIEW

Lxc Install | Validation Success = Initiated By: systern  From: 1.1

Total Task: 1 | Fadlure : 1

¢

Checking if dox is enabled on device
to be enabled on device

¥2.9.16.1_XE17.3).
ient, required CPU:T percent, reserved CPU:0 percent, available CPU:TS percent, requined memary:2097152 KB, rese

EHRHIF , CSRVRE4S GB DRAM, #4iciER A FI8GB DRAME , B K I,

{ FAshow sdwan system status#i H 5 3% = 5 A B G0 188 -

<#root>
RouterQl#

show sdwan system st at us

Memory usage: 8107024K total, 3598816K used, 4508208K free



349492K buffers, 2787420K cache

N oE . KERMEANTARERTAEREUTD, MERENDRAME 24 ,BEHREERT
EMZREMRY , EHMEshow processes memory platform sorted 1 B & B 1B R

BIE3.3F % 5| A

BARCEEEEZRARTEERNMEAZEREEINEIVPN/VRE | LUl % 2% K5I8 3EE5]
Ho

Cisco vManage

L2 CONFIGURATION | TEMPLATES

testZBFW

Device list (Total: 1 devices)

Server error: illegal reference /nes:devices
/device{vip_internal_temp_device_CSR-FDCDD4AE-

Device Template Total 4DB9-B79B-8FF7-45DF437CBBEQ-ec4f8809-8efc-
1 : .
i

CSR-FDCDD4AE-4DB9-
B79B-8FF7-45DF437CBBEOD
SAASRouter01(70.70.70.1

EXRRGIF  Z2RKBEEHANRVPN/VRF 1WA RPHERKE  BEEXREEZEEMVRF 1, Hitt

, vmanage s & K i /7 5 1A IF A5 Mo

%X CONFIGURATION | SECURITY  dit intrusion Prevention Palicy
Target Policy Behavior
—[ Security
Detection
Actions
Signatures
Intrusion Prevention - Policy Rule Configuration @
Palicy
Signature S o Insp Mod

BEZERETRIVVRFR , TEHBlegal5| A |, I B E R IIHEIEENR,

EHH, UTDEZREREE , BRMA

KECHEREXRME , UTDERRIENEEIRE , BREA.

Lt RIREER RIS |, {(ERvManage RFTERESIAAREREFEENVRF , It B RIS KEARMEM



VRF,

ERERARESTEINEE  CEERIUTDENEDME, UTDARBAEE , W AR KRS A
EFIVRF,

<#froot>
RouterQl#

show utd engi ne standard status

UTD engine standard is not enabled

<LLLLLL L L L LKL

ISRO1#show sdwan virtual-application utd

VERSION ACTIVE PREVIOUS TIMESTAMP

HREARFR , FREBFEVPNILRERGRBERIEENVRF,

E/
-V

fEcEdgeff AR F REUTD &L 4 & FF R

MREAE A

. ZE L+ #Snort IPS
+ Cisco SD-WANZ £ FlE15R . Cisco I0S XEMRA
o BffiZE 8 - Cisco Systems



https://www.youtube.com/watch?v=rDmQ91pI5H0
https://www.youtube.com/watch?v=rDmQ91pI5H0
https://www.youtube.com/watch?v=rDmQ91pI5H0
https://www.youtube.com/watch?v=rDmQ91pI5H0
https://www.youtube.com/watch?v=rDmQ91pI5H0
https://community.cisco.com:443/t5/security-knowledge-base/router-security-snort-ips-on-routers-step-by-step-configuration/ta-p/3369186
https://community.cisco.com:443/t5/security-knowledge-base/router-security-snort-ips-on-routers-step-by-step-configuration/ta-p/3369186
/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-virtual-image.html
/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-virtual-image.html
/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-virtual-image.html
/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-virtual-image.html
https://www.cisco.com/c/zh_tw/support/index.html
https://www.cisco.com/c/zh_tw/support/index.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



