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EHSBEE R ECisco SSO , T RFHEIRRAEE APingID/DUO 2FA,

BRARRBDEZLEAG?
BMEEAE : B4, KRR, BREEE,
EBEAESENS RS

M ZEELEdP?

- HREE
* PinglD
« ADFS
« Microsoft Azure ( 20.9% F & hRA )

EFALEREMIIP , YATUEIHEEETH, EXBR 'EKAE L, €E

H©a$E : Oracle Access Manager, F5#3E&

. i FERSHNERE , BffvManage X B & #IAP
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WAIESAMLET S i ~MEMEEKESH ?
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REHER

EFAEBBSAMLETEERRER , RS8R TEAEEZNHEFTIE (BBERAER
RBAC ) ?
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BRIDPI "FERERB/ME. MAR "EAEID/AE,) FixElvManage,
AR "I 7E /var/log/inms/vmanage-server.logiE R+ E F :

FETERH

EMED "EAEIDAR, EHIIPERE , WA FRERERIEARE,

01-Mar-2019 15:23:50,797 UTC INFO [vManage] [SAMLAuthenticationProvider] (default task-227) |default|

01-Mar-2019 15:23:50,797 UTC INFO [vManage] [SAMLAuthenticationProvider] (default task-227) |default]|
01-Mar-2019 15:23:50,797 UTC INFO [vManage] [SAMLAuthenticationProvider] (default task-227) |default|


https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/02System_and_Interfaces/03Configuring_User_Access_and_Authentication

TERH
EplHh | EHED TERAERB/MEL |, FRAEKYMBInetadminii,

05-Mar-2019 21:35:55,766 UTC INFO [vManage] [SAMLAuthenticationProvider] (default task-90) |default]| A
05-Mar-2019 21:35:55,766 UTC INFO [vManage] [SAMLAuthenticationProvider] (default task-90) |default]| A
05-Mar-2019 21:35:55,766 UTC INFO [vManage] [SAMLAuthenticationProvider] (default task-90) |default]| R
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1.8 8 Enhttps://<vManage_ip_addr:port>/logsettings.html
2 BESSOBFEHLMAT , M TEMT.

ﬁ ViptEE Vmanage Log Settings
Choose a Logging feature
viptela.enable sso.saml.log

Choose to enable or disable logging for selected feature
#® Enable [hsable

Click Submit button to save your changes

Sulbmit

A% , #— T Submitiz i,



ﬁ "'.-"iptE'lEl Vmanage Log Settings
Choose a Logging feature
Select an oplhon

Choose to enable or disable logging for selected feature
® Enable Dn=able

Click Submit button 1o save vour changes

Liist of Laggring features updated
viptela.enable sso.saml log: irue

- EASSOMEEAM A 55#EFEF FlvManage A 548 2/var/log/nms/vmanage-server.log # , & H&##E
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Basicy #18 ;
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R FENBEE, HP— (AL EEVManage AR ELE ., MMRRKBITEE , BIFEH
EHgTEEA TEA&, A,

SAML R it 25

ARRIREE —ZEAMNE —FHEHEEIR B E R EENSAMLAIWS-FederationSHE ERW T E,

FireFox SAML-Tracer}fi ini& 48

Chrome SAML-TracerifE &



https://addons.mozilla.org/en-US/firefox/addon/saml-tracer/
https://addons.mozilla.org/en-US/firefox/addon/saml-tracer/
https://chrome.google.com/webstore/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch
https://chrome.google.com/webstore/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch

samlE ER 4l

A= AR T SSO#YvManage?
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A&ZBIZES : https://<vmanage>:8443/login.html,
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 NAPEEEZT, RBEABZESHA256 , mEM B &l iEFZE

FHEAE A

BLEE—& A : hitps://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-
16/security-book-xe/configure-sso.html



/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-16/security-book-xe/configure-sso.html
/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-16/security-book-xe/configure-sso.html
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