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DRIRMF

BRIZEREHE B vManage , M RvManagehi 4~ 418.3.0 % E /R A,
A

AR AE T RN E RN MR A,

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERREHER (HER
) AEREREE ., MREHEREFT , FEAREERAEAESTRERNIZE,

=R, =

AX AE

ERAETEBHEN , FERBUTHR,
1RERBEE-RENEFEHBHEA.
2.%&Monitor > Alarms#t EEmail Notifications,

HRESEB1. , #vManage Dashboard&fin E|Administration > Settings > Email Notifications > Editif



fi EEnable Email NotificationsZf 4. A TR — A& ERE.

Email Notifications Enabled

Enable Email Notifications: (@) Enabled Disabled

Security: None (® ssL TLS

SMTP Server SMTP Port
smtp.gmail.com 465

From address Reply to address
vmanage(@viptela.com vmanagef@mviptela.com

IT] Use SMTP Authentication

Username/Email Address Password

R ([TI:J[T"I-EIII o 1 D L R PR T

B IRIEEC IR IERIE T84 AL it | BT E EEBA4ERESCE., Hi
, <..username...>@cisco.com , E& bt Hnoreply@cisco.com. A% , IRFEEE
, VManage T E8HET ., LRFABLURBEBERNTHERE i E FE 4

MR EAEFE AN ZGMail SMTPAIMRES , AIGMailS2E = ERE AN A NBE T8, Hl

, VManage2GMaillWE=F KA., HMAFTERRBAMIER Mapp-password, EAJLATE
Manage your Google account ( BEE & Googletk F ) THSecurity ( 2 ) BEEAPREBLERE,
fEvManages% E TRUASMTP S 38 I , SR 5 Fapp-password,

Securit
E’ * 2-Step Verification & on
2 People & sharing
App passwords 1 password

— -

HRESB2  EBRETFLSE , HliSeverity, Alarm Name, Email-listflwebHook URL,



HRBETRA

Email Address (Maximum 10)

T@gmail.com

@viptela.com

Cancel

SAEBRFE A Webhook B At R B AR BEEHRNEH. EMABMKAPIFY

FEER. AEMEHTTP POSTH#vManage&iX B{EE L s S AR, flw , E4E
vManageH & E —BEAWSH & TEMRET) RIFH R webhookls , 25 —BE4 , £%4E
BHRESF—FA, BSEBERETLLERRIITELIRIE, 52 M https:/testwebhooks.com/s

% —ERFIRE Lslack A AR LA E K vManage B #E, 552 Blhttps://api.slack.com/incoming-



https://testwebhooks.com/
https://api.slack.com/incoming-webhooks

webhooks

£ FEMFRIE

Email NotificationsEE & —EREFER. Effli ZMonitor> Alarms> Email Notifications,

M IE R eI EERRSOBETEMG., ARIBERT , BoERSSHETHN. EEFHH
HBZRER  SEWRINEFMTHEE. EFBHESSERNTEE  ARREEFRRK.

ANENEGH I WET "ETEHER WEABR.

ROERAE

¥&EvManage B : /var/log/nms/vmanage-server.log

26-Jul-2018 15:51:41,847 UTC INFO  [f5_ wm ] INouf.\cauu sCu su e I ( Ha age EI‘KE L6 qgi;u\; u;;pag;ne =3 | e aul |
28-Jul-2018 15:51:41,854 UTC INFO  [£5_vm el [No (yManage-; e .1\1 ult] R E .
at 1t|S dlg ail.......

ault|

28-Jul-2018 15:51:41,894 UTC INFO [}
28-Jul-2018 15:51:41,903 UTC INFO Recipient t b T PI— s.com, from vmanage@viptela.com to vmanage@viptela.com

B RE

JBiBvManage-Dashboard #1758 & . & ZEMonitor > Audit Log , 21 T~ EIFf o

Se d: g e MAilivussns
t . i.com, from vmanage@viptela.com to vmanage@viptela.com

M == N = = S i T = =N S ]

28 Jul 2018 8:51:44 AM PDT system 1.1.1.5 Email sent to1 e o @gmail. com Email Email
28 Jul 2018 8:51:43 AM PDT system 1.1.1.5 Email sent to v @gmail.com Email Email
28 Jul 2018 8:51:42 AM PDT system 1115 Configuration change event - Device in CLimode...  deviceconfig  device-config-sync  11.1.1.254

BREE T

From:\ @gmail.com

Subject: [NETWORK EVENT]Criticalinterface_Admin_State_Change
Date: July 28, 2018 at 8:51:41 AM PDT

To: _ @viptela.com

Reply-To: vmanage@viptela.com

*** This is an automatically generated email, please do not reply ***
An event with following details happened in your network:

Severity: Critical

Event: Interface Admin State Change

Devices: [11.1.1.254]

Hostnames: [ts_vedge w1]

Occurred on: Sat Jul 28 15:51:41 UTC 2018


https://api.slack.com/incoming-webhooks

5 B HE AR
AERHNEA TR EHERRE TR B,
Check Audit-Log:

B &l , vManage Audit-LogT s AIBIEFEH CEE , BEER ERKBIZXEFEH. BTER
in/var/log/nms/vmanage-server.logfs R¥f L HEITERR , W T EIFT R,

28-Ju1-2016 18:48:42,963 UTC INFO [ts q | Mot tionsConsumer] (vManage-akka.actor au
?8 J 'l ?B]B 18: 48 -IU 970 UTC INFO  [ts_wmana INotifica r
ela

23 J l lBlB 18: 48 413 2BE UTC EFlFU}R [t % [Motif i,
jav Mh!l AlthenticationFa 1 dE ption: 535-5.7.8 Use & assword {1} .
Sjﬁ 5 B https://support. on/maily¥p=BadCreden l wF-vBsml2675153pgk.9 = gsmt

WIHFFEEFEHERT R —BEKD :

B, EHRNRABHELERZSDEER. vManageB EXKSHEABE —EEHR+T. 7, ©8
ERFERZEER. HREKNSEBEHRNRRY  BE-—HEFHM4, EFHAENEEHREH
, REHEE,

HR, MREF—ERAUG , EEINEZEER , ARA1HBAEREZRATE. NREFEH
HEABSHEEIZHETHN  FREECREM/RA,

vmanage-server.logsF# "Username and Password not accepted

MBHEBEFR , B EEFEEEER "Username and Password not accepted ( £ & B BN
RFEZ )1 . RABREE

535 5.7.8https://support.google.com/mail/?p=BadCredentials m925m8305479qte.50 - gsmtp, &
Etk , © A gEfEvManage Audit Log EFRE FEM B EIX

FERERT , GmailtREIEELSL, FHIEGCGMaITENGmMail SMTPE , EFEHHMEILE, ZEA
EEEJH:I)J BE , BHEITTUAT SR .

1. & AGmailo
2. $HBURL ashttps://www.google.com/settings/security/lesssecureapps.
3.3&#Turn on,

K&, TBEBEENE FHAIRFERETEFE,
BEETEHHBARY

EREERBRT , EAURSRINERNEFBHHEMRAKRSFERE, EURERACRUNIRFEE
AEETERE  NERRTFHEFAE. EBFP , EAUBIUTHER
: SendAsDeniedException,


https://support.google.com/mail/?p=BadCredentials
https://www.google.com/settings/security/lesssecureapps

03-Dec-2018 15:46:37,177 CST ERROR [ts_vManage][EmailNotiUtil] (default task-84) |default| Sending emai
STOREDRV.Submission.Exception:SendAsDeniedException.MapiExceptionSendAsDenied; Failed to process messag
with message Cannot submit message.

S—RAEAREREAEBRXAUBEEINEFrBHHERSMTPRRIEME. LAEERE
vManage : P EZ|LLAFEER :

"Sending email notification failed : com.sun.mail.smtp.SMTPSendFailedException: 550 5.4.5 Daily user se

flan | 205 2 Gmail: https://support.google.com/a/answer/166852 , BIfZERF,
MREBEFUTE—EE | B EFARvManage B E 4 A k23 2 BBEANE R T HIE,
1. RRBEHRERERESEERE.

"Sending email notification failed : javax.mail.MessagingException: Could not connect to SMTP host: mai

"Sending email notification failed : javax.mail.MessagingException: Could not convert socket to TLS;"

NREEFINCERRRUENTHEEMUN B XK,
2 REBHARSR ENBENE UM,

A |top.stream eq O [+] -] Expression. | 4
Na. Time Source Destination Protacol  Length Info

1 2020-85-30 20:49:55.736316 TP 74 45798-25 [SYN] Seq=0 Win=14600 Len=0 M55=1460 SACK_PERM=1 TSval=2083638644 TSecr= WS=128

2 2020-85-30 20:49:55.744878 TCP T4 25-45798 [SYN, ACK] Seq=2 Ack=1 Win=14480 Len=@ M55=138@ SACK_PERM=1 TS TSecr W5=128

3 2020-85-30 20:49:55,744891 TCP 66 45798-25 [ACK] Seq=1 Ack=1 Win=14720 Len=0 TSval=2983638653 TSecr=999979853

4 2020-95-30 755094 SMTP 150 S: 220 soewksckacies R R R R R B R R R A R R

5 2020-05-30 .755109 TP 66 45798-25 [ACK] Seq=1 Ack=B5 Win=14720 Len=@ TSval=2983638663 TSecr=999079863

6 2020-85-30 755204 SHTP 94 C: EHLO localhost.localdomain

7 2020-@5-30 763506 TP 66 25-45798 [ACK] Seq=85 Ack=29 Win=14592 Len=0 TSval=999079872 TSecr=2983638663

& 2020-05-30 .T63877 SHTP 266 5: 250 mail | 250 PIPELINING | 250 AUTH LOGIN PLAIN | 250 AUTH=LOGIN PLAIN | 250 XXXXOOCOUGOOGGOUOOOOUOOGINNNONNL.

9 2820-85-30 SHTP 76 C: STARTTLS

12 2020-@5-30 SHTP 99 S5: 220 Ready to start TLS

11 2020-85-30 TLSvl. 314 Client Hello

12 2920-@5-30 TLSwl_ 993 Server Hello, Certificate, Server Key Exchange, Server Hello Done

13 2020-@5-30 209:49:55.783945 TLSvl.. 73 Alert (Level: Fatal, Description: Certificate Unknown})

14 2020-95-30 20:49:55.783930 TCP 66 45798-25 [FIN, ACK] Seq=204 Ack=1236 Win=17536 Len=@ TSecr |

15 2020-85-30 20:49:55.792412 TP 66 25-45798 [FIN, ACK] Seq=1236 Ack=205 Wi il 7

16 2020-@5-30 20:49:55.792422 TP 66 45798-25 [ACK] 5eq=295 Ack=1237 Win=17536 Len=0 TSval=2983638700 TSecr=999079900

Frame 12: 993 bytes on wire (7944 bits), 993 bytes captured (7944 bits)
Ethernet II, Src: 22:60:94:00:00:02 (22:60:94:90:90:02), Dst: Vmware e7:6c:el (00:0c:29:e7:6c:el)
Internet Protocol Versien 4,
Transmission Control Protocol, S, . . T7300, Ack: 287, Len: 927
Secure Sockets Layer |
» TLSv1.2 Record Layer: Handshake Protocol: Server Hello
v TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (@x0303)
| Length: €89
| v Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 605
Certificates Length: 602
v Certificates (602 bytes)
Certificate Length: 589

v signedCertificate

serialNumber: 17

ivvvrw

signature (shalWithRSAEncryption)

v notBefore: utcTime (@)
utcTime: 11-12-15 98:55:49 (UTC)

v notAfter: utcTime (8)

utcTime: 20-83-02 0B:55:4



https://support.google.com/a/answer/166852

3. ERMAREEREZESTARTTILS, Bl , BUFAKRSEFE G DT EEAvManage. #@IhEE
CSCwv40941 2 BRK , vManageﬁ‘éiﬁJs'z%ﬁ*ﬁ‘STARTTLsE'\JﬁHE%%

HiBEmE

From: @gmail.com

Subject: [NETWORK EVENTIMajorBFD_TLOC_Down
Date: July 23, 2018 at 5:46:47 PM PDT

To: @viptela.com

Reply-To: vmanage@viptela.com

From: @gmail.com

*** This is an automatically generaled email, please do not reply *** Subject: [NETWORK EVENT]Mediuminterface_State_Change

An event with following details happened in your network:

Severity: Major Date: July 23, 2018 at 12:20:50 PM PDT

Event: BFD TLOC Down To: @viptela.com

Devices: [11.1.1.254] Reply-To: vmanage@viptela.com

Hostnames: [ts_vedge_wi] — ) =
Occurred on: Tue Jul 24 00:46:45 UTC 2018 This is an automatically generated email, please do not reply

An event with following details happened in your network:
Severity: Medium

Event: Interface State Change

Devices: [11.1.1.254)

Hostnames: [ts_vedge_w1]

Qccumred on: Mon Jul 23 19:20:50 UTC 2018

From: " @gmail.com

Subject: [NETWORK EVENT]MediumOMP_Site_Up
Date: July 23, 2018 at 1:07:42 PM PDT

To: . @viptela.com

Reply-To: vmanage@viptela.com

*** This is an automatically generated email, please do not reply ***
An event with following details happened in your network:

Severity: Medium

Event: OMP Site Up

Devices: [11.1.1.3]

Hostnames: [N/A] From: @gmail.com
o 07 Subject: [NETWORK EVENT] Rule has been added to receive alerts at this address
Occurred on: Mon Jul 23 20:07:40 UTC 2018
e LSS Date: July 23, 2018 at 10:41:07 AM PDT
To: @viptela.com

Reply=-To: vmanage@viptela.com

*** This is an automatically generated email, please do not reply ***
This is a test email. Rule has been added in your network for email to be sent to this asddress

HAtb$RaR B &

23-Jul-2018 82:11:56,216 UTC INFO [ts_vmanage]
23-Jul-2018 @2 1'.|. 56,221 UTC INFO [ts vmanage] [Notiflcat 10nston5uner] {vManage-. akka.actor default-dispatcher-4) |default| Recipient to ...“@gnan‘com from ymanage@gmail, com to
vmanagedgmail . co

23-Jul-2018 82! 11 56,358 UTC INFO [ts_vmanagel [EventDataCellector] (device-event-processing-2) || Configuratien change event from device. Device IP: [11.1.1.254] Device type: [vedae] User:
[admin]

23-]ul-2018 ©2:11:56,358 UTC INFO [ts_vmanage] [DeviceConfigChangeEwentManager]) (device-config-@) || Received configuration change event for device 11.1.1.254

23-Jul-2018 ©2:11:56,423 UTC ERROR [ts_wmanage] [NotificationsC 1 (vManage-akka.actor.default-dispatcher-4) |default| Sending email notification failed :

com.sun.mail.smtp. SMTPSendFailedException: 538-5.5.1 Authentication Required. Learn more at

530 5.5.1 https://support.google.com/mail/Fp=WanthuthError ri6-vGsm11748122pfe.173 - gsmtp

23-Jul-2018 82:18:27,614 UTC INFO [ts_wvmanage] [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-18) |default| Sending email.......
23-Jul-2818 82:18:27,621 UTC INFO [ts_vmanage] [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-18) |default| Recipient to ...@omail.com, from vmanage@gsail.com to
vmanagedgmail, com
23-Jul-2818 82:18:27,836 UTC ERROR [ts_wvmanage] [MotificationsConsumer] (vManage-akka.actor.default-dispatcher-11) |default| Sending email notification failed :
i il Authent icationFailedException: 534-5.7.9 Please log in with your web browser and then try again. Learn more at
534 5.7.9 https:/ssupport.google.com/mail/Tp=WeblLoginRequired e19-vGsm8747376pgv.48 - asmtp

23-1ul-2018 ©1:38:37,500 UTC INFO [ts_vmanage] [NotificationsConsumer] (vManage-akka.actor.default-dispatcher=-11) |default| Sending email.
23-Jul-2018 @1:38:37,509 UTC INFO [ts_vmanage]l [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-11} |default| Recipient to ...@vlntala.con, from ymanage@viptela,com to
vmanagedviptela, com

23-Jul-2018 ©1:38:37,885 UTC ERROR [ts_ \rnanage! [Notifications(onsunerl {vManage-akka.actor.default-dispatcher-11} |default| Sending email notification failed :

23-Jul-2818 81:51:58,983 UTC INFO [ts_wvmanage] [MotificationsConsumer] (vManage-akka.actor.default-dispatcher-13) |default| Sending email
23-Jul-2018 #1:51:50,911 UTC INFO  [ts_wmanage] [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-13) |default| Recipient to ..@viptela,com, from ymanagegviptela.com to
ymanage@viptela, com
23-Jul-2818 01:51:51,204 UTC ERROR [ts_vmanage] [MotificationsConsumer] (vManage-akka.actor.default-dispatcher-13) |default| Sending email notification failed :
javax =ail, ﬂutnentlcatlonFalledExceptmn 534 -5.7.9 Application— sneciflc password reuuired Learn more at

ZEFBH#vManage IP ( VPNOEES N EHI A HIP ) i,


https://cdetsng.cisco.com/webui/#view=CSCvv40941

Return-Path: < ' @gmail.com>

Received: from localhost.localdomain (ec2-_ ~~ "~~~ """ us-west-2.compute.amazonaws.com. [_____ =Y. 222}
by smtp.gmail.com with ESMTPSA id h62-v6sm22947040pfa.146.2018.10.30.12.32.22
for <.~ " _fgmail.com>

(version=TLS1 2 cipher=ECDHE-RSA-AES128-GCM-5HA256 bits=128/128);
Tue, 30 Oct 2018 12:32:23 -0700 (PDT)
From: ___ . "~_@gmail.com
X-Google-Original-From: vmanage@viptela.com
Date: Tue, 30 Oct 2018 19:32:09 +0000 (UTC)
Reply-To: vmanagef@viptela.com
To: |~ ‘" "@gmail.com
Message-ID: <499401607.28.154092792920581ocalhost>
Subject: [NETWORK EVENT]MajorBFD_TLOC_Down
MIME-Version: 1.0
Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit
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