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MAC Header Virtual LAN Security Tag
SRC: Tbc taaciszy | 1D 100 Systern Identifier: 78:be:Lacac-14:20 Encrypted Payload |
DST: 78bc. laac 1420 Types SCLLAE [MACsec) Port Identifier: 26
[ KOV: 10486050837 1ch2bISHB0LMIETAS 1

WAN MACsec Encrypted Frame Example

IP:172.16.1.1/24
MAC: 78bc.1aac. 1521
VLAN ID: 100
MACsec: Enabled

192.168.100.0/24 [ p172.182.0024 C9500
\ 192.168.200.0/24 ] MAG: 78bc.1aac. 1521
e S VLAN ID: 200

MACsee: Disabled
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IP:172.16.1.2/24

MAC: 78be.1aac. 1420

VLAN ID: 100
MACsec: Enabled C E

CH500 1P:172.16.2.2124

192.168.101.0/24
MAC: 78bc.1aac. 1420
VLAN ID: 200 \ 192.168.201.0/24

MACsec: Disabled
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CE 8500-2

<ffroot>

interface FortyGigabitEthernet0/2/4.100

!
interface FortyGigabitEthernet0/2/4.200

encapsul ati on dot1Q 100 i p address 172.16.1.1 255. 255.255.0

encapsul ati on dot1Q 200 i p address 172.16.2.1 255.255.255.0

<#root>
interface FortyGigabitEthernet0/2/0.100

encapsul ati on dot1Q 100 i p address 172.16.

!
interface FortyGigabitEthernet0/2/0.200

encapsul ati on dot1Q 200 i p address 172.16.
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<{froot>
<{froot>
8500-2#
8500-1#

configure term nal

8500- 1(config)#

key chain keychai n_vl an100 nacsec
8500- 1(confi g- keychai n- macsec) #

key 01

8500- 1(confi g- keychai n- macsec- key) #
crypt ogr aphi c-al gorit hm aes- 256-crac
8500- 1(confi g- keychai n- macsec- key) #

key-string a5b2df 4657bd8c02f cdaaf 1212f e27ccc54626ad12d7c3b64c7a93e0113011el

8500- 1(confi g- keychai n- macsec- key) #

l'ifetine 00:00:00 Jun 1 2024 duration 864000

8500- 1(confi g- keychai n- macsec- key) #
key 02

8500- 1(confi g- keychai n- macsec- key) #
crypt ogr aphi c-al gorit hm aes- 256-crmac
8500- 1(confi g- keychai n- macsec- key) #

key-string b5b2df 4657bd8c02f cdaaf 1212f e27ccc54626ad12d7c3b64c7a93e0113011e2

8500- 1(confi g- keychai n- macsec- key) #
lifetine 23:00:00 Jun 1 2024 infinite
8500- 1(confi g- keychai n- macsec- key) #
exit

8500- 1(confi g- keychai n- macsec) #

exit

configure term na

8500- 2(config)#

key chai n keychai n_vl an100
8500- 2( confi g- keychai n- macs
key 01

8500- 2( confi g- keychai n- macs
crypt ogr aphi c-al gorithm aes
8500- 2( confi g- keychai n- macs

key-string abb2df 4657bd8c02

8500- 2( confi g- keychai n- macs

lifetime 00:00:00 Jun 1 202

8500- 2( confi g- keychai n- macs
key 02

8500- 2( confi g- keychai n- macs
crypt ogr aphi c-al gorithm aes
8500- 2( confi g- keychai n- macs

key-string b5b2df 4657bd8c02

8500- 2( confi g- keychai n- macs
lifetime 23:00:00 Jun 1 202
8500- 2( confi g- keychai n- macs
exit

8500- 2( confi g- keychai n- macs

exit
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<#troot> <#root>

8500-1# 8500-2#




configure termn nal

Enter configuration commands, one per Tline.
8500-1(config)#

nka policy subint100
8500-1(config-mka-policy)#
macsec- ci pher-suite gcm aes- xpn- 256
8500-1(config-mka-policy)#

end

End with CNTL/Z.

configure term na

Enter configuration commands, one per Tine
8500-2(config)#

nka policy subint 100
8500-2(config-mka-poTlicy)#

nmacsec- ci pher-suite gcm aes- xpn- 256

8500-2 (config-mka-poTlicy)#

end

B4  ENEMFAERBIE EMACsec
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CE 8500-1

CE 8500-2

<#root>

8500-1#

configure terninal

8500-1(config)#

interface FortyG gabitEthernet0/2/4
8500-1(config-if)#

nmu 9216

8500-1(config-if)#

cdp enabl e

8500-1(config-if)#

macsec dot1lg-in-clear 1
8500-1(config-if)#
macsec access-control shoul d-secure
8500-1(config-if)#

exit

8500-1(config)#
interface FortyG gabitEthernet0/2/4.100
8500-1(config-if)#

eapol destination-address broadcast-address

<#troot>

8500-2#

configure terninal

8500-2(config)#

interface FortyG gabitEthernet0/2/0

8500-2(config-if)#

ntu 9216

8500-2(config-if)#

cdp enabl e

8500-2(config-if)#
macsec dotl1lg-in-clear 1
8500-2(config-if)#

macsec access-contro

8500-2(config-if)#

exit

8500-1(config)#

interface FortyG gabitEthernet0/2/0.100

8500-2(config-if)#

eapo

desti nati on- address broadcast - addr ess

shoul d-secure




8500-1(config-if)# 8500-2(config-if)#

eapol eth-type 876F eapol eth-type 876F
8500-1(config-if)# 8500-2(config-if)#
nka policy subint100 nmka policy subint100
8500-1(config-if)# 8500-2(config-if)#

nka pre-shared-key key-chain keychai n_vl an100|rka pre-shared-key key-chain keychai n_vl an100

8500-1(config-if)# 8500-2(config-if)#
nmacsec nmacsec
8500-2(config-if)# 8500-2(config-if)#
end end
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<ffroot>
8500-1#

show runni ng-config

Bui | di ng configuration...




Current configuration : 8792 bytes
!
!
version 17.14

service timestanps debug datetime nsec
service timestanps | og datetinme nsec
service call-hone

platformqgfp utilization nonitor |oad 80
!
host nane 8500- 1
!
boot - start - mar ker

boot system flash boot fl ash: c8000aep-uni versal k9. 17. 14. 0l1a. SPA. bi n
boot - end- mar ker

!
!
no | oggi ng consol e
no aaa new node

!
!

key chai n keychai n_vl an100 macsec key 01 cryptographic-al gorithm aes-256-cnac key-string a5b2df 4657bd8c

|
|
|
|
|
|
i cense boot |evel network-prenier addon dna-prenier
|

|

spanni ng-tree extend systemid
!

nmka policy subint100 nacsec-ci pher-suite gcm aes-xpn- 256

i nterface Loopbackl100
i p address 192.168. 100. 10 255. 255. 255. 0

i nterface Loopback200

i p address 192. 168. 200. 10 255. 255. 255. 0
!
!

interface FortyG gabitEthernet0/2/4

nu 9216

no i p address

no negotiation auto
cdp enabl e




macsec dot 1g-in-clear 1 nacsec access-control shoul d-secure

interface FortyG gabitEthernet0/2/4.100

encapsul ati on dot 1Q 100
ip address 172.16.1.1 255.255.255.0

ip ntu 9184

eapol destination-address broadcast-address eapol eth-type 876F nmka policy subint100 nmka pre-shared-ke

i nterface FortyG gabitEthernet0/2/4.200

encapsul ati on dot 1Q 200

i p address 172.16.2.1 255.255.255.0
!
!
router eigrp 100

network 172.16.1.0 0.0.0. 255
network 192.168.0.0 0.0.255. 255
!
i p forward-protocol nd
!
!
!
control -pl ane

line con O
exec-timeout 0 O

| oggi ng synchronous
stopbits 1

line aux O

line vty 0 4

| ogin

transport input ssh

8500- 1#
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show mka sessions detail -l F TR A BEMKARFENFHER.
show mka keychains -t &5 5 # R ARMACsect S EM 5 BN E
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CE 8500-1

<{froot>
8500-1#

show nka sessions

Total MKA Sessions....... 1

Secured Sessions... 1

Pending Sessions... 0
Interface Local-TxSCI Policy-Name Inherited Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status CKN

Fo0/ 2/ 4. 100

78bc.laac.1521/001a

subi nt 100
NO NO
26
78bc.laac.1420/001a 1
Secur ed
02
8500-1#

show nka sessions detail

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

TX-SSCT....oiiiiiiiinnnnn 2

Local Tx-SCI............. 78bc.laac.1521/001a

Interface MAC Address.... 78bc. laac. 1521

MKA Port Identifier...... 26

Interface Name........... FortyGigabitEthernet0/2/4.100
Audit Session ID.........

CAK Name (CKN)........... 02

Member Identifier (MI)... 8387013B6C4D6106D4443285
Message Number (MN)...... 439243

EAP RoTe......cvviivenn.. NA

Key Server............... NO

MKA Ci pher Suite......... AES- 256- CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... F5720CC2E83183F1E673DACD00000001 (1)
01d SAK Status........... FIRST-SAK

01d SAK AN. . ...ovieennnt. 0




01d SAK KI (KN)..........

SAK Transmit Wait Time...
SAK Retire Time..........
SAK Rekey Time...........

MKA Policy Name.......... subi nt 100
Key Server Priority...... 0
Delay Protection......... NO

Delay Protection Timer..........

Confidentiality Offset... O
Algorithm Agility........ 80C201

SAK Rekey On Live Peer Loss........
DISABLED

Send Secure Announcement..
SCI Based SSCI Computation.... NO

SAK Ci pher Suite.........

MACsec Capability........

MACsec Desired........... YES

# of MACsec Capable Live Peers.....

FIRST-SAK (0)
0s (Not waiting for any peers to respond)

0s (No O1d SAK to retire)
0s (SAK Rekey interval not applicable)

0s (Not enabled)

0080C20001000004 ( GCM AES- XPN- 256)

3 (MACsec Integrity, Confidentiality, & Offset)

# of MACsec Capable Live Peers Responded.. 0

Live Peers List:

MI MN Rx-SCI (Peer) KS RxSA SSCI
Priority Installed
F5720CC2E83183F1E673DACD 439222 78bc.laac.1420/001a O YES 1
Potential Peers List:
MI MN Rx-SCI (Peer) KS RxSA SSCI
Priority
Installed
8500-1#
show nka keychai ns
MKA PSK Keychain(s) Summary...
Keychain Latest CKN Interface(s)
Name Latest CAK AppTlied
keychai n_vl an100 02 Fo0/ 2/ 4. 100
<HIDDEN>
8500-1#
show nka policy
MKA Policy defaults :
Send-Secure-Announcements: DISABLED




MKA Policy Summary...

Codes : CO - Confidentiality Offset, ICVIND - Include ICV-Indicator,
SAKR OLPL - SAK-Rekey On-Live-Peer-Loss,
DP - Delay Protect, KS Prio - Key Server Priority

Policy KS DP CO SAKR ICVIND Cipher Interfaces
Name Prio OLPL Suite(s) AppTlied

*DEFAULT POLICY* O FALSE 0 FALSE TRUE  GCM-AES-128
GCM-AES-256

subint100 0 FALSE 0 FALSE TRUE GCM AES- XPN- 256 Fo0/ 2/ 4. 100

8500-1#

show nka summary

Total MKA Sessions....... 1

Secured Sessions... 1

Pending Sessions... 0
Interface Local-TxSCI Policy-Name Inherited Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status CKN
Fo0/2/4.100 78bc.laac.1521/001la subintl00 NO NO
26 78bc.laac.1420/001a 1 Secured 02

MKA Global Statistics

MKA Session Totals
Secured........ciiiiin... 14
Fallback Secured........... 0
Reauthentication Attempts.. O

Deleted (Secured).......... 13
Keepalive Timeouts......... 0

CA Statistics

Pairwise CAKs Derived...... 0
Pairwise CAK Rekeys........ 0
Group CAKs Generated....... 0
Group CAKs Received........ 0

SA Statistics

SAKs Generated.............. 0
SAKs Rekeyed................ 2
SAKs Received............... 18
SAK Responses Received...... 0

SAK Rekeyed as KN Mismatch.. 0

MKPDU Statistics

MKPDUs Val idated & Rx...... 737255




"Distributed SAK"..... 18

"Distributed CAK"..... 0
MKPDUs Transmitted......... 738485

"Distributed SAK"..... 0

"Distributed CAK"..... 0

MKA Error Counter Totals

Session Failures

Bring-up Failures................ 0
Reauthentication Failures........ 0
Duplicate Auth-Mgr Handle........ 0

SAK Failures

SAK Generation................... 0
Hash Key Generation.............. 0
SAK Encryption/Wrap.............. 0
SAK Decryption/Unwrap............ 0
SAK Cipher Mismatch.............. 0

CA Failures

Group CAK Generation............. 0
Group CAK Encryption/Wrap........ 0
Group CAK Decryption/Unwrap...... 0
Pairwise CAK Derivation.......... 0
CKN Derivation...........couuu.u... 0
ICK Derivation..............o.u... 0
KEK Derivation................... 0

Invalid Peer MACsec Capability... O

MACsec Failures

Rx SC Creation...........ccouuu... 0
Tx SC Creation........cuvuuunn.. 0
Rx SA Installation............... 0
Tx SA Installation............... 0

MKPDU Failures

MKPDU TX. it i i ii et et tee s eenmennnannnn 0
MKPDU Rx ICV Verification.............. 0
MKPDU Rx Fallback ICV Verification..... 0
MKPDU Rx Validation.................... 0
MKPDU Rx Bad Peer MN...........ccuu.... 0
MKPDU Rx Non-recent Peerlist MN........ 0
SAK USE Failures
SAK USE Latest KN Mismatch............. 0
SAK USE Latest AN not in USE........... 0
8500-1#

show macsec statistics interface FoO/2/4.100

MACsec Statistics for FortyGigabitEthernet0/2/4.100
SecY Counters
Ingress Untag Pkts:
Ingress No Tag Pkts:
Ingress Bad Tag Pkts:
Ingress Unknown SCI Pkts:
Ingress No SCI Pkts:
Ingress Overrun Pkts:
Ingress Validated Octets:

[eNeNeNoNeNoNol




I ngress Decrypted Cctets: 11853398

Egress Untag Pkts: 0
Egress Too Long Pkts: 0
Egress Protected Octets: 0

Egress Encrypted Cctets: 11782598

Controlled Port Counters

IF In Octets: 14146226
IF In Packets: 191065
IF In Discard: 0

IF In Errors: 0

IF Out Octets: 14063174
IF Out Packets: 190042
IF Out Errors: 0

Transmit SC Counters (SCI: 78BC1AAC1521001A)

Out Pkts Protected: 0

Out Pkts Encrypted: 190048
Transmit SA Counters (AN 0)

Out Pkts Protected: 0

Out Pkts Encrypted: 190048

Receive SA Counters (SCI: 78BC1AAC1420001A AN 0)

In Pkts Unchecked: 0
In Pkts Delayed: 0
In Pkts OK: 191069

In Pkts Invalid:

In Pkts Not Valid:

In Pkts Not using SA:
In Pkts Unused SA:

In Pkts Late:

O OO oo

REFEFNHEAALEMRKID , 192.168.0.0/16 FRAZ B EM BRI, T —pingBIFERi&E R~ER
=ERY

<#root>
8500-1#

ping 172.16.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
8500-1#

ping 172.16.2.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.2.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms



8500-1#
ping 192.168. 101. 10 source 192.168. 100. 10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.101.10, timeout is 2 seconds:
Packet sent with a source address of 192.168.100.10

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
8500-1#

ERMEEEFPE)EE LHEICMPRENER SR , EUULBMEEMNARMEZE, FEE , W@
g 8 2 ABIAEBMACIREEARE , TAE Eldot1giBE,., B2 , MM IEFERE R0x88ES5
(MACsec)RYEtherType , 7R 0% #Y 15 28 7~ B9 & 0x0800 (IPv4)E’9EtherTypeM&lCMPTﬁEﬁEﬂ ;

InZMEVLAN 100

<tfroot>
F241.03.03-9500-1#

show nonitor capture cap buffer detail | begin Franme 80

Frame 80: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits) on interface /tmp/epc_ws/wif_to
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Jul 29, 2024 23:50:16.528191000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1722297016.528191000 seconds
[Time delta from previous captured frame: 0.224363000 seconds]
[Time delta from previous displayed frame: 0.224363000 seconds]
[Time since reference or first frame: 21.989269000 seconds]
Frame Number: 80
Frame Length: 150 bytes (1200 bits)
Capture Length: 150 bytes (1200 bits)
[Frame is marked: False]
[Frame is ignored: False]

[Protocols in frane: eth:ethertype:vlan: ethertype: nacsec: dat aj
Ethernet 11, Src: 78:bc:la:ac:15:21 (78:bc: la:ac: 15:21), Dst: 78:bc:la:ac:14:20 (78: bc: la: ac: 14: 20)

Destination: 78:bc:la:ac:14:20 (78:bc:la:ac:14:20)
Address: 78:bc:la:ac:14:20 (78:bc:la:ac:14:20)
..0. ..., .... ... .... = LG bit: Globally unique address (factory default)
- .0 .« «... = IG bit: Individual address (unicast)
Source: 78 bc: 1a ac: 15 21 (78 bc:la:ac:15:21)
Address: 78:bc:la:ac:15:21 (78:bc:la:ac:15:21)
. ..0. ..., .... ... .... = LG bit: Globally unique address (factory default)
.0 ..., ... vov. ov.. = IG bit: Individual address (unicast)

Type: 802.1Q Virtual LAN (0x8100) 802.1Q Virtual LAN, PRI: 0, DEl: 0, ID 100
000. ....

L0 e

. 0000 0110 0100

Priority: Best Effort (default) (0)
DEI: Ineligible
ID: 100

Type: 802. 1AE (MACsec) (0x88e5) 802.1AE Security tag




0010 11.. = TCI: OxOb, VER: 0x0, SC, E, C
0... .... = VER: 0x0
.0.. ES: Not set
T I SC: Set
Y O I SCB: Not set
N E: Set
ve.. 1.0 = C: Set
.. ..00 = AN: 0Ox0
Short length: 0

Packet nunber: 147 System ldentifier: 78:bc:la:ac:15:21 (78:bc:1la:ac: 15:21) Port

Data (102 bytes)

0000 99 53 71 3e f6 c7 9b bb 00 21 68 48 d6 ca 26 af .Sg>..... 'hH. .&.
0010 80 a5 76 40 19 c9 45 97 b3 5a 48 d3 2d 30 72 a6 ..v@..E..ZH.-Or.
0020 96 47 6e a7 4c 30 90 e5 70 10 80 e8 68 00 5f ad .Gn.LO..p...h._.

0030 7f dd 4a 70 a8 46 00 ef 7d 56 fe e2 66 ba 6¢c 1b S 1T S A VAR L I
0040 3a 07 44 4e 5e e7 04 cb cb f4 03 71 8d 40 da 55 t.DNAL ... qg.@.u
0050 9f 1b ef a6 3a le 42 c7 05 e6 9e dO 39 6e b7 3f ... Bl 9n.?
0060 f2 82 cf 66 f2 5b )

Data: 9953713ef6c79bbb00216848d6ca26af80a5764019c94597bA@&
[Length: 102]

I dentifier:

26 ICv: 2

MHEAEEA

« WAN MACSECHIMKAX I 4Thae
o AR INZERN EI#(802.1AE - MACsec) A[{R E 5 1% (1-100GE)WANZ 2
o HEBREEEIES FAIWAN MACSECH[E



https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/macsec/configuration/xe-16/macsec-xe-16-book/wan-macsec-mka-support-enhance.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/macsec/configuration/xe-16/macsec-xe-16-book/wan-macsec-mka-support-enhance.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/macsec/configuration/xe-16/macsec-xe-16-book/wan-macsec-mka-support-enhance.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/macsec/configuration/xe-16/macsec-xe-16-book/wan-macsec-mka-support-enhance.html
https://www.cisco.com/c/dam/en/us/td/docs/solutions/Enterprise/Security/MACsec/WP-High-Speed-WAN-Encrypt-MACsec.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/Enterprise/Security/MACsec/WP-High-Speed-WAN-Encrypt-MACsec.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/Enterprise/Security/MACsec/WP-High-Speed-WAN-Encrypt-MACsec.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/Enterprise/Security/MACsec/WP-High-Speed-WAN-Encrypt-MACsec.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/Enterprise/Security/MACsec/WP-High-Speed-WAN-Encrypt-MACsec.pdf
https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/221079-troubleshoot-wan-macsec-on-routers.html
https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/221079-troubleshoot-wan-macsec-on-routers.html
https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/221079-troubleshoot-wan-macsec-on-routers.html
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