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policy-map type control subscriber WDAAR_NOVA_POLICY
event exception match-first
class type control subscriber coa-rollback-failure do-all
10 disconnect
!
I

end-policy-map
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interface Bundle-Etherl.200
ipv4d point-to-point
ipv4 unnumbered Loopback200
service-policy type control subscriber WDAAR_NOVA_ POLICY
encapsulation dotlg 200
ipsubscriber ipv4 12-connected
initiator dhcp
initiator unclassified-source

LA 25 5K i B R B BN IPOE & 7% o

policy-map type control subscriber WDAAR_NOVA_POLICY
event session-start match-first
class type control subscriber DHCP do-until-failure



10 activate dynamic-template DT_NOVA_DHCP
20 authorize aaa list WDAAR format WDAAR_USERNAME_NOVA password cisco
!
class type control subscriber WDAAR_STATIC do-until-failure
10 activate dynamic-template DT NOVA_STATIC
20 authorize aaa list WDAAR format WDAAR_IP_STATIC password cisco
1
!
event authentication-no-response match-first
class type control subscriber class-default do-all
10 activate dynamic-template WDAAR NOVA_ACCT_START
20 activate dynamic-template WDAAR_NOVA_NET50
1
!
end-policy-map
1

dynamic-template
type ipsubscriber DT NOVA_DHCP
ipv4 unnumbered Loopback201
1
!
interface Loopback201
ipv4d address 199.195.148.1 255.255.255.0

dynamic-template
type ipsubscriber WDAAR NOVA_ACCT START
accounting aaa list WDAAR type session periodic-interval 5
1
!
dynamic-template
type service WDAAR_NOVA_NET50
service-policy input WDAAR_10Mbps
service-policy output WDAAR_Upload

AEE  RTERIPEFERAE , IXAZ Pk ARERDHCPE F iR,
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A TEREMA-CoATTA , BE T MEIQoSKM , LARRSI AL LS @A RE.

- WDAAR_DAY_PACKAGE
- WDAAR_NIGHT_PACKAGE

dynamic-template
type service WDAAR_DAY PACKAGE
service-policy input WDAAR_Internet_Service_10Mbps_IN
service-policy output WDAAR_Internet_Service_10Mbps_OUT
accounting aaa list WDAAR type service periodic-interval 10
!
!
dynamic-template
type service WDAAR_NIGHT_ PACKAGE
service-policy input WDAAR_Internet_Service_5Mbps_IN
service-policy output WDAAR_Internet_Service_5Mbps_OUT
accounting aaa list WDAAR type service periodic-interval 10



HRDAYZHMNIGHTE , KEEEAEA LM L5 @& REE H/E/10Mpb , REA5Mpb,

policy-map WDAAR_Internet_Service_5Mbps_IN
class class-default
police rate 5486 kbps
1
!
policy-map WDAAR_Internet_Service_5Mbps_OUT
class class-default
police rate 5486 kbps

policy-map WDAAR_Internet_Service_10Mbps_IN
class class-default
police rate 10486 kbps
1
!
policy-map WDAAR_Internet_Service_10Mbps_OUT
class class-default
police rate 10486 kbps
1

i

AEHRENEATHRABRIEMA-COARBIEE I 1E,
ASRIK EHIPoEfE & &EE,

RP/0/RSP0/CPUO:acdc-asr9000-4#show subscriber session all detail
Mon Jul 27 11:24:46.467 UTC

Interface:

Circuit ID:

Remote ID:

Type:

IPv4 State:

IPv4 Address:

Mac Address:
Account-Session Id:
Nas-Port:

User name:
Formatted User name:
Client User name:
Outer VLAN ID:
Subscriber Label:
Created:

State:
Authentication:
Authorization:
Access-interface:
Policy Executed:

Bundle-Etherl1.200.ip18010
Unknown

Unknown

IP: DHCP-trigger

Up, Mon Jul 27 11:23:10 2015
172.188.243.147, VRF: default
0000.6602.0102

00004729

Unknown

0000.6602.0102
0000.6602.0102

unknown

200

0x00000048

Mon Jul 27 11:23:08 2015
Activated

unauthenticated

authorized
Bundle-Etherl1.200

policy-map type control subscriber WDAAR_NOVA_POLICY
event Session-Start match-first [at Mon Jul 27 11:23:08 2015]
class type control subscriber DHCP do-until-failure [Succeeded]

10 activate dynamic-

template DT_NOVA_DHCP [Succeeded]

20 authorize aaa list WDAAR [Succeeded]

Session Accounting:
Acct-Session-Id:

00004729



Method-1list:
Accounting started:
Interim accounting:

Last successful update:

Next update in:
Service Accounting:
Acct-Session-Id:
Method-1list:
Accounting started:
Interim accounting:

Last successful update:

Next update in:

WDAAR

Mon Jul 27 11:23:10 2015
On, interval 2 mins
Never

00:00:24 (dhms)
WDAAR_DAY_ PACKAGE
0000472a

WDAAR

Mon Jul 27 11:23:10 2015
On, interval 10 mins
Never

00:08:24 (dhms)

Last COA request received: unavailable
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RP/0/RSPO/CPUO:acdc-asr9000-4#show subscriber session all detail internal
Mon Jul 27 11:27:10.554 UTC

Interface:

Circuit ID:

Remote ID:

Type:

IPv4 State:

IPv4 Address:

IPv4 Up helpers:
IPv4d Up requestors:
Mac Address:
Account-Session Id:
User name:
Formatted User name:

00004729 Nas-Port:

Bundle-Ether1.200.ip18010
Unknown

Unknown

IP: DHCP-trigger

Up, Mon Jul 27 11:23:10 2015
172.188.243.147, VRF: default
0x00000040 {IPSUB}

0x00000040 {IPSUB}
0000.6602.0102

Unknown
0000.6602.0102

0000.6602.0102

Client User name: unknown
Outer VLAN ID: 200
Subscriber Label: 0x00000048

Created: Mon Jul 27 11:23:08 2015
State: Activated
Authentication: unauthenticated
Authorization: authorized

Ifhandle: 0x000abc20 Session History ID: 1
Access-interface: Bundle-Etherl1.200

SRG Flags: 0x00000000

Policy Executed:

event Session-Start match-first

class type control subscriber DHCP do-until-failure
10 activate dynamic-template DT _NOVA_DHCP [cerr:

20 authorize aaa list WDAAR [cerr:

Session Accounting:
Acct-Session-Id:
Method-1list:
Accounting started:
Interim accounting:

Last successful update:

Next update in:

Last update sent:

Updates sent:

Updates accepted:

Updates rejected:

Update send failures:
Service Accounting:

[at Mon Jul 27 11:23:08 2015]
[Succeeded]
No error] [aaa: Success]

00004729
WDAAR

No error] [aaa:

Mon Jul 27 11:23:10
On, interval 2 mins
Mon Jul 27 11:25:10
00:02:00 (dhms)

Mon Jul 27 11:25:10
1

1

0

0

WDAAR_DAY_ PACKAGE

2015

2015

2015

Success]



Acct-Session-Id: 0000472a
Method-1list: WDAAR
Accounting started: Mon Jul 27 11:23:10 2015
Interim accounting: On, interval 10 mins

Last successful update: Never

Next update in: 00:06:00 (dhms)

Last update sent: Never

Updates sent: 0

Updates accepted: 0

Updates rejected: 0

Update send failures: 0

Accouting stop state:

Final stats available

Last COA request received: unavailable

User Profile received from AAA
Attribute List: 0x50105e7c

1: acct-interval len= 4 value= 120(78) 2: accounting-list len= 5 value= WDAAR Pending Callbacks:

InterimAcct>StatsD,
Services:
Name DT_NOVA_DHCP
Service-ID 0x4000016
Type Template
Status Applied
Name : WDAAR_DAY_ PACKAGE

0x400001a
Multi Template

Service-ID
Type
Status Applied

[Event History]

Jul 27 11:23:08.672 IPv4 Start
Jul 27 11:23:10.080 SUBDB produce done

Jul 27 11:23:10.080 IPv4 Up

MRERBEAEFEGHENCoANradiusERE , ATLBAELHIH.

- debug radius

- debug radius dynamic-author

X : &9 LB A debug radius filter mac-address , LAfEiB & 4% E M mac-address radiusiiiE

o

RP/0/RSPO/CPUO:Jul 27 11:23:08
10.48.88.121:56777 id 229, len
RP/0/RSPO/CPUO:Jul 27 11:23:08
84 - FB 36 5C FB 5C DB 96 FE
RP/0/RSPO/CPUO:Jul 27 11:23:08
RP/0/RSPO/CPUO:Jul 27 11:23:08
address=0000.6602.0102
RP/0/RSP0O/CPUO
RP/0/RSP0O/CPUO
RP/0/RSPO/CPUO:
RP/0/RSP0O/CPUO
RP/0/RSP0O/CPUO
RP/0/RSPO/CPUO:
RP/0/RSP0O/CPUO
RP/0/RSP0O/CPUO
VIRTUAL_IPOEOVLANI[O]

RP/0/RSPO/CPUO:Jul 27 11:23:08.
RP/0/RSPO/CPUO:Jul 27 11:23:08.
RP/0/RSPO/CPUO:Jul 27 11:23:08.
RP/0/RSPO/CPUO:Jul 27 11:23:08.

4

:Jul 27 11:23:08.
:Jul 27 11:23:08.
Jul 27 11:23:08.
:Jul 27 11:23:08.
:Jul 27 11:23:08.
Jul 27 11:23:08.
:Jul 27 11:23:08.
:Jul 27 11:23:08.

.706
218
.706

.706
.706

706
706
706
706
706
706
706
706

706
706
706
706

radiusd[1133]:

radiusd[1133]:

radiusd[1133]:
radiusd[1133]:

radiusd[1133]:
radiusd[1133]:
radiusd[1133]:
radiusd[1133]:
radiusd[1133]:
radiusd[1133]:
radiusd[1133]:
radiusd[1133]:

radiusd[1133]:
radiusd[1133]:
radiusd[1133]:
radiusd[1133]:

RADIUS:

RADIUS:

RADIUS:
RADIUS:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

Send Access-Request to

authenticator DO EF B5 50 DD 9A 1A

[26] 41
[1]

Vendor,Cisco
Cisco AVpair 35 client-mac-
Acct-Session-Id [44] 10 00004729
NAS-Port-Id [87] 11 0/0/1/200
[26] 17

[2] 11 0/0/1/200
16 0000.6602.0102
[6] 6 Outbound[0]
User-Password [2] 18 *
NAS-Port-Type [61] 6

Vendor,Cisco
cisco-nas-port
User-Name [1]
Service-Type

Event-Timestamp [55] 6 1437996188
[26] 23
[1] 17 dhcp-client-id=

[32] 16 acdc-asr9000-

Vendor,Cisco
Cisco AVpair
Nas-Identifier



RP/0/RSPO/CPUO:Jul 27 11:23:08.707 radiusd[1133]:
RP/0/RSPO/CPUO:Jul 27 11:23:08.707 radiusd[1133]:
00 00 00O 00 00 00 OO 0O 00 00 00O 0O
RP/0/RSPO/CPUO:Jul 27 11:23:08.707 radiusd[1133]:
RP/0/RSPO/CPUO:Jul 27 11:23:08.707 radiusd[1133]:
RP/0/RSPO/CPUO:Jul 27 11:23:08.707 radiusd[1133]:
RP/0/RSPO/CPUO:Jul 27 11:23:08.707 radiusd[1133]:
56777 remote_addr 10.48.88.121,

RP/0/RSPO/CPUO:Jul 27 11:23:08.707 radiusd[1133]:
handler for rctx 0x50258020

RP/0/RSPO/CPUO:Jul 27 11:23:08.710 radiusd[1133]:
0

RP/0/RSPO/CPUO:Jul 27 11:23:08.710 radiusd[1133]:
10.48.88.121:56777, Access-Accept, len 105
RP/0/RSPO/CPUO:Jul 27 11:23:08.710 radiusd[1133]:
2B - 58 56 08 DF C2 BA 06 28

RP/0/RSPO/CPUO:Jul 27 11:23:08.710 radiusd[1133]:
RP/0/RSPO/CPUO:Jul 27 11:23:08.710 radiusd[1133]:

RP/0/RSPO/CPUO:Jul 27 11:23:08.710
subscriber:accounting-1ist=WDAAR
RP/0/RSPO/CPUO:Jul 27 11:23:08.710
RP/0/RSPO/CPUO:Jul 27 11:23:08.710
subscriber:sa=WDAAR DAY PACKAGE
RP/0/RSPO/CPUO:Jul 27 11:23:08.710
(3D000000)

radiusd[1133]:

radiusd[1133]:
radiusd[1133]:

radiusd[1133]:

RADIUS: NAS-IP-Address [4] 6 10.48.88.54

RADIUS: NAS-IPv6-Address [95] 22 1la 10 00 00
RADIUS: 00 00 00 00

Got global deadtime 0

Using global deadtime = 0 sec

Start timer thread rad_ident 229 remote_port

socket 1342510940 rctx 0x50258020

Successfully sent packet and started timeout
Radius packet decryption complete with rc =
RADIUS: Received from id 229
RADIUS: authenticator 9D 27 8C A5 28 C8 AE
RADIUS:

RADIUS:
RADIUS:

Acct-Interim-Interval[85] 6 120
[26] 40

[1]1 34

Vendor, Cisco
Cisco AvVpair

RADIUS:
RADIUS:

Vendor,Cisco [26] 39

Cisco Avpair [1] 33

Freeing server group transaction_id

B R T 5T SR AUB R AAATE 1 R 7 72 SADB(ST S B KL ) h, SADBRRF A EE

o

- show subscriber manager sadb

ST LAE R LA T showan SRR A S FE VP A B 1

RP/0/RSPO/CPUO:acdc-asr9000-4#show subscriber manager sadb

Mon Jul 27 12:13:36.273 UTC

Oxabcdefl2 Version:

1 Rev: 21

Sublabel: 0x00000048 Node_ID: 00000001 Signature:
Length: 297

Attribute list: 1343184692

1l: protocol-type len= 4 dhcp

2: dhcp-client-id len= 15

3: port-type len= 4 Virtual IP over VLAN
4: outer-vlan-id len= 4 200(c8)

5: client-mac-address len= 14 0000.6602.0102

6: parent-if-handle len= 4 1568(620)

7: string-session-id len= 8 00004729

8: interface len= 9 0/0/1/200

9: formatted-username len= 14 0000.6602.0102

10: username len= 14 0000.6602.0102

11: author_status len= 1 true

12: addr len= 4 172.188.243.147

13: if-handle len= 4 703520 (abc20)

14: wvrf-id len= 4 1610612736(60000000)
15: ipvd-session-state len= 1 true

16: accounting-list len= 5 WDAAR

17: start_time len= 4 Mon Jul 27 11:23:10 2015

EHE— & ASubscriber Database(SubDB)WEREREREULREEHSFENBE,
SubDB(Subscriber Database) AR EEBNGEAZENBRERE. EAERER —HRERNERH

BEE,

RP/0/RSP0O/CPUO:acdc-asr9000-4#show subscriber database association

Mon Jul 27 12:26:38.186 UTC



Location 0/RSP0O/CPUO

Bundle-Ether1.200.ip18010,
Name

Uu00000048

WDAAR DAY PACKAGE Service DT_NOVA_DHCP

subscriber label 0x48
Template Type

User profile

12 7] LA 18 B B8 subscriber-label X #2418 — BT F Y& Ao

- show subscriber database association subscriber-label <SUBSCRIBER-LABEL>

MA-CoABIE

HREE ERAZKIRY WDAAR_DAY_PACKAGELEEHEH , FARIR , BEXERSFEPRIR
WDAAR_DAY_PACKAGEfR#. REZAILAE R HE RMWDAAR_DAY_PACKAGE &FFFER

mEMREE,

IP subscriber

RP/0/RSPO/CPUO:acdc-asr9000-4#show subscriber session all detail internal
Mon Jul 27 13:47:55.881 UTC

Interface:
Circuit ID:
Remote ID:
Type:
Ipv4
Ipv4
Ipv4
IPv4 Up requestors:
Mac Address:

Account-Session Id:

State:
Address:
Up helpers:

Nas-Port:

User name:
Formatted User name:
Client User name:
Outer VLAN ID:
Subscriber Label:
Created:

State:
Authentication:
Authorization:
Ifhandle:

Session History ID:
Access-interface:
SRG Flags:

Policy Executed:

event Session-Start match-first
class type control subscriber DHCP do-until-failure
10 activate dynamic-

20 authorize aaa list WDAAR [cerr:

Session Accounting:
Acct-Session-Id:
Method-1list:

Accounting started:
Interim accounting:
Last successful update:
Next update in:
Last update sent:
Updates sent:

Bundle-Ether1.200.ip18012

Unknown

Unknown

IP: DHCP-trigger

Up, Mon Jul 27 13:33:22 2015
172.188.243.147, VRF: default
0x00000040 {IPSUB}
0x00000040 {IPSUB}
0000.6602.0102

00004724

Unknown

0000.6602.0102
0000.6602.0102

unknown

200

0x0000004a

Mon Jul 27 13:33:21 2015
Activated
unauthenticated
authorized

0x000abcal

1

Bundle-Etherl.200
0x00000000

[at Mon Jul 27 13:33:21 2015]
[Succeeded]
template DT _NOVA_DHCP [cerr:

No error][aaa: Success]

00004724
WDAAR

No error] [aaa:

Mon Jul 27 13:33:22
On, interval 2 mins
Mon Jul 27 13:47:24
00:01:27 (dhms)

Mon Jul 27 13:47:24
7

2015

2015

2015

Success]



Updates accepted: 7
Updates rejected: 0
Update send failures: 0
Accouting stop state:

Final stats available

Last COA request: Mon Jul 27 13:47:50 2015

COA Request Attribute List:

response: Result ACK

COA Response Attribute List:
1: sd len= 17
User Profile received from AAA:
Attribute List: 0x50106390
1: acct-interval len= 4
2: accounting-list len= 5

Services:
Name DT_NOVA_DHCP
Service-ID 0x4000016
Type Template
Status Applied

[Event History]
Jul 27 13:33:21.152 IPv4 Start
Jul 27 13:33:22.560 IPv4 Up
Jul 27 13:47:50.528 CoA request

Jul 27 13:47:50.784 SUBDB produce done

0x50105£70
1l: sd len= 17 value= WDAAR_DAY PACKAGE 2:
info len= 17 value= WDAAR DAY PACKAGE 4:

0x50106180

value= WDAAR_DAY_PACKAGE

value= 120(78)
value= WDAAR

[many]

command len=

service-name len=

18 value= deactivate-service 3: service-
17 value= WDAAR DAY PACKAGE Last COA

WA | RSB MBS | ASROK . Mradiusdi F2 4 SRR S L 852 Tlradius IR . 1

debug G

RP/0/RSPO/CPUO:Jul 27 13:47:50.687
10.48.88.121:56778 id 48, len 391
RP/0/RSPO/CPUO:Jul 27 13:47:50.687
E4 - 6D 36 FD FA 7A 84 26 50
RP/0/RSPO/CPUO:Jul 27 13:47:50.687
10

RP/0/RSPO/CPUO:Jul 27 13:47:50.687
868

RP/0/RSPO/CPUO:Jul 27 13:47:50.687
admin-reset[0]

RP/0/RSPO/CPUO:Jul 27 13:47:50.687
Stopl[0]

RP/0/RSPO/CPUO:Jul 27 13:47:50.687
1438004870

RP/0/RSPO/CPUO:Jul 27 13:47:50.687
RP/0/RSPO/CPUO:Jul 27 13:47:50.687
dhcp-client-id=

RP/0/RSPO/CPUO:Jul 27 13:47:50.687
VIRTUAL_IPOEOVLANI[O]
RP/0/RSPO/CPUO:Jul 27 13:47:50.687
RP/0/RSPO/CPUO:Jul 27 13:47:50.687
client-mac-address=0000.6602.0102
RP/0/RSPO/CPUO:Jul 27 13:47:50.687
0/0/1/200

RP/0/RSPO/CPUO:Jul 27 13:47:50.687
RP/0/RSPO/CPUO:Jul 27 13:47:50.687
0/0/1/200

RP/0/RSPO/CPUO:Jul 27 13:47:50.687
0000.6602.0102

RP/0/RSPO/CPUO:Jul 27 13:47:50.687
172.188.243.147

RP/0/RSPO/CPUO:Jul 27 13:47:50.687
RP/0/RSPO/CPUO:Jul 27 13:47:50.687

 EBTANBBITRE.

radiusd[1133]:
radiusd[1133]:
radiusd[1133]:
radiusd[1133]:
radiusd[1133]:
radiusd[1133]:
radiusd[1133]:

radiusd[1133]:
radiusd[1133]:

radiusd[1133]:

radiusd[1133]:
radiusd[1133]:

radiusd[1133]:

radiusd[1133]:
radiusd[1133]:

radiusd[1133]:
radiusd[1133]:

radiusd[1133]:
radiusd[1133]:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:
RADIUS:

RADIUS:

RADIUS:
RADIUS:

RADIUS:

RADIUS:
RADIUS:

RADIUS:

RADIUS:

RADIUS:
RADIUS:

Send Accounting-Request to

authenticator 6C E1 D2 2B 49 1A EE

Acct-Interim-Interval[85] 6

Acct-Session-Time [46] 6
Acct-Terminate-Cause[49] 6
Acct-Status-Type [40] 6
Event-Timestamp [55] 6
Vendor,Cisco [26] 23
Cisco AVpair [1] 17
NAS-Port-Type [61] 6
Vendor,Cisco [26] 41
Cisco AVpair [1] 35
NAS-Port-Id [87] 11
Vendor,Cisco [26] 17
cisco-nas-port [2] 11
User-Name [1] 16
Framed-IP-Address [8] 6
Vendor,Cisco [26] 22

Cisco AVpair [1] 16



vrf-id=default

RP/0/RSPO/CPUO:Jul 27 13:47:50.687 radiusd[1133]:
RP/0/RSPO/CPUO:Jul 27 13:47:50.688 radiusd[1133]:
accounting-1list=WDAAR

RP/0/RSPO/CPUO:Jul 27 13:47:50.688 radiusd[1133]:
maxlinks [196] 6

RP/0/RSPO/CPUO:Jul 27 13:47:50.688 radiusd[1133]:
RP/0/RSPO/CPUO:Jul 27 13:47:50.688 radiusd[1133]:
connect-progress=Call Up

RP/0/RSPO/CPUO:Jul 27 13:47:50.688 radiusd[1133]:
RP/0/RSPO/CPUO:Jul 27 13:47:50.688 radiusd[1133]:
parent-session-id=00004724

RP/0/RSPO/CPUO:Jul 27 13:47:50.688 radiusd[1133]:
RP/0/RSPO/CPUO:Jul 27 13:47:50.688 radiusd[1133]:
service-name=WDAAR_DAY PACKAGE

RP/0/RSPO/CPUO:Jul 27 13:47:50.688 radiusd[1133]:
0000472e

RP/0/RSPO/CPUO:Jul 27 13:47:50.688 radiusd[1133]:
acdc-asr9000-4

RP/0/RSPO/CPUO:Jul 27 13:47:50.688 radiusd[1133]:
10.48.88.54

RP/0/RSPO/CPUO:Jul 27 13:47:50.688 radiusd[1133]:
la 10 00 00 00 00 00 00 00 00 OO 00 00 00 00 00
RP/0/RSPO/CPUO:Jul 27 13:47:50.688 radiusd[1133]:
00 00 00 00

RP/0/RSPO/CPUO:Jul 27 13:47:50.688 radiusd[1133]:
0

teshowfn B IE S BRI CoARIIRETE A

RADIUS:
RADIUS:

RADIUS:

RADIUS:
RADIUS:

RADIUS:
RADIUS:

RADIUS:
RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

Vendor, Cisco
Cisco AVpair

AAA Unsupported Attr:

Vendor, Cisco
Cisco AVpair

Vendor, Cisco
Cisco AVpair

Vendor, Cisco
Cisco AVpair

Acct-Session-Id

Nas-Identifier

NAS-IP-Address

NAS-IPv6-Address

Acct-Delay-Time

RP/0/RSPO/CPUO:acdc-asr9000-4#show subscriber manager statistics AAA COA

Mon Jul 27 13:53:49.627 UTC

[ CHANGE OF AUTHORIZATION STATISTICS ]

Location:

CoA Requests:

Account Logon
Account Logoff
Account Update

Account-Query

Disconnect

Single Service Logon
Single Service Logoff
Multiple Service

Errors:

Responses to COA with unknown session identifier

0/RSPO/CPUO

1 1 0 Single Service Modify

0

0

[ CHANGE OF AUTHORIZATION STATISTICS ]

Location: 0/0/CPUO

CoA Requests:

Account Logon
Account Logoff
Account Update

Account-Query

[26]
[1]

[26]
[1]

[26]
[1]

[26]
[1]

[44]

[32]

[4]

[95]

[41]

user-

29
23

32
26

34
28

38
32

10

16

22



Disconnect
Single Service Logon
Single Service Logoff
Single Service Modify

o O O O o
o O O O O
o O O O o

Multiple Service

Errors:
None

BE, BETFEE LERTIRBWDAAR_NIGHT PACKAGE , it B/ #R&KsTE A,

Last COA request: Mon Jul 27 13:57:48 2015
COA Request Attribute List: 0x501060c8

1: sa len= 19 value= WDAAR_NIGHT_PACKAGE
2: command len= 16 value= activate-service

3: service-info len= 19 value= WDAAR_NIGHT_ PACKAGE
4: service-name len= 19 value= WDAAR_NIGHT_PACKAGE

Last COA response: Result ACK

COA Response Attribute List: 0x501062d8

1: sa len= 19 value= WDAAR_NIGHT_PACKAGE
User Profile received from AAA:

Attribute List: 0x501064e8

1: acct-interval len= 4 wvalue= 120(78)

2: accounting-list len= 5 value= WDAAR

Services:
Name : DT_NOVA_DHCP
Service-ID : 0x4000016
Type : Template
Status : Applied
Name : WDAAR_NIGHT_ PACKAGE
Service-ID : 0x4000019
Type : Multi Template
Status : Applied

[Event History]
Jul 27 13:33:21.152 IPv4 Start
Jul 27 13:33:22.560 IPv4 Up
Jul 27 13:57:48.800 CoA request [many]
Jul 27 13:57:48.928 SUBDB produce done [many]

Rk , EREBEEZEIService LogonstE2E M , MEEULFTRMAKSHE L , BESED
TCEHER.

Al

RP/0/RSPO/CPUO:acdc-asr9000-4#show subscriber manager statistics AAA COA
Mon Jul 27 13:58:00.410 UTC

[ CHANGE OF AUTHORIZATION STATISTICS ]
Location: 0/RSP0O/CPUO

CoA Requests:
Type Received Acked NAKed

Account Logon 0 0 0
Account Logoff 0 0 0
Account Update 0 0 0

Account-Query 0 0 0

Disconnect 0 0 0
Single Service Logon 1 1 0
Single Service Logoff 1 1 0

Single Service Modify 0 0 0



Multiple Service

Errors:

Responses to COA with unknown session identifier = 3

[ CHANGE OF AUTHORIZATION STATISTICS ]

Location: 0/0/CPUO

CoA Requests:
Type
Account Logon
Account Logoff
Account Update
Account-Query
Disconnect
Single Service Logon
Single Service Logoff
Single Service Modify
Multiple Service

Errors:
None

FEFAL  B-RXRABEFECAERTEA —HRY , BEMFECAERTMBER—HRE , RE
, B EE—ECoAERE , BN EEM R R LA ZRFEAREMBCAERE,

Received Acked NAKed
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0

RP/0/RSPO/CPUO:acdc-asr9000-4#show subscriber session all detail internal
Mon Jul 27 14:03:40.255 UTC

Interface:

Circuit ID:

Remote ID:

Type:

IPv4 State:

IPv4 Address:

IPv4 Up helpers:
IPv4d Up requestors:
Mac Address:
Account-Session Id:
Nas-Port:

User name:
Formatted User name:
Client User name:
Outer VLAN ID:
Subscriber Label:
Created:

State:
Authentication:
Authorization:
Ifhandle:

Session History ID:
Access-interface:
SRG Flags:

Policy Executed:

Bundle-Ether1.200.ip18012
Unknown

Unknown

IP: DHCP-trigger

Up, Mon Jul 27 13:33:22 2015
172.188.243.147, VRF: default
0x00000040 {IPSUB}
0x00000040 {IPSUB}
0000.6602.0102

00004724

Unknown

0000.6602.0102
0000.6602.0102

unknown

200

0x0000004a

Mon Jul 27 13:33:21 2015
Activated
unauthenticated
authorized

0x000abcal

1

Bundle-Etherl1.200
0x00000000

event Session-Start match-first [at Mon Jul 27 13:33:21 2015]
class type control subscriber DHCP do-until-failure [Succeeded]

10 activate dynamic-template DT_NOVA_DHCP [cerr: No error] [aaa:

20 authorize aaa list WDAAR [cerr: No error][aaa: Success]

Session Accounting:
Acct-Session-Id:
Method-1list:

00004724
WDAAR

Success]



Accounting started:
Interim accounting:
Last successful update:
Next update in:
Last update sent:
Updates sent:
Updates accepted:
Updates rejected:
Update send failures:
Accouting stop state:

Service Accounting:

Acct-Session-Id:
Method-1list:
Accounting started:
Interim accounting:
Last successful update:
Next update in:
Last update sent:
Updates sent:
Updates accepted:
Updates rejected:
Update send failures:

Mon Jul 27 13:33:22 2015
On, interval 2 mins

Mon Jul 27 14:03:24 2015
00:01:43 (dhms)

Mon Jul 27 14:03:24 2015
15

15

0

0

Final stats available
WDAAR_DAY_PACKAGE
00004730

WDAAR

Mon Jul 27 14:03:35 2015
On,
Never
00:09:56
Never

0

0

0

0

interval 10 mins

(dhms)

Accouting stop state: Final stats available
Last COA request: Mon Jul 27 14:03:35 2015
COA Request Attribute List: 0x50106248
1l: sd len= 19 value= WDAAR_NIGHT_PACKAGE 2: command len=
service-info len= 19 value= WDAAR_NIGHT PACKAGE 4:
WDAAR_NIGHT_ PACKAGE 5:
service 7:

18 value= deactivate-service 3:

service-name len= 19 value=
sa len= 17 value= WDAAR DAY PACKAGE 6:
service-info len= 17 value= WDAAR_DAY PACKAGE 8:
WDAAR_DAY PACKAGE Last COA response: Result ACK

COA Response Attribute List: 0x50106458

1: sd len= 19 value= WDAAR_NIGHT_PACKAGE

2: sa len= 17 value= WDAAR_DAY_PACKAGE

User Profile received from AAA:

Attribute List: 0x50106668
1: acct-interval 4
2: accounting-list len= 5

command len= 16 value= activate-

service-name len= 17 value=

value= 120(78)
value= WDAAR

len=

Services:
Name DT_NOVA_DHCP
Service-ID 0x4000016
Type Template
Status Applied
Name WDAAR_DAY_ PACKAGE

0x400001a
Multi Template

Service-ID
Type
Status Applied
History]
27 13:33:
27 13:33:
27 14:03:

27 14:03:

21.
22.
35.
35.

152
560
296
680

IPv4d Start
IPv4d Up
CoA request [many]

SUBDB produce done [many]

BIBMA-CoA , BRI LAE RS RBT B[ HEMT .

RP/0/RSPO/CPUO:acdc-asr9000-4#show subscriber manager statistics AAA COA
Mon Jul 27 14:05:04.724 UTC

[ CHANGE OF AUTHORIZATION STATISTICS ]

Location: 0/RSP0O/CPUO



CoA Requests:

Type Received Acked NAKed
Account Logon 0 0 0
Account Logoff 0 0 0
Account Update 0 0 0
Account-Query 0 0 0
Disconnect 0 0 0
Single Service Logon 1 1 0
Single Service Logoff 1 1 0
Single Service Modify 0 0 0
Multiple Service 1 1 0
Errors:
Responses to COA with unknown session identifier = 3
[ CHANGE OF AUTHORIZATION STATISTICS ]
Location: 0/0/CPUO
CoA Requests:
Type Received Acked NAKed
Account Logon 0 0 0
Account Logoff 0 0 0
Account Update 0 0 0
Account-Query 0 0 0
Disconnect 0 0 0
Single Service Logon 0 0 0
Single Service Logoff 0 0 0
Single Service Modify 0 0 0
Multiple Service 0 0 0
Errors:
None

WRASRIKILE| —ECoAE K B LAERT F &5 EMATIE(TIRIE , (EASRIKTECOAE KB R ZIAY &
B A BMEMEBNIFEsE , AINRBA LRZBNHEE , BRRPRERUTHEE.

RP/0/RSPO/CPUO:Jul 27 13:41:39.133 : radiusd[1133]: RADIUS: Received from id 159 , CoA Redquest,
len 69

RP/0/RSPO/CPUO:Jul 27 13:41:39.133 : radiusd[1133]: RADIUS: authenticator 0D 52 11 54 BO B7 37
07 - E1 9A 1D AF FA 1A 1A 09

RP/0/RSPO/CPUO:Jul 27 13:41:39.133 : radiusd[1133]: RADIUS: Acct-Session-Id [44] 10
00004723

RP/0/RSPO/CPUO:Jul 27 13:41:39.133 : radiusd[1133]: RADIUS: Vendor,Cisco [26] 39
RP/0/RSPO/CPUO:Jul 27 13:41:39.133 : radiusd[1133]: RADIUS: Cisco AVpair [1] 33

subscriber:sd=WDAAR_DAY_ PACKAGE

RP/0/RSPO/CPUO:Jul 27 13:41:39.133 : radiusd[1133]: Processing Dynamic authorization request
RP/0/RSPO/CPUO:Jul 27 13:41:39.133 : radiusd[1133]: COA: Service-Name attribute is present in
service profile push

RP/0/RSPO/CPUO:Jul 27 13:41:39.134 : radiusd[1133]: COA/POD:request processing underway.

RP/0/RSPO/CPUO:Jul 27 13:41:39.135 : iedged([245]: [IEDGE:TP83:COMMAND-HANDLER:ERROR:0x0] O
matching session found for CoA request, rc 0
LC/0/0/CPUO:Jul 27 13:41:39.137 : iedged[209]: [IEDGE:TP83:COMMAND-HANDLER:ERROR:0x0] 0 matching

session found for CoA request, rc 0

SRR AR

A AEASRIK L EAE LG T RIBMCoOAER BN EEE R, MRCAAERNTEERINHIER
ASRIKEITNACK.



- show radius dynamic-author
FERNBHER T HESRASRIKHACKIFINACK I &,

- BREAEEESRKTTEMNAAA COA
WHEFEABNRTET EEHE REEA (REEA ) M EEFHE 2E W, ACKJIFINACK'dHY
RIS ER (RISEEE ) | EE SERK BHsrREs.

- show subscriber manager statistics PRE event

WHBRCHERKFHRESRLSIZ(PRE)RENZ RBEBHNRTET.

- show subscriber manager statistics SVMZE#
MR Hcoa rollbackBE 7 2 F , Bl EEM @ TS E T K BAIMA-CoAFE R & K 2h BRIt &
, AR KR BHIMA-CoARE R & Kk M BRIV RETE A

- show subscriber manager statistics perf not zero
LENGSHEHERR TASRIK LCoOANBIERR , Y AIFCOASBNEKIER ( Fig|E. 2%
RE, RIME, FXENFH) .
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