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AME N RBRAEENEAENELERRKOS) LETHEEINENERANGFITERER,

A fEFl R EE B AR Cisco 10S XRIFASRIO00(ASRIK) L3EFT |, 1 BB £ BT Cisco IOSH
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R

ESFFUERBREHTTPREHTTPS)EAEIMGH , SEIZETINRIAMKET. KEMLE &
ASRIKEE F A ERFF I HRERFTERE—1T :

RP/0/RSP0O/CPUO:SAMDD (admin-config) #license smart enable
KEFRA/HTTPSER , —BEMFERKY , B UNEHRIGRARFABREE, ©RE
Authorized ( R TNEBHEBEZIENFFAE ) XOOC ( R-EHNFEFE, EXITBEH ),

AR AR RERETENEMAXZEREN IR, ERNESTURARXEREER
i, WEBRMKARIEFNEARFENEEESRMENOOCKE., TEEHRNEFAINRDFF
AMEEAAEFENNEER, B2  BRNERERYE , EAUAKEREFERERE,
ATAIRHME,. BREMANYBEA KRBT/ F N EAITHRM,

5 : 20195 |, BHRGRFARSHVHTTPXEHER , ERHEERRSBIVHTTPIERER,

ESFUUUEERATHE , BEEEMEERBRAEF —EFTERNEERE. BRREETHE
MERMEREE , BUUERBETHZBETIR. ASRIKREFTEEEMENHANENKRB
BRIt TR M. REMAFHERFF U TEMAERTT,

WRASRIKEEFEATEFFAINNGE , IRKGEBERERERE , BEATE-TNEE.
RE#E "BE, FEFTENYER , RES SERRINRIRAK[BEEITAIRE,

BiSET TR FRERTURE

UTRAFATRACEN-LEER, Fi8  EEARERBREEP —EAEREEBRE.

Wi (BMEE ) Y
B ABEGTAE , WBBPAKERBEFBRZRERBERE L.

B, BEREMAEBBMONTRETEROVENLE, RRFHRRFEHEF  FERERRE.

iR SHERT I — AT RS E R E /AR E AR
RAARREMBEIRINBERABENERTEEMNE.
EEF R EE AR REAYET & ERC,

BN IREENMNPAKER U EEFHTR/EEERE,
R TR - A REERI S —ARBEYTES.

RIEBRA

LEERT MBI ARZBNLE.
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Event Log B # £ Asyslog B Bl 1% X Fo skt ¥V R BEVE S , WRCIRIRF PSR EHERH BT
RYIRME , NEEM. ERF. RN EERERNHER , BE#.

#HAE

KRB B MARERT T ARINERFTT. FEE, ERERBAT , 5T RERRE,
WiRaT
RTREGRNH , IUREEFYHETE AL, ATR-LEESFTHLERTRRHNE

AR o

5F . BRI 2Cisco I0S XR 5.3.0R EEARA D WA T TE R,

RP/0/RSP1/CPUO:ROA (admin) #show license pools

Pool: Owner

Feature: A9K-24X10-OPT-LIC A9K-24X10-VID-LIC A9K-24X10G-AIP-SE A9K-24X10G-AIP-TR
A9K-2X100-OPT-LIC A9K-2X100-VID-LIC A9K-2X100G-AIP-SE A9K-2X100G-AIP-TR
A9K-36X10-0OPT-LIC A9K-36X10-VID-LIC A9K-36X10G-AIP-SE A9K-36X10G-AIP-TR
A9K-400G-AIP-SE A9K-400G-AIP-TR A9K-400G-OPT-LIC A9K-400G-VID-LIC
A9K-800G-AIP-SE A9K-800G-AIP-TR A9K-800G-OPT-LIC A9K-800G-VID-LIC



A9K-ADV-OPTIC-LIC A9K-ADV-VIDEO-LIC A9K-AIP-LIC-B A9K-AIP-LIC-E

RP/0/RSP1/CPU0:ROA (admin) #show license allocated

FeatureID: A9K-800G-AIP-SE (Slot based, Permanent)
Total licenses 1
Status: Allocated 1
Pool: Owner
Total licenses in pool: 1

Status: Operational: 1
Locations with licenses: (Active/Allocated) [SDR]
0/0/CPUO (0/1) [Owner]

BRSBTS TR B texec FEETT , BERFREATRBEEN EHE FEET,

RP/0/RSP1/CPUO:ROA#show license ?

WORD Feature ID

active Currently checked-out/being used by applications.
allocated Allocated to a slot but not used.

available Not currently active.

evaluation Display the evaluation licenses.

expired Display evaluation licenses already expired.
location Show information for a specific location

log The operational or administrative logs.

| Output Modifiers

<Cr>

ERERM
ESFUEARBA , EERRRETHNAR,

Eﬂﬁ SEMERBE , call homeFERARBEEREHBFEAHTTIPS , EBBRAEREREEERE
U Al R BS o ﬁBﬁE%ﬁ%ﬂ , B2 B A XIEZE BB call_home.

RP/0/RSP1/CPUO:ROA#show run call-home
% No such configuration item(s)

RP/0/RSP1/CPU0O:ROA#show call-home detail | i https
http proxy: Not yet set up
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

HNABREE K LREESR1M4, ERSBRANET. BRENRS.
1. EadminEXX T , AL T&®T :

RP/0/RSP1/CPU0:ROA (admin-config) #license smart enable
RP/0/RSP1/CPUO:ROA (admin-config) #commit

2. EexecBAT K BEEZLH (MEFBHA LY )  FEEALARBEER (ERXEEER
BERBEBEMX ) o

RP/0/RSP1/CPUO:ROA#show run call-home

call-home

service active

contact-email-addr sch-smart-licensing@cisco.com
profile CiscoTAC-1

active

destination transport-method http

3. f£admin mode™® , MEBEEFFATRA :
RP/0/RSP1/CPU0:ROA (admin) #show license version
Cisco Smart Licensing Agent, Version 1.1.4_throttle/16

4. fEadmin modeH , BIALLT @4 :



RP/0/RSP1/CPU0:ROA (admin) #license smart register idtoken
NjgyMWM2NDItMzI5My00YzQ2LThmMDItMzhhNWI2Mzk2YWUwLTEOMZzUzMzM3%

0aMDQwWNDB8 SWRzZSGkvROA2MWZTZEhzK2RWUMJWMmMhOU1ZIa2tBVzBLZK11ZHhs%0AZGRPbz0%3D%0A ?
force Force Registration

<Ccr>

license smart register: Registration process is in progress. Please check
the syslog for the registration status and result

B FForceBBEWEREZ EEMNEERBENTARAMEERA. BEFlorcefEEEME
A, ZRRERATEER, HE , JUERAWebFERAENERERS PMEREE.
. BRBREAMRRE
RP/0/RSP1/CPU0:ROA (admin) #show license register-status
Registration Status: Completed

Registration Start Time: Wed Dec 17 2014 13:07:23 PST
Next ID Cert Renew Time: Mon Jun 15 2015 14:07:45 PST
Next ID Cert Expiration Time: Thu Dec 17 2015 13:01:41 PST
Last Response Time: Wed Dec 17 2014 13:07:45 PST
Last Response Message: OK: OK

MRMRERZ "Completed) , B ERFIELRFKBFPEIES . U TERERINRHKEAF
5%’/%\ .

RP/0/RSP1/CPUO:Dec 17 13:07:45.285 : licmgr[310]: SMART LIC-6-AGENT_REG_SUCCESS:

Smart Agent for Licensing Registration with Cisco licensing cloud successful

RP/0/RSP1/CPUO:Dec 17 13:08:18.357 : licmgr[310]: SMART_LIC-3-OUT_OF_COMPLIANCE:
One or more entitlements are out of compliance':

ERRFEL BRET -LCEEFAUEMNIIGE  YHEWEET "FEHRL HRE
RP/0/RSP1/CPUO:ROA (admin) #show license entitlement | i Tag | e Not | u sort

Tag: regid.2014-04.com.cisco.A9K-24X10-0OPT-LIC,
1.0_66d3ccf7-a374-4409-a3£9-6bc56d645f1lc, Version: 1.0, Enforce Mode:
Out of compliance

Tag: regid.2014-04.com.cisco.A9K-24X10-VID-LIC,1.0_9f03b94f-3c76-4a39-82f2
-1b53cdf5cbl5, Version: 1.0, Enforce Mode: Out of compliance

Tag: regid.2014-04.com.cisco.A9K-24X10G-AIP-TR,1.0_e5d7cec3-e8e3-43c6-88c9
-all3b76679f8, Version: 1.0, Enforce Mode: Out of compliance

Tag: regid.2014-06.com.cisco.A9K-2X100-OPT-LIC,1.0_0£f74bb00-42af-4c4d-bl62
-bcb346c7510a, Version: 1.0, Enforce Mode: Out of compliance

Tag: regid.2014-06.com.cisco.A9K-2X100-VID-LIC,1.0_ad82b964-6371-4aad-8e82
-2083¢c5749205, Version: 1.0, Enforce Mode: Out of compliance

Tag: regid.2014-06.com.cisco.A9K-2X100G-AIP-SE,1.0_ced47831-edaf-4def-a98b
-3297fab65561, Version: 1.0, Enforce Mode: Out of compliance

Tag: regid.2014-06.com.cisco.A9K-36X10-OPT-LIC,1.0_92a8597a-f591-4afc-adeb
-9b212ceellbe, Version: 1.0, Enforce Mode: Out of compliance

ERASEGRMUPEANDT  ELRTEATEANGL., ERFFURERFFAICLIFER
TR, mMAREEAA, pool%*ﬁ)ﬁ#‘%ﬁﬁ/ TREE. BUNAASEES/MEMVE, SIS
eeEE, R ESER —Et. BEALTAFALURENMSEF TR, ZFHEE , £HF
BRERKRR, EARBHEIBNATR, MERERFFARBABEERS  XEEFR
49 & B BN T BB B 38 31 ST AR LR AF

RP/0/RSP1/CPUO:ROA (admin) #show license pool
Assigned Pool Info: PATRICK_NO_LIC

REBHR , REBREBRELRER Y., IRREHRE , REB00EER —X , 8
4N, 2BRBXRES X, HE30K, REBFEEHIED | IERER. HEM, BASEHK
[ERE. BEEHENFE  SERAERET 25,

CEFBEE  FRAUTGS

RP/0/RSP1/CPU0:ROA (admin) #license smart deregister

license smart deregister: Success

License command "license smart deregister " completed successfully.



RP/0/RSP1/CPU0:ROA (admin) #show license register-status

Registration Status: Not Registered

10. BB RERB L TRANATR , FRANTHS

RP/0/RSP1/CPUO:ROA (admin) #show license features

Platform Feature ID:
A9K-ADV-OPTIC-LIC
A9K-ADV-VIDEO-LIC
A9K-iVRF-LIC
A9K-AIP-LIC-B
A9K-AIP-LIC-E
A9K-MOD80-AIP-TR
A9K-MOD80-AIP-SE
A9K-MOD160-AIP-TR
A9K-MOD160-AIP-SE
A9K-2X100G-AIP-TR
. output snipped .

RS ERRE

ATEBEAEANES K CEEHEARANIACHEELINER, B K YRKENERAER
HE RTEZEFECBRONERN  TEEREBRBETMAANR, FHESHEOFHEBRBEFHEAN

BT AEMITIZAM,

Smart Licensing flow

G HTTP requipst 7 HJTP response

Sysdb

1. Admin config: “license smart enable”

2. Licmgr process establishes an IPC connection
with call-home process,

3. Licmgr process will send “service turn on”
request to call-home,

4. call-home writes the configuration below to sysdb:
enll-homs
garvice astivae
contact-omail-addr sch-gmart-licensingleisco.com
profile CisceTAC-1
active
dastination trapsport-method htEp

5. Liemgr sends request to call-home.

6. call-home formats the request, and sends it to
the backend serveriservice.

7. call-home receives the http response from the
backend server/service,

8. call-home extract the hitp response, and sends
it to licmgr process.,

HE, EENRR



BEHFUNESFESSDETHE , ERIUAREFELS M. TEEMMBREEXFENESR,
g -

- BAILURBR AFFASROK B ERFBNE/RRMAREE. FEEBRT , BRILAERME
A TRE, [AR:E , YEEH AR, REURBEFTEANMTRZEABHEZEER, EATNU
BIBEWindowsZiLinux{E# R4 _LETH BRApache BB BB ER TE

- BE , BUREFEKFTAASRIKEEERIREHT I RSB EM T UUESFTIBEASRIKE
B ZICiscoRimfA RET < BIZEWR B EL EENFTE A#EER, EREITELInUxH
Windows t H S BEEEEAEX | T 7ECisco Transport-Gateway download® T &

. RE , BEREREFERIETELnuxMWindows E A iR T & BHRIRE , WHEARER T
Bt E | RBRNELTHUTEARBRETE  ARRRREERUEBESRNRENEN.
53. 1RBE SMRAF AR AL B,

BRT XEBHTTPSH , ERLUEEREEAEERBEHER(VRF)RETIET , R EAFHTTE
ALY B S N TE SR BRI,

A IPVeEARMTZ T E | WHESERFK - GRHIPV6i = REEiB Internetsl BRI ir {7 IR 85 18
Ao

15 Ll E R EASRIKELE T 15 & RHT(DNS)SRIPV4/IPVEIE 4 | LA AT LU AT 48 2 SUE BE S
WBE o

AR BRREEHENTP) , FRERRERRIESARBREED

RP/0/RSP0/CPUO :ROA#show run domain
domain name cisco.com

domain list cisco.com

domain name-server 171.70.168.183
domain name-server 2001:420:68d:4001::a

RP/0/RSP0/CPUO:ROA#show run | i ipvé host
Building configuration...
domain ipv6 host tools.cisco.com 2001:420:1101:5::a

ERTEHTTP Proxy

ApacheBLETEA NN REE 2R , ERMABRAE LARSHFNNIETUEEETREL SR,
R TERZYMEE , Apache T3R80 LELEAHENRE, F2RLLERE R ApachefImod_proxyHIFa
A,

BR , BREEHT , BEFEEE , AERRARERRSFNEBIRENT, HERASKEERERX
BREMRRSE K MTAREEERRNRKARIFER, REMRSFEBERBTMVEEASBEFRNER
B PRESHAE ; BEMAHTTPS, BRhttp-proxy mybastion.cisco.com port 807 , FE BT H At
&,

RP/0/RSP0O/CPUO :ROA#show run call-home

call-home

service active

http-proxy mybastion.cisco.com port 80
contact-email-addr sch-smart-licensing@cisco.com
profile CiscoTAC-1

active


/content/en/us/support/cloud-systems-management/transport-gateway/tsd-products-support-general-information.html

destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
destination transport-method http

i A registration@i admin license smart register idtoken<idtoken> , 3t #3 22 i HH A B /RASROK 2%
HEVEER/BE, BT EEMEBFNKIYIF &SR,

RP/0/RSP0O/CPUO:ROA#show call-home smart-licensing statistics
Success: Successfully sent and response received.

Failed : Failed to send or response indicated error occurred.
Inqueue: In gueue waiting to be sent.

Dropped: Dropped due to incorrect call-home configuration.

Msg Subtype Success Failed Inqueue Dropped Last-sent (GMT-08:00)
ENTITLEMENT 1 0 0 0 2015-01-12 21:06:56
DEREGISTRATION 0 0 0 0 n/a
REGISTRATION 1 0 0 0 2015-01-12 21:06:21
ACKNOWLEDGEMENT 1 0 0 0 2015-01-12 21:06:38

LA RApache#hifl BEEM — B B , EPEERFEREERI43 (HTTPSHE ) L3 H,

root@mybastion:/var/log/httpd #tail -f proxy-*

==> proxy-error.log <==

[Mon Jan 12 21:06:10 2015] [debug] mod_proxy_connect.c(70): proxy: CONNECT:
canonicalising URL tools.cisco.com:443

[Mon Jan 12 21:06:10 2015] [debug] proxy_util.c(1515): [client 172.27.130.65] proxy:
*: found forward proxy worker for tools.cisco.com:443

[Mon Jan 12 21:06:21 2015] [debug] mod_proxy connect.c(109): [client 172.27.130.65]
(70014)End of file found: proxy: CONNECT: error on client - ap_get_brigade

[Mon Jan 12 21:06:21 2015] [debug] mod_proxy_connect.c(425): proxy: CONNECT:
finished with poll() - cleaning up

==> proxy-access.log <==
172.27.130.65 - - [12/Jan/2015:21:06:10 -0800] "CONNECT tools.cisco.com:443 HTTP/1.1" 200 -

o LUV

FHEED , FHEREARXNZEELnuxRHWindowsE# £ |, WEERRE FHHASRIKE
B EWFT AR E PR ECiscoRinAR=R. BRFMENR , F2REERRBHENEHFM,

ASRK EWELEER—1T. LT REH ; FERNE , BREENREMENEIEE,

call-home

profile CiscoTAC-1

destination address http
https://TG-IP-or-FQDN/Transportgateway/services/DeviceRequestHandler

ECEVRF

VRFAIL E b2 R E R RE  BESF AL TER. B2 , EESTURBERSHBENRIKA
REREF , ATHKERBZAVRFRMAREHMER  YABME—1T,

hEBENNFERERMTEENVRFERE,

RP/0/RSP0O/CPU0:ROA (config) #http client vrf MGMT


/content/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf

Call Home&#fi#a

b R FE /RBR ¥ Call Home R & IE % TAERY i tH /=Bl

RP/0/RSP0O/CPUO:ROA#show call-home detail

Current call home settings:
call home feature : enable
call home message's from address: mylab-roa@cisco.com ; optional, any address
call home message's reply-to address: pasoltan@cisco.com ; optional,
recipient address

vrf for call-home messages: Not yet set up ; Not supported natively yet
contact person's email address: sch-smart-licensing@cisco.com ; default
contact person's phone number: +1-408-526-8438 ; optional

street address: 1550 Soltani Lane, Cisco System Drive, North Pole, NP 99709
customer ID: Not yet set up

contract ID: Not yet set up

site ID: BUILDING20-125 ; optional

source interface: Not yet set up ; can be configured to use a specific interface.

Mail-server[1l]: Address: bastion.cisco.com Priority: 1 ; optional
Mail-server[2]: Address: 171.68.58.10 Priority: 10 ; optional
Mail-server[3]: Address: 173.37.183.72 Priority: 20 ; optional

http proxy: Not yet set up ; when configured will change.

Smart licensing messages: enabled
Profile: CiscoTAC-1 (status: ACTIVE) ; default profile supported.
Can not be renamed, deleted, but can be modified, activated, deactivated.

aaa-authorization: disable ; optional
aaa-authorization username: callhome (default) ; default
data-privacy: normal ; can be configured to use the hostname or not.

syslog throttling: enable
Rate-limit: 5 message(s) per minute
Snapshot command: Not yet set up

; Non-smart licensing configuration for alerts, data collection, defaults.
Available alert groups:

Keyword State Description

configuration Enable configuration info

environment Enable environmental info

inventory Enable inventory info

snapshot Enable snapshot info

syslog Enable syslog info
Profiles:

Profile Name: CiscoTAC-1
Profile status: ACTIVE
Profile mode: Full Reporting
Reporting Data&colon; Smart Call Home, Smart Licensing
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: http
Email address(es): callhome@cisco.com
HTTP address(es): ; Only configuration needed if default is not desired.



http://tools.cisco.com/its/service/oddce/services/DDCEService
https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic inventory info message is scheduled every 23 day of the month at 11:2

Alert-group Severity
enviromment minor
inventory normal
Syslog-Pattern Severity
. critical
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RP/0/RSP0O/CPUO:ROA#sh log | i SMART

RP/0/RSP1/CPUO:Dec 17 20:01:28.522 : licmgr[308]: SMART_LIC-3-ID_CERT_RENEW_FAILED:
ID certificate renewal failed: Response error: {"product_instance_identifier":
["ProductInstance '8baecfb5-2688-429b-8519-10a3f0dec6b5' is not valid"]}

RP/0/RSP1/CPUO:Dec 17 20:01:34.273 : licmgr[308]: SMART LIC-3-AUTH_RENEW_ FAILED:
Authorization renewal with Cisco licensing cloud failed: Response error:
LS_UNMATCH_SIGNED_DATA&colon; Signed data and certificate does not match

RP/0/RSPO/CPUO: Dec 17 18:26:24.009 : licmgr[314]: SMART LIC-3-COMM_FAILED:
Communications failure with Cisco licensing cloud: Fail to send out Call Home
HTTP message

RP/0/RSPO/CPUO:Dec 17 18:28:03.057 : licmgr[314]: SMART_LIC-3-AGENT_REG_FAILED:
Smart Agent for Licensing Registration with Cisco licensing cloud failed:
Communication message send error

RP/0/RSPO/CPUO:Dec 17 18:30:09.247 : licmgr[314]: SMART LIC-5-COMM_RESTORED:
Communications with Cisco licensing cloud restored


https://tools.cisco.com/sch/reports/deviceReport.do

RP/0/RSPO/CPUO:Dec 17 18:30:21.923 : licmgr[314]: SMART_LIC-6-AGENT_REG_SUCCESS:
Smart Agent for Licensing Registration with Cisco licensing cloud successful

mEshowdn T |, S ZE/ T4 ERAERENZEHRE. LEETUEIBBHML.
BRIBA M E T2 (IPsec) MR E.

RP/0/RSPO/CPUO:ROA#admin show license entitlement

Entitlement:

Tag: regid.2014-06.com.cisco.A9K-MOBILE-LIC,1.0_e447924c-0a6f-41be-9202-8ae60fcc2972,
Version: 1.0, Not In Use

Requested Time : NA, Requested Count: NA

Vendor String:

Tag: regid.2014-09.com.cisco.A9K-IPSEC-20G-LIC,1.0_al65db99-eb3f-474b-bdf0-
cedbl40d9b45, Version: 1.0, Not In Use

Requested Time : NA, Requested Count: NA

Vendor String:

Tag: INSTALLMGR, Version: 1.0, Not In Use
Requested Time : NA, Requested Count: NA
Vendor String:

Tag: regid.2014-04.com.cisco.A9K-24X10-OPT-LIC,1.0_66d3ccf7-a374-4409-a3f9-
6bc56d645flc, Version: 1.0, Enforce Mode: Out of compliance
Requested Time : Mon Jan 12 2015 20:47:07 PST, Requested Count: 1
Vendor String:
output snipped

REFTROSE,

RP/0/RSP0O/CPUO:ROA#admin show license status
Compliance Status: Out of compliance

BB PRE S B 7S Bk

RP/0/RSP0O/CPUO:ROA#admin show licence pool
Assigned Pool Info: PATRICK_NO_LIC

BEFATERE

RP/0/RSPO/CPUO:ROA#admin show license cert
Licensing Certificates:
ID Cert Info:
Start Date: Mon Jan 12 2015 21:00:13 PST. Expiry Date: Tue Jan 12 2016 21:00:13 PST
Serial Number: 24724
Version: 3
Subject/SN: 60fed4d7f8-aaaa-40fc-ae3e-fae9c7b6bdlac
Common Name: 138091632beblf2e38069e9eec8f9c626ded7lac::1,2
Signing Cert Info:
Start Date: Wed Sep 11 2013 12:05:34 PST. Expiry Date: Sun May 30 2038 12:48:46 PST
Serial Number: 3
Version: 3

BEFT AR

RP/0/RSP0/CPUO:ROA#admin show license version
Cisco Smart Licensing Agent, Version 1.1.4_throttle/16

b = RUR A BRI /3 K M call-home B RV EHE .



RP/0/RSP1/CPU0:ROA#show call-home smart-licensing statistics
Success: Successfully sent and response received.

Failed : Failed to send or response indicated error occurred.
Inqueue: In queue waiting to be sent.

Dropped: Dropped due to incorrect call-home configuration.

Msg Subtype Success Failed Inqueue Dropped Last-sent (GMT-08:00)
ENTITLEMENT 1 0 0 0 2014-12-17 21:08:35
DEREGISTRATION 1 0 0 0 2014-12-17 14:33:17
REGISTRATION 1 0 0 0 2014-12-17 21:07:53
ACKNOWLEDGEMENT 1 0 1 0 2014-12-17 21:08:09
RENEW 1 0 0 0 2014-12-17 21:08:57

Call Homeif &2
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RP/0/RSP0O/CPUO:ROA#show call-home trace error last 2

81 wrapping entries (576 possible, 320 allocated, 0 filtered, 81 total)!
Jan 28 10:10:29.729 call_home/error 0/RSPO/CPUO tl1l0 call_home_http_resp_datal(),
httpc response error, Host name resolution failed

Jan 28 10:10:39.730 call_home/error 0/RSPO/CPUO tl9 call _home_events_handler () failure status 67

SmartliclZ ( KHBAE )

B&EsmartliciRit, ELRMBETTHEHENEMRINVFIRES,

RP/0/RSP0/CPUO:ROA#admin show license trace smartlic last 2

987 wrapping entries (1088 possible, 0 filtered, 987 total)

Jan 28 20:10:36.245 smartlicense/smartlic 0/RSPO/CPUO t3 [2302054]

Failed to bind to SysDB - 'Subsystem(2091)' detected the 'success' condition
'Code (45) ': Unknown Error (292)

Jan 28 20:10:36.245 smartlicense/smartlic 0/RSPO/CPUO t3 [2302054]
SMART ERROR - SASACKExpirationJob: expirySeconds=3842

LicmgriéBRE
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RP/0/RSP1/CPUO:ROA#admin show license trace

557 wrapping entries (576 possible, 0 filtered, 5403 total)

Dec 17 13:08:18.358 license/licmgr 0/RSP1/CPUO t3 [3125351] SLA Debug
Client search success pkg/bin/rsi_agent (No error)

Dec 17 13:08:18.358 license/licmgr 0/RSP1/CPUO t3 [3125351] SLA Debug
A9K-MOD160-AIP-SE regid.2014-06.com.cisco.A9K-MOD160-AIP-SE,
1.0_7f1b3d9¢c-a183-41d1-8d0b-d98dcc2751a8 (No error)
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RP/0/RSP1/CPUO:ROA#admin show license trace platform all last 5

1849 wrapping entries (5440 possible, 3136 allocated, 0 filtered, 183450 total)
Dec 17 20:43:33.480 vkg_lic/audit 0/RSP1/CPUO tl Agent Client Audit Cmd Start: ver:1,
node:0x00000041 cmd:Audit (5) reg:Mobile(9) feature:A9K-MOBILE-LIC(13) grant:

Not Pending(0)

Dec 17 20:43:33.480 vkg_lic/audit 0/RSP1/CPUO tl Agent Client Audit Cmd Start #2:
client restarted:False up for a day:True

Dec 17 20:43:33.480 vkg_lic/audit 0/RSP1/CPUO tl AUDIT Reply License Start:
request:Mobile(9) slot:4 grant:Not Pending(0)

Dec 17 20:43:33.480 vkg_lic/audit 0/RSP1/CPUO tl AUDIT Reply License End:
request:Mobile(9) slot:4 grant:Not Pending(0) rc: 0x00000000 No error

Dec 17 20:43:33.480 vkg_lic/audit 0/RSP1/CPUO tl Agent Client Cmd End:Audit(5),
slot:4 rc:0x00000000 No error

AR R EE
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RP/0/RSP0O/CPUO :ROA#debug smartlic
RP/0/RSP1/CPUO:ROA#show debug

#### debug flags set from tty 'aux0_RSP1_CPUO' ####
smartlic debug flag is ON with value 0

28 1] AR E$EUI/Cisco Cloud Serverifiid. MERRE | EEXE 74 Easrok-smart-
lic@cisco.com,
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RP/0/RSP1/CPUO:ROA#show run call-home

call-home

service active

site-id BUILDING20-125

sender reply-to pasoltan@cisco.com

sender from roa@cisco.com

alert-group syslog

alert-group snapshot

alert-group inventory

mail-server 171.68.58.10 priority 10

mail-server 173.37.183.72 priority 20
mail-server 2001:420:303:2008::24 priority 2
mail-server mybastion.cisco.com priority 1
phone-number +1-408-526-8438

contact-email-addr sch-smart-licensing@cisco.com
street-address 1550 E.Tasman Drive, San Jose, CA 9513
profile CiscoTAC-1

active

destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
reporting smart-call-home-data

reporting smart-licensing-data



destination transport-method http

RP/0/RP1/CPUO:ROA#call-home send "show run call; admin show platform"
email pasoltan@cisco.com msg-format long-text

Sending ondemand CLI output call-home message ...
Please wait. This may take some time ...

3. show call-home smartlic status@s =B "success. , EEEERERFIBAIERNA
ERE , fRASRIKE|CiscoE Al AR 27 HYE B H# =2 KN, @m , BXYFEREBREMRRE
WY B T ATRER T, flan , MRFFMIRF, FEFFERE | call-homei§E&IEE L

BRI, BERiR ﬂﬂﬁ%ﬁ?lﬁﬁnfrﬂ?élﬁ@%{ﬁ{’ﬁ}ﬁ'éé%ﬁﬁo
RP/O/RSPl/CPUO.ROA#show call-home smart-licensing statistics
Success: Successfully sent and response received.

Failed : Failed to send or response indicated error occurred.

Inqueue: In queue waiting to be sent.
Dropped: Dropped due to incorrect call-home configuration.

Msg Subtype Success Failed Inqueue Dropped Last-sent (GMT-08:00)
ENTITLEMENT 1 0 0 0 2014-12-17 21:08:35
DEREGISTRATION 1 0 0 0 2014-12-17 14:33:17
REGISTRATION 1 0 0 0 2014-12-17 21:07:53
ACKNOWLEDGEMENT 1 0 1 0 2014-12-17 21:08:09
RENEW 0 0 2014-12-17 21:08:57

4. E)—“ﬂvaﬁﬂvaBEﬂ EENEE %ﬁﬁﬁ*ﬁ%lPi&iJJ:j?,DNSﬁﬂ*ﬁH’JJEJ"':&E?E?‘E’.IPVGO

RP/0/RSP1/CPUO:ROA#show run int M*

interface MgmtEth0/RSP0O/CPU0/0

cdp

ipv4d address 172.27.130.64 255.255.255.128

ipv6e address fe80::172:27:130:64 link-local

ipv6e address 2001:420:303:2008:0:28:1:64/80
. snipped output ...

RP/0/RSP1/CPUO:ROA#ping tools.cisco.com
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:420:1201:5::a, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 44/45/49 ms

RP/0/RSP1/CPUO:ROA#ping ipv4 tools.cisco.com
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 173.37.145.8, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 43/44/45 ms
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/content/en/us/td/docs/switches/lan/smart_call_home/book.html
/content/dam/en/us/td/docs/switches/lan/smart_call_home/SCH_Security_WP.pdf
https://supportforums.cisco.com/community/4816/smart-call-home
/content/en/us/td/docs/routers/asr9000/software/asr9k_r5-3/sysman/command/reference/b-sysman-cr53xasr/b-sysman-cr53xasr_chapter_010001.html
/content/dam/en/us/products/collateral/customer-smart-software.pdf
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/content/en/us/td/docs/switches/lan/smart_call_home/SCH23_Ch4.html
https://www.cisco.com/en/US/services/ps2827/ps2978/ps7334/services_qa0900aecd8060c287.pdf
https://www.cisco.com/c/zh_tw/support/index.html
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