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#£Cisco 8000 Az MBI BRI B , MR EEET(NPU)BHITEN , RMMHEHEREK,
EREBRT , TEREEEERT , EENSIRIICPUETE-TRENERE,
NPUEHEBREETKENIRIRIICPURREZERMERRE,

- MRFEBREBEXRRS , AIHIEEBARHSERRBLPTS) (HlUEHBEABEH
) HFICPU,
« MRTEEBRERRS , ISEEMHAERHSTIRIICPU , SINERFRFE(TTLBHYH
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MRERNIFIZERRS , AEBIDA1538HVE A BVLANIRIREICPU,

A] L5 Fshow Ipts pifib hardware entry brieffllshow controllers npu stats traps-all o5 5 3%
LPTSZ&RMTrapski& B .

show Ipts pifib hardware entry brief tp S B RLPTSZREE .

BEER |, B E RN il SR EA h E (BGP) BBV IR B o

RP/0/RP0O/CPU0:8202#show 1pts pifib hardware entry brief location 0/rp0/cpu0 | include "Type|BGP"

Type DestIP SrcIP Interface vrf L4 LPort/Type RPort npu
IPv4 10.4.11.2 10.4.11.3 any 0 6 Port:20656 179 0
IPv4 10.4.11.2 10.4.11.3 any 0 6 Port:179 0 0
IPv4 any any any 0 6 Port:any 179 0
IPv4 any any any 0 6 Port:179 0 0
IPv6 any any any 0 6 Port:any 179 0
IPv6 any any any 0 6 Port:179 0 0

RP/0/RPO/CPUO: 8202#

show controllers npu stats traps-all @55 8] %Il ti Fr & F& B4k B R BB B A0 51 BES -

R, mHERR 'EEINERNT, M 'EERNERNS. JTRAMABERENHREUNERE
B TEKEE.

AR, AR ESEERRR S,

show controllers npu stats traps-all instance 0 location 0/rp0O/cpu0 | exclude "0 0"
RP/0/RPO/CPU0:8202#show controllers npu stats traps-all instance 0 location 0/rpO/cpu0 | exclude "0

Traps marked (D*) are punted (post policing) to the Tocal CPU internal VLAN 1586 for debugging
They can be read using "show captured packets traps" CLI

Traps marked (D) are dropped in the NPU

Traps punted to internal VLAN 1538 are processed by the process "spp" on the "Punt Dest" CPU
They can also be read using "show captured packets traps" CLI

"Configured Rate" 1is the rate configured by user (or default setting) in pps at the LC Tlevel



"Hardware Rate" is the actual rate in effect after hardware adjustments

Policer Level:

NPU: Trap meter is setup per NPU in packets per second
IFG: Trap meter is setup at every IFG in bits per second
The per IFG meter is converted from the user configured/default rate (pps)

based on the "Avg-Pkt Size" into bps.

Due to hardware adjustments, the "Configured Rate" and

"Hardware Rate" differ 1in values.

NOTE:The displayed stats are NOT real-time and are updated every 30 SECONDS from the hardware.

Trap Type NPU Trap Punt Punt Punt Punt Configured Hardwar
ID 1ID Dest VoQ VLAN TC Rate(pps) Rate(pp
ARP 0 3 RPLC_CPU 271 1538 7 542 533
NOT_MY_MAC(D*) 0 4 RPLC_CPU 264 1586 O 67 150
DHCPV4_SERVER 0 8 RPLC_CPU 265 1538 1 542 523
LLDP 0 26 RPLC_CPU 270 1538 6 4000 3862
ONLINE_DIAG 0 31 RPLC_CPU 271 1538 7 4000 3922
V4_MCAST_DISABLED(D*) 0 69 RPLC_CPU 269 1586 5 67 150
V6_MCAST_DISABLED(D*) 0 80 RPLC_CPU 264 1586 O 67 150
L3_IP_MULTICAST_NOT_FOUND(D*) 0 125 RPLC_CPU 264 1586 O 67 150

RP/0/RPO/CPUO: 8202#

ShellE B2 spp_platform_pcap ] B AHENPUEECPUZ BiEB L EARIFVLANKN ER G, 1t
ARt AFEEREBREHREENHEEARERNRE,

spp_platform_pcap shell EFAER fEshellh #1117 , WIRMEZEFEHRE, EFHRREAZ/shell , 58

HITruntn . Eftshell5s |, F& Aexito

RP/0/RP0O/CPU0:8202#run
[node0_RPO_CPUO:~]$spp_platform_pcap -h
Usage: spp_platform_pcap options

Use Ctr1-C to stop anytime

-h  --help Display this usage information.
-D --Drop capture Drops in SPP.
-i --interface Interface-name

Available from the output of
"show ipv4 interface brief"
-Q --direction direction of the packet
Options: IN | OUT |
Mandatory option
(when not using the -d option)
-s --source Originator of the packet.

Options: ANY | CPU | NPU | NSR | MGMT | PTP | LC_PKTIO | LC_REDIR

-d --destination destination of the packet

Options: ANY | CPU | NPU | MGMT | PTP | LC_PKTIO | LC_REDIR |

-1 --T4protocol IANA-L4-protocol-number
(use with Address family (-a)

Interface (-i) and direction (-Q)

Options: min:0 Max:255

-a --addressFamily address Family used with T4protocol (-1)
Interface (-i) and direction (-Q)

Options: ipv4 | ipve |
-x --srclp Src-IP (v4 or v6)
Used with -a, -i and -Q only



-X --dstIp Dst-IP (v4 or v6)
Used with -a, -i and -Q only

-y --srcPort Src-Port
Used with -a, -1, -i and -Q only
Options: min:0 Max:65535

-Y --dstPort Dst-Port
Used with -a, -1, -i and -Q only
Options: min:0 Max:65535

-P  --T2Packet Based on L2 packet name/etype
Interface (-i) and direction (-Q) needed
Use for non-L3 packets
Options:ether-type (in hex format)
ARP | ISIS | LACP | SYNCE | PTP | LLDP | CDP |

-w --wait Wait time(in seconds)
Use Ctr1-C to abort
-c --count Count of packets to collect
min:1; Max:1024
-t --trapNameOrId Trap-name(in quotes) or number(in decimal)

(direction "in" is a MUST).

Refer to "show controllers npu stats traps-all instance all location <LC|RP>
Note: Trap names with (D*) in the display are not punted to SPP.

They are punted to ps-inb.1586

-S --puntSource Punt-sources
Options: LPTS_FORWARDING | INGRESS_TRAP | EGRESS_TRAP | INBOUND_MIRROR |
NPUH |

-p --pcap capture packets in pcap file.

-v --verbose Print the filter offsets.

[node0O_RPO_CPUO:~]1$%

FAERHEREE-Q, HREINRTHESEENERNS (CPURKNERNE ) . EOUTRRHEE
EANERE (CPUBENERT ) . EHE-pAFH#EEpcapBRTHNERZ,

EERUTER : AERT |, spp_platform_pcap#ifE :

/.

E{T60%,
- RZAHE100EER S,
KrrERENER SRR A214 T,

Pl , ZERBEHCPURKRNAMBREET RBBHHE

"

# A v S spp_platform_pcap -Q IN -p :

[node0O_RPO_CPUO:~]$spp_platform_pcap -Q IN -p

ATT1 trace-enabled SPP nodes will be traced.

Node "socket/rx" set for trace filtering. Index: 1

Wait time is 60 seconds. Use Ctr1-C to stop

Collecting upto 100 packets (within 60 seconds)

ACSignal handling initiated <<<<<<<< Here: 'Ctr1-C' was used to stop the capture.
Tracing stopped with 10 outstanding...

Wrote 90 traces to /tmp/spp_bin_pcap

ATT1 trace-enabled SPP nodes will be traced.

pcap: Captured pcap file for packets saved at "/tmp/spp_pcap_capture_0_RPO_CPUO.pcap"

[node0O_RPO_CPUO:~]1$%



ERERERE , ERNERES BT LT,
REREEARERINCNAMER  AEAECREINESEBREAEXIREERAS,

[node0_RPO_CPUO:~]$1s -1a /tmp

total 44

<snip>

-rw-r--r--. 1 root root 8516 Aug 7 06:58 spp_pcap_capture_0_RPO_CPUO.pcap
<snip>

[node0O_RPO_CPUO:~]$

[node0_RPO_CPUO:~]$cp /tmp/spp_pcap_capture_0_RPO_CPUO.pcap /harddisk:/
[node0_RPO_CPUO:~]$exit

Togout

RP/0/RP0O/CPU0:8202#dir harddisk: | include spp_pcap

16 -rw-r--r--. 1 8516 Aug 8 07:01 spp_pcap_capture_0_RPO_CPUO.pcap
RP/0/RP0O/CPUO: 8202#

BA LSt HENENERETEERMNRH, fln , SaLlERE AR BRI RIFEEES TR
HESN M. Pt si4sE W EMRBE N for-usiE,

plan , ERALSDS , BAUUBERERENH LB EHERNBCPRE !

spp_platform_pcap -Q IN -a ipv4 -1 6 -i HundredGigE0/0/0/1 -x 10.100.0.1 -Y 179 -p

#8312 v] LU{E A spp_platform_pcapiiEiZ B HESEE N HEERIZRHRE.
flan , FERLSS , ZUBEEREE N EZERNRE.

spp_platform_pcap -Q IN -p -i MgmtEth0/RPO/CPU0O/0O

Z BT R~ EB R E B M Y Cisco 8000 R FIREHER E#ITH . MR FEMA 5 B Cisco 8000FK Il 3%
M L BEEEHESEY. RORESRIHRFHATHE,

EREBNIZERETVEZRIFEMRFCPUERIE, show controllers npu stats traps-all Fshow Ipts
pifib hardware entry brief #88 BhAREE &% B £,

<tfroot>

RP/0/RPO/CPU0:8808#show controllers npu stats traps-all instance 0 Tocation 0/0/cpu0 | include "Type|Ac

Trap Type NPU Trap

Punt



Punt Punt Punt Configured Hardware Policer Avg-Pkt Packets Packets

ID ID
Dest
VoQ VLAN TC Rate(pps) Rate(pps) Level Size Accepted Dropped
ARP 0 10 LC_CPU 239 1538 7 542 531
ISIS/L3 0 129 BOTH_RP-CPU 239 1538 7 10000 9812

RP/0/RPO/CPUO: 8808#

RP/0/RP0/CPU0:8808#show 1pts pifib hardware entry brief location 0/0/cpu0 | include "Type|--|Fragment|O

Type DestIP SrcIP Interface vrf L4 LPort/Type RPort npu F
Dest Node
PuntPrio Accept Drop

IPv4 any any any 0 0 any 0 0 F
IPv4 any any any 0 0 any 0 0 F
IPv4 any any any 0 0 any 0 1 F
IPv4 any any any 0 0 any 0 1 F
IPv4 any any any 0 0 any 0 2 F
IPv4 any any any 0 0 any 0 2 F
IPv4 any any any 0 89 any 0 0 0
IPv4 any any any 0 89 any 0 0 0
IPv4 any any any 0 89 any 0 1 0
IPv4 any any any 0 89 any 0 2 0
IPv4 any any any 0 89 any 0 0 0
IPv4 any any any 0 89 any 0 0 0
IPv4 any any any 0 89 any 0 1 0
IPv4 any any any 0 89 any 0 2 0
IPv6 any any any 0 0 any 0 0 F
IPv6 any any any 0 0 any 0 1 F
IPv6 any any any 0 0 any 0 2 F
IPv6 any any any 0 89 any 0 0 0
IPv6 any any any 0 89 any 0 1 0
IPv6 any any any 0 89 any 0 2 0
IPv6 any any any 0 89 any 0 0 0
IPv6 any any any 0 89 any 0 1 0
IPv6 any any any 0 89 any 0 2 0

RP/0/RPO/CPUO: 8808#

PER  BRIBERT , RAREBEFTspp_platform_pcapBEAER ( MBIFTR ) o

attach location 0/0/cpu0
spp_platform_pcap -Q IN -p
| -—- execute 'Ctr1-C' to stop the capture
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