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SEE - MEERHCisco Express Forwarding(CEF)F 81 FAINBAR.
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L& E{KCisco |OSE g&
7500 12.1(6)E
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1EIIS Web BRI R E S

VHRBAER M B RISARFEE —BEARHTTP GETHER. RN "L ERE,) NPFEROT :

2001-08-04 16:32:23 10.101.17.216 - 10.1.1.75 80 GET /default.ida

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNN%u9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801%u9090%u6858%ucbhd3%u
7801%u9090%u9090%u8190%u00c3%u0003%u8b00%u531b%u53ff%u0078%u0000%u00=a 403

e INEFERAT

2001-08-04 15:57:35 10.7.35.92 - 10.1.1.75 80 GET /default.ida XXXXXXXXXXX
) 9,.9,9,9,9,9,9.9,9.9.9,9.9.9.9.9.9.9.9.99.9.9.9.9.9.9.9.9.6,6.66,6,.6,9,.6,90,.0.9.9.0.0.0.0.0.0000,00090090999009009090994

) 9,.9,9,9,9,9,9.9,9.9.9,9.9.9.9.9.9.9.9.99.9.9.9.9.9.9.9.9.6.6.96,6,.6,9,.6,90,.6.9.0.0.0.0.0.0.0000,0000009099009009099994

) 0,0,:0.9.9,0.9,0.0.0.0.9,.0.9.0.9.0.0.0.0.9.0.9.0.9.90.0.0,0.0.9.9.09¢.0.0.0.0.9.9.99 060009999 00.0.009999 0400101 ]0]

%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801%u9090%

u9090%u8190%u00c3%u0003%u8b00%u531b%u53ff%u0078%u0000%u00=a 403 -
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2001-08-06 22:24:02 10.30.203.202 - 10.1.1.9 80 GET /x.ida AAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA=X 403 HTTP/1.1 -
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E0/ s0/0
(output interface) (input interface)

BUTRERELTGENSR
1. fEMCisco IOSKBHERBEMER B AY THIeRBE, BEETIE , TR

<#root>

Router(config)#

cl ass-map mat ch-any http-hacks
Router(config-cmap)#

match protocol http url "*default.ida*"
Router(config-cmap)#

mat ch protocol http url "*cnd. exe*"
Router(config-cmap)#

match protocol http url "*root.exe*"



FENEEHMREHTTP URLKY ARSI BRI ISEMN FERTE, FFEXE , BRT "Code Red,
Hdefault.idazfh , RMIEESHMESR., SAAERALEMELEECLHARERE , o
Sadmindim®E , BELUTXEHRRA :

* http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/bulletin/MS00-
078.asp

* http://www.sophos.com/virusinfo/analyses/unixsadmind.html

BRI EAseti TRAY TMIERR.) BEERBERETER. FEREADSCPE
1( HENH ) , AT AR EAHAERRERT LE.

WEBMER RS "mark-inbound-http-hacks s BIREEHBIREZEBEA M "HIEARE. BE

<#root>
Router(config)#

policy-map mark-i nbound- htt p- hacks

Router(config-pmap)#

cl ass http-hacks

Router(config-pmap-c)#

set ip dscp 1

REZEBEAAUKEEARBANE , LERIEN "HTEeRK BN,

<#root>
Router(config)#
interface serial 0/0
Router(config-if)#

servi ce-policy input mark-inbound-http-hacks

RIBARERIEERE , EDSCP{E1 LEETAAIACL,

<#root>

Router(config)#

access-list 105 deny ip any any dscp 1
Router(config)#

access-list 105 pernit ip any any


http://www.microsoft.com/technet/security/bulletin/MS00-078.mspx
http://www.microsoft.com/technet/security/bulletin/MS00-078.mspx
http://www.sophos.com/virusinfo/analyses/unixsadmind.html
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5. TEEARE| B BWebfr] AR 25 4981 b/ E L FE A HYEACL,

<#root>
Router(config)#

interface ethernet 0/1

Router(config-if)#

ip access-group 105 out

6. RBENWBARF REBRBAE I, #iTshow access-listin T , dHERdenyFE @K "
matches. {EIEE,

<tfroot>

Router#

show access-|ist 105

Extended IP access 1ist 105
deny ip any any dscp 1 lTog (2406 matches)
permit ip any any (731764 matches)

ERESRG | LETALUEAno ip unreachable N HBHRIE S B A ERXIPELESFAL | LUE
REFRHBEHEBZER.
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E0N sS0/0
(output interface) (input interface)

1. BREETOEYER, FHA5EAFE RN class-mapHpolicy-mapiif,

2. £ Aservice-policy in TAS X RBEEA AL REFER AWM AN , UERZEN "R, &
e, 2REEA,

3. BN HEEEN "HefiR, ERurENERIP ACL.

<#root>
Router(config)#

access-list 106 permt ip any any dscp 1

4. fF FAroute-mapin P B E M R KL,

<#root>
Router(config)#

route-map null _policy_route 10

Router(config-route-map)#

mat ch i p address 106

Router(config-route-map)#

set interface NullO

5. B RERA R\ ANH,

<#root>
Router(config)#

interface serial 0/0

Router(config-if)#



ip policy route-map null _policy_route

6. i fshow access-listii T BN R A RERRAREE, MRFERAWHACLYRAT
ACL B 8% , BE T LAEAshow login s , BMRFIR ¢

<tfroot>

Router#
show access-list 106
Extended IP access Tist 106
permit ip any any dscp 1 (1506 matches)
Router#
show | og
Aug 4 13:25:20: %SEC-6-IPACCESSLOGP:
Tist 105 denied tcp A.B.C.D.(0) -> 10.1.1.75(0), 6 packets

Aug 4 13:26:32: %SEC-6-IPACCESSLOGP:
Tist 105 denied tcp A.B.C.D.(0) -> 10.1.1.75(0), 6 packets

BEEAERHSNAANHREERERAE K MARESEHE N E LBEE—E@HHACL,
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2. £ Apolicy-map@n THEE KM , W Apolicetn T AL REBIRE EZRERE.

<#root>

Router(config)#

pol i cy-map drop-inbound- http-hacks

Router(config-pmap)#

cl ass http-hacks

Router(config-pmap-c)#

pol i ce 1000000 31250 31250
conform action drop exceed-action drop violate-action drop



3. £ service-policyin T ZEMIEAANERBEARBANE , UEE LIEaR1B ERS,

<#root>
Router(config)#

interface serial 0/0

Router(config-if)#

servi ce-policy input drop-inbound-http-hacks

4. £ Fshow policy-map interfacein TRFELNAR T RERIRBH I, REAFIENEFT
B R R BB (E,

<ffroot>
Router#

show policy-map interface serial 0/0

Serial0/0
Service-policy input: drop-inbound-http-hacks

Class-map: http-hacks (match-any)

5 packets, 300 bytes

5 minute offered rate 0 bps, drop rate 0 bps

Match: protocol http url "*default.ida*"
5 packets, 300 bytes
5 minute rate 0 bps

Match: protocol http url "*cmd.exe*"
0 packets, 0 bytes
5 minute rate 0 bps

Match: protocol http url "*root.exe*"
0 packets, 0 bytes
5 minute rate 0 bps

police:
1000000 bps, 31250 Timit, 31250 extended limit
conformed 5 packets, 300 bytes; action: drop
exceeded 0 packets, 0 bytes; action: drop
violated 0 packets, 0 bytes; action: drop
conformed 0 bps, exceed 0 bps, violate 0 bps

Class-map: class-default (match-any)
5 packets, 300 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: any
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