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Site VPN3S2 B iRz, A% , #— TLaunch The selected Task ( 1B~ ) :

. i##2Step by step wizardfEBHEITE B :

ET—EEOH , EREZEPREVPNERER. R TALEETEZFVPNRREN N HE. It

BEi#fEFastEthernet0, 1EPeer IdentityZBs H , i##EPeer with static IP address it 12 it 1= i ¥
ZRIPHst, A% , FEAuthenticationFB D REFRH A & W(EARRHIH Kcisco123) , MTAAR
o %?ﬁE_TNeXto

B—TAdEIEENZEE X, REEELINSBIB A ENIKERE,
CRENFEE R, REEEENSBIMSE (WEFR) , REE—THERE, MBREE,

REEEEANT/XMR A EEREASAT RHNER T,

. ¥ —TNext ( MEIFR) -

EELFEOPREEREFMET. "BRE, BEERARNREBVPNRREFHNERMZENS
ERMERERE L. AR, B—TAMREHELFMET . EBR - TAAERHFRER , &7
DR BFEEEINMEABENERE,

RUBREHEEAMENSORBEE L), RABE—TOK ( WEFFTR ) »
RTBEDZEEFEANMEEHRE (WMTATR)
#E rNeXtJ ( -F_i ) o

EUATEAFRAEHEZERZBNERR (BBVPNERE ) NWFEEF . RHERENERRD
RAEEE A B R |, ERERENRERNE SRR CENERR, E4F+ , RiEK2
10.20.10.0 , BE#¥#%210.10.10.0, AEIE— T Next,

ERERTERNEHIGRVPNEENRHE, WREEJHAVPNERMYE , FEHTest VPN
Connectivity after configuring BREX 5. LE , RECEDR , RAZTERTER. ARREKR—
TRFinisho

B— T Start ( MEFAT ) ABEVPNELR M,



17. T—EE 0P RHATVPNERMEAENER, EUUELEEIRBREERBAEREREFRR

B, ERAIEEF , BREERRAME K BRAEKE,
EBFTTA T Cisco IOSKRHEE FHEE,

ASA CLIEc &

<#froot>
ASA#
show run

: Saved

ASA Version 8.0(2)
1

hostname ASA
enable password 8Ry2YjIyt7RRXU24 encrypted

names
|

I--- Configure the outside interface. !

interface Ethernet0/1

nameif outside

security-level 0

ip address 172.16.1.1 255.255.255.0

I--- Configure the inside interface. !

interface Ethernet0/2

nameif inside

security-level 100

ip address 10.10.10.1 255.255.255.0

!'-- Qutput suppressed !

passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive

dns server-group DefaultDNS
domain-name default.domain.invalid

access-1list 100 extended permit ip any any

10. 20. 10. 0 255. 255. 255.0

I--- This access list
(i nsi de_nat O_out bound)
is used !--- with the

nat zero

access-list inside_nat0O_outbound extended pernit ip 10.10.10.0 255.255.255.0




command. This prevents traffic which !--- matches the access list from undergoing network address trai
(outside_1_cryptonap)

I--- Two separate access lists should always be used in this configuration.

access-list outside_1 cryptomap extended permt ip 10.10.10.0 255.255.255.0
10. 20. 10. 0 255. 255.255.0

!I--- This access list
(out si de_crypt omap)
is used !--- with the crypto map
out si de_nap
I-—-- to determine which traffic should be encrypted and sent !--- across the tunnel. !--- This ACL is

(i nsi de_nat 0_out bound)

I--- Two separate access lists should always be used in this configuration.

pager lines 24

mtu inside 1500

mtu outside 1500

no failover

asdm image diskO:/asdm-613.bin
asdm history enable

arp timeout 14400

gl obal (outside) 1 interface

nat (inside) 1 10.10.10.0 255.255.255.0

nat (inside) O access-list inside_natO_outbound

I-—-- NAT 0 prevents NAT for networks specified in !--- the ACL

i nsi de_nat 0_out bound

access-group 100 in interface outside
route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute

http server enable

http 0.0.0.0 0.0.0.0 dmz

no snmp-server location

no snmp-server contact

!-—-- PHASE 2 CONFIGURATION ---! !--- The encryption types for Phase 2 are defined here.




crypto ipsec transformset ESP-DES-SHA esp-des esp-sha-hnmac

!I--- Define the transform set for Phase 2.

crypto map outside_map 1 match address outside_1 cryptonmap

!--- Define which traffic should be sent to the IPsec peer.

crypto map outside_nmap 1 set peer 172.17.1.1

I--- Sets the IPsec peer

crypto map outside_nmap 1 set transformset

ESP- DES- SHA

I--- Sets the IPsec transform set "ESP-AES-256-SHA" !--- to be used with the crypto map entry "outside

crypto map outside_nmap interface outside

I--- Specifies the interface to be used with !--- the settings defined in this configuration.

!-—-- PHASE 1 CONFIGURATION ---! !--- This configuration uses isakmp policy 10.

crypto isaknp enabl e outside
crypto isakmp policy 10

aut hentication pre-share
encryption des

hash sha

group 1

lifetine 86400

telnet timeout 5

ssh timeout 5

console timeout O
threat-detection basic-threat

threat-detection statistics access-Tist
|

tunnel -group 172.17.1.1 type ipsec-|2|

!I--- The configuration

!--- In order to create and manage the database of connection-specific !--- records for ipsec-121-IPse

tunnel - group




in global configuration mode. !--- For L2L connections the name of the tunnel group

MJUST

be the IP !--- address of the IPsec peer.

tunnel -group 172.17.1.1 ipsec-attributes

pr e-shar ed- key *

!I--- Enter the pre-shared-key in order to configure the !--- authentication method.

telnet timeout 5

ssh timeout 5

console timeout O

threat-detection basic-threat
threat-detection statistics access-Tist
|

class-map inspection_default

match default-inspection-traffic

|

|

!'-- Qutput suppressed!
username ciscol23 password ffIRPGpDS0Jh9YLg encrypted privilege 15

Cryptochecksum:be38dfaef777a339b9%9e1c89202572a7d
: end

HCLIBLE

<ftroot>

Building configuration...

Current configuration : 2403 bytes

!

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname R3

!

boot-start-marker

boot-end-marker

I

no logging buffered




!

username ciscol23 privilege 15 password 7 1511021F07257A767B
no aaa new-model

ip subnet-zero

!

!

ip cef

!

!

ip ips po max-events 100

no ftp-server write-enable
|

!--- Configuration for IKE policies. !--- Enables the IKE policy configuration (config-isakmp) !--- col

crypto isaknp policy 2
aut hentication pre-share

!--- Specifies the pre-shared key "ciscol23" which should !--- be identical at both peers. This is a g
crypto isaknp key ciscol23 address 172.16.1.1

!--- Configuration for IPsec policies. !--- Enables the crypto transform configuration mode, !--- wher

crypto ipsec transformset ASA-|PSEC esp-des esp-sha-hnmac

!--- I--- Indicates that IKE is used to establish !--- the IPsec Security Association for protecting t
crypto map SDM CMAP_1 1 i psec-i saknp
description Tunnel to0l72.16.1.1

I--- I-—-- Sets the IP address of the remote end.

set peer 172.16.1.1

!--- I-—- Configures IPsec to use the transform-set !--- "ASA-IPSEC" defined earlier in this configura

set transform set ASA-| PSEC




!I--- I--- Specifies the interesting traffic to be encrypted.

mat ch address 100

!I--- Configures the interface to use the !--- crypto map "SDM_CMAP_1" for IPsec.

interface FastEthernet0

ip address 172.17.1.1 255.255.255.0
duplex auto

speed auto

crypto map SDM CVAP_1

interface FastEthernetl

ip address 10.20.10.2 255.255.255.0

duplex auto

speed auto

!

interface FastEthernet2

no ip address

!

interface Vlanl

ip address 10.77.241.109 255.255.255.192

!

ip classless

ip route 10.10.10.0 255.255.255.0 172.17.1.2
ip route 10.77.233.0 255.255.255.0 10.77.241.65
ip route 172.16.1.0 255.255.255.0 172.17.1.2
!

!
ip nat inside source route-map nonat interface FastEthernetO overload
!
ip http server
ip http authentication Tocal

ip http secure-server
|

I--- Configure the access-1ists and map them to the Crypto map configured.

access-list 100 renark SDM ACL Category=4
access-list 100 remark | PSec Rule
access-list 100 pernmt ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0. 255

I-—-- This ACL 110 identifies the traffic flows using route map

access-list 110 deny ip 10.20.10.0
access-list 110 permt ip 10.20.10
route-nmap nonat permt 10

match i p address 110

o o

.0.0.255 10.10.10.0 0.0.0.255
0. 0. 0. 255 any




|

control-plane

|

!

Tine con 0

login Tlocal

Tine aux 0

Tine vty 0 4
privilege level 15
login Tlocal
transport input telnet ssh
|

end

B

FERAXHRE , BERLNEEBRETEEER,

BHEFSET S(EHERTFER) OIM)XEFEEshowigs T, ERAOITRAH showss T HAY S
o

« PIXZ£HE- showip

k=] U]
K

- EIRIOSEEHES- showds &

ASA/PIXZ £ HE- showi

- show crypto isakmp sa -BE R~ ¥ %8 LA E EHIIKE SA.

<{froot>
ASA#

show crypto isaknmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 1
1 IKE Peer: 172.17.1.1

Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

« show crypto ipsec sa - ~¥ &8 W FTE E8IIPsec SA,

<tfroot>

ASA#


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

show crypto ipsec sa

interface: outside
Crypto map tag: outside_map, seq num: 1, local addr: 172.16.1.1

| ocal ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
renote i dent (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)

current_peer: 172.17.1.1

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9
#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: 0O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.1.1, renote crypto endpt.: 172.17.1.1

path mtu 1500, ipsec overhead 58, media mtu 1500
current outbound spi: 434C4A7F

inbound esp sas:
spi: 0xB7C1948E (3082917006)
transform: esp-des esp-sha-hmac none
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: 0, conn_id: 12288, crypto-map: outside_map
sa timing: remaining key 1lifetime (kB/sec): (4274999/3588)
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: 0x434C4A7F (1129073279)
transform: esp-des esp-sha-hmac none
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: 0, conn_id: 12288, crypto-map: outside_map
sa timing: remaining key 1lifetime (kB/sec): (4274999/3588)
IV size: 8 bytes
replay detection support: Y

RimIOSHE 8- showdn &
- show crypto isakmp sa -BREEHE FHAMEEBIIKE SA.
<#root>

Router#

show crypto isaknp sa



dst src state conn-id slot status
172.17.1.1 172.16.1.1

QW I DLE

ACTI VE

show crypto ipsec sa -B T E &8 EWFTE ErllIPsec SA,

<#root>
Router#
show crypto i psec sa

interface: FastEthernetO
Crypto map tag: SDM_CMAP_1, Tocal addr 172.17.1.1

protected vrf: (none)

Il ocal ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
current _peer 172.16.1.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 68, #pkts encrypt: 68, #pkts digest: 68
#pkts decaps: 68, #pkts decrypt: 68, #pkts verify: 68

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.17.1.1, renote crypto endpt.: 172.16.1.1

path mtu 1500, ip mtu 1500
current outbound spi: OxB7C1948E(3082917006)

inbound esp sas:
spi: 0x434C4A7F(1129073279)
transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2001, flow_id: C18XX_MBRD:1, crypto map: SDM_CMAP_1
sa timing: remaining key 1lifetime (k/sec): (4578719/3004)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0xB7C1948E(3082917006)



transform: esp-des esp-sha-hmac ,

in use settings ={Tunnel, }

conn 1id: 2002, flow_id: C18XX_MBRD:2, crypto map: SDM_CMAP_1
sa timing: remaining key 1lifetime (k/sec): (4578719/3002)

IV size: 8 bytes

replay detection support: Y

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

- show crypto engine connections active -B T~ EBIER R INZNBRZERTHHEBEENR (ER
BEHER) o

<#root>
Router#

show crypto engi ne connections active

ID Interface IP-Address State Algorithm Encrypt Decrypt

3 FastEthernet0 172.17.1.1 set HMAC_SHA+DES_56_CB 0 0
2001 FastEthernetO 172.17.1.1 set DES+SHA 0 59
2002 FastEthernet0 172.17.1.1 set DES+SHA 59 0

%S HEAE
AR E T T ARG TR E .

BHERRT S(EHEMEFEA) OIT)XEXLshowiE T, EAOITHREHshowdn H# HE 2
o

EE : FAdebugin T2 El , 2B ARdebugin THEEZEAMIP
bU DDA

de g[ll! Do

- debug crypto ipsec 7 - 2P B A IPsectfi i o
debug crypto isakmp 7 -BE/R 56 1B RV ISAKMP 75 .

« debug crypto ipsec -# 7 5 2P& B Y IPsectii i
debug crypto isakmp -B /R 55 1B RV ISAKMP 17 .

B BRI UL BVPNEBEHERRVEEIE R , B2 RRE BNL2L MhiRiGEHIPsec VPN S HEBR R R
5%,

MEAE A
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