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- AIEBRLIFHR(SSH)FHRERIIR1101
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- EAFUESRAREISERE
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« IOXBEFIRRERER , At
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ANHHEARBBEREERTRRANKEMEL. XHEAINAMERERRERR (HR
) BVIERERE B, WRIEHVMEE EEER |, RRACCHRBIEME T IRERNRE,

BEREM

IRTTOMTEXZEHEMIOXFAHELEBETRR , RAELEFAEETEEMAX86, IR11015LARM64v8EE
AER HUSEIEZEETYE LHBHEXCOBENTRRIOXKBEN, AXERERNK , A8
EERARM64v8HYDockerA s ZERIRIE |, WERBAM{AIEAx86 PCHEIR1101 LiBE., ITTMHFBE
LA,

g , FEAEEDPythoniETiE , ZETHE —ERIENWebfRES , XHEE T —{@DockerA 25
, BRI HEITBEIR1101 L5E1T, Webserverlff —EMHNEF 2 ETAEZRIE(9000) LEEE |, WEW
FIGETHERBREMEER, EUESIEATEECHERNBNEED , YEEEIOXERRENE
WMETHER  IEEAREEE,

ZEBEMHHDocker T EfFMAAlpine Linuxi8#, Alpine Linuxg—{@/MELinuxB& ( #95MB ) |, &
& A EDockerR S ERE

HARE DN R TR/ S S/ ER MR IRMRAXSoERE AT EERERRAIx86H
27 LR EEARMOGAVBLR G, 18] LAGE A BRIRAE S B8R (QEMU) E Al B R R TR E R . ERFTHEE
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150, BIR1101BEIOXEBEEYS
1. FELinuxE# £ Z L MNEHIOXE Fin

BEEjoxclient , BMETEE K DockerB S HIT@AIOxE , RLtERME L ERLEER,

$£—RERK T RKioxclientTHhBEH, TR
https://software.cisco.com/download/release.html?mdfid=286306005&softwareid=286306762F&E

o


https://software.cisco.com/download/release.html?mdfid=286306005&softwareid=286306762
https://software.cisco.com/download/release.html?mdfid=286306005&softwareid=286306762
https://software.cisco.com/download/release.html?mdfid=286306005&softwareid=286306762

jedepuyd@deb9:~$ scp jedepuyd@192.168.56.101:/home/jedepuyd/ioxclient_1.7.0.0_1inux_amd64.tar.gz .
jedepuyd@192.168.56.101's password:
ioxclient_1.7.0.0_1inux_amd64.tar.gz 100% 4798KB 75.2MB/s 00:00

RBRAES

jedepuyd@deb9:~$ tar -xvzf ioxclient_1.7.0.0_Tinux_amd64.tar.gz
joxclient_1.7.0.0_1inux_amd64/ioxclient
joxclient_1.7.0.0_1inux_amd64/README .md

AR EEMEIPATHRE Y  UEETEATBUENER TEAZEY, MREHNBBERIRE
BERE A BATFTESKESLISR

jedepuyd@deb9:~$ export PATH=$PATH:/home/jedepuyd/ioxclient_1.7.0.0_1inux_amd64/

BHIX R Bhioxclient LA VB F B ERR. ARBESERioxclientRE ZEDockera gy , K ItbiELE{E AT BA
REAFERR

jedepuyd@deb9:~$ joxclient -v

ioxclient version 1.7.0.0
jedepuyd@deb9:~/iox_aarch64_webserver$ ioxclient profiles reset
Active Profile : default

Your current config details will be lost. Continue (y/N) ? : vy
Current config backed up at /tmp/ioxclient731611124
Config data deleted.

jedepuyd@deb9:~/iox_aarch64_webserver$ ioxclient -v

Config file not found : /home/jedepuyd/.ioxclientcfg.yaml
Creating one time configuration..

Your / your organization's name :

Your / your organization's URL :

Your I0x platform's IP address[127.0.0.1]

Your I0x platform's port number[8443]

Authorized user name[root]

Password for root :

Local repository path on IOx platform[/software/downloads]:
URL Scheme Chttp/https) [https]:

API Prefix[/iox/api/v2/hosting/]:

Your I0x platform's SSH Port[2222]:

Your RSA key, for signing packages, in PEM format[]:

Your x.509 certificate in PEM format[]:

Activating Profile default

Saving current configuration

ioxclient version 1.7.0.0

2. FELinuxAE X E S £ 22 FEEfEDockeriRiE



ttDocker A #EAIpine EEMGIBERB W IIEFEARFGIFTENER, LT H B L Docker
Community Edition (CE) for DebiantV & H R &5 B EE
. https://docs.docker.com/install/linux/docker-ce/debian/

EHEEM EAHEREE

jedepuyd@deb9:~$ sudo apt-get update

Reading package Tists... Done

R HEFF MK M LAE A Docker Bl i

jedepuyd@deb9:~$ sudo apt-get install apt-transport-https ca-certificates curl gnupg2 software-properti
Reading package lists... Done
Building dependency tree

Processing triggers for dbus (1.10.26-0+deb9ul) ...

# fiDocker GNU Privacy Guard (GPG) £ #8EABERHNGPGE S

jedepuyd@deb9:~$ curl -fsSL https://download.docker.com/1inux/debian/gpg | sudo apt-key add -
0K

R T RNCGPCEIRAVIEM

jedepuyd@deb9:~$ sudo apt-key fingerprint OEBFCD88
pub rsa4096 2017-02-22 [SCEA]
9DC8 5822 9FC7 DD38 854A E2D8 8D81 803C OEBF (D88
uid [ unknown] Docker Release (CE deb) <docker@docker.com>
sub rsa4096 2017-02-22 [S]

& inDockeri@E @ i :

jedepuyd@deb9:~$ sudo add-apt-repository "deb [arch=amd64] https://download.docker.com/Tinux/debian $(1

EZF8DockerE B , BXEHHEBE -


https://docs.docker.com/install/linux/docker-ce/debian/

jedepuyd@deb9:~$ sudo apt-get update

Reading package lists... Done

Z % Docker :

jedepuyd@deb9:~$ sudo apt-get install docker-ce docker-ce-cli containerd.io
Reading package Tists... Done
Building dependency tree

Processing triggers for systemd (232-25+deb9u9)

EEL —MERE S D FEUHTDocker , A LA B FIEEDockerBiil , WEHBEBHARS
B

jedepuyd@deb9:~$ sudo usermod -a -G docker jedepuyd
jedepuyd@deb9:~$ newgrp docker

3. RRQEMUEAERBEEN

Z#Dockerz % , BEBELZEQEMUMEHA %ﬁﬁﬁiiﬁo ffEADockerA 28 P B REEE QEMUE #1E
n , EREETUEERXSCHLINuxERE FZTARMGAVEHN A LS , BERERERHY
ARMG4Vv8EE RiEBERETIY .

RETELRE

jedepuyd@deb9:~$ sudo apt-get install gemu-user gemu-user-static
Reading package lists... Done
Building dependency tree

Processing triggers for man-db (2.7.6.1-2)

RESTHE , LT R /usr/bin® 7] AN B EERKNQEMUESERS

jedepuyd@deb9:~$ 1s -al /usr/bin/gemu-*static
-rwxr-xr-x 1 root root 3468784 Nov 8 16:41 /usr/bin/gemu-aarch64-static

-rwxr-xr-x 1 root root 2791408 Nov 8 16:41 /usr/bin/gemu-alpha-static
-rwxr-xr-x 1 root root 3399344 Nov 8 16:41 /usr/bin/gemu-armeb-static
-rwxr-xr-x 1 root root 3391152 Nov 8 16:41 /usr/bin/gemu-arm-static

-rwxr-xr-x 1 root root 2800400 Nov 8 16:41 /usr/bin/gemu-cris-static



BETNE—BREEEMN : aarch642ARM64vS for Linux L &Z 8.
HlElaarch64/ARV64v8 A 858 B B 1Ex86 Linux#ézs LiETT

REZREZEDockerMIS4EHNQEMUZHNIE , MALLAIRE R B8cExCoEs LT A
ARMG64v8E i F¥Docker& 2y :

jedepuyd@deb9:~$ docker run -v /usr/bin/gemu-aarch64-static:/usr/bin/gemu-aarch64-static --rm -ti armé4
Unable to find image 'arm64v8/alpine:3.7' Tocally

3.7: Pulling from arm64v8/alpine

40223db5366f: Pull complete

Digest: sha256:a50c0cd3b41129046184591963a7a76822777736258e5ade8445b07c88bfdcc3

Status: Downloaded newer image for armé64v8/alpine:3.7

/ # uname -a

Linux 1dbba69b60c5 4.9.0-8-amd64 #1 SMP Debian 4.9.144-3.1 (2019-02-19) aarch64 Linux

FEEImEPRERIN , arm64v8 AlpineRR &S , W B A EBHEERENET,

MREFERBFNBRERE | AT UFINRBE s Haarch64E1TiRF. EIR1M01BVEFE#HMATS
FE,.

5. (i tE R L2 EDocker Webservera 28

BE 6 FBEBIERZKT , BUUKRFEEIRIM01 LETHWebARFRARELXENER,

% — AR 2webserver.py , ﬁﬁwﬁéﬁﬁqﬂJ_fTH’JPython?‘é %, HRIE — @B, REAR
, FREBRABEREARBUEZIOXEARN FIE

jedepuyd@deb9:~$ mkdir iox_aarch64_webserver
jedepuyd@deb9:~$ cd iox_aarch64_webserver

jedepuyd@deb9:~/iox_aarch64_webserver$ vi webserver.py
jedepuyd@deb9:~/iox_aarch64_webserver$ cat webserver.py
#!/usr/bin/env python

from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer
import SocketServer

import os

class S(BaseHTTPRequestHandler):
def _set_headers(self):
self.send_response(200)
self.send_header('Content-type', 'text/html')
self.end_headers()

def do_GET(self):
self._set_headers()
self.wfile.write("<html><body><h1>I0X python webserver on arm64v8</hl></body></html>")
Togf.write('Got GET\n'")
Togf.flush()

def run(server_class=HTTPServer, handler_class=S, port=9000):



server_address = ('', port)

httpd = server_class(server_address, handler_class)
print 'Starting webserver...'

logf.write('Starting webserver....\n")

Tlogf.flush()

httpd.serve_forever()

if _name__ == "_main__":
log_file_dir = os.getenv("CAF_APP_LOG_DIR", "/tmp")
log_file_path = os.path.join(log_file_dir, "webserver.log")
logf = open(log_file_path, 'w')
run()
logf.close()

HEABIEFALKERNEE , THAREESEMN.
FEMNE ZfEEREDockerfile, EER T RRMIBEAIN :

jedepuyd@deb9:~/iox_aarch64_webserver$ vi Dockerfile
jedepuyd@deb9:~/iox_aarch64_webserver$ cat Dockerfile
FROM arm64v8/alpine:3.7

COPY gemu-aarch64-static /usr/bin

RUN apk add --no-cache python
COPY webserver.py /webserver.py

Dockerfile EE AN EE AR, LARMGAVSHIApline B GEHA , ERABDWEESS | H1T
apkAFT8PythonEH , WA WebARFIE S BERIIBIRFF,

ERERRZAEENHE —EEHE R gemu-aarch64-statictE R B e IBE AR B 8% .

jedepuyd@deb9:~/iox_aarch64_webserver$ cp /usr/bin/gemu-aarch64-static .

6. B3 DockerAa s

BEMEBEGBIERCTER , B LAEHDockerfile 2 B2Y :

jedepuyd@deb9:~/iox_aarch64_webserver$ docker build -t jox_aarch64_webserver .
Sending build context to Docker daemon 3.473MB

Step 1/4 : FROM arm64v8/alpine:3.7

---> e013d5426294

Step 2/4 : COPY gemu-aarch64-static /usr/bin

---> addf4elcc965

Step 3/4 : RUN apk add --no-cache python

---> Running in ff3768926645

fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/main/aarch64/APKINDEX.tar.gz
fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/community/aarch64/APKINDEX. tar.gz



(1/10) Installing 1libbz2 (1.0.6-r6)
(2/10) Installing expat (2.2.5-r0)
(3/10) Installing 1ibffi (3.2.1-r4)
(4/10) Installing gdbm (1.13-r1)
(5/10) Installing ncurses-terminfo-base (6.0_p20171125-r1)
(6/10) Installing ncurses-terminfo (6.0_p20171125-r1)
(7/10) Installing ncurses-Tibs (6.0_p20171125-r1)
(8/10) Installing readline (7.0.003-r0)
(9/10) Installing sqlite-Tibs (3.25.3-r0)
(10/10) Installing python2 (2.7.15-r2)
Executing busybox-1.27.2-rll.trigger
OK: 51 MiB in 23 packages
Removing intermediate container ff3768926645
---> eda469dab9c6
Step 4/4 : COPY webserver.py /webserver.py
---> ccf7ee7227c9
Successfully built ccf7ee7227c9
Successfully tagged iox_aarch64_webserver:latest

AR  FETARBENES  IREESTHREEN :

jedepuyd@deb9:~/iox_aarch64_webserver$ docker run -ti iox_aarch64_webserver

/ # uname -a

Linux dae047flabb2 4.9.0-8-amd64 #1 SMP Debian 4.9.144-3.1 (2019-02-19) aarch64 Linux
/ # python webserver.py &

/ # Starting webserver...

/ # netstat -tlpn
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0 0.0.0.0:9000 0.0.0.0:* LISTEN 13/gemu-aarch64-sta
/ # exit

EMsEaHhrEIN , AENBREBR B FENaarched, BETHR  LEFITER
1A FEE9000 LWIFER,

7. EBEIOxE

AR CEMFEITHE, EERioxclientBTIREZH , BEAFTEER IHRA
. package.yaml,

ERRAHENNE., FERTSLOERURBETE,

jedepuyd@deb9:~/iox_aarch64_webserver$ vi package.yaml
jedepuyd@deb9:~/iox_aarch64_webserver$ cat package.yaml
descriptor-schema-version: "2.7"

info:
name: "iox_aarch64_webserver"
description: "simple docker webserver for arm64v8"
version: "1.0"



author-1ink: "http://www.cisco.com"
author-name: "Jens Depuydt"

app:
cpuarch: "aarch64"
type: "docker"
resources:
profile: cl.tiny
network:
interface-name: ethO
ports:
tcp: ["9000"]

startup:
rootfs: rootfs.tar

target: ["python","/webserver.py"]

WMERFT R , CPURK 258 E Haarch64, EEEFHRBTCPEIO00FF A # , 5 Mrootfs.tarfE A
rootfs , 3 7£ By BHE 1T python/webserver.py,

EiTg8 , RBRFEMHF EEDockerAd 23 12 Hrootfs.tar :

jedepuyd@deb9:~/iox_aarch64_webserver$ docker save -o rootfs.tar iox_aarch64_webserver

LS | B A LA Aioxclient? RIBEZARIR1101H910x S :

jedepuyd@deb9:~/iox_aarch64_webserver$ ioxclient package .
Currently active profile : default

Command Name: package

No rsa key and/or certificate files provided to sign the package
Checking if package descriptor file is present..

Validating descriptor file /home/jedepuyd/iox_aarch64_webserver/package.yaml with package schema defini
Parsing descriptor file..

Found schema version 2.7

Loading schema file for version 2.7

Validating package descriptor file..

File /home/jedepuyd/iox_aarch64_webserver/package.yaml is valid under schema version 2.7
Created Staging directory at : /tmp/017226485

Copying contents to staging directory

Creating an inner envelope for application artifacts

Generated /tmp/017226485/artifacts.tar.gz

Calculating SHA1l checksum for package contents..

Updated package metadata file : /tmp/017226485/.package.metadata
Root Directory : /tmp/017226485

Output file: /tmp/475248592

Path: .package.metadata

SHA1 : 95abe28fc05395fc5f71f7c28f59eceb1495bf9b

Path: artifacts.tar.gz

SHA1 : bdf5596a0747eae51bb0ald2870fd09a5a16a098

Path: package.yaml

SHAL1 : e65a6fcbe96725dd5a09h60036448106acc0c138

Generated package manifest at package.mf



Generating I0x Package..
Package generated at /home/jedepuyd/iox_aarch64_webserver/package.tar

BE , E—AHBE4HERBEIR1101L , W#{FApackage.tar, T —ZH D RB MM ERFHBEE

o

FE28 2 ELEIR1101HYIOX

1. BRAAWeb N\ HE. IOxXFIAKEERES

Local Manager@—GUI , ARAHNE. BA. B, EEXHRIOEAME. BHRIR1101, B
AEEREEWeb M HEF, EIJH: BEERAZRIEE,

FEIR1101 LT E LS BRI AI10xMWebJ T H,

BRU_IR1101_20#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BRU_IR1101_20(config)#iox

BRU_IR1101_20(config)#ip http server

BRU_IR1101_20(config)#ip http secure-server
BRU_IR1101_20(config)#ip http authentication Tocal
BRU_IR1101_20(config)#username admin privilege 15 password 0 cisco

SH—(TIHEME1ETTRNERE. WERAEEESEWeb N EMIOE L EEER,
2. BB 1OX#A %
ESHREWebNE 281 , ERMBIOXEREMAENERE, ¥E2EFTUEIOXMIRII01 TR

. https://www.cisco.com/c/en/us/td/docs/routers/access/1101/software/configuration/quide/b-
cisco-ir1101-scqg.html

M E 2 , IOxEERREN T LA VirtualPortGroup0/t E B4\ SR ( BRIR809 L HIGi2FIR829/MH
FHGI5HEE ) .

BRU_IR1101_20(config)#interface VirtualPortGroup0O
BRU_IR1101_20(config-if)# ip address 192.168.1.1 255.255.255.0
BRU_IR1101_20(config-if)# ip nat inside
BRU_IR1101_20(config-if)# ip virtual-reassembly
BRU_IR1101_20(config-if)#exit

FE#& VirtualPortGroupO07T E Bt B £ A SR8 8% tth uk B (NAT) B , FEEGi 0/0/04) E L 38 tnip nat
outsideFEA , A AFFFEANATRIOXEABEXETEEER !


https://www.cisco.com/c/en/us/td/docs/routers/access/1101/software/configuration/guide/b-cisco-ir1101-scg.html
https://www.cisco.com/c/en/us/td/docs/routers/access/1101/software/configuration/guide/b-cisco-ir1101-scg.html

BRU_IR1101_20(config)#interface gigabitEthernet 0/0/0
BRU_IR1101_20(config-if)#ip nat outside
BRU_IR1101_20(config-if)#ip virtual-reassembly

AT RFHFFHEAEMIE000 ( ATEAA192.168.1.15) , BEEE I —EREHE

BRU_IR1101_20(config)#$ip nat inside source static tcp 192.168.1.15 9000 interface GigabitEthernet0/0/0

EAREEY , FRASEIOXERANBEEENIP, MREAEAEABESEIPHEL , AIEEA
VirtualPortGroup0-¥ #8 # B DHCP{al AR 25 18 hnfic & .

E38B, A EERLIFIOEHAER

BERTEMEIEER , TAEAWeb N EHRIR1101, {F 2B EH FIGI 0/0/0 IPH L , t0E
AT o
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F£10x Local Manager& A , EAMEREMNRFEE , WEFTT.
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o For best results use a supported browser v
Administration
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E—TAdd New , EBEZIOXEAREXNER , AR BEFEE 152 B EMpackage.tar , MEFT R,

Deploy application x

Application Id: |iux_web |
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stfiai]ie Cisco Systems
CISCO (Cisco IOx Local Manager

Applications System Info System Troubleshoot System Setting

iox_web

simple docker webserver for arm64ve

TYPE VERSION PROFILE
docker 1.0 1. timy

m 6.3%
G wor

" Activate #» Upgrade M Delete

EResourcesEEBH , ITHNAREUNEBEESBAEARSNEEIP , EFI R



Interface Setting

IPv4 Setting

® O Dynamic
Static

P/Mask 192168115 |/ [24

Gateway 192.168.1.1 Default

Ip Gateway

DHCP
Client
D

E—TOK , AR&Activate, BIESEREF , BE D I Local ManagerE H([EiwIhgE &k L8
ApplicationsiZift) , AERBEAREN , WTEFT

aiea]ie Cisco Systems
CISCO Cisco I0x Local Manager

Applications System Info System Troubleshoot System Setting iox_web

iox_web

simple docker webserver for arm&dve

TYPE VERSIOM PROFILE

dockar 1.0 c1.tiny

- o
CPU 10.0%

B Start @ Deactivate £+ Manage



SEREL SRR  BNERARENASET , ¥FEAIR110189Gi 0/0/07T EIEIBEI0007 A,
FREASAE , ACNEERREEEE,

EHETERE , B LEAEI00055BIR1101 £Gi 0/0/04T EHY IPHe it
MR —LERNFE , MEWEPythonfE /P RN —&K.

E BRU_IR1101_20= Cisco IR1101- [ 10.48.43.249:9000

< C @ Motsecure | 10.48.43.249:

10X python webserver on arm64v8

g 37y

REFRHENEF AR R EREE TR R,

A THRYE , AU UEALREERRELEPYthonESHBF RN BFER,

EEZ Applications , & — Tiox_webfEAER EHManage , REBELogsE 5| EE , M FEFR

o

i Cisco Systems
CISCO (Cisco I0x Local Manager

Applications System Info System Troubleshoot System Setting iox_web
Resources App-info App-Config App-DataDir | Logs
Log name Timestamp Log Size Download
watchDog.log Wed Mar 13 20:39:51 2019 97 download

webserver.log Wed Mar 13 20:41:33 2019 39 download I

container_log_iox_web.log Wed Mar 13 20:39:51 2019 1684 download
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