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LT &Nexus/TEVIan700 L EE , AREERNKRBE2/MNHRE :

interface V1an700

no shutdown



mtu 9000

vrf member ABC

no ip redirects

ip address 10.11.25.25/28

ip policy route-map In_to_Out

Nexus# show route-map In_to_Out
route-map In_to_Out, permit, sequence 3
Match clauses:
ip address (access-1lists): Toolbar
Set clauses:
ip next-hop 10.3.22.13
route-map In_to_Out, permit, sequence 5
Match clauses:
ip address (access-1lists): Internet
Set clauses:
ip next-hop 10.11.25.19
route-map In_to_Out, permit, sequence 7
Match clauses:
ip address (access-1lists): Web
Set clauses:
ip next-hop 10.11.25.19
route-map In_to_Out, permit, sequence 10
Match clauses:
ip address (access-1lists): In_to_Out_Internet
Set clauses:
ip next-hop 10.11.25.23
route-map In_to_Out, permit, sequence 30
Match clauses:
ip address (access-lists): In_to_Out_www
Set clauses:

ip next-hop 10.11.25.23



route-map In_to_Out, permit, sequence 35
Match clauses:
ip address (access-lists): In_to_Out_https
Set clauses:
ip next-hop 10.11.25.23
route-map In_to_Out, permit, sequence 40
Match clauses:
ip address (access-1lists): In_to_Out_8080
Set clauses:
ip next-hop 10.11.25.23
route-map In_to_Out, permit, sequence 50
Match clauses:
ip address (access-1lists): UDP_Traffic
Set clauses:
ip next-hop 10.11.25.23 >>>>>>>>>>>>>>>>>>>> Towards Optimizer
route-map In_to_Out, permit, sequence 70
Match clauses:
ip address (access-1lists): To_Firewall
Set clauses:

ip next-hop . 10.22.45.63 >>>>>>>>>>>>>>>> Towards Firewall

Nexus# show ip access-lists UDP_Traffic
IP access list UDP_Traffic

10 permit udp any any eqg 9201
20 permit udp any any eqg 9202

30 permit udp any any eqg 9203

Nexus# sh ip access-lists To_Firewall
IP access list To_Firewall

10 permit ip any any
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Nexus# show system internal access-list vlan 700 input entries detail module 2

Flags: F - Fragment entry E - Port Expansion
D - DSCP Expansion M - ACL Expansion

T - Cross Feature Merge Expansion

INSTANCE 0x0

Label_b = 0x201

Bank 0
IPv4 Class
Policies: PBR(GGSN_Toolbar)

Netflow profile: 0

Netflow deny profile: 0

Entries:
[Index] Entry [Stats]

[0019:000£:000f] prec 1 permit-routed ip 0.0.0.0/0 224.0.0.0/4

[002d:0024:0024] prec 1 redirect (0x5d)-routed tecp 1.1.22.80/28
[0]

[002e:0025:0025] prec 1 redirect (0x5d)-routed tcp .22.80/28

[002f:0026:0026] prec 1 redirect (0x5d)-routed tcp .22.80/28
8080 [0]

[0030:0027:0027] prec 1 redirect (0x5d)-routed tcp .22.80/28

[0031:0028:0028] prec 1 redirect (0x5d)-routed tcp .22.48/28
[0]

[0032:0029:0029] prec 1 redirect (0x5d)-routed tcp .22.48/28

[0033:002a:002a] prec 1 redirect (0x5d)-routed tcp .22.48/28
8080 [0]

[0034:002b:002b] prec 1 redirect (0x5d)-routed tecp 1.1.22.48/28

[0035:002¢:002¢c] prec 1 permit-routed ip 1.1.22.24/29 0.0.0.0/0

[0036:002d:002d] prec 1 permit-routed ip 1.1.22.32/28 0.0.0.0/0

[0037:002e:002e] prec 1 permit-routed ip 1.1.22.64/28 0.0.0.0/0

.0/0

.0/0

.0/0

.0/0

.0/0

.0/0

.0/0

.0.0.0/0

(0]

(0]

(0]

eq 80 flow-label 80

fragment [0]

eq 8080 flow-label

fragment [0]

eq 80 flow-label 80

fragment [0]

eq 8080 flow-label

fragment [0]



[0038:002£:002f] prec 1 permit-routed ip 1.1.22.80/28 0.0.0.0/0 [0]

[003d:0033:0033] prec 1 permit-routed ip 1.1.22.96/28 0.0.0.0/0 [0]

[003e:0034:0034] prec 1 permit-routed tcp 0.0.0.0/0 196.11.146.149/32 eqg 25 flow-label 25 [0]
[0059:004f:004f] prec 1 permit-routed tcp 0.0.0.0/0 196.11.146.149/32 fragment [0]
[005a:0050:0050] prec 1 redirect (0x5e)-routed ip 1.1.22.16/29 0.0.0.0/0 [0]

[005b:0051:0051] prec 1 redirect (0x5e)-routed tecp 0.0.0.0/0 0.0.0.0/0 eqg 80 flow-label 80 [0]
[005¢c:0052:0052] prec 1 redirect(0x5e)-routed tecp 0.0.0.0/0 0.0.0.0/0 fragment [0]

[005d:0053:0053] prec 1 redirect (0x5e)-routed tcp 0.0.0.0/0 0.0.0.0/0 eqg 443 flow-label 443
[0]

[005e:0054:0054] prec 1 redirect(0x5e)-routed tcp 0.0.0.0/0 0.0.0.0/0 fragment [0]

[005f:0055:0055] prec 1 redirect (0x5e)-routed tcp 0.0.0.0/0 0.0.0.0/0 eg 8080 flow-label 8080
[0]

[0060:0056:0056] prec 1 redirect (0x5e)-routed tecp 0.0.0.0/0 0.0.0.0/0 fragment [0]

KrREX KKKk kK kkkkxxxxxGequence 50 is to match the traffic for UDP ports
9201/9202/9203*********************

[0061:0057:0057] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eg 9201 flow-label 9201
[0]

[0062:0058:0058] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]

[0063:0059:0059] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eg 9202 flow-label 9202
[0]

[0064:005a:005a] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]

[0065:005b:005b] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eg 9203 flow-label 9203
[0]

[0066:005c:005¢c] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]
FrAA I IRk KA K xR xxkkFSequence 70 is to send all other traffic to Firewall*x®#kkkxxxdkddhxxkkkx
[0067:005d:005d] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [23]

[0068:005e:005e] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [0]
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UDP packet -port 500




*Mar 26 04:07:48.959: IP: s=1.1.1.1 (GigabitEthernet0/0), d=3.3.3.3, len 28, rcvd 4 -a
Traffic entering from Nexus interface

*Mar 26 04:07:48.959: UDP src=500, dst=500

TCP packet - port 80

*Mar 26 04:07:48.671: IP: s=1.1.1.1 (GigabitEthernetO/1), d=3.3.3.3, len 40, rcvd 4
-a Traffic entering from Optimizer interface

*Mar 26 04:07:48.671: TCP src=1720, dst=80, seg=0, ack=0, win=0

UDP packet -port 9201

*Mar 27 09:30:19.879: IP: s=1.1.1.1 (GigabitEthernetO0/1), d=3.3.3.3, len 28, input
feature a Traffic entering from Optimizer interface

*Mar 27 09:30:19.879: UDP src=6000, dst=9201, MCI Check(80), rtype 0, forus FALSE,
sendself FALSE, mtu 0, fwdchk FALSE
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Ma. Time Source Destination Protocol  Length Info
1 18:48:45.815197 1.1.1.1 3.3.3.3 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=8, ID=86le)
2 15:48:45.815288 1.1.1.1 3.3.3.3 IPv4 1514 Fragmented IP protocel (proto=UDP 17, off=1488, ID=B6le)

1. fE FRoute-Map By #0 %4 5 E% -

. Offset = OV E— A BBBAVIKFER , E88ERIFHUDPIRE,
- HRRERRUDP 500 , Rt EEF 5707 IEEL 2L /2 5Fip any anyo

prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [23]

- Jlt , BRI EREIBNFABEANE —EERN TS ERH,
2. £ ARoute-Mapfy IEFI IR n BRE RS -

. Offset * 0N E—_EHFBBAIFDNBAHER , TEEEMUDPEHE, CREIHERBIAUDP(17)M
IPERT,

- HRARERABEA , RteRFE&F570 fAFF#EAIp 0.0.0.0/0 0.0.0.0/0,
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prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eg 9201 flow-label 9201 [0]



prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment

SO 55555>5>>>

[23]

W —R, MER B RWERKS , M5 — B RUBBERNIEFRE,
- BZERBRNERRART Foffset =0, EEFFI70RRFEHMTE.

- BEWIIEAB B, SERENTERTA.
- B AFFRERVBEIMEENENRAFFERIIFENEFER , MAEERIBEN.

- HEERIEAT , REMARUDP 9201 , REAHERNKE, Mlt—R , E-BFBRREEFT

707 EE¥ LA fu FFip any any , Rt 2853888 H,

Nexus# sh route-map In_to_Out pbr-statistics

route-map In_to_Out, permit, sequence
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence
Policy routing matches: 4397 packets
route-map In_to_Out, permit, sequence

Policy routing matches: 4397 packets
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Fragment for UDP 500 is matched here

Fragment for UDP 500 is matched here
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Nexus# sh route-map In_to_Out pbr-statistics

route-map In_to_Out, permit, sequence

Policy routing matches: 0 packets

3



route-map In_to_Out, permit, sequence 5
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 7
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 10
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 30
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 35
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 40
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 45-=-======== > Both fragments matched here
Policy routing matches: 213 packets
route-map In_to_Out, permit, sequence 50
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 70

Policy routing matches: 0 packets

Default routing: 0 packets

FFHIABHRHRIBE !

Nexus# sh ip access-1lists udptraffic

IP access list udptraffic

permit udp any any eq isakmp

3. BTE , HIRE HfragmentsBEF WA EEACLFIRoute-Map— &2 A
- FERAF 5157 RFFEACL LM MFE#UDPIES6,

Nexus# sh ip access-lists TEST_UDP

IP access list TEST_UDP

statistics per-entry



5 permit udp any any eq 56 [match=0]
10 permit udp any any eq isakmp [match=0]

20 permit ip any any [match=0]

- CHRBERZERFMBENENRER , YBRINCEFFISHIE, BEZENZHARUDP
500 , & thiEFF 557 AL LA 7L FFUDP 56,

Nexus# sh ip access-lists TEST_UDP

IP access list TEST UDP
statistics per-entry
5 permit udp any any eq 56 [match=56]
10 permit udp any any eq isakmp [match=0]

20 permit ip any any [match=0]
- FBACLEEEMRBACLEEREE K MASRRREHSEACLY e EMREETE ¥
, AR amESEERudp any any fragmentsHiEIBF & BB T

NEXUS# sh ip access-1lists TEST_UDP

IP access list TEST UDP
statistics per-entry
fragments deny-all
5 permit udp any any eq 56 [match=0]
10 permit udp any any eq isakmp [match=0]

20 permit ip any any [match=0]

[0014:000a:000a] prec 3 permit udp 0.0.0.0/0 0.0.0.0/0 eqg 56 flow-label 56 [0]-> Here we are
now not seeing any entry to allow UDP fragments

[0015:000b:000b] prec 3 permit udp 0.0.0.0/0 0.0.0.0/0 eg 500 flow-label 500 [0]
[0016:000c:000c] prec 3 permit ip 0.0.0.0/0 0.0.0.0/0 [0]

[0017:000d:000d] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0 fragment [100]>> Getting matched in
fragments deny statement

[001e:0014:0014] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0 [0]

- BIEEPBRAKEBEACLFH AR , BUERRG ZEYN , AFFI50M70h N EH R AR,
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NEXUS# sh ip access-lists UDP_Traffic
IP access list UDP_Traffic
statistics per-entry
fragments deny-all
10 permit udp any any eq 9201
20 permit udp any any eqg 9202

30 permit udp any any eqg 9203

[0061:0057:0057] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eqg 9201 flow-label 9201
[0]

[0062:0058:0058] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [8027]

[0063:0059:0059] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eg 9202 flow-label 9202
[0]

[0064:005a:005a] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]

[0065:005b:005b] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eg 9203 flow-label 9203
[0]

[0066:005c:005¢c] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]
[0067:005d:0054] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [8027]

[0068:005e:005e] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [0]

. TEEFEACLAPBR ACLELEA K BdenyBSiEd -

[0061:0057:0057] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eqg 9201 flow-label 9201
(0]

[0062:0058:0058] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [8027] ---
> Once the fragments are denied in port CAL, we observed non-initial packets to be getting

dropped (See the mismatch in number of packets between UDP and IP counter)

[0063:0059:0059] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eg 9202 flow-label 9202
(0]

[0064:005a:005a] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]

[0065:005b:005b] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eg 9203 flow-label 9203
[0]

[0066:005¢c:005¢c] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]
[0067:005d:0054] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [8214]

[0068:005e:005e] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [0]

VDC-1 Ethernet2/1



Label_a = 0x200

Bank 0

IPv4 Class

Policies: PACL(TEST_ UDP)

Netflow profile: 0

Netflow deny profile: 0

Entries:

[Index] Entry [Stats]

[0014:000a:000a] prec 3 permit udp 0.0.0.0/0 0.0.0.0/0 eq 56 flow-label 56 [8027]

[0015:000b:000b] prec 3 permit udp 0.0.0.0/0 0.0.0.0/0 eqg 500 flow-label 500 [8214]

[0016:000c:000c] prec 3 permit ip 0.0.0.0/0 0.0.0.0/0

(0]

[0017:0004:000d4] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0 fragment [100]

[001e:0014:0014] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0

(0]

BEEARNSEUURREAUEAN T RSN BEERRH

- TR BHEIR | U AFFREUDPENBELIEN.

HENEES , HD%E&LwJﬁ!*ﬂE%ﬁiﬂ , RIE N BRI B RIZXG EES
MEKLIERAIE 2 8RB EibF 58

Nexus# show ip access-lists UDP_Traffic

IP access list UDP_Traffic

10 permit udp host 1.1.1.1 host 3.3.3.3 eqg 9201

20 permit udp any any eq 9202

30 permit udp any any eqg 9203
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Nexus# sh route-map In_to_Out pbr-statistics

route-map In_to_Out, permit, sequence

Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence

Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence

Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence

Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence

Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence

Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence

Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence

Policy routing matches: 213 packets

route-map In_to_Out, permit, sequence

Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence

Policy routing matches:

FF A EAREREE

0 packets

Nexus# sh ip access-lists udptraffic

IPEFEUEEEHRE :

permit udp any any eq isakmp

3

10

30

35
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50

70

> Both fragments matched here

NHEHEES © CSCve05428 N7TKX#ERIR || PBRHFE B2 EL3RL4EAMACL,
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