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RAPFIHTOEFRERER :

FlexConfig Object Name
Netflow Add Destination
Netflow_Set Parameters
Netflow_Delete_Destinations

Netwflow_Clear_Parameters

REPFHT =—ERERHIAER :

Text Object Name
netflow_Destination
netwflow_Event_Types

netflow_Parameters

RATE

Description

Creates and configures a NetFlow export destination
Sets globla parameters for NetFlow export

Deletes a NetFlow export destination

Restores Netflow export global default settings

Description

Define the single NetFlow export destination’s interface, destination IP
address and UDP port number for NetFlow.

Define NetFlow events based on event type

Define values for active refresh-interval, delay flow-create and template
timeout-rate.

AN 4R {1 BB FlexConfig R B FEFMC L Bt ENSEL,

HBR1.FENetflow X A H RV 5| H.

EERTEEYSIY , FEMTYER> FlexConfig >XEB R, fmiEnetflow_Destination iR, E&EZ
SEABMFTHRESRS. RENEBHE. BEIPHuFE,

T EEREIH , STEA/DMZ , NetFlowi &85 IPH#h it 410.20.20.1,UDPE %2055,



Edit Text Object @

Name:
Description:
Variable Type Count
Multiple 3 =
1 DMZ

2 10.20.20.1
3 2055

& . # Anetflow_Event_Types#netflow_Parametersky 7% {E.

SR BERRGEFEHRUACEISERE,

EZHEFMCLEVERGBEE , FEME "THR, (Object)> THREE, (Object Management) 1£
EENEET FEUREH #1F EMf, 12— T MEKRIEER.

EE T2\ B, EAMIG , B Bflow_export_acl, E— TAddLER. B &S5 REEIRE AT
B ERE.

EAREHIF , feE#10.10.10.1EHEM B K A9 R E AR £4£172.16.0.20M1192.168.1.20 2 B HI
EHHREN. SREMREMRE.



Edit Extended Access List Object [+

Name

[ how, export_aci |

Entries (3)

Sequence Action Source Source Port Destination Destination Port

1 @Elock 10.10.101 Any Any Any VR 1
2 @Block 172.16.0.20 Any 192.168.1.20 Any /s
3 SAllow Any Any Any Any s u

Allow Overrides

S EE3. B BFlexConfighfi K.

= EfREFlexConfiglt , FEEZWH > FlexConfig > FlexConfig¥l 4+ , A% % — TAdd
FlexConfig Objectiz &t .

EEFATEAHELNetFowSEHHNRENEHR, EXRRMIP  HRNWEEA

flow_export_class,

BRSB2REINMIEAEE, E— Tinsert > Insert Policy Object > Extended ACL Object , A% %
BEE, AR, E—TAddZKH, EXFI+H , B E B Aflow_export_acl, #E—T "Save. »



Insert Extended Access List Object Variable ®

Variable Name:

‘ flow_export_acl \

Description:
Available Objects C' Selected Object
‘ Q_ Search D4 ‘ flow_export_acl v

flow_export_acl

EAAZERUPFHMBRERET , LA LTI EERNEE ($flow_export_acl.)BFEEmatch access-
listBL E1TH,

AR, RN ARUBREEHE, EAPRNERSHERTECZE,

nlh-l-

class-map flow_export_class
match access-list $flow export_acl

ST #& % — T Save,



Edit FlexConfig Object @
Name:
flow_export_class

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.
Insert ~ Deployment: Everytime + | Type: | Append

class-map flow export class
match access-list $flow export acl

v Variables
Name Dimension Default Value Property ) Override Description
(Type:Name)
low_export_class SINGLE flow_export_acl EXD_ACLA...

5 B34 Bl ENetflow B &

EERENetflowB K , FEEZHR > FlexConfig > FlexConfigi & , A% HNetflowiETiBIE.
1 H¥ RNetflow_Add_Destination, R ## % I Netflow_Add_Destination_Copy.

DEESRITRINNE, TURIMHREHRIUAERELRFEAREERNE,
EARGIR , FEAZERRE ( 2EERE ) B

## destination: interface_nameif destination_ip udp_port
## event-types: any subset of {all, flow-create, flow-denied, flow-teardown, flow-update}
flow-
export destination S$netflow _Destination.get(0) S$netflow Destination.get(l) S$netflow_Destination.
get (2)
policy-map global_policy
class flow export_class
#foreach ( $Sevent_type in S$netflow_Event_Types )
flow-export event-type Sevent_type destination $netflow_Destination.get (1)
#end

ST EIE— T Save.



Edit FlexConfig Object (1]

Name:

| Netflow_Add Destination_Copy

Description:

Create and configure a NetFlow
export destination.

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CL| before deployment.
Insert » Deployment: Once v | Type: | Append v

fi# destination: interface nameif destination ip udp port

#4 event-types: any subset of {all, flow-create, flow-denied, flow-teardown, flow-update}

flow-

export destination S$netflow Destination.get(0) Snetflow Destination.get (1) Snetflow Destination.get(2)

A A I e R AT AR A A R Arruns

policy-map global pOI_J_cy ---------------------------------------
class flow export class
#foreach (_$event__type in $netflow Event Types )
flow-export event-type $event type destination $netflow Destination.get (1)

#end
v Variables
Name Dimension Default Value r;\?:::ime] Override Description
netflow_Event_Types MULTIPLE [all] FREEFORM: false This variable provides the glo...
netflow_Destination MULTIPLE [DMZ, 10.20.20.... FREEFORM:... false vle defines a single ..

$ B85 4 FlexConfig R Bl 2 B EIFTD

BE ZDevices > FlexConfig , AREV —E#HRA (RIFCKRE—ERARAHMARELN 215
EHE—EFTD ) » EARHIF | BEFlexConfig. #miBFlexConfigsk &I iRIBEL L BHhET
HIFlexConfig¥f K.

FERRGIF | FERATERAINetflowE H 518 , FILiE$E T Netflow_Set_Parameters, {758 Xt B
t



FI EXCDI“Iﬁg po“cy You have unsaved changes [ Preview Config | m

Enter Description

Palicy Assignments (1)

" Selected Prepend FlexConfigs
Available FlexConfig C FlexCanfig Object

H Name Description
netflow b4

~ User Defined

"o
N

7 Metfiow_Delete_Destination_Copy
of Matflow_export_Copy
"8 Netflow_Set_Parameters_Copy
* Systam Dafined
"B Metfiow_Add_Destination =7 Selected Append FlexConfigs
«f Netfiow_Clear_Parameters

L] MName Dascription
o2 Metfiow_Delete_Destination

[ oo sormrens [ o

2 Netflow_Add_Destination_Copy Create and configure a NetFlow export destination. Ow
3 Netflow_Set_Parameters Set global parameters for NetFlow exporn, (=4
How To

X ATEEMEREMAZTELEZTERE , BRI URSE2MRINLER4 Y FEHEES
HINetFlow¥f 5,

FIexConﬁgPoIicy You have unsaved changes Config

Enter Description

Palicy As ments (1)
"% Selected Prepend FlexConfigs
Avallable FlexConfig & FlexConfig Object
L MName
netflow X
* User Defined
"8 Netflow_Add_Destination_Copy
=7 Netflow_Delete_Destination_Cogpy
 Netflow_export_Copy
"8 Metfiow_Set_Parameters_Copy
" System Defined
]
=¢ Netflow_Cloar_Paramaters #  MName Description
o Metflow_Delete_Destination
= 1 Netflow_Set_Parameters Set global parameters for NetFlow export. Qw
% Natflow_Set_Parametars
2 Metflow_sdd_Destination Create and confgure a NetFlow export destination. Q i
[ ]

ERE WIS —EINSELUIEESS |, iENetFlowE BB EXZIZWERS. ELB1F |, Fig4EE
B LU 18 55 — {ENetflow N £ 25 IP#b 31t



Edit Text Object @

Name:

Description:

Variable Type Count
Multiple 4 3

—

DMZ
10.20.20.1
2055

L= w N

10.20.20.1

EEALH | FIGEE T : flow-export destination
$netflow_Destination.get(0)$netflow_Destination.get(1)$netflow_Destination.get(2)

e Y R R BB Snetllow_Destination.get, W RHIH , BHELR3, Fim :

flow-
export destination S$netflow_Destination.get(0) S$netflow Destination.get(l) S$netflow_Destination.
get (2)
flow-
export destination S$netflow_Destination.get(0) S$Snetflow Destination.get(3) S$netflow_Destination.
get (2)

WA | TEEL B 1T T8 55 — A& B $netflow_Destination.get: flow-export event-type $event_type
destination $netflow_Destination.get(1). %0 :

flow-export event-
type Sevent_type destination S$Snetflow Destination.get(l) S$netflow_Destination.get (3)

REIEE , ITEAR



Edit FlexConfig Object

Name:
Netflow_Add_Destination_Copy |

Description:

Create and configure a NetFlow
export destination.

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

‘ Insert » ‘ Deployment: | Once v | Type: | Append v

## destination: interface nameif destination_ip udp_port
## event-types: any subset of {all, flow-create, flow-denied, flow-teardown, flow-update}

flow-

policy-map global policy
class flow export class
#foreach { Sevent_type in $netflow_Event_ Types )
flow=-export event=-
type jevent type destination $netflow Destination.get(l)$netflow Destination.get(3)

fend
¥ Variables
Name Dimension Default Value ?;S::E‘;me: Override Description
netflow_Event_Types MULTIPLE [all] FREEFORM:... false This variable provides the glo...
netflow_Destination MULTIPLE [DMZ, 10.20.20.... FREEFORM:... false This variable defines a single ...

Cancel

B

AJ LAfEFlexConfig R B F B ENetFlowEl B, EEFRERE , 751 — TPreview Config, BEFTDI
R EE



Preview FlexConfig @

Select Device:
FTD-b v

exit
IINTERFACE_END

H#HitHFlex-config Appended CLI #H#
class-map flow_export_class
match access-list flow_export_acl

flow-export destination DMZ 10.20.20.1 2055
policy-map global_policy
class flow_export_class
flow-export event-type all destination 10.20.20.1

flow-export active refresh-interval 1
no flow-export delay flow-create 1
flow-export template timeout-rate 30

EiBZ £ RBE(SSH)ZEFTD |, I fif A system support diagnostic-cliig S HBITUA TS :

> gystem support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower# show access-list flow_export_acl

access-list flow_export_acl; 3 elements; name hash: Oxe30fladf

access-list flow_export_acl line 1 extended deny object-group ProxySG_ExtendedACL_34359742097
object 10.10.10.1 any (hitcnt=0) 0x8edff419

access-list flow_export_acl line 1 extended deny ip host 10.10.10.1 any (hitcnt=0) 0x3d4f23a4
access-list flow_export_acl line 2 extended deny object-group ProxySG_ExtendedACL_34359742101
object 172.16.0.20 object 192.168.1.20 (hitcnt=0) 0x0Oec22ecf

access-list flow_export_acl line 2 extended deny ip host 172.16.0.20 host 192.168.1.20
(hitcnt=0) Ox1l34aaeea

access-list flow_export_acl line 3 extended permit object-group ProxySG_ExtendedACL_30064776111
any any (hitcnt=0) 0x3726277e

access-list flow_export_acl line 3 extended permit ip any any (hitcnt=0) 0x759f5ecf

firepower# sh running-config class-map flow_export_class
class-map flow_export_class
match access-1list flow_export_acl

firepower# show running-config policy-map

!

policy-map type inspect dns preset_dns_map

parameters

message-length maximum client auto

message-length maximum 512

no tcp-inspection

policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP




parameters

eool action allow

nop action allow

router-alert action allow

policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
inspect snmp

class flow_export_class

flow-export event-type all destination 10.20.20.1
class class-default

set connection advanced-options UM_STATIC_TCP_MAP

firepower# show running-config | include flow

access-list flow_export_acl extended deny object-group ProxySG_ExtendedACL_34359742097 object
10.10.10.1 any

access-list flow_export_acl extended deny object-group ProxySG_ExtendedACL_34359742101 object
172.16.0.20 object 192.168.1.20

access-list flow_export_acl extended permit object-group ProxySG_ExtendedACL_30064776111 any any
flow-export destination DMZ 10.20.20.1 2055

class-map flow_export_class

match access-list flow_export_acl

class flow_export_class

flow-export event-type all destination 10.20.20.1
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