EREFTD LB FEVPNEAnyConnectifl
H 8

It

HERY

BHA T4t

BEEH

iHRE

Firepower® I /0\(FMC) F {9 il &
Firepower#t B B2 85(FDM) L B FL &
B

bod 2z]3:

s

BREERN B RRIHFEVPN(RA VPN)ERE TR St 7 R Firepower B & B €(FTD) L (H
Firepower& ¥ H /0 (FMC)iEiBFirepowerd & & & (FDM) B X)) B AnyConnecti& 4.,

DEGRYHF

/R
SREBEBREUTESE

- $IRA VPNITER BB E BT,
. B R EIBFMC/FDMA & i,
. REST APIFIFDM Rest API &R E RS EL i &5,

A T
ARRFHEARRIBU T REIRA -

. BRFirepowerE X A /U\(FMC) R Z<6.7.0

. Cisco FirepowerE & B £ (FTD)hR4<6.7.0

- Cisco Firepower# & & ¥ & (FDM)h 4<6.7.0

. 1E174.9.0086#9Cisco AnyConnectZ £ BB & F i
- Postmansi A HAPIFH#ZE T E

XX : FMC/FDME ERAEWEERERIFERS , I B XA FEAWindowsHIAnyConnectit & &
RiREIRBUEEESR,

AR ANPHEARBBREEERETREANEENEN, XPEAZNMEREEREE
Bk ( FERR ) WAAREREE ., MREVEREEER  FRACEEREMACRENBEERE


https://software.cisco.com/download/home/286281283/type/282364313/release/4.9.04043

FRER

Cisco AnyConnect Security Mobility ClientMERRIEAVPNE Finieit =& , ©RETZHME
B EAEHERES, AnyconnectXEBLLT#E4E :

- BABIREN(SBL) : iR R EAEEZEATIWindows 2 BT 2 3 BE 1t XK VPNELR,

- DETARE T E(DART) : tiEHA AR T EREANyConnectZ £ MEFEN D ETMIHE . DARTH
IHEAFREREEHR. RENZEER LTI,

EEERERERME (AMP)  HEEEREEREN T —RERSTRE DUl BEhNEHEER
&,

. ISEAREE : Cisco Identity Services Engine(ISE)IZH T — R & MEHRI R HIKRE, LARBRHER
FIERNLEEETH ERNRIERRKOS), RS, HERREENIE., ARG EREER—
BER , UEEXH#EEEMEFEIME,

- BB AR MR - MR T RMEEERRIRERERARRL  UBRRABENTAER AL MELEH
BRI ERGETIR R

- Umbrella:Cisco Umbrella Roaming@2 —BEX NN L2 RE , IR RERF L AIRBRHHE
TiRE,

. {8 %2 : HCisco TalosXEM BERHENR 2 £ 5B (WSA)EIB B B FE L & ke vk B AR5 AR &0 94
HRR BRI

- RS EEER  MRSEEERBEERBERZTENE2EER. ERANBEREHE2E
BEAMR , YHAERNERERVIBHTRES HRE

BERESENEAREEFAL T EEEZMFRE. ©EBERBEBKIRSANyConnect mE
. TSN, WEEMMEAEREE.
fEFirepower 6.7 i1 T FMC UIFIFTD# EREST APIXE , LB R FTA LiAnyConnecti&E 4H #Y £

v
l%\é Ellzgo
Authenticates Successfully 9
User Initiates Connection x Check for Updates
S — Download and Install Modules j ‘

RIE T EEERBER M I HBBRER I ERNERE A,
[T g Es ] RiEE B



fsp ERMEER

.asp@.xml AMP_ENABLER

SipZ.xml ISE_POSTURE

.nvmspsL.xml MR AT AR

nsp=.xml NETWORK_ACCESS_MANAGER
jsonzg.xml UMBRELLA

WwspZ.xml WEB_SECURITY

MizE : DARTHISBLIEEETEEBE A EER,
X FRALEEEEHAMR,

FEEL
Firepower&E 2 H/0\FMC) L & R

$B1. EfiZ|Device > VPN > Remote Access , A% EHZEditAE1TRA VPNELE,

(=2 Objects AMP  Intelligence

Device Management  MAT VPN = Remote Access (oS Patform Settings  FlexConfig  Cortificates
) Add

Name Status Last Modified

RA-VPM Targeting 1 devices 2030-11-16 10:07:30
Uprto-daze on o targeted devices Msdified By *asmn’

$B|2, EEZFAdvanced > Group Policies , A& %R — T HBAXRKENEd , T EFTR.

Deploy  System  Help v admil

Davice Mansgemant NAT VPN » Remote Accoss Qus Platform Settings FlexConfig Cortificates

RA-VPN B cane

[ = ¥ RADI q cath
Accass VPN P P - suthentication
Marrs Protocol DS Servars VPH Filter
e - EI
G 1, 1KE
yolo &
Pl - Acoe i

$ B3, EEZAnyConnect > Client Modules , A% — T+ A , W T B R



Edit Group Policy

P~ RA-NPH

Descriglisn:

Gorers. (Y savercs

Prodike

Dizswriaad opianal cier Mesulis D O and poinl. Arpleenec Clant Fdussts dommiogsd
Management Profie frerm the FTD of only the modeles Bt are configered Rene,
T Moduies

¥
951 Settings
Cormecton setiogs | CenkModule | pvetie | Dwwsiosd

Save Cancel
ARTERBN , R TAMP, DARTHISBLEEANIE.
PSR4, EIEDARTEHELIZ—TAAD , W TERT.
Add Client Module ? X
Client Module DART -

Profile to download

| Add || Cancel |

PS5, E— T+ S —EEHE , A%#EZFStart Before Login 148 , & T EFT R,




Add Client Module ? X

Client Module Start Before Login o

¥rofle o download

Add Cancel

BHEr . WS B A ETHSBLIEM, SBLIEXAEanyconnectF FinBiBRERTRA , 248
fnEI4E 5 BE T B9 AnyConnect > Profile i , i L EZEEER,

TRR6, H—T+IMEHMEE , A%BEIZFAMP Enabler, #—T T+, UEEEAERRER
, MM EFTRo

Add Client Module T X
Client Modula AMP Enabler -
Prafile to download v g
Enable module download ]
Acd Cancel

RHUREENBEY LEAMPREM, B—T "Saves , MITEMR.

Add AnyConnect File L
Mame: ™ AMP
File Mame:* AMip.A5D Browse..
File Type:™® ] . o
Description:
Save Cancel

BEELF-SHEINEERER , A% IR — T Enable Module downloadZ&EL 5 8 , 21T~ BIFf Ro



Add Client Module T X
Clisnt Module AMP Enabler )
Profile to download AMP v g
Enable module download

| add || cancel |
SB7. MMFTEMEEER |, #— T Save.
Edit Group Policy t X
[ Al - R
D iption:
o [EETEITY s
Profie Dowsload optional client modules to tha eadpant, AnypConnect ciant roguasts downiasd
Management Profike Trze= the FTD of oaly the modoles ihal are corfigured heve.
et Modsles o
551 Solfings
Connaction Settings CllentModwle  Profle  Downioss
AMP Enabler AMF o &8
DanT tigk Apolcabis e 8
SEa1 Bifcrd Log it s Aphlcabis L* - ﬁ

[oe ] o

4 B38. 8 & = Deploy > Deployment , A #§4EREXBWEIFTD,

FTD

Now 15, 2020 9:22 AM [+ l Pending

Firepowerst Il & ¥ 8§(FDM) L Y&
SR ERER A EPREFTDNAPIEREESS.



E Etohttps://<FTD Management |P>/api-explorer

WEETEFTDLATANLEAPIEE., EENRFDMXEN ZEGET/POST/PUT/DELETERE R
EYreETEID.

RaVpnGroupPolicy 2 £ F BV API,

« T A Mot Secure | 10.197.224.82/#/apl-explorer * &8 o E » Q (Updat
& = ==n a0\ I I/_\ Y admin
() Y (@) (?
Monitoring Policies Objects Device: firepower o @I-b LN Administrator
RaVpnConnectionProfile
FTD REST API -
RaVpnGroupPolicy Show/Hide  List Operations | Expand Operstions

AP Explorar

Jobject/ravpngrouppolicies
m Jobject/ravpngrouppolicies

Jabjectravpnorouppolces/(obic)

Jobject/ravpngroup policies/{objld}

T8 roblectiravpngrouppolicies/{obild}

S B2, BAnyConnectiE A8 PostmantE s, FAEARMEHE, & —TCreate.



CREATE A NEW COLLECTION

Mame

AnyConnect Module

Description Authorization Pre-request Scripts Tests Variables

This description will show in your collection’s documentation, along with the descriptions of its folders and requests.

AnyConnect Module

Descriptions support Mark:

SB3. FTEHER SORE EITFTDNZEAPOSTER | UENSER REEETM
POST/GET/PUTE, #&— TSave.




* s

0 requests

This collection
collection and

AnyConnect Module ¥

~»

Share Collection

Manage Roles

Rename dEE
Edit

Create a fork

Create Pull Request

Merge changes

Add Request

Add Folder



SAVE REQUEST

Requests in Postman are saved in collections (a group of requests),

Learn maoare aboul creating

Reguest name

Auth|

Request description (Optional)

escripbions support Marks

Lelect a collection or folder to save to:

Q

1 AmyConnect Module

Cancel Save to AnyConnect Module

POSTRAREXMAAITEATAR :

ki) raw - JSON(application/json)
grant_type RS

HEHEER AREAFIDNEEBEFERESR

R HEBSMEAEIRFBBNRER

POST#&3 3K:https://<FTD Management IP>/api/fdm/latest/fdm/token



POST * | httpsy10.197.224.82fapiffdm/latestfdm/itoken

Params Authorization Headers (9] Body ® Pre-reguest Script Tests Settings

none form-data wwww-formeurlencoded @ raw binary GraphQL  JS0OWN ~ Beautify
1 |[ l
2 “grant_type*: “password™,

3 "username”: “admin®,

4 "password”: “'ciscol23",

5 "scope™: H

6 "client_fd": "™,

7 “client_secret™: "

g |§ 1

CEFXEEFEER , AR BFTD/EFTDEEEMPUT/GET/POSTEE R,

Body Cookies Headers (16)  Test Results & Status: 2000K  Time: 610ms  Size: 1.52KB Save Response »

Fretty Raw Preview Wisualize JSON = 5 m Q
1 {
2 "access_token™: "eylhbGci0idIUzIINLI9.

eyJpYX0i0jEMDUI0TAWODISIANTY L I6 IaF KbWluT iwianRpl j oA ¥ 2ZNENDUBNZE tM] g oMy @xMWV AL TyMDT tOGY IMDOWYANLO TV T dwibmls] joxM j AINTRWMDGyLCI LeHA L0 EZMDULOTEAODISINI LZnd Le2hlb2 t Lk
V4O Ly ZXNBd CIGMTYWNTUSM j 04 j g4MCw id GO r ZWSUeXB1I joiSLdUKBF i Y2VzeyIsInVzZXIVAW LKL j o iMZYIYWZ1ZDCtM jMeN 180wV 1L TgyHDE tMW T 4MWIwMD T z2NWN AT iwid N 1e 1IvbGUi0 LI STAXFXBFETULOL iwi
b3JpZ2luljoicGFzc3dvem)ilCllc2VybaFtZSI6InFkbiWlulng. gzAt jAANW 23GzcsXM2-1-hUhb7Brbk3rECmRExUtps”

3 “expires_ 1800,
a4 "token_type": l‘searer",
5 "refresh_token": “eylhbGoi0ilIUzIINLIG,

ey IpYX0i0jEIMDUL0TAWODIsInNIY iT6 InFkbWluI iwianRpI joiY2NmNDURN2ETM j gSMyBxMWV LLTkyMDT tOGY IMDOwYmN L0TVhI iw ibmImI joxN j AINTRwMDgyLCI leHA 10§ EZMDULI0TIBODIS InF j Y2V c1RvaZVuRX
hwaX ) 1cBFAT joxNj AINTkx0Dgy0DgwLC ly2WZy 2¥No0201bn0i018xLC 1802 ¢ Lb RS cGUL0LIKVIAFUmVmcaV zalls InVz ZX VAW LK joiM2Y 3YW2 120.c tM MEN 18wV 1L TgyHDE tMWI AMWIWMDT zNWNAT iwidiMNLlc v
BGUL0LISTAxXFXBFETULOI iwib3I0Z2 WIioicGFze3dvemDilCI1c2VvbaFtZSIGInFKbWLUING . MEFUBrEnZhWGRaoRaaUubuZ4BD ZUVKS-A X 2UEWImeI™

FB4. EUMIERMBRUTERAEXRKOENFAES. B—THEF  0WTEHRR.



SAVE REQLIEST

Requests in Postman are saved in collections (a Broup of reguests),

Resguest msime

Gt Group Policy

Reguest desoription (Optianal)

LERLrIpESng Ui

Select a collection or folder 1o save 1o

AuthorizationEB X4 BB EFTE R EGET/POSTERHNUTAR :

BHSHRETHE
BB BBETSHRIEPOSTHAREWNHE T

GET3F&3K : https://<FTD Management IP>/api/fdm/latest/object/ravpngrouppolicies

» Get Group Policy E Comments o Examples 0 -

GET * | htpsi/10,197.224.82apifdmflatest/chjectravpngrouppalicies m save

Params Authorization @ Headers (8) Body Pre-request Script Tests Settings
TYPE o {eads up! These parameters hold sensitive data. To keep this data secure while working in a collaborative envirenment, we récommend using variables "
Bearer Token - aarn mang abaut v

Token eyIhb GO ILZT NI eyl pYXIOJEZMDL 1 OTAWO DIS InN TYIEImFR bWl uliwianRpljoiY ZNmNDUONZECMg Syl

ERENENRE T EENAAAERKE, HRKIDANENSFEERE,



Body Cockies

Headers (17} Test Results

Pretty Raw Preview Visualize JSON = =

1 f

2 “items': |

3 {

4 "wversion": "ijtc7iidSgloz",

5 "name": "DfltGrpPolicy”,

[ "banner”: null,

7 “dnsServerGroup”: null,

8 "defaultDomainName": null,

9 "simultaneousLoginPerUser': 3,

18 "maxConnectionTiseout": null,

11 "maxConnectionTimeAlertInterval™: 1,

12 "vpnldleTimeout": 30,

13 "wvpnldleTimeoutAlertInterval”: 1,

14 “ipvdlocalAddressPool”: 1,

15 "ipvblocalAddressPool": (],

16 "dhcpScope®: null,

17 "ipvdSplitTunnelSetting”: “TUNNEL_ALL",
18 "ipvBSplitTunnelSetting”: “TUMNEL_ALL",
19 "ipv4SplitTunne WWetworks": [1,

20 "ipvESplitTunne Metworks": [],

21 "splitDNSRequestPolicy "USE_SPLIT_TUNMEL_SETTING",
22 "splitDNSDomainList™: ™',

23 "scepForwardingUrl": null,

4 "periodicClientCertAuthenticationInterval®: 1,
25 "enableDTLS": false,

26 “enableDTLSCompression™: false,

27 "sslCompression™: "DISABLED",

R "enahleSSl rekev': false,

Body Cookies

Headers (17} Test Results

Pretty Raw Preview Visualize JSON - =

59 1

60
61
62
63
64
65
66
67
68
69
78
71
72
73
74
75
76
17
78
79
20
81
a2
B3
84
85
Af

Body Cookies

"lc2t2sspzbfy?",
“namets “RA-VPN',

“banner': null,
“dnsServerGroup™: null,
“defaultDomainName”: null,
"simultaneousLoginPerUser": 3,
“maxConnectionTimeout™: null,
"maxConnectionTimeAlertInterval™: 1,
“vpnldleTimeout™: 38,
"vpnldleTiseoutAlertInterval™: 1,
"ipvdLocalAddressPool™: [],
“ipvGLocalAddressPool™: [],
"dhepScope”: null,

"ipwaSplitTunnelSetting™: "TUNNEL_SPECIFIED",

"ipveSplitTunnelSetting™: "TUNNEL_ALL",
"ipwdSplitTunnelNetworks™: [
{

"version'

"nedzzudSspztm”,
plit-acl®,

"type": "netwerkobject"
}

I,

"ipveSplitTunnelNetworks

"splitDMSRequestPolicy

“splitDNSDomainList"': B

“seenForwardinallel™s anll.

"z 0,

Headers (17)  Test Results

Pretty  Raw  Preview  Visualize  JSON v o

Loy CPESTrLCTVEN IOVLANLG S NULL,
109 "clientFirewallPrivateNetworkRules": null,
118 “clientFirewallPublicNetworkRules": null,
111 "browserProxyType": "NO_MODIFY",

112 "proxy": {

113 "servertost™: null,

114 "port”: null,

115 “type”: “serverhostandport"

116 h

117 "proxyExceptions™: [1,

118 "enabledAnyConnectModules": [1,

119 "isEnablePeriodicClientCertAuthentication”: false,
128 "74b60cBe=2Tba=-11eb=-9202-594cb5chaldf",
121 “ravpngrouppolicy”,

122 "links": {

123

124 }

125 i

126 1.

127 “paging": {

128 "prev": l].l

129 "next": [1,

138 "limit": 18,

131 "offset": @,

132 “count": 2,

133 "pages”: @

134 ¥

135 }

ATETEBN , BRTAMP, DARTHMSBLEMEREE,

"71b85ceb-27ba-11eb-9282-a5abdafa088c",

USE_SPLIT_TUNNEL_SETTING",

“self": “https://10.197.224.82/api/fdn/latest/object/ ravpngrouppolicies/74b60cBe-27ba-11eb-9202-594ch5chaldf"

€

&

@

Status: 2000K  Time: 218 ms  Size: 472 KB Save Response -

mQ

Status: 200 0K Time: 218ms  Size: 472 KB Save Response v

wmQ

Status: 2000K  Time: 218 ms  Size: 472KB  Save Response v

mQ

SREEVFERL - EEEBX Y, AEFELEERNERESFELIS R, #filetoUploadif 2 L&



ACERERE, Z—TSave,
POSTE3K : https://<FTD Management IP>/api/fdm/latest/action/uploaddiskfile

BREMMEGEURINENERNEEXHHMEBNEEER. FEMEAWindows#AnyConnectft &
EREESEVRBER

£ 8 ! 5| & AFileforfiletoUpload.

SAVE REQUEST

Hequests in Fostrman are saved In collections (a group of reqguests),

Hequest name

Upload Profile

Request description (Opticnal)

Drsoriprioms suppart b

Select a collection or folder to save to:

Q

4 AnyLonnect Module

POST - hetpsa 10,197,224 E2apifdm/late st/actionsuploaddiskiile m Save ~

Params  Authorization ®  Headers (10) Body ®  PresequestScript  Tests  Settings
none @ form-data xwen-formeurlencoded ram binary GraphgL
KeY VALUE DESCRIPTION
fleToUpload -
Text

ERTIBREH—EJES K ARSIAEREANEERESR,


https://software.cisco.com/download/home/286281283/type/282364313/release/4.9.04043

Body Cookies Headers | Test Results & Size: 911 B
Preity  Raw  Preview  Visualize JSON + = mQ
1
2
3
4
3
[ "type™: "fileuploadstatus®™,
7 *“Links®: {
) "self": "https://19.197.224.82/api/fdm/latest/action/uploaddiskfile/69cc2046-2897-11eb-0202-b71d400¢c1c f2. asp”
9 }

=
=)

1

SR6.BIAFEFHAnyConnectlii ERMNFER. REEERERRVEESIFELRTSR, T "
Save.) , MM TFEFM T,



SAVE REQUEST

Requests in Postman are saved in collections (a group of requests).

| earn more about creating collections

Request name

AnyConnect F'rn::fite|

Request description (Optional)

Descriptions support Markdown

Select a collection or folder to save to:

Q

1 AnyConnect Module + Create Folder

Cancel Save to AnyConnect Module

POST&A 3K:https://<FDM IP>/api/fdm/latest/object/anyconnectclientprofiles

AREXIEUTER

=L EFUNERNEERR
HWERER FEHE L EREERPOSTEEF W EIHfileNameLE



anyConnectModuleType & Z 5 4H & Bl 7% A 78 7R (9 A8 FE A2 38 T A

it anyconnectclientprofile

¥ AnyConnect Profile

POST - https:i10.197.224 82/api/fdmylatest/object/anyconnectclientprofiles

Params Authorizatio

Headers (10) Body @ Pre-r st Script Tests Settings

none form-data x-www-form-uriencoded @ raw binary GraphQL N T
1 g

2 [name®: "AMP.asp”,

3 PdiskFileName": "69cc2046-2897-11eb-9202-b71d409c1cf2. asp”,

4 [anyConnectModuleType™: "AMP_ENABLER",

5 ['type": "anyconnectclientprofile”

B

ERENENEEERCERMIFHEAIRE. ERPRIINEE,

ASEC B RBE EAE R

Body Cookies Headers (17) Test Results

Pretty Raw Preview Visualize SON - pre

1 vf

2]

B

‘version™: “c3wogajhwvgxr”,

3 ‘name': “AMP.asp",

4 ‘md5Checksum™: "8697131026bdbaféatTell9leBabell2”,

5 ‘description™: null,

& ‘diskFileName™: "69cc2@46-2897-11eb-9202-b71d492clcf2.asp”,
7

8

9

]

‘anyConnectModuleType™: "AMP_ENABLER",
*id": “eeff22c¢7-2898-11eb-9202-77elb953 fcdd",

typ nyconnectclientprofile”,
18 1inks' {
11 "self": "https://10.197.224.82/api/fda/latest/obiect/anvconnectclientprofiles/eeff22¢7=-2898=-11eb=-9202-77eBb953 fcdd™

B comments o Examples o

Send - Save ~

IDREFZET AR

SO MEPUTHERIE Fink EMRNBEF NI REERK, T "Saves , MTEMTR

o

-



SAVE REQUIEST

:\-Cn:||..' #3E 0 Pediman are Lineed of oleCiarTE (A ErOup o Fiuaeiii)

B et nume

Client Profile and Module

B LT RGOSR [

PUT REQUEST:https://<FDM IP>/api/fdm/latest/object/ravpngrouppolicies/{objld}

ObjldRFZ R4 EEMNId. BT RATEBNWMHEEREAIRNBTEREFEREX , IFHEUTAR
FEEinAEER

EE-—SRPEUNEERERNEE. RAE. IDAMEZ,

8 & AR

FERANIEE S BEREModule TablePIEEN BB T L AL,




+ Client Profile and Module

PUT » | httpsi/i10.197.224.82/api/fdm/latest/object/ravpngrouppelicies/74b60c8e-27ba-11eb-9202-594cbScbaldf
Params Authaorization @ Headers (10} Body ® Pre-request Script Tests Settings
® none @ form-data @ xwww-form-urlencoded @ raw @ binary @ GraphQL  JSON w

14

2 “version": "Lle2t2sspzbfy7?”,

3 “name": “"RA-VPN",

4 "banner": null,

5 "dnsServerGroup": null,

6 "defaultDomainName": null,

7 "simultaneousLoginPerlUser": 3,

8 "maxConnectionTimeout™: null,

9 "maxConnectionTimeAlertInterval™: 1,

10 "vpnldleTimeout": 30,

11 "vpnIdleTimeoutAlertInterval”: 1,

12 "ipvdlocalAddressPool™: [],

13 “ipwGLocalAddressPool™: [],

14 "dhcpScope™: null,

15 "ipvaSplitTunnelSetting”: "TUNNEL_SPECIFIED",

16 "ipwBSplitTunnelSetting™: "TUMNEL_ALL",

17 "ipvdSplitTunneNetworks": [

18

19 | | “version": “ne3zzudsspztm*,

20 "name Split-acl”,

21 "id": "71b85ceb-27ba-1leb-9282-a5addafoe8Ec",

22 "type": "networkobject"

23 ¥

24 1.

25 "ipveSplitTunneNetworks": [],

26 "splitDNSRequestPolicy”: "USE_SPLIT_TUMNEL_SETTING",

27 "splitDNSDomainList" '

28 "scepForwardingUrl™: null,

29 "periodicClientCertAuthenticationInterval™: 1,

el "enableDTLS": false,

31 "enableDTLSCompression": false,

MR 5. mmesame e

+ Client Profile and Module

PUT

Params

® none

*  hitps://10.197.224 B2/aplfidm/latest/object/ravpngrouppelicles/74b60cBe-27ba-11eb-0202-594chSchal df

Authorization @ Headers (10) Body ® Pre-request Script Tests Settings

® form-data @ wowww-formeurlencoded @ raw @ binary @ GraphQL  JSON +

N —
"enableClientDPD": false,
"clientDPDInterval: 3@,

"version": "c3wogaihvvgxr",

"clientProfiles": |
i

“AMP.asp"”,
eef22¢7-2898-11eb-9202-77e0b9531cd0",
"anyconnectclientprofile”
}
1,
"keepInstallerOnClient™: false,
"vpnTrafficFilteraCl": null,
"enableRestrictVPNToVLAN": false,
"restrictVPNTOVLANId": null,
"clientFirewallPrivateNetworkRules": null,
"clientFirewallPublicNetworkRules™: null,
"browserProxyType™: "NO_MODIFY",
rproxy”: {

"servertost”: null,

"port": null,

“type': “serverhostandport”
h

tions": []
bledAnyConnectModules'
sEnableFer 3 entlertAuthentication™:
"id": “74bé0cBe-27ba-11eb-9202-594cb5cbaldf”,
"type": “ravpngrouppolicy”,

"links": {

"self": “https://10.197.224.82/api/fdm/latest/object/ravpngrouppolicies/74b6@cBe-27ba-11eb-0202-594cbSchaldf"

}

¥

&R IE M HUNE B R RARE R ZhBE RIE RS

B comments o Exi

B comments o Examples 0 ~

Cookies Cod

Beautify



Body Cookies Headers (17) Test Results ¢ |Time: 2715 Size: 275KB Save Response

Pretty Raw Preview Visualize |SON ¥ = wm
45 "glientDPDInterval”;: 38,

46 "clientProfiles™: [

47 {

48 “version": “c3wogajhvvgxr”,

49 “name": “AMP.asp”,

58 "id": "eeff22c7-2898-11eb-9282-77e8b953 fedd™,
51 “type": "anyconnectclientprofile”

52 e

33 1.

54 "keepInstallerOnClient™: false,

55 "wpnTrafficFilterACL": null,

56 "enableRestrictVPNToOVLAN": false,

57 "restrictVPNToVLANIA": null;

58 "glientFirewallPrivateNetworkRules": null,

59 "glientFirewallPublicNetworkRules®: null,

69 "browserProxyType™: “NO_MODIFY™,

31 “proxy”: {

62 "serverdost™: null,

B3 "port": null,

64 "type": "serverhostandport” -
65 h

66 "proxyExceptions”: [],

67 “snabledAnyConnectModules”: [

68 "'START_BEFORE_LOGIN",

69 "DART",

7% "'AMP_ENABLER"

71 1,

72 "isEnablePeriodicClientCertAuthentication": false.

BHEE : LB AT THSBLIEE ., SBLIEXAEEanyconnectE Fintt BEERTRA , E4EM
F|Devices > Remote Access VPN > Group Policies > Edit Group Policy > General >
AnyConnect Client Profilefs , AT LA LB EBERE R,

SR7.BBFOMBRENZINRE, HENERBERREEINETFinRERRNER,

Pending Changes

0 Last Deployment Completed Successfully
17 Nov 2020 07:42 AM. See Deployment History

Deployed Version (17 Nov 2020 07:42 AM) Pending Version @ Leceno

o AnyConnect Group Edited: RA-VPN

- enabledAnyConnectModules[0]: DART

- enabledAnyConnectModules[1]: AMP_ENABLER

- enabledAnyConnectModules[2]: START_BEFORE_LOGIN
clientProfiles:

- AMP. asp

© AnyConnect Client Profile Added: AMP.asp

= anyConnectModuleType: AMP_ENABLER
- mdSChecksum: 8697131826bdbaf6abtiell9le8abel22

- diskFileName: 69cc2046-2897-11eb-9202-b71d409clcf2
= name: AMP.asp

MORE ACTIONS w CANCEL DEPLOY NOW

R ERE R ECE#EIXSIFTD CLI:

!--- RA VPN Configuration ---!

webvpn
enabl e out si de



anyconnect inmage di sk0:/anyconnpkgs/ anyconnect -wi n-4. 9. 00086- webdepl oy- k9. pkg 2
anyconnect profiles AMP.asp disk0:/anyconncprofs/AMP.asp

anyconnect profiles defaultClientProfile diskO:/anyconncprofs/defaultClientProfile.xml
anyconnect enabl e

tunnel -group-1ist enable

1--- Group Policy Configuration ---!
group-policy RA-VPN internal
group-policy RA-VPN attri butes
webvpn

anyconnect modules value ampenabler,dart,vpngina
anyconnect profiles value AMP.asp type ampenabler

B

E7SEFTDRY R IhEHR

B ¥ FSettings > VPN > Message History , 813 2 T SEHEMNEEHEEA

& Cisco AnyConnect Secure Mobility Client =

AnyConnect Secure Mobility Client

CISCO
Status Overview Virtual Private Network (VPN)
VPN Preferences Statistics Route Details Firewall Message History
15-11-2020
21:49:41 Contacting 10.197.224.90.
Network 21:49:52 User credentials entered.

21:49:52 Please respond to banner.

. 21:49:54 User accepted banner.

Web Security 21:49:54 Establishing VPN session...

21:49:55 AnyConnect Downloader is performing update checks...
. 21:49:55 |Checking for profile updates...

System Scan 21:49:57 |Downloading AMP Enabler Service Profile - 100%

21:49:57 |Checking for product updates...

. . 21:49:58 |Downloading AnyConnect DART 4.9.00086 - 100%
Roamlng Securlty 21:45:58 |Downloading AnyConnect SBL 4.9.00086 - 100%

21:49:59 Dowrl% AnyConnect AMP Enabler 4.9.00086 - 100%
21:50:00 I customization tes...

21:50:00 Performing any reguired updates...

21:50:11 The AnyConnect Downloader updates have been completed.

21:50:16 Establishing VPN session...

RER AR

WEDARTEABERR T FimiE 1A 2 2 AR,



/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect42/administration/guide/b_AnyConnect_Administrator_Guide_4-2/troubleshoot-anyconnect.html#ID-1427-0000001e

	設定FTD上遠端存取VPN的AnyConnect模組
	目錄
	簡介
	必要條件
	需求
	採用元件

	背景資訊
	組態
	Firepower管理中心(FMC)上的配置 
	Firepower裝置管理器(FDM)上的配置

	驗證
	疑難排解


