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DEGRYHF
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. EASA L f#EADAPAHIHostscan,
. REST APIFIFDM Rest API&E R E s EL i &5,
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FRER

BEFTDERERFIVPN(RAVPNEREXE , ©MRZHDAPH &, H6.7.0ME , FTD L8
HDAPHAPIZE, ©EHEXENRASABRBEIFTDNEAREARM|, EASALEE TDAPY EHEE
BEFTDNEAEREEAEBB HDAPHE E K&K HRA VPNE E#V K&,

BEMRINAEDAPELBEASABBEIFTD , MR TRH

- BLi& T DAP/HostscanBJASA,

. TFTP/FTP{alBRES R ASAZG R , SRASDMEAREASA,

- BITIRA6.7.0R EERA M Cisco FTD , HFirepowerst & &# 25(FDM)E I,
. BEERA VPN [FEEREFTD,

Ed

- FTIDEEMEIEMAELHEHTEENEZFAMS ( AMEMARAVPNEEER ) .
. {EfAT—{EAnyConnectfF AT B E B A ( APEX, PlusZ{ZEVPN ),
EERERFE . EEZEDevices > Smart Licenses

Smart License

Last sync: 17 Nov 20 . £+
Next sync: 17 Nov 2020 05:31 AM
SUBSCRIPTION LICENSES INCLUDED
Thl’c at M alwa e
LLi ntrod, You This Lic re Protection (AMP) with AMP for
i must have this Firepow o apply file policies that detect
lic and block m
Includes: T Intrusion Palicy Includes: Oy File Policy
LURL License RA VPN License Type PLUS w DISABLE
tions, rathe
hat filter web
Includes: URL Reputation Includes: RA-VPN

. {EBIBFDM/FTD REST APIN E X EiE L IhAE,
. DAPEZ BT EEEE % EREST APINZEREFE T,

ARG

SR, #dap xmIfEASAER T A 1#tPC/TFTPRRER. BERMERBEN T XEWE :

ASDM:



EE ZTools > File Management >File Transfer >Between Local PC and Flash.

File Transfer

Drag and drop files between your local computer and flash to upload or download them.

Local Computer

e w Fwd|# :G Refresh:uﬂew:m Delete

» Odev
» et

(1 home
» ([ Library
(1 net
() Nerwork
Copt
(1 private
(3 skin
a System
Chtmp
(O Users
(1 usr
D var
j WVolumes
.D5_Store
installer.failurereguests
file

¥ ¥ ¥y ¥Y Yy ¥y Ywy

Help

———

-

Disk(s)
|4 Back |® fwd 4 Up|(® Refresh (4 New|[ll Delete

asa941-13-Ifbff-k8.5PA
all_working_tunnels.txt
asa953-6-Ifbff-k8.5PA
anyconnect-win-4.3.03086-k9.pkg
backupconfig-1
IFbff.55A.C5Cve55674.01192017.2
Ifbff.S5A.CSCve55674.01302017.1
hostscan_4.3.05017-k9.pkg
dap.xmil

crash.txt
anyconnect-win-4.4.01054-webdeploy-k9.pk
anyconnect_rdp.xml
asa981-Ifbff-k8.5PA

show_texh.txt
Ifbff.55A.C5Cve72227.06122017.1
working_1500_count.txt
show_tech.txt

P g " p————— e T L L e R R

CLI:

ASA# copy flash: tftp:
Source filenane []? dap.xm

Address or name of renote host []? 10.197.161. 160

Destination filenanme [dap.xm]?

440 bytes copied in 0.40 secs

S BB2. &hostscanitit B & % (data.xml) Mhostscan B G IEASAE R B Aip £ E

ASDM:

EfnF|Tools > File Management >File Transfer >Between Local PC and Flash,



@ [} File Transfer

Drag and drop files between your local computer and flash to upload or download them.

Local Computer
4 % Fwd| 4 Up| Qs Refresh (3 New|[J Delete
o= .

Disk(s)
|4 Back|# Fwd 4 Up & Refresh|(3 New| [l Delete

v @ disk0:

o

o

Help

CLI:

ASA# copy flash: tftp:
Source filenane []? data.xmn

Address or nane of renote host []? 10.197.161. 160
Destination filenane [data.xm]?

500 bytes copied in 0.40 secs

ASA# copy flash: tftp:

Source filenane []? hostscan_4.9. 03047-k9. pkg
Address or nanme of renote host []? 10.197.161. 160

Destination filenane [hostscan_4.9.03047-k9. pkg] ?

56202408 bytes copied in 34.830 secs (1653012 bytes/sec)

ASAH

S B3, EHdap.xmlFldata.xml#Ibase64#m S E

EMac Lt : baseb4 -i <file>

>

>
*
v

Oleg
1 crypto_archive
(1 coredumpinfo
A sdesktop

data.xml
CJsnmp
asa932-2-Ifbff-k8.5PA
asdm-761.bin
.boot_string
asa941-13-Ifbff-k8.5PA
all_working_tunnels.txt
asa953-6-Ifbff-k8.5PA
anyconnect-win-4.3.03086-k9.pkg
backupeonfig-1
Ifbff.55A.CSCvc55674.01192017.2
Ifbff.55A.CSCvc55674.01302017.1

e mmem AW AEATT L b=



tazkhan®@TAZKHAN-M-32A3 Desktop % basets4 -i dap.xml
PD94bWwgdmVyc21lvbi@iMS4wIiBlbmNvZGluZz@iVVRGLTgiIHNGYWSKYWxvbmU9InlleyI/Pgo8ZGFwUmVib3JkTGlzdD4KPGRhcFI1Y29yZD4
KPGRhcEShbWU+Cix2YWx1ZT5XaWskb3dzPCP2YWx1ZT4KPCIkYXBOYW11Pgo8ZGFwVml1ld3NSZWxhdGlvbi4KPHZhbHV1PmFuZDwydmFsdwU+C3
wvZGFwVml1ld3NSZWxhdGlvbj4KPGRhcEJhc21jVmlldz4KPGRhcFNLbGYjdGlvbj4KPGRhecFBvbGljeT4KPHZhbHV1Pm1hdGNoLWFueTwvdmFsd
WU+CiwvZGFwUGYsaWNSPgo8YXROcj 4KPGShbWU+YWFhLmNpc2NvLNVZZXJuYWL11PCQuYW11Pgo8dmFsdwU+Y21zY288L3ZhbHV1Pgo8b3BlcmFe
aWIuPkVRPCvcGVyYXRpb24+C]jxBeXB1PmNhc2VsZXNzPC98eXB1lPgo8L2FOdHI+CiwvZGFwU2VsZWN@aWIuPgo8ZGFwU2VsZWNBawsuPgo8ZGF
wUGYsaWN5Pgo8dmFsdWU+bWFBY2gtYWE5PCO2YWx1ZT4KPCOkYXBAb2XxpY3k+CixkYXBTAWITZWx1Y3Rpb24+CixkYXBQAb2xpY3k+Cjx2YWx1ZT
5tYXRjaClhbGw8L3ZhbHV1Pgo8L2RhcFBvbGlijeT4KPGFAMHI+CixuYW1lPmVuZHBvawsaLmFuewWNvbmS1Y3QucGxhdGZvem@8L25hbWU+Cix2Y
Wx1ZT53aW48L3ZhbHV1Pgo8h3BlemFBaWIuPkVRPCOveGVyYXRpb24+CiwvYXROcI4KPCIKYXBTAWITZWx1Y3Rpb24+CiwvZGFwU2VsZWNOaWou
Pgo8L2RhcEJhc21jV¥mlldz4KPCOkYXBSZWNvemQ+CjxkYXBSZWNvemQ+CjxkYXBOYW11PgoBdmF sdwWU+YTwvdmFsdWU+CijwvZGFwTmFtZT4KPGR
heFZpZXdzUmVsYXRpb24+Cix2YWx1ZT5hbmQE8L3ZhbHV1Pgo8L2RheFZpZXdzUmVsYXRpb24+CiwvZGFwUmVib3JIkPgo8L2RheFI1Y29yZEXpe3
Q+Cag==

EWindows powershell L : certutil -encode dap.xml tmp.b64 ;findstr /v /c:- tmp.b64 > dap.b64

dap.xml tmp.b&a ; fi

rt pleted successfully.

File Edit Farmat View Hal
PD94bklwgdmVyc2lvbj@iMS4wIiBlbmNvZGluZ z@1iVVRGLT g1 IHNGYWS kYWxvbmUS
Inllcyl/PgoBZGFwUmVib3JkTGlzdD4KPGRheFI1Y29yZD4KPGRhcEShbWU+C jx2
YWx1ZT5DaXNjbzwvdmF sdWU+CjwvZGFwTmFtZT4KPGRheFZpZXdzUmVsYXRpb24+
Cix2¥Wx1ZTShbmQBL3ZhbHV1PgoBL2Rhe FZpZ XdzUmVsYXRpb24+CixkYXBCYXNp
Y1ZpZXc+CixkYXBTZWx1Y3Rpb24+CixkYXBQb2xpY3k+Cjx2YWx1ZT5tYXRjallh
bnk8L3ZhbHV1PgoBL2RhcFBYbGLl jeTAKPGFAdHI+CixuYW11PmFhYS5jaXNjby51
c2VybmFtZ TwvbmFtZTAKPHZhbHV1PmNpe 2NvPCO2YWx1Z TAKPGOWZX IhdGlvbjSF
UTwvb3BlemF@aW9uPgoB8dH1WZTSjYXNLbGY zc zwwdH1wZ TAKPCIhdHRyPgoBL2Rh
cFN1bGYjdGlvbj4KPCIKYXBCYXNpY1ZpZXc+CjwvZGFwUmVjb3 1kPgoBZGFwlmV
b3JkPgoBZGFWTmFtZT4KPHZhbHVIPIR1c3Q8L3ZhbHV1PgoBL2RhCEShbWU+Cixk
YXBWakV3c1I11bGF@aWduPgoBdmF sdWU+YWSkPCO2YWx1Z TAKPCOkYXBWalv3c131
bGF@aW9uPgoBZGFwWOmF zaWNWaWV3Pgo8 LGFwU2Vs ZWNBaWIuPgoBZGFWUGS s alNS
PgoBdmF sdWU+bWFaY2gt YWSSPCO2YWx1ZT4KPCOkYXBOb2xpY Ik+CjxhdHRyPgo8
bmFtZTShYWEUY21zY28udXNlcmShbWUBL2ShbWUHCix2YWx1ZTSOZXNOPCO2Yix1
ZTAKPGOWZXIhdGlvbjSFUTwvb3BlemF @aWIuPgoBdH1wZ TS jYXN1bGY 2 2wvdH1w
ZTAKPCO9hdHRyPgoBL2RhcFN1bGYjdGlvbj4KPCOkYXBCYXNPY1ZpZXc+CjwviGFw
UmVib3JkPgoBL2RhcFI1Y29yZExpc3Q+Ce==

¥idata.xmIBTHE R IBRE,
SR ERERRETMEBFTDMAPIBIESS.
5 ¥ Ehttps://<FTD Management |P>/api-explorer

WEEIEFTDLATAMNEEIAPIEE, EENRFDMXERN ZEGET/POST/PUT/DELETERE RV E
BEIEETEI D

{& FA B9 2 DAPXmIFHostScanPackageFile,



“ @ A Mot Secura | 10.197.224.82/#/api-axplorer T B o E N Q,’_‘;Me‘.e

NI = a i o =T N (3 (@) - 0 sdmin
Firepower Device Manage . ! ; A3 3

ci1sco k ! ’ Monitaring Palicies Objects Device: firepower 2 & = O Administrator

FTD REST API DAPXmI ShowHide  List Opesations  Expand Operations
[ et Jobject/dapxml Gat the DAPXmI configured

AP Explorer
50 soviectidapxmi Criceth v DAL comligaeration
m Jfobject/dapxmif{objid} Delote the DARKmI configuration
I Jobject/dapxmif{objld} Get tha DAPXmI configured
m fobject/dapxmif{objld) Uipdate the DAPKXmI confguration

H 5. BDAPH H#EPostman&E &,

BEASRHBE. E—T "Create, , I TEFIR.

CREATE A NEW COLLECTION

Name

DAP|

Description Authaorization Pre-request Scripts Tests Variables

This description will show in your collection’s documentation, along with the descriptions of its folders and requests.

Descriptions support Markdown

SR6. FTEHER SORNE B ITFTDHNZEAPOSTER | UENESEH REETM
POST/GET/PUTE>K, #—TSave,
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