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AR

BRERECHEMAUTERE
- RIHFHREVPN(RA VPN) TR E/E A,

- EfFiEBFirepowerEE A/ NFMC)H B,
« FEMicrosoft Windows Server t it & & £ % B 855 B 1 E (LDAP) IR %% -

BRF T
AERTHWEARRBUATKERE

« Cisco FirepowerZ B f /LR A87.3.0
« Cisco Firepower & &BH & 2<7.3.0
« Microsoft Windows Server 2016 , &t i& ALDAP{ARES
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AIERNBIEFirepowerE B A/ 0\(FMC)EE K Firepower B EFF E(FTD) L |, FREER B #3HR1H
% (LDAP)BR B MBREA0E 5 S5 FIVPN(RA VPN) B B,

LDAPR —ERAM. HEBTUNTRELERRAHE A RARFBBEMMERED B B REARE.

LDAPE M ¥R 4% Active Directory(AD)SLDAP{A ke P ZEM B EECiscoB M B BER, AR
, ERImAEVPNEFE I | EADSLDAPERECFTDHE EIRE &R RFEER  FTDEE
A] LAfE A E AR AnyConnect® FF i 52 BOE ARV 5 o

H6.2. 1}k , FMCXEEBLDAPE B HFHIRA VPN , EEEiBFlexConfigdfFMC 6.7.0hR A2

BIRLDAPIREETELE , LAMERLELDAP B ¥ BRI 48 H B3 4815 (7] IR S B BA Bt . LLINAEG.7.0MRIEEE
EEFMC LMIRA VPNELEEBEE S | TEEEM AFlexConfig.

N EE B RFMCEG.7.0MRLE ; TSEEFTDE M AE S R6.3. 00 AR A L,
HARER

= E A (B 2 40 Th 8ERY AnyConnect Apex. AnyConnect PlusZ{AnyConnect VPN OnlyZF A 5%,

E*ﬁﬁﬁq:ﬁ.[% ) %gﬂﬁfz System > Licenses > Smart Licenses.

Smart License Status Cisco Smart Software Manager € O
Usage Authorization: Autharized (Last Synchronized On May 18 2023)

Product Registration: Registered (Last Renewed On May 18 2023)

Assigned Virtual Account: SEC TAC

Export-Controlled Features: Enabled

Edit Licenses o

Mahware Defense IPS LIRL Carrier Secune Client Premies Secune Chent Schrantsge Secong Client VPN Only
Devices withouwt license Dupvices with license (1)
2, Search FTD?3 ]



FMCHYEL &5 B}
$E15/LDAP R S AL B

N % REEREBEFNED/LDAPRREN T EESWELSE, IRCREERENARSE
( TAZERAVPNHF AR S EE ) , FEMERA VPNELE,

S B 1.8 ZE sysem> Other Integrations > RealmsZ B Ff 7R o

—- Firewall Management Center

Cloud Services Realms Mdentity Sources  High Avallabiity  eStreamer  Host Input Client  Smast Software Manager On-Prom

*/Fﬁ Z.yuﬁﬁ'ﬂ_‘ ) 'Ei—-F Add anew realm.

Compare Realms

SR 3RRMADMRBMRER M B SKMFMET. BT ok
HEAERH

#7 : LDAP

¥E . AD

AD = 15 :test.com

Deploy @ @ & @ admine Il secure

Add Realm

B$ M F ¥ : CN=Administrator , CN=Users , DC=test , DC=com

B $ %1 . <Hidden>

EZADN:DC=test , DC=com



#DN:DC=test , DC=com

Add New Realm 9 X
MName* Description
Type AD Primary Domain
AD v | ]
E.q. domain.com
Directory Username* Directory Password*
E.g. user@idomain com
Base DN Group DN
E.g. ousgroup, de=cisco,de= com E.g. ow=group,dorcisco, dorcom
Directory Server Configuration
~ New Configuration
Hostname/IP Address* Port*
| | |8 |
Encryption CA Certificate*®
| LDAPS v | | seleet cenificate v |+

() Choose an interface

®) Resolve via route lookup

Interface used to connect to Directory server i)

Default: Management/Diagnostic Interface L

Add another directory

Cancel | Configure Groups and Users



FERAE—T save REFRE/BEHRER , MTEFMR.

Cancel

HER 5. 4] sate WIS AMBHMREERS "ERAL |, MTEFRR.

State

@ ) Enabled A -

RA VPNEL &

BEEERBEEENTUTSR , ZERBIRGREVPNERAE, NMRCTERBERE
ﬁSo

SR 1&%%5 Objects > Object Management.

—_—

s
a
o
5



mn nier
) t Cente Overview Analysis Policies Devices Objects Integration

Network Object Management
Intrusion Rules

A network object represents one or more P addresses. Network objects __ FwiGluding ac
reports, and so on.

F2% . EEBETP , BALE veN > Group Policy.

PN
Certihcate Map

Custom Attribute

Group Policy

IKEv1 IFPsec Proposal
IKEv1 Policy
IKEv2 IPsac Proposal
IKEvZ Policy

Secure Chient Fila




E3L  H—T Add Group Policy.

Deploy Q @ ¥+ @ adminv

eseo SECURE

Add Group Policy [NESSIZIEY

B4k . REERME,

EAERF

£ : RA-VPN

BiE: BORERAVPN!
BECHAENERE® 3 (FERE)

Add Group Policy

Py
RfA-YPH

Daadsriplicn:

Groneral Secany Client Advanced

VPN Pratocols Banng;
IP Address Pools -
DSAVING ! Whalceme 15 VP!

Spdit Tunrsbrg



Add Group Policy

MNama:*
HA=YEM

Deseription:

Genaral Secwne Client Advanced
.

Traffic Filter Access Hours:
Linrestrictad

e

Simultangous Login Per Liser;

3

5:@ 5@%5 Devices > VPN > Remote Access.

Devices Objects Integration

Device Management VPN
Device Upgrade Site To Site

1 NAT Remole Access
QoS Dynamic Access Policy
Platform Settings Troubleshooting
FlexConfig
Cartificates

B 6.2 — " Add anew configuration.

Troubleshoot

File Download
Threat Defense CLI
Packet Tracer
Packet Capture



Status Last Modifsed

A a new Confouraiinn

SR 7 3R name FIFARA VPNZRBE, 121Z VPN Protocols IZ$E Targeted Devices. 32— T Next.
ERERF :

%% : RA-VPN

VPN{#E:SSL

BEREEFTD

Remote Access VPN Policy Wizard
‘ POy ASSRTITeE 7 Connacion Profiks Securs Chenl i | ADDess & Corshoaies SLHTHTIEY
Targated Devices and Frotocols

Thii wizand will Uy yoeg Iheda® T ridparesd] manrsdl Alpa :.-cl'l"l_;l:lr i Fafmdatn
ADDEES VPN polecy WAth & Dl LiSeT - NG OONflc 0N profib

M~
R ]

Dy s ripizn:

VPN Pratocals:

S
Faac-IKEVD

Targated Devices:

Avaliable Devices solecied Devices
=
o

Spprch ETOT

)

S ER 8.8 1A Authentication Method , E2FE AAA Only. 21E1FRIE/LDAP{EARES Authentication Server. e — T~
Configure LDAP AttributeMap ( BCIELDAPIRHE )



[EAs Ty
Connection Profile:
Connection Profiles specify the wunnel group policies for a VPN connection, These policies perain to creating the

buanirieE] g, Do Aalul i .El:bﬁl'l"lpliﬁ-l'ltﬂ and hove addredses arg l&-!-ig-l'rﬁﬂ- TI'IE'!.I' alEo inchude uer atiributes, which
arg defmed in group policies.

Connection Profle Mama:® Ra=ViPN

[ 0 This name is configured as a connection aliag, it can be used o connaect to the VPN gsteway

Authentication, Authorization & Accounting (AAA):

Specity the methad of authemication (S, cerificales of bath), and the A0 servers that will be used for VPN

connachions.
Authenbcation Meathod: AA4 Only v
Authentication Server:® [ e | - l =
Fal '::-:u:klc- LOCAL Authantication
Authorizaltion Serer: Use same aulhenicalion Serer « | 4

Conhgure LDAP Attribute Map

S ER 9.2 LpAP Attribute Name H Cisco Attribute Name. 32 — T Add ValueMap.
ERERF :
LDAP & £ & #:memberOf

Cisco Attribute Name: Group-Policy



Configure LDAP Attribute Map

Realr:
AD (AD) B

LR atiribufe B

Marme Mag:

LOAP Aftrifaate Mame Cisco Aktrikuute Mame
memband v [ Group=Policy

Valua Maps!

LOWP AxpnlGube Waluea Ciscd ALnGube Valuea

Add Value Map

S B 103213 Loap Attribute value Fll Cisco Attribute value. 38 — T oK.
EARERA
LDAPE & : DC=tlalocan , DC=sec

ERBHE : RA-VPN

LOWUP atfribste Maps:

Name Map:
LDAP Aftribute Name Cizco Altribute Name
membend v Group=Policy v
Value Maps:
LDAP Attribute Value Cisco Attribute Value
de=tlalocan,do=sec RA-VPN




N s STURREEFEE S EEYR,

HER 11,3718 Addresspool AR AN Hbitb it D BL, 3 — T ok.

Address Pools
Available IPvd Pools O -I- SeElacted IPyvd Pasnls
Q, Search VPN -Pool ]

HER 12328 connection Profile Name F Group-Policy. J&— T Next.
EARETRH

EREERREM . RA-VPN

BB L . EAAA

B BmERER - LDAP

IPv4ith3ibits : VPNt

Group-Policy : &5

~ SEZ : Authentication Method. Authentication ServerflIPV4itbitith 2EERIEN S EBEREREHN

o

No-Access group-policy Simultaneous Login Per User 5| BEXTE A0 ( TR A & Z W EITEEZRINo-Accessi
Keg , BIRAFEREREAN) .



Add Group Policy

Mame:*
Mo=-Access
Description:
General Secure Client Advanced
|
Traffic Filter Access Hours:
Unrestricted v | 4

[ ST e - D
wHESENON SEThNGS

Simultaneous Login Per User:

[cl Range 0-21474

S B 13.32— T Add new AnyConnect Image 4% T ¥T18 AnyConnect Client Image ZIFTDo

Secure Client Image

The VPN gatewasy can autormatically download the latest Secure Client package (o the client device when the VPN
connection is initialed. Minimize connection Setup time by choosing the appropriate OS5 for the selected package.

Dowmload Secure Chent packages from Cisco Software Download Center.

Select at least one Secure Client image
I e Show Re-onder buttons <

Secure Client File Object Name Secun Client Package Mame Operating System

Add new ecune Chent Image

HER 14 R Name L ENREI AR FEFHREL LERK, BT sae



Add Secure Client File (7]

MName:™

mac

File Name:*

[ anyconnect-macos-4.10.07061-webdef | Browse..

File Type:*®

Secure Client Image v

Description:

=

FRISBE-TERIENBRNATRUAMALRUMER, T Ne.

Secure Client Image

The VPN gatewsy can automatically download the latest Secure Client package to the client device when the YPM
connection is initiated, Minimize connection setup time by choosing the appropriate 05 for the selected package.

Download Secure Client packages from Cisco Software Download Center.

Show Re-order buttons -+

Secure Client File Dbject Name Secure Client Package Name Operating System

Mac anyeonnect-macos-4. 10,0706 1 -webdeplay... Mac OS r

S BB 1672 Interface group/Security Zone F Device Certificate. 32— T Next.



EAERE :
NHE/ZEEE : BiE
HEIFE . A%R

N sEE - ST LUEERABypass Access Control BRI | LUEIBY B 1% (VPN) B M L5
PERE (ARERTEA).
§s
»

AAA
Metwork Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone:* InZone v +

Enable DTLS on member interfaces

A All the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called ldentity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certificate Enrollment:* SelfSigned | +
Enroll the selected certificate object on the target devices
Access Control for VPN Traffic

All decrypted traffic in the YPM tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Control Policy,

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
This option bypasses the Access Control Policy inspection, but VPN filter ACL and

authorization ACL downloaded from AAA server are stil applied to VPN traffic.

SR 17 RERAVPNEENHEE, #EH—T rinsh fF , MEFTR.



Remote Access VPN Policy Wizard

Policy Assignment 2 | Connection Profile ¥ | Secune Client 4 | Apcess & Certihcate

o

Uker Socung Chent

Remote Access VPN Policy Configuration

° Sumimiang

Duiside e

Aty

Additional Configuration Requirements

Fireswall Managamant Carter will confgung an RA VPN Policy with the following se1tngs

RPN
FTD73
RA-VPHN
RA-VPH

A Dby
AD [ADY

S B2 18. 8/ ZE Deploy > Deployment. SR IZE B AR EEIMNFTD,

BRI ERER |, MRESWHIASIFTD CLI:

<tfroot>

I--- LDAP Server Configuration ---

| dap attribute-map LDAP

map-name memberOf Group-Policy
map-value memberOf DC=tlalocan,DC=sec RA-VPN

aaa-server LDAP protocol Tdap
max-failed-attempts 4
realm-id 2
aaa-server LDAP host 10.106.56.137
server-port 389
Tdap-base-dn DC=tlalocan,DC=sec
Tdap-group-base-dn DC=tlalocan,DC=sec
Tdap-scope subtree
Tdap-naming-attribute sAMAccountName
Tdap-Togin-password #****%*

Tdap-Togin-dn CN=Administrator,CN=Users,DC=test,DC=com

server-type microsoft

| dap-attribute-map LDAP

I--- RA VPN Configuration ---!

After  the wizard completes, the following
confguration neads to be complated for VPN to
work on all device targats.

D Access Control Policy Update

An Access Control nule must be defined to allow
VPN traffic on all targeted dovicos.

0 NAT Exemption

If NAT ks enabled on the targated davices, you
mus defing 8 MAT Policy to exempt VPN traffic.

0 DNS Configuration

To resohe hosiname specifed in S84 Servers
or CA Sonmrs, configure DNS using FlexConfig
Policy on the targated devices.

0 Port Configuration

SSL will be énabléd on port 443,
IPsec-IKEvE uses port 500 and Client Services
will be enabled on port 443 for Secure Clent

B —T Deploy.



webvpn
enable Outside
anyconnect image diskO:/csm/anyconnect-win-4.10.07061-webdeploy-k9.pkg 1 regex "Mac"
anyconnect enable
tunnel-group-1list enable
error-recovery disable

ss1 trust-point Self-Signed

group-policy No-Access internal

group-policy No-Access attributes

vpn-si nmul t aneous-1ogins 0

vpn-idle-timeout 30

I--- Qutput Omitted ---!
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall

split-tunnel-network-1ist none

group-policy RA-VPN internal

group-policy RA-VPN attributes

banner value ! Wl cone to VPN !

vpn-si nul t aneous-1ogins 3

vpn-idle-timeout 30
I--- Qutput Omitted ---!

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist non

ip local pool VPN-Pool 10.72.1.1-10.72.1.150 mask 255.255.255.0

tunnel-group RA-VPN type remote-access

tunnel -group RA-VPN general -attributes

address-pool VPN-Pool
authentication-server-group LDAP

def aul t - gr oup-pol i cy No- Access

tunnel-group RA-VPN webvpn-attributes
group-alias RA-VPN enable



i

FAnyConnect®E Fim £ , EAAMHVPNERAEBBBEA , B ESHLDAPB R 2 EAYIE
FEAVAR RS

VPN:

| :
| ﬂﬂ "i Please respond to banner,

Cisco AnyConnect

I Welcormea to VPN |

ELDAPFE H EX (debug Idap 255)% |, A LA F ZILDAPB ¥ 8k ch A Prifig 18

<tfroot>

Aut henti cation successful for test to 10.106.56. 137

memberOf: value = DC=tlalocan,DC=sec

mapped to G oup-Policy: value = RA-VPN



mapped to

FEAnyConnect® Fin £ , FHAERMVPNEREEREEZEA

8 Cisco AnyConnect | asavpn.rohan.com

LDAP-Cl ass: val ue = RA-VPN

, A BRI BA R A R R

Login failed.

Group:

RA-VPN w

Username: | Administrator

VPN:

Passwaord: .

<tfroot>

%FTD-6-113004: AAA user authentication Successful

Login failed.

asavpn.rohan.com

: server = 10.106.56.137 : user = Administrator

%TD- 6-113009: AAA retrieved default group policy (No-Access) for user = Adm nistrator

%FTD-6-113013: AAA unable to complete the request Error :

Si nul t aneous | ogi ns exceeded for

reason =

user user = Admi ni strator

#ELDAPFAE F E& (debug Idap 255)/F , AJLAE FLDAPE M ¥ AR iR B LBl 1E .

<tfroot>

Aut henti cati on successful

memberOf: value =
mapped to
mapped to
memberOf: value =
mapped to
mapped to
memberOf: value =
mapped to
mapped to
memberOf: value =
mapped to
mapped to
memberOf: value =
mapped to
mapped to

for Adm nistrator to 10.106.56. 137

CN=Group Policy Creator Owners,CN=Users,DC=tlalocan,DC=sec

Group-PoTicy: value = CN=Group Policy Creator Owners,CN=Users,DC=tTalocan,DC=sec
LDAP-Class: value = CN=Group Policy Creator Owners,CN=Users,DC=tTalocan,DC=sec
CN=Domain Admins,CN=Users,DC=tlalocan,DC=sec

Group-Policy: value = CN=Domain Admins,CN=Users,DC=tlalocan,DC=sec

LDAP-Class: value = CN=Domain Admins,CN=Users,DC=tTalocan,DC=sec

CN=Enterprise Admins,CN=Users,DC=tTalocan,DC=sec

Group-PoTicy: value = CN=Enterprise Admins,CN=Users,DC=tlalocan,DC=sec
LDAP-Class: value = CN=Enterprise Admins,CN=Users,DC=tlalocan,DC=sec

CN=Schema Admins,CN=Users,DC=tlalocan,DC=sec

Group-PoTicy: value = CN=Schema Admins,CN=Users,DC=tlalocan,DC=sec

LDAP-Class: value = CN=Schema Admins,CN=Users,DC=tTalocan,DC=sec
CN=IIS_TIUSRS,CN=Builtin,DC=tTlalocan,DC=sec

Group-PoTicy: value = CN=IIS_IUSRS,CN=Builtin,DC=tlalocan,DC=sec

LDAP-CTlass: value = CN=IIS_IUSRS,CN=Builtin,DC=tlalocan,DC=sec



memberOf: value = CN=Administrators,CN=Builtin,DC=tTalocan,DC=sec
mapped to Group-Policy: value = CN=Administrators,CN=Builtin,DC=tTalocan,DC=sec
mapped to LDAP-Class: value = CN=Administrators,CN=Builtin,DC=tlalocan,DC=sec
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