Eig;ﬂ%ﬁﬁ&( LRI RVPNER EN RN

B &

5N

DEFEY

KR Y

k]

RER

ERAVPN{E A & T 5 3B E N W25 04T

HEE i [m A SR R SR A SRR B Y T 2 8 B
FIF 9 EiEB & Th AL

EREELTHTEVPNHFERE

s

AXEMEMAE RN ECERER AT AR LR RGEHEENFRR T ERENERHEVPN,
wsS , ERK/INEREEERNAEER  SEMERETUBARENGANET. HREIW
ERETSFEDRRIBEEMEER, E0IBNEHRE,

DEGRYHF

;R
SREBEBREUTESE

R

- Eim 7 BVPN
- BHR Pythonﬁ‘t SR A

sRATH
FIERFTIR A BT BRRIFER Cisco ASAZFTDEX B8 M HERE MR A

Fi&E : Pandas, Streamlit, CSV&IMatplotlib2 £ & —LPythonE,

ANHPHNEARBRBRBEERETREANEEMEL. NP EAZNAMBEERERREHEER (
) WAEREREE), MRENMBIEFED , FHRREEBRBEHE S Mpythonts & AIEEE K HY

Lif |

BEMFZLAHEABTETHRAERTHEER , BEVPNRTITENERERERZEM, ES

oD
2

o



HVPNEFRENEFRAKNERN , EREESERTENERRIELVPNRE, BMEHAEN
REFBOASAEHTRNEH  FEE-—RHEBHARKERERBEALTEZES , ER—EE
RNER  MRFHERAUAFTEHERNERE,

BRRTTR

R B e A ZEPythonREMBFR TE AT ARNER TEXREHENER N , BXRET U ARBE
WEMDHER, RENKRELVPNRESEFERA.

ERVPNfER & N G+ BB R 597

ERBON K FEEFSERNERAERE, BYNHRERRAHBERHNRE, LT Cisco ASA#
THHSRMNTHRAER

- show vpn-sessiondb anyconnect
- show conn
PythontZfENetmikoT] iAsshZEIZ B, ETHSL DL,

ci sco_asa_device = {
"host": host,
"username": usernane,
"password": password,
"secret": secret,
"device_type": "cisco_asa"
}
net _conn = Connect Handl er (**ci sco_asa_devi ce)
conmmand = "show vpn-sessi ondb anyconnect”

conmand_out put = net _conn. send_comuand( conmand)
EEEFEHWEVPNEREFHBMERAR ( B2/ BT MR —EFNELE ) , BR—XHN&
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#listl is the list of user counts collected in a day
#list2 is the list of connection counts in a day

listl. sort()
max_vpn_user = |istl[-1]
list2.sort()

max_conn = |ist2[-1]

df 1. append( [ max_vpn_user, max_conn])
REER —ESRNER ST NREE , IERMERNENTLUMES —ERIINERERRFERE
BA, EEHERNREENES.

i mport pandas as pd



df = pd. Dat aFrame(df1, colums=['Max Daily VPN Users Count',' Max Daily Concurrent
Connections'], i ndex=<date range>)

Daily Max VPN user Count - Max concurrent count

3 186
5 148
2 160
17 250
23 340
34 360
27 258
26 250
31 320
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df . pl ot ()

mat pl ot | i b. pypl ot . show()

350 Max Daily Concurrent Sessions

Max Daily VPN Users Count

300
250

200

2018 Tue 02 Wed 03 Thu 04 Fri 05 Sat 08 Jan 07 Mon 08

WMRVPNEAERHBERNWHERIVPNERIRNAE , AT ERATHEE .

- EEERHNFVPNERE,

- BIBASARVHT ERIEREER , EREREHBER.

- BCPUMI/S R,
—REEAANBZ2AEIREESRSRTEIHEE.,

HETE it [0 A 2R AR BA S AN SR AR BE AV ST IR 9



Show conn output on Cisco ASAT AR EEA M GFMERN , FlIRER R ALFEREERINIHEE
, AR BEREB XENERE (ML THAEN ).

SourelP Destination IP Service Bytes

10.10.1.1 |10.30.2.2 tcp/445 1234
10.10.1.2 |40.5.2.3 tcp/443 2341
10.10.1.4 |42.4.2.33 tcp/80 5432
10.10.2.3 |52.3.2.34 tcp/443 1223
10.10.6.5 [10.30.22.2 tcp/80 212
10.10.3.2 |10.30.2.3 udp/389 1212
10.10.3.4 |32.3.22.2 tcp/443 2123

{52 FNetaddr python#& 48 A] LASE 22 1tk i§ FE S VB AR R 37 0 B B S\ S04 38 F A SR AR BR B 7R

for f in df[' Responder IP]:

private. append(| PAddress(f).is_private())
df["private'] = private
df _ext = df[df['private'] == Fal se]

df _int = df[df['private’] == True]
ERAEREBHZR.

SourelP Destination |Service Bytes
10.10.1.1 |10.30.2.2 |tcp/445 1234
10.10.6.5 ]10.30.22.2 |tcp/80 212
10.10.3.2 (10.30.2.3 |udp/389 1212
ERABREBHER.

SourelP Destination |Service Bytes
10.10.1.2 |40.5.2.3 tcp/443 2341
10.10.1.4 |42.4.2.33 |tcp/80 5432
10.10.2.3 |52.3.2.34 |tcp/443 1223
10.10.3.4 (32.3.22.2 |tcp/443 2123
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VPN Usage
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Traffic Segregation - Internal and External
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inmport streamit
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#traffic_ptg being a 2D array containing the data collected as in the table above

d = st.slider('Days',1,30,(1,7))

i dx = pd.date_range('2018-01-01', periods=7, freq="D)

df = pd. Dat aFrame(d<subset of the list traffic_ptg based on slider

val ue>, col ums=["' External ',"’

st. bar_chart (df)

Internal '], index=idx)
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#connections. csv contains the connection events from ASA and events_wi th_app. csv contains
connection events with Application details fronFTD

df 1 = pd.read_csv(‘connections.csv’') df2 = pd.read_csv(‘events_with_app.csv') df_nerged =

pd. mer ge(df 1, df 2, on=[ ' Source | P, ' Destination IP ,"'Service'])

Soure P Destination |IP Service Bytes Application
10.10.1.1 |10.30.2.2 tcp/445 1234

10.10.1.2 |40.5.2.3 tcp/443 2341 | Microsoft
10.10.1.4 |42.4.2.33 tcp/80 5432 | Microsoft
10.10.2.3 |52.3.2.34 tcp/443 1223 |Office365
10.10.6.5 |10.30.22.2 tcp/80 212

10.10.3.2 |10.30.2.3 udp/389 1212

10.10.3.4 |32.3.22.2 tcp/443 2123 |Youtube

—BES LRERE |, ST URBEAENEiBPanda¥ S &R

df 2 = df. groupby(' Application')

df 3 = df2[ "' Bytes'].su

Application
Microsoft 7773
Office365 1223

Teamviewer 1234
Youtube PAVE
Name: Bytes, dtype: int64
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import matplotlib.pyplot as plt

apps = ['Ofice365', '"Mcrosoft', 'Teanviewer', 'Youtube']
app_sel ect = st.sidebar.multiselect('Select Apps',activities)

# app_bytes - list containing the applications and bytes

pl t. pi e(app_bytes, | abel s=apps)
plt.title(" Application Usage')

st. pypl ot ()
External Traffic - Application usage
Select Apps
Application Usage
Office365
Office365

Teamviewer

Microsoft
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Top VPN users, Select ane o filter... 1
uSeIe - External Traffic - Application usage
Application Usage - per selected user
Office365
Youtube
Microsoft

Teamviewer
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