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Cat-3560

Swi t ch#configure terminal

Swi t ch(confi g) #hostname Cat-3560

!--- Sets the hostname for the switch. Cat -
3560( confi g) #vlan 2

Cat -
Cat -
Cat -
Cat -
Cat -
Cat -
Cat -
Cat -
Cat -
! --—- VLAN should already exist in the switch for a
successful authentication. Cat-3560(confi g-vl an)#exit
Cat -

3560( confi g- vl an) #name SERVER

3560( confi g-vl an) #vlan 3

3560( confi g- vl an) #name VOICE

3560( confi g-vl an) #vlan 4

3560( confi g- vl an) #name MARKETING

3560( confi g-vl an) #vlan 5

3560( confi g- vl an) #name SALES

3560( confi g-vl an) #vlan 6

3560( confi g- vl an) #name GUEST_and_ AUTHFAIL

3560( confi g) #interface vlan 2
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Cat - 3560(config-if)#ip address 172.16.2.1 255.255.255.0
Cat - 3560( confi g-if)#no shut

!--- This is the gateway address for the RADIUS Server.
Cat - 3560(confi g-if)#interface vlan 3

Cat - 3560(config-if)#ip address 172.16.3.1 255.255.255.0
Cat - 3560( confi g-if)#no shut

!--- This is the gateway address for IP Phone clients in
VLAN 3. Cat-3560(config-if)#interface vlan 4

Cat - 3560(config-if)#ip address 172.16.4.1 255.255.255.0
Cat - 3560( confi g-if)#no shut

!--- This is the gateway address for PC clients in VLAN
4. Cat-3560(config-if)#interface vlan 5

Cat - 3560(config-if)#ip address 172.16.5.1 255.255.255.0
Cat - 3560( confi g-if)#no shut

!--- This is the gateway address for PC clients in VLAN
5. Cat-3560(config-if)#exit

Cat - 3560( confi g) #ip routing

!--- Enables IP routing for interVLAN routing. Cat-
3560( confi g) #interface range fastEthernet 0/1 - 4

Cat - 3560( confi g-i f-range) #shut

Cat - 3560( confi g-i f-range) #exit

Cat - 3560( conf i g) #interface fastEthernet 0/24

Cat - 3560( confi g-i f) #switchport mode access

Cat - 3560( confi g-i f) #switchport access vlan 2

!--- This is a dedicated VLAN for the RADIUS server.
Cat - 3560( confi g-i f) #spanning-tree portfast

Cat - 3560( config-if)#exit

Cat - 3560( conf i g) #interface range fastEthernmet 0/1 ,
fastEthernet 0/4

Cat - 3560( confi g-i f-range) #switchport mode access

Cat - 3560( confi g-i f-range) #switchport voice vlan 3

!--- You must configure the voice VLAN for the IP phone

when the !--- host mode is set to multidomain. !---
Note: |f you use a dynamic VLAN in order to assign a
voi ce VLAN !--- on an MDA-enabl ed switch port, the voice

device fails authorization.

Cat - 3560( confi g-i f-range) #dotlx port-control auto

!--- Enables IEEE 802.1x authentication on the port.

Cat - 3560( confi g-i f-range) #dot1lx host-mode multi-domain
!-—- Allow both a host and a voice device to be !---
authenticated on an IEEE 802.l1lx-authorized port. Cat-
3560( config-if-range)#dotlx guest-vlan 6

Cat - 3560( confi g-i f-range) #dotlx auth-fail vlan 6

!--- The guest VLAN and restricted VLAN features only
apply to the data devices !--- on an MDA enabled port.
Cat - 3560( confi g-i f-range) #dotlx reauthentication

!--- Enables periodic re-authentication of the client.
Cat - 3560( confi g-i f-range) #dotlx timeout reauth-period 60
!I--- Set the number of seconds between re-authentication
attempts. Cat-3560(config-if-range)#dotlx auth-fail max-
attempts 2

!--- Specifies the number of authentication attempts to
allow !--- before a port moves to the restricted VLAN.
Cat - 3560( confi g-i f-range) #exit

Cat - 3560( conf i g) #interface range fastEthernet 0/2 - 3
Cat - 3560( confi g-i f-range) #switchport mode access

Cat - 3560( confi g-i f-range) #dotlx port-control auto

!--—- By default a 802.1x authorized port allows only a
single client. Cat-3560(config-if-range)#dotlx guest-
vlan 6

Cat - 3560( confi g-i f-range) #dotlx auth-fail vlan 6

Cat - 3560( confi g-i f-range) #dotlx reauthentication

Cat - 3560( confi g-i f-range) #dotlx timeout reauth-period 60




Cat - 3560( config-if-range)#dotlx auth-fail max-attempts 2
Cat - 3560( confi g-i f-range) #spanning-tree portfast

Cat - 3560( confi g) #ip dhcp pool IP-Phones

Cat - 3560( dhcp-confi g) #network 172.16.3.0 255.255.255.0
Cat - 3560( dhcp- confi g) #default-router 172.16.3.1

Cat - 3560( dhcp-confi g) #option 150 ip 172.16.2.201

!--- This pool assigns ip address for IP Phones. !---
Option 150 is for the TFTP server. Cat-3560(dhcp-

confi g)#ip dhcp pool Marketing

Cat - 3560( dhcp-confi g) #network 172.16.4.0 255.255.255.0
Cat - 3560( dhcp- confi g) #default-router 172.16.4.1

!--— This pool assigns 1ip address for PC clients in
Marketing Dept. Cat-3560(dhcp-config)#ip dhcp pool Sales
Cat - 3560( dhcp- confi g) #network 172.16.5.0 255.255.255.0
Cat - 3560( dhcp- confi g) #default-router 172.16.5.1

!--— This pool assigns 1ip address for PC clients in
Sales Dept. Cat-3560(dhcp-config)#exit

Cat - 3560( confi g) #ip dhcp excluded-address 172.16.3.1

Cat - 3560( confi g) #ip dhcp excluded-address 172.16.4.1

Cat - 3560( confi g) #ip dhcp excluded-address 172.16.5.1

Cat - 3560( conf i g) #aaa new-model

Cat - 3560( confi g) #aaa authentication dotlx default group
radius

!-—- Method list should be default. Otherwise dotlx does
not work. Cat-3560(config)#aaa authorization network
default group radius

!--- You need authorization for dynamic VLAN assignment
to work with RADIUS. Cat-3560(config)#radius-server host
172.16.2.201 key CisCol23

! -—-- The key must match the key used on the RADIUS
server. Cat-3560(config)#dotlx system-auth-control

!--- Globally enables 802.1x. Cat-3560(confiQ)#interface
range fastEthernet 0/1 - 4

Cat - 3560( config-if-range)#no shut

Cat - 3560( config-if-range)#+z

Cat - 3560#show vlan

VLAN Nane St at us Ports
1 default active Fa0/1,
Fa0/2, Fa0/3, Fa0/4

Fa0/ 5,
Fa0/ 6, Fa0/7, FaO/8

Fa0/ 9,
Fa0/ 10, Fa0O/11, Fa0/12

Fa0/ 13,
Fa0/ 14, Fa0/15, Fa0/16

Fa0/ 17,
Fa0/ 18, Fa0/19, Fa0/20

Fa0/ 21,
Fa0/ 22, Fa0/23, GO0/1

Go/2
2 SERVER active Fa0/24
3 VOICE active Fa0/1,
Fa0/4
4 MARKETI NG active
5 SALES active
6 GUEST_and_AUTHFAI L active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddi net-default act/unsup

1005 trnet-defaul t act/unsup
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Lt & 5145 7 M Microsoft Windows XP Extensible Authentication Protocol(EAP)over LAN(EAPOL)fE
A&

1. 1#1EStart > Control Panel > Network Connections , ##% — T fA#Local Area Connectionif
E1EProperties,

2. 7 "General, BB TE#EE | i®AShow icon in notification area.
3. £ AuthenticationE & T , i+ Enable IEEE 802.1x authentication for this network.
4. FSEAPE B £% E AMD5-Challenge , 215 T RHIFT R



L Local Area Connection Properties | 1] x|

Gereral  Authenbcstion IAdm'mcll
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Elhenmet sl
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EAP type: |HD5-D1¢IH19¢ ﬂ

Erooeties

r . m - . -
Authenticate 85 oMt compibel Infoimnation &

™| Authenticate as quett when wser of computer infoumation i
unavalabls

1,3 Cancel

TRELSR , BEFIREESEDHCPRIMREREEUPHE 1,

1. 1#1ZStart > Control Panel > Network Connections , A% — T fA#Local Area Connectionif
iE#EProperties.
2. F£GeneralHE T , #&— TInternet Protocol(TCP/IP) , #A# & — T Properties.

3. i##£O0btain an IP address automatically.
Internet Protocol {TOP/IP) Properties d |

Emuall

*f'ou can get IP setings assigned asutomatically £ pour nebeark, suppoits
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" Wga the following IF addisss:
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oK Cancel
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RELSE EEIPEZHT021xTHRE.

HI}

1. & SettingsiZ &t LA 55 1802.1X Authenticationz% & , A% i&1ZSecurity Configuration > 802.1X
Authentication > Device Authentication,

2. #&Device Authenticationi®18 3% & AEnabled,

3. ¥ Save# &,

4. i#1£802.1X Authentication > EAP-MD5 > Shared Secret , ATE E5E L SR EHE,

5 MARFSIE K ARRME. IR ZRLEANRCENEFZTZE , HEFRFRNEER
Sk, , BERSHEE  YETRRERE, IE : IREEF L2021 XEHREFIHAITH
BEE , ISMBRUATIGENMDSEASER, X BiilBHMEE , NEBIDNESE, %#
EIDAES2IxE M RFENFEAELE. EREFEBENE—MACHUMLTEY , UUATHER
AR : CP-<model>-SEP-<MAC>, 5z , CP-7970G-SEP001759E7492C., HRAZEMEN
, B2 BH802.IX B DB FERTE,

SERELSR , BEIPEFEUDHCPRIREFEEUPH 4L,

1. ¥ Settings 1% & LA 55 BINetwork Configurationz% & , A% iEENetwork Configuration,

2. REHARBR OB IE, EME , R, R TERYHRSEER AR UNEXRHEE
BIE, SESLFIBEAY  EKEBER. AEEHRHBERGHETE K BELESF
10048 , REBEEE™ .

3. REVEIDHCP Enabledi#18 , A& iZYesHKERADHCP,

4. #HSaveE i,

i

FERFHAS  BRENERREEREF.

PCE F i
MRRECERTR , PCEFREBETBHETUBALEAEEBNERE,

.;,.u' Local Area Connection H

Chok; bheere: bo enber your User name and passwond For the:
netvaork,

1. B—T8RF , kROER : " ASEERE
REZBNBRRAARE, TE : MDATERFHKESORENIETF. B2, R TESHREX
R, ENEBRERAMDANERE LERENKECH , TUFETREETRE.


//www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7961g_7961g-ge_7941g_7941g-ge/5_1/english/administration_sccp/guide/7961net.html#wp1041323

Local Area Conmection

| zer name: mikk-meneger
Pﬂaﬂ"-":"d l--lI-l--lI-Il
Lagan damain
Lok | | Caesl |

2. M AEREEBBNERR,
3. MRARBRIRAL , FEBE R A EBINIEBFEERERMping) S & ER, XX : IR
HBEWER , FREEAERBINEZBESIER

i Local Area Connection ®

Windows was unable to kg you on to the network

PR

BIBIPEFEHAY802.1X Authentication Statusi® 28 7] LA BS 122 B 19 B S AR &E,

1. ¥ SettingsZ it LAFHE802.1X Authentication Real-Time Stats , R i&1ZSecurity
Configuration > 802.1X Authentication Status.
2. Transaction Statusf& & Authenticated. MFEFFMER , FSF802. 1 XEF AR, EXK
: BT LLiEiBSettings > Status > Status Messageski & & 10 BB RE,

LK) Bt ]
MRBWAEAEEBER | FRBTBM L H9802. 1R,

1. 2, T TRAUTHOR ZEDHY SE AR 1B AR EE,

Cat - 3560#show dotlx all summary

Interface PAE dient St at us
Fa0/1 AUTH 0016.3633.339c AUTHORIZED
0017.59e7.492c AUTHORIZED
Fa0/2 AUTH 0014.5e94.5£99 AUTHORIZED
Fa0/3 AUTH 0011.858D.9AF9 AUTHORIZED
Fa0/4 AUTH 0016.6F3C.A342 AUTHORIZED

001a.2£80.381f AUTHORIZED

Cat - 3560#show dotlx interface fastEthernet 0/1 details


//www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7961g_7961g-ge_7941g_7941g-ge/5_1/english/administration_sccp/guide/7961net.html#wp1041440

Dot 1x Info for

Fast Et hernet 0/ 1

PAE

Port Cont r ol
Control Direction
HostMode

ReAut henti cati on
Qui et Peri od
Server Ti neout
SuppTi neout

ReAut hPeri od
ReAut hivax

MaxReq

TxPeri od

Rat eLi m t Peri od
Aut h- Fai | -Vl an
Aut h- Fai | - Max- att enpt s
Quest - VI an

AUTHENTI CATOR
AUTO

Bot h
MULTI_DOMAIN
Enabl ed

10

30

30

60 (Local ly configured)

Dot 1x Aut henticator Cient List

Domain
Supplicant
Auth SM State
Auth BEND SM State
Port Status
ReAut hPeri od
ReAut hActi on
Ti meToNext Reaut h
Aut henti cati on Met hod
Aut hori zed By

VI an Policy
Domain
Supplicant

Auth SM State
Auth BEND SM State
Port Status
ReAut hPeri od
ReAut hActi on
Ti meToNext Reaut h
Aut henti cati on Met hod
Aut hori zed By

o i Ak Th R HERRVLANGR

Cat - 3560#show vlan

VLAN Nane

SERVER

VOICE

MARKETING

SALES

GUEST _and_AUTHFAI L
1002 fddi-default

1003 token-ring-default
1004 fddi net-defaul t

vk WN

sCN0

DATA
0016.3633.339c
AUTHENTICATED
IDLE
AUTHORIZED
60
Reaut henti cat e
29
Dot 1x
Aut henti cation Server
4
VOICE
0017 .59e7.492c
AUTHENTICATED
IDLE
AUTHORIZED
60
Reaut henti cat e
15
Dot 1x
Aut henti cation Server
St at us Ports
active Fa0/ 5,
FaO/ 9,
Fa0/ 13,
Fao0/ 17,
FaO/ 21,
GO0/2
active Fa0/24
active Fal0/1,
active Fal0/1,
active Fa0/3,
active
act/unsup
act/unsup

act/unsup

Fa0O/ 6, Fa0O/7, FaO/8
Fa0O/ 10, FaO/ 11, Fa0O/12

FaO/ 14, FaO/ 15, Fa0/16
Fa0/ 18, Fa0/ 19, FaO/ 20
FaO/ 22, Fa0/23, GO0/1

Fa0/4

Fa0/2

Fa0/4



1005 trnet-default act/unsup
!I'--— Output suppressed.

2. B EBRE RN R BEDHCPRGMRE,

Rout er #show ip dhcp binding

| P address Har dwar e addr ess Lease expiration Type

172.16.3.2 0100. 1759. e749. 2¢ Aug 24 2007 06:35 AM Aut omati c
172.16.3.3 0100. 1a2f . 8038. 1f Aug 24 2007 06:43 AM Aut omati c
172.16.4.2 0100. 1636. 3333. 9¢ Aug 24 2007 06:50 AM Aut omati c
172.16.4.3 0100. 145e. 945f. 99 Aug 24 2007 08:17 AM Aut omati c
172.16.5.2 0100. 166F. 3CA3. 42 Aug 24 2007 08:23 AM Aut omati c
172.16.5.3 0100. 1185. 8D9A. F9 Aug 24 2007 08:51 AM Aut omati c
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