EAPD EREBHEMITA
H 8%

EaEm
EIRES R B FEE
BERFAIREIMNEEHE
Microsoft Windows 2 #5E R 75
BRIE
AnyConnect NAM
Microsoft Windows Native Supplicant% = 3% 88 AnyConnect NAM
SE
1P Q5
RADIUSH#9 5 B¢
EAP-TLSHH) 4 BY
EAP-TLS =

AnyConnect
Microsoft Windows A #5& 5K 75

&

AR MATER TRR 5 OB (EAP) R L 8 T HEHR,
BREMN

AXHHEEDIEFINBUT EANEENE

- BEE. RENGIRAAARRBEREAERSORERE — EHERL(EAP-TLS)EFEHN
ARSI EBENTE

« BRAIBREEAP-TLSEFNEFIHZEESRNITA

- [EBE A Microsoft Windows Native Supplicant® F i #Cisco AnyConnect Network Access
Manager(NAM)B Y B #2451

« IP, RADIUSHIEAP-TLSHH 2 BRABERIZALEFHTHEHBRE

- RADIUSEEEZABWET(MTU)EE



. AAAFIRREHIITEAP-TLSERVES BB T B
B R

BREZBEEMBUT EE

- EAPFIEAP-TLSI#E
- BRB MR SIZ(ISE)NEE
« Cisco Catalyst3X #2## CLIEL &

EERANNAR , XHEHEAPHMEAP-TLSERIFHIERE,

1l BR 253R [2] /Y 78 & 52

AAAE AR 85 (55 R 43 1 ] IR BS (ACS) FISE) 2R #4 IR Bl #5 45 {al AR 83 Hello M A fR 25 5 EMEAP-TLSE B3
KT

438 TLSv1 362 Server Hello, Certificate, Certificate Request, Server Hello Done

T T L ek L e e L U e S o L = b e LG S B L e LSS

= Secure Snckets Layer
¢ TLSvl Record Layer: Handshake Protocol: Server Hello
= TLSvl Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Yersion: TLS 1.0 (0x0301)
Length: 2239
= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2235
Certificates Length: 2232
= Certificates (2232 bytes)
Certificate Length: 1363
¢ Certificate (id-at-commonName=Llise.example.com)
Certificate Length: 863
+ Certificate (id-at-commonName=win2812, dc=example, dc=com)

ISE & 7 3% & (J8 F & #8(CN)=lise.example.com)E2 25 CN=win2012,dc=example , dc=comfIEE
A (CA)—#2IRE, ACSHISEMTAME.

Ap R 7R B 1Y 7% B 52

Microsoft WindowsZ< #3555k 5



AEAEAP-TLSTELE I Microsoft Windows 74 #5ER A ( BERERiEE 'HERSEE, ) T2
BErEFIRBEENTEHER,

EEFRAEERRERARSZFETENCA ( TRE ) #2K , R EWTA
L RBIER £ — B EHE H P REServer HelloM Certificate #H B3
EZBED |, ISEREHCAFERAEERZBCN=win2012,dc=example , dc=comiE TR,

B2 , ZEEMicrosot ERAEIEHPHNFERAEZTERHTREACAZERER , CN=CA , C=PL , S=Cisco
CA , L=Cisco CA , O=Cisco CA,

T b |

Certificate @

General | Details | Certification Path

Shaow: | <All= -
Field Value i
B'u'ersinn i
Bﬂerial number J0fe9c3dalel 31cdd8 =
BSignamrE algorithm chalRSA
BSignamrE hash algorithm shal B

CA, PL, Cisco CA, Cisco CA, Ci...
B'u'alid from Saturday, September 13, 201...
=] valid to Sunday, September 13, 2015 ...
I-_rli:h thiert Win7 Bl Maz Krakbmw Ciern -
CN =CA
C=PL
&5 = Cisco CA
L = Cisco CA
0 = Cisco CA

H itk , Microsoft WindowsF@ERFEFEAEFmEEETEE. HFTH
CA(CN=CA , S=PL , S=Cisco CA , L=Cisco CA , O=Cisco CA)KE#R,



Lenglh: 481
Type: TLS EAP (EAP-TLS) (13}
E EAP-TLS F'|ﬂ-‘|.: Breg
b |3 EAP-TLS Frageents (1549 byles): #439{1482), «441{477)]
= Secure Sockels Layer
= TLSwl Record Layer: Handshake Protocel: EMuliiple Handshake Hessages
Cantenl Type! Handshales (22)
Versiom: TLS 1.8 (B6x@®E1)
Lemgth: 1895
= Handshake Profocol: Certificale
Hardshake Type: Certificate (11]
Lemgth: 1111
Certilicates Lemgih: 1188
* Certificates (1108 byltes)
Certificate Length: 1186

Coartificate [(id-at-{ oancrdlanechlin?, Ld-at-ceamir yHawe=l , [d-al-slatelaPray ifd eRane=NaF . jid-at-ladal il yNane=Kr il el | Bd-al -argen kFal orManeal iwial

HRALITA , AR ERBEFIGFERTEZEZIBE, A HIEMicrosoft Windows 7 SP1
Professional & .

R B
TENIFEEEREEACSHISENREREFL (FTACANFCARERTFHESE ) -
HACSTISELAIMERRATZERE[E, SETARTZEEEENEAMNISERS

12514 EAP-TLS failed SSL/TLS handshake because of an unknown CA in the client
certificates chain

RERAIFRS LNIERTEE. BEAARRFSEE "KIRCHEEAPEE

L] show Live Sessions {5 Add or Remove Columns = 45 Refresh 3 Reset Repeat Counts

L JStatus o identity Endpointip © | Event

] | ] N
2014-09-13 22:29:50... @ a win7 00:50:86:11:ED: 31 Endpoint abandoned EAP session and started new
2014-09-13 22:253:45... @ a Win? 00:50:86:11:ED: 31 Endpoint abandoned EAP session and started new
2014-09-13 22:25:40... & a win? 00:50:86:11:ED: 31 Endpoint abandoned EAP session and started new
2014-08-13 22:2%:35... @ a Win? 00:50:88: 1 1:ED: 21 Endpoint abandoned EAP session and started new

AnyConnect NAM

AnyConnect NAMR B ILIRHl, EHBENIERT , cEMNEBNEFinE S ( S NERAD
CA) :



FIF CRFCTLT T IRty 1Z008F UFITSf: FEITI900 . S IJTEPeOr]
= Sadiire Sockats L-’l!'l'.ll
* TL%¥1 Record Layer: Mandshake Protetal: Certificate
Content Type: Handshake [22)
Werslon: TLS 1.0 {Oz05b1)
Lengih: 1978
= Handshake Protocols Certificate
Handshake Type: Certificate (11K
Lengih: 1974
Cortificates Length: 1971
= Cortiflcates (1971 bytes)
Certificate Lemgih: 110%
b Certiflcate [id-at.connondlansshl ind, id-ats countrgblanesil , id-at s taleOo row indcellamesfar  Ld-als Lo dllt'l'-l.’l‘h*“. A emman L2l lonilenesC 150 o)
Certificate Length: 8BGO
Coertificate [id-al-¢onnordlanesCl, id-at-countryltmesPL, Id-at-statedrPoov indelanesd isco CA, id-at-local ityNane=Cisce CA, id-at-orgen et lonianesC isco

Microsoft Windows Native Supplicant® F ixE2AnyConnect NAM

ERERIEEREEE , AnyConnect NAM{E 5t

ENENAMBRIE RIB1T , E{NHAREEEMicrosoft Windows AP - EEAPE XA | ET e ER,
Microsoft WindowsZ<#5&5k /7 H I B RE,

AT R BB R =B,
5 FH LU #5 © £ Microsoft Windows £ Bt BR it -

*

C:\netsh ras set tracing * enable

ER ¥t (c:\windowsl\trace\svchost_RASTLS.LOG)Z 7~ :

<{froot>

[2916] 09-14 21:29:11:254: >> Received Request (Code: 1) packet: Id: 55, Length:
6, Type: 13, TLS blob length: 0. Flags: S

[2916] 09-14 21:29:11:254: << Sending Response (Code: 2) packet: Id: 55, Length:
105, Type: 13, TLS blob Tength: 95. Flags: L

[1804] 09-14 21:29:11:301: >> Received Request (Code: 1) packet: Id: 56, Length:
1012, Type: 13, TLS blob Tength: 2342. Flags: LM

[1804] 09-14 21:29:11:301: << Sending Response (Code: 2) packet: Id: 56, Length:
6, Type: 13, TLS blob length: 0. Flags:

[1804] 09-14 21:29:11:348: >> Received Request (Code: 1) packet: Id: 57, Length:
1008, Type: 13, TLS blob length: 0. Flags: M

[1804] 09-14 21:29:11:348: << Sending Response (Code: 2) packet: Id: 57, Length:
6, Type: 13, TLS blob length: 0. Flags:

[1804] 09-14 21:29:11:363: >> Received Request (Code: 1) packet: Id: 58, Length:
344, Type: 13, TLS blob Tlength: 0. Flags:

[1804] 09-14 21:29:11:363: << Sending Response (Code: 2) packet: Id: 58, Length:
1492, Type: 13, TLS blob Tength: 1819. Flags: LM

[3084] 09-14 21:31:11:203: >> Received Request (Code: 1) packet: Id: 122, Length:
6, Type: 13, TLS blob length: 0. Flags: S

[3084] 09-14 21:31:11:218: << Sending Response (Code: 2) packet: Id: 122, Length:
105, Type: 13, TLS blob Tength: 95. Flags: L



[3420] 09-14 21:31:11:249: >> Received Request (Code: 1) packet: Id: 123, Length:
1012, Type: 13, TLS blob length: 2342. Flags: LM

[3420] 09-14 21:31:11:249: << Sending Response (Code: 2) packet: Id: 123, Length:
6, Type: 13, TLS blob length: 0. Flags:

[3420] 09-14 21:31:11:281: >> Received Request (Code: 1) packet: Id: 124, Length:
1008, Type: 13, TLS blob length: 0. Flags: M

[3420] 09-14 21:31:11:281: << Sending Response (Code: 2) packet: Id: 124, Length:
6, Type: 13, TLS blob length: 0. Flags:

[3420] 09-14 21:31:11:281: >> Received Request (Code: 1) packet: Id: 125, Length:
344, Type: 13, TLS blob length: 0. Flags:

[3420] 09-14 21:31:11:296: <<

Sendi ng Response (Code: 2)
packet: Id: 125, Length:
1492

, Type: 13,

TLS blob I ength: 1819. Flags: LM

B % — &R Z EMicrosoft Windows A #FER T BIEME FinEE ( EAP-TLSH B1,EAPK/INA
1492 ) , RiEMW , Wireshark REERZERS :

Protocol| Length| Info

mirﬁiﬁmmmmm_mm&iﬁégﬁaﬁgé:mfHEﬁEI¥;mmmmmmmmmmmm_mmmm_mmmmmmm_mmmmmmmmmmmm_mmmm_

MEZENTAUREEEE ; HE—EREAP-TLSEFRAREIFENE=MBH &K,
© B #HMEEMicrosoft Windows AP E#JAnyConnect NAMAEAE 15 F o
Ef 2T EFEEAnyConnectE2Microsoft Windows A #55k 7 — 2 A R R,

B & AEMAnyConnect Rk , FRREANAM ( EEE802.1xfR#E ) , A EMicrosoft
Windows A #5ER 7 o

7B
SRR EESER L -

[
- RADIUSE M E¥(AVP)
- EAP-TLS



Cisco IOSORMBE I HEE, M UEMEAPHEAP-TLSH X,

HARMBRMEAMETLSEE , BN ERELANTRFTRE B E(EAPOL)SRADIUSH | RIX#E
REESR, HENMEEEAPHE,

EAPHIER X B B, LLT2RFC 3748(EAP)RY % -
"EAPREARXEDE ; BER , EEEAPH AR T IL ThRE, "
EAP-TLSF R ERM I F. L TRRFC 5216(EAP-TLS)%2.1.58 ( 2 ) B

TEEAP-TLSH Z 88U B3R E T MALMEAP-Request @R aE | © S EEREAP-Type=EAP-TLSH
5 B EAP-Responseit 1T £,

iE AED BRACK. EAPRIREBRAAE S , ERWFIEAP-Response B BEES — R K. 4

RE— AR TAAARRSRN —EEEEZEN NG, MALRASFEFACK, RETREES —E
EAPER. ARG ERABRLIEARA

"EAPHEFRMAEFS , EFTIWFIEAP-RequestB BEIES —EH KR, "

IPE R 7 ER

2B R ERERIEAEKE(NAD)MAAA[ARES ( A{EE&HIAYIP/UDP/RADIUS ) Z BT,

ENAD ( Cisco IOSXK#fizr ) EREIETSEAPER ( KRMTEMMTU ) WRADIUSERE , &34
EEER -

RADIUS 1514 Access-Requestil) (id=118, 1=1819) [Unreassembled Packet]

18 18.62.71.148 18.62.97.48 IPwv4 381 Fragmented IP protocel (proto=U0P 17, off=1480, I0=9&57)
11 18.62.97.48  18.62.71.146 RADIUS 162 Access-Challenge (11) (id=118, 1=128)
12 18.62,71. 148 18.62.97.46 RADIUS 1514 Access-Request(l) (id=119, 1=1675) [Unreassenbled Packet]

13 10.62.71. 148 19.62.97.40 IPv4 237 Fragmented IP protecol (proto=UDP 17, off=l488, ID=9658)
14 18, 62.97. 40 18,62, 71. 140 RADIUS 221 Access-Challenge (11) (id=119, 1=179)

15 18.62.71. 148 18.62,97.40 RADIUS 361 Access-Request(l) (id=128, 1=319)

16 18.62.97. 48 18.62.71. 148 RADIUS 434 hecess-Accept(2) (id=128, 1=392)

|
P Frame 9: 1514 bytes on wire (12112 bits), 1482 bytes captured (11856 bits)
b Ethernet IT, Src: Cisco_18:f6:cB (00:23:04:18:f6:c8), Dst: Vmware 9c:3f:ed (80:50:56:9c:3F:ed)
b Internet Protocol Version 4, Src: 10.62,71.148 (10.62.71.148), Dst: 10.62,.97.40 (10.62.97.40)
¢ User Datagram Protocol, Src Port: sightline (1645), Dst Port: sightline (1645)
= Radius Protocol

Code: Access-Request (1)

Packet identifier: Bx76 (118)

Length: 1819

KZECisco IOSHIATHEE K T2ERESBIBEAPoLEWMWEAPERS , ¥ CMEHRIT
AR ANE mAAARI RS EN EHMTURRADIUSE R 2,

AAARIIREEMEE (WM T—&R ) .
RADIUSH Y 9 EX

EBRLT2EARIN SR, BIERFC 2865 , B{ERADIUSE M & Z A LIE253 TEHWE L,



it , EAPE H I L Z EEAPE SIRADIUS B {58
410.62.97.40  10.62.71.140 RADIUS 1174 Access-Challenge(11) (id=115, 1=1132)

T T TN T N I T e T e T

Length: 1132
Authenticator: 31bB820ff299cabhaf98c659464123F791
(This i o e 31
[Time from request: 0,005952000 seconds]

= Attribute ¥Yalue Pairs

BAVP: 1=74 t=State(24): 333743504d53657373696f6e49443d304130313030304330. ..
P AVP: 1=255 t=EAP-Message(79) Segment[1]

» AVP: 1=255 t=EAP-Message(79) Segment[2]

B AVP: 1=255 t=EAP-Message(79) Segment[3]

- AVP: 1=255 t=EAP-Message(79) Last Segment[4]

[Length: 253]
EAP fragment
~ Extensible Authentication Protocol
Code: Request (1)
Id: 176
Length: 1812
Type: TLS EAP (EAP-TLS) (13)
b EAP-TLS Flags: 6xc@
EAP-TLS Length: 2342
b [3 EAP-TLS Fragments (2342 bytes): #4(1002), #6(1002), #8(338)]
b Secure Sockets Layer

IELEAP-Message B Wireshark EFA S 0t (| "THRER.) BHETREEEAPERTINAR
)

o

EAPEREF M LengthIREZMA1,012 , FHiE EEMERADIUS AVP,
EAP-TLSH M 2 &
RE—EEEBES , BULEE

- EAPEREREA1,012
« EAP-TLSEE 52,342

ERXRTERE—MEEAP-TLSHFE , @ RAHEES  REMEEAP-TLSEER , ATUAERE— & -



Length: 1012
Type: TLS EAP (EAP-TLS) (13)
EAP-TLS Flags: 0xcO

1... .... = Length Included: True
.1.. .... = More Fragments: True
.0, .... = 5tart: False

EAP-TLS Length: 2342

EPBEERR
« AAAfEBRBSEIEAIRADIUS Access-Challenge , AR ES HERAEN L 2 EEFE
(SSL)fal AR 28 & BEHWEAPFE R,

« NADEEMRADIUS Access-Request , EEHEHEEHEASSLE FinE EHEAP-
Response,

EAP-TLSH ERHERR

WMBIATR , RAEEERBEH R AHEEEEEAP-TLSH K.
T REH (FRIFTNADZBEAPOLRY H ZHEEY ) -

No. | Protocol| Length | Info

G Response, TLS EAP (EAP-TLS)

¥ Frame 9: 68 byles on wire (480 bils), 60 byles captured (488 bils)
b Ethernet II, Src: GoodWayl Ll:ed:31 {(08:58:b6:11:ed:3F1), Dst: Mearest (BL:B0:c2:00:08:03)
= ga2, 1% Authenticatiom
Version: 802, 1X-2008 (3}
Type: EAP Packet {0}
Length: &
= Extensible Authenticalion Prolocol
Code: Response {2}
Id: 176
Length: &
fype: TLS EAP (EAP-TLS) (13)
b EAP-TLS Flags: Dx8R

EAPoL#E MAAAfR B 2531 = fa] AR 85 38 &



- AEEREEAP-TLSHE ( BRE8) HEE,

- BRAMIEESE (HEI) .

« BEZ{BEAP-TLSH EXHINAD ( X210 ) H,

- BERAMIEESE (HE11),

- E={EEAP-TLSH B HINAD ( Efl312 ) B,

c BRETEERRLER ; MR , cEFARERTSI3HRNEFHESBRERE,

UTRHT1209FAEA

12 TLSv1 362 Server Helle, Certificate, Certificate Request, Server Hello Done

b Frame 12: 362 bytes on wire (2896 bits), 362 bytes captured (2896 bits)
b Ethernet II, Src: Cisco_el:d8:11 (d4:aB:2a:el:d8:11), Dst: Nearest (81:80:c2:80:00:03)
= 802.1X Authentication
Version: 802.1X-2010 (3)
Type: EAP Packet (@)
Length: 344
= Extensible Authentication Protocol
Code: Request (1)
Id: 178
Length: 344
Type: TLS EAP (EAP-TLS) (13)
b EAP-TLS Flags: 0x00
+ [3 EAP-TLS Fragments (2342 bytes): #B8(1002), #10(1002), #12(338)]
= Secure Sockets Layer
b TLSv1 Record Layer: Handshake Protocol: Server Hello
b TLSv1 Record Layer: Handshake Protocol: Certificate
b TLSv1l Record Layer: Handshake Protocol: Multiple Handshake Messages

B LLE BlWireshark 2] 7 EX4E8,. 10F112,
EAPE ERK/NA1,002, 1,002F1338 , EBEAP-TLSHE R K/ NAE2342;

EREABRPELSHEEAP-TLSHERE., MRBERADIUSEH S ( ENADFAAARIRESZME ) , o
LATEFRIEE -



410.62.97.40  10.62.71.140 RADIUS 1174 Access-Challenge(11) (id=115, 1=1132)

510.62.71.140 10.62.97.40 RADIUS 361 Access-Request(l) (id=116, 1=319)
6 10.62.97.40 16.62.71, 140 RADIUS 1176 Access-Challenge(11) (id=116, 1=1128)
710.62.71.140 10.62.97.40 RADIUS 361 Access-Request(1l) (id=117, 1=319)
8 10.62.97.40 16.62.71.140 RADIUS 502 Access-Challenge(11l) (id=117, 1=460)

[Length: 253]
EAP fragment
= Extensible Authentication Protocol
Code: Request (1)
Id: 176
Length: 1012
Type: TLS EAP (EAP-TLS) (13)
» EAP-TL5 Flags: 0xc0
EAP-TLS Length: 2342
* [3 EAP-TLS Fragments (2342 bytes): #4(1002), #6(1002), #8(338)]
» Secure Sockets Layer

RADIUSH ‘34, 6FI8HEEIE =EEAP-TLSHE. BIR{EN BREHR.
WiresharkgE £ %8 R B BAEAP-TLS HERBVEFA ( K/ : 1,002 + 1,002 + 338 =2,342 ) ,

EfESRAF FRHE, Cisco IOSTBMTEEEREAP-TLSHBRAN.
EATRRNERMBEEAP-TLS 7 B

AT , EAAAM[BREZAINAD MTUA9,0001u T8 ( EEE ) , W HAAARRBFEERIIZEE
B THEE  SRETERR.

RSB B R SESR 5 04 A 1GhitSE I E 4R , MTU%1,500,

FEE'IERT |, Cisco IOSKIRMBITEAP-TLS Tassymetric, RMmMEE , WEHREAP-TLSH B
Ko

LT RHAAARRRS ( SSLARSREE ) EEN AKEEAPAEMEEH
1. AAAf AR BF A B EE B ESSLA R FEMWEAP-TLSHE . ZEAPER G KX/NAE3,000,

H#ZEERADIUS Access-Challenge/UDP/IPH# , E{AAR/NRAAARIBRER N EMTU, EEFH
12{EIRADIUS EAP-Message B EEIPERE. RBIPHEAP-TLSS .

2. Cisco IOSKRBEIRZ| L IBER ST , iSHEMBRKRHE  WARAEEEBIBEAPOLSEAPEIXEIFER
Fo. HREAPOLAZED R , At XML BEHITEAP-TLSS R,

3. Cisco |IOSA A (i 55 — A AT AR M BB @ FER 5 (1,500) I N EIMTUR WEAP-TLS A B
4. b B EER A HERR.

5. WEIHFEER |, #8EE S —EEAP-TLSH B,



6. It ERFAFE R S #ERS.

7. &% —{HEAP-TLS K R AR i (Fi%,
L RBIER

s EELERT , NADSEEINEAP-TLSH E&,
« NADE SEIX/MRBELH R,

HRBBXEERENHERERNERS , EAAARRSFAIMTUBUV N ( A& Cisco IOSK T
BAAARIBREFEXEAPE B IR B EAP-TLSHER ) , i HBRARNER.

RADIUSEB M B4Rt — MTU

#MRADIUS , #RFC 2865 E&RE — A2 ERNIMTUBE

"tBHERERBBHEMAEN (MPPP ) RKipEERAERENSANEHET, CARARSBEESE
B,

NASHEHBEFERENTPIEAEORARFBHECFEEAZENRT , EUAFTERMARI[AHT
JH:}SEE/U__\O |

ISER#1THR R, NADTEAccess-RequestHEiXHFramed-MTUEHISEEITH 2 BB XA E,

BRY R RN EREEREN , ZAEBNACisco IOSRBMET AFERZ AWNEN
MTU, ERAENHERESEERADIUS Access-Request P EIXHIFramed-MTUBMKE, Hl , &

I

ax & .

<#root>
Switch(config)#

system mu junmbo 9000

B & HI MBI EPTERADIUSTEENE R {EixFramed-MTU = 9000, B ERFAENRKEMTUE
_ﬁ :

<#root>
Switch(config)#

system nmtu 1600

IEE KR IREREPTERADIUSTFENE R Ei%Framed-MTU = 1600,

EE | HACisco IOSKIBET A FFEAE REMTUERIKEI1,5000 T,



BEEEAPH BREEHAAARIRESMEBR A 1TE
ISE

ISER# E R EIE 1,002 TTAAMEAP-TLS 5 B ( 8% AServer Hello with Certificate ) ( BE &%
—BERBREEED ),

T TESFRADIUS Framed-MTU, EESEEHEE AEEE KWEAP-TLSH .
Microsoft# i 5 B 7] B 25 (NPS)

MRENPS E A El EFramed-MTUB M |, BITTUABLEEAP-TLSH BRI K/,

=4 BB “Microsoft NPS © LB PEAP © B8 A0 U xrE 2 BINPS RADIUSTIBREE H O4E
ZELMTURFEER{EA1,500 , {BCiscoRMiXEFWNTAC)ERECHE T , CHFRATERREHEE
2,0001@ ( EMicrosoft Windows 2012& ¥/ EHERR ) -

AR NPSESTRIBEIRIEREEA MR EFramed-MTU , HEEAPE B 25 B ATEFramed-MTUH
BEXPFE. BRKEHAAccess-Request W Framed-MTUB M ( ERISE/ACS EME ) o

RENEREMNBREE , IMEEREPLERAOBE , MR :
Supplicant® F#[MTU 1500] ---- ---- [MTU 9000]Switch[MTU 9000] ----- ----- [MTU 9000]NPS

BRI R REBET A ERESBERRENMTU ; HR68803Hss , LLIIAECS A BREEERID
CSCu026327 - 802.1x EAP-TLS#EAFEFEXE#IEMRIE LR

AnyConnect

AnyConnectEIARE £1,486fU THEMEAP-TLSH B ( BEREFWES ) - HRIEKRND, 2K
M A1,5001u T, RE—EFEREEE DN

Microsoft WindowsZ~ #4555k /5

Microsoft Windows/&8i% 11,4865 1,482 STAAEAP-TLSHER ( BEREFiInRE ) . HRLLAEKXD
, SAME A1,5000 L T, REBE—EHERBEED,

HEAEA

- ELEBIEEE 802. 1xERNEN B ERE
. BfiZEEE X H - Cisco Systems



http://technet.microsoft.com/en-us/library/cc755205(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc755205(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc755205(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc755205(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc755205(v=ws.10).aspx
https://tools.cisco.com/bugsearch/bug/CSCuo26327
/content/en/us/td/docs/switches/lan/catalyst3560/software/release/15-0_2_se/configuration/guide/scg3560/sw8021x.html
/content/en/us/td/docs/switches/lan/catalyst3560/software/release/15-0_2_se/configuration/guide/scg3560/sw8021x.html
/content/en/us/td/docs/switches/lan/catalyst3560/software/release/15-0_2_se/configuration/guide/scg3560/sw8021x.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



