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iZ#ZAdministration > Network Resources > Network Devices , #3378 AR EE, WA
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Hetwork Devices List = I750-5

Network Devices
Network Devices
I' 0 ] * Mame| 3750.5]
& _ Description
[ Netwark Devices >
jij Defeult Device * P Address: | 10.48.66.109 |i]32 |
Model Mame -
Softwara Varsion -
* Metwark Davice Group
L.ata!ian|m| Locations © | Sat To Dafault
Device Tg.rpelm Device Types | | Set To Default |

¥« Authentication Settings

Enable Authentication Setftings
Pratecal  RADIUS

*Sharad Secrél | geeee | [ Show J

AUEAERSORIFRA (EARISEXAEERNFERE ) .
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~y

S 7 Home Operations|»  Policy| v Administration | v
legf Fred Senvice

L ldentity Manageman! | [ NetworkResources [t Wab Portal Management

#
=l SYSIEm
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Mabwark Accazs Ugers Lut > New Network Acceis Uier
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¥ Network Access User
Iz P |
Q- _ “Name | cisco ]
[ Weers ) Status Enabled =
[ Endpoints 5 ol
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¢ Home Operations|v Policy| v  Administration | v

|, Authentication  |s, Authorization |4 Profiling  |# Posture |5 ClientProvisioning |5 Security Group Access

Dictionaries Conditions Reasults

Authorization Profiles = MACSECprofile

Results
l o | Authorization Profile
N *Name | MACSECprofile |
G- - -
» B3 Authentication Description |
-
v [ Authorization *Access Type | ACCESS ACCEPT - |

¥ [ Authorization Profiles
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Fiosfure

Senice Template [
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v Common Tasks

[ Aute Smart Port
O Fitter-ip
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MACSec Policy musk-secure | *

i#1ZPolicy > Authorization , AERER WP FEHAREREER. LEFREMFEAZE "ciscos MR
EfE, WHE802.1xH I , ISEE#ERadius-Acceptik [ E|Cisco AVPair linksec-policy=must-secureffy
R, HBURAFIRBBBMEBMKASGRE., MREEF[AN , TIRE 802 1xREHLE KM,
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| First Matched Rule Applies .

b Exceplions (0]

Stardamd

Halus  Rule Mame Conditions {identity groups and eiher conditions) Fermissions
B Macser I Radius:User-Nama EQUALS cisco t MACSECprofile

gt

HAAY802. 1xRFRE L (BRHNIEE ) -

aaa new nodel
aaa authentication dotlx default group radius
aaa authorization network default group radius

aaa group server radius | SE



server nane | SE
dot 1x systemauth-contro

interface G gabitEthernet1/0/2
description wi ndows7

swi tchport node access

aut henti cation order dot1x

aut hentication port-control auto
dot 1x pae aut henti cator

radi us server | SE

address ipv4 10.48.66.74 aut h-port 1645 acct-port 1646
timeout 5

retransmt 2
key cisco

B AHMKAR I EEERAEINE, ik, MACsecETHEH LA,

nka policy nka-policy
repl ay- protecti on wi ndow si ze 5000

interface G gabitEthernetl/0/2

macsec
mka policy mka-policy

A MKASR B 72 57 S8 B0 B SR R ISEH A IR E . AN HMKAKRE B AE/Y
AnyConnect NAM

802 IxFAERAMNEERRTUFHREENBEBBENASAKE, BETRNSREFHRE.
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'Y Cisco AnyConnect Secure Mobility Client | B (e

W VPN

You may need to use a browser to gain access.

- Connect

Web Authentication Required

9 Networke

Connected (10.43.67.54)

wired Manage Metworks...

Connect only to current network

LSO, |
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[

Cisco AnyConnect | macsec

[

Please enter your username and password for the
network: macsec

sername: Cisco
Password: ““““I
|| show Password
[ Ok ] | Cancel |

ﬁ' Cisco AnyConnect Secure Maobility Client

You may need to use a browser to gain access.

-

Connect

Web Authentication Required

Network:
Authenticating

0

macseC

R ENEEERECBRENRE, Z2REEE "2,

bsns- 3750- 5#show authentication sessions interface gl/0/2

I nterface:

MAC Addr ess:

| P Address:

User - Nane:

St at us:

Donai n:

Security Policy:
Security Status:
Oper host node:
Qper control dir:
Aut hori zed By:

VI an Policy:
Session tineout:
Idle tinmeout:
Common Session | D:

G gabit Et hernet 1/ 0/ 2
0050. 5699. 36¢ce
192.168.1.201

cisco

Aut hz Success

DATA

Must Secure

Secured

si ngl e- host

bot h

Aut henti cation Server
10

N A

N A
COA8000100000D56FD55B3BF




0x00011CB4
0x97000D57

Session | D:
Handl e:

Acct

Runnabl e nmet hods i st:
Met hod State
dotlx Authc Success

Rt FIMACsecii st B IR KA A i R EEERE
BIRETEAMBROFAET

bsns- 3750- 5#show macsec interface gl/0/2
MACsec is enabled

Repl ay protect enabl ed
Repl ay wi ndow : 5000

I ncl ude SCI yes

Cipher : GCM-AES-128
Confidentiality Offset : O
Capabilities

Max. Rx SA : 16

Max. Tx SA : 16

Validate Franes : strict
PN t hreshol d notification support
Ciphers supported : GCM-AES-128
Transmt Secure Channels
SCI : BC1l66525A5020002
El apsed tinme : 00:00: 35
Current AN. O Previ ous AN. -
SC Statistics
Auth-only (0 / 0)
Encrypt (2788 / 0)
Recei ve Secure Channel s
SCI : 0050569936CE0000
El apsed tinme : 00:00: 35
Current AN. O Previ ous AN. -
SC Statistics
Notvalid pkts O
Valid pkts 76
Uncheck pkts O
Port Statistics
I ngress untag pkts O
I ngress badtag pkts O
I ngress noSCl pkts 0
Not usi ng pkts O
I ngress mss pkts 2437

FAnyConnectE , HFTEAE TMBERABRNENTHETE

Yes

Invalid pkts 0
Late pkts 0O
Del ay pkts O

I ngress notag pkts 2441

I ngress unknownSCl pkts O
Unused pkts 0

Decrypt bytes 176153

BEWEE
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Network Access Manager

Configuration | Statistics |Message History

~
subnet Mask (LFv4a) 299.295,4595.0
Default Gateway (IPv4) 192.163.1.10

Bytes ~
Sent: 16567
Received: 5760

Frames #
Sent: 115
Received: 49

Security Infoermation A
Configuration: 802, 1¥ (MACsec) |
Encryption: GCM{Software) 3
EAP Method: eapPeap(eapMschapv?)
Server: ise 2. test-cisco.com
Credential Type: Username Password

RER: O

A ER N AT AR LB TR MR
THHFROFH
EXBMERARR (RERER  RERHDHAK)

debug macsec event
debug macsec error
debug epm al |

debug dot 1x all
debug radius

debug radi us verbose

BI802. IxEXEMREE , 2 FIBEAPOLR R ZEEAPH S, fERadius-Acceptd EiA M ISEM & K
ThEFE ( EAPE Y ) B 21E ZERadiusBE ik,

RADI US: Received fromid 1645/40 10.48.66.74: 1645, Access-Accept, len 376

RADI US: EAP-Key-Name [102] 67 *
RADI US:  Vendor, Cisco [26] 34
RADI US: Cisco AVpair [1] 28 "linksec-policy=must-secure"

RADI US: Vendor, M crosoft [26] 58
RADI US: M5- MPPE- Send- Key [16] 52 *
RADI US: Vendor, M crosoft [26] 58



RADI US: M5- MPPE- Recv- Key [17] 52 ~*

EAP-Key-Name AIRMKAEFE, linksec-policy # Fl 3 #2#fF FAMACsec ( TR RERTH , BIRE
KB), EEBMUAUERSHENRTERE,

18 10.48.66.74 10.48.66.109 RADIUS 418 Access-Accept(2) (id=48, 1=376

AVP: 1=7 t=lser-Name(l): cisco

AVP: 1=40 t=State(24): 52656175746853657373696f6e3a43304138303030313630, ..

AVP: 1=51 t=Class(25): 434143533a43304138303030313030303030443536464435. ..

AVP: 1=6 t=Tunnel-Type(64) Tag=0x01: VLAN(13)

AVP: 1=6 t=Tunnel-Medium-Type(65) Tag=0x01: IEEE-802(6)

AVP: 1=b t=FAP-Message(79) Last Segment[1]

AVP: 1=18 t=Message-Authenticator(80): 85fc3f0450d6b4f80564484551992972

AVP: 1=5 t=Tunnel-Private-Group-Id(81) Tag=0x81: 18

AVP: 1=67 t=EAP-Key-Name(102): \031R\315g\206%\334\236\254\344:\333 jH\355(\353\343\
[Length: 65]
EAP-Key-Name: \031R\315g\206\334\236\254344:3333" jH\355 (\353\343\255\004\362H\ 3761

= AVP: 1=34 t=Vendor-Specific(26) v=ciscoSystems(9)

4 T v v v T T T T

* ¥5A: 1=28 t=Cisco-AVPair(l): linksec-policy=must-secure
P AVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)
B OAVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)

BMEEEN.

%OO0T1X- 5- SUCCESS: Authentication successful for client (0050.5699.36ce) on
Interface Gil/0/2 Audit Sessi onl D COA8000100000D56FD55B3BF

YAUTHMGR- 7- RESULT: Authentication result 'success' from 'dotlx' for client
(0050. 5699. 36¢ce) on Interface G 1/0/2 Audit Sessi onl D COA8000100000D56FD55B3BF

RMFSEARY (BESEENAEVLANGE ) -

YAUTHVGR- 5- VLANASS| G\ VLAN 10 assigned to Interface Gil/0/2 Audit SessionlD
COA8000100000D56FD55B3BF

R EEENMEWEAPOLE SRR EIMKAE X R

%VKA- 5- SESSI ON_START: (G 1/0/2 : 2) MKA Session started for RxSCI 0050.5699. 36ce/ 0000,
Audi t Sessi onl D COA8000100000D56FD55B3BF,  Aut hMgr - Handl e 97000D57

dot 1x-ev(G 1/ 0/ 2): Sendi ng out EAPOL packet

EAPOL pak dunmp Tx

EAPOL pak dump rx

dot 1x- packet (G 1/0/2): Received an EAPOL frane

dot 1x- packet (G 1/0/2): Received an MKA packet

MEER R BRL ERE BT REEI(RX) R BB —R2E,

HULC- MACsec: MAC. 0050.5699. 36ce, VWVl an: 10, Domai n: DATA

HULC- MACsec: Process create TxSC i/f G gabitEthernetl/0/2 SCI BC166525A5020002
HULC- MACsec: Process create RxSC i/f G gabitEthernetl/0/2 SCI 50569936CE0000

HULC- MACsec: Process install RxSA request 79F6630 for interface G gabitEthernetl/0/2

ERERTX , BER(TX)Z BB CHE

%MKA-5-SESSION_SECURED: (G 1/0/2 : 2) MKRA Session was secured for
RxSCl 0050. 5699. 36ce/ 0000, Audit Sessi onl D COA8000100000D56FD55B3BF,
CKN A2BDC3BE967584515298F3F1B8A9CCL3



HULC- MACsec: Process install TxSA request 66B4EEC for interface G gabitEthernetl/0/

Kt THARE, OEE , REX.

YAUTHMGR- 5- SUCCESS: Authorization succeeded for client (0050.5699.36ce) on
Interface G 1/0/2 Audit Sessi onl D COA8000100000D56FD55B3BF

B2 —IXMKA HelloE R |, LIBRFFIEZEERERTEREE,

dot 1x-ev(G 1/0/2): Received TX PDU (5) for the client Ox6EO001EC (0050.5699. 36ce)
dot 1x- packet (G 1/0/2): MKA | ength: 0x0084 dat a&col on; ~A

dot 1x-ev(G 1/ 0/ 2): Sendi ng EAPCL packet to group PAE address

EAPOL pak dunmp Tx

KT RO

BRI AREEMKABISEE R HI802.1x 5 HRBHTAR MR .

RADI US: Received fromid 1645/224 10. 48. 66. 74: 1645, Access-Accept, |en 342
%DO0T1X- 5- SUCCESS: Authentication successful for client (0050.5699.36ce) on
Interface G 1/0/2 Audit Sessi onl D COA8000100000D55FD4D7529

YAUTHMGR- 7- RESULT: Authentication result 'success' from 'dotlx' for client
(0050. 5699. 36¢ce) on Interface G 1/0/2 Audit Sessi onl D COA8B000100000D55FD4D7529

R EIESEEAPOLE TR E M EBIMKAE PR ER .

%VKA- 5- SESSI ON_START: (G 1/0/2 : 2) MKA Session started for RxSCI 0050.5699. 36ce/ 0000,
Audi t Sessi onl D COA8000100000D55FD4D7529, Aut hMgr - Handl e A4000D56
dot 1x-ev(G 1/ 0/ 2): Sendi ng out EAPOL packet

EAPOL pak dunmp Tx

dot 1x-ev(G 1/ 0/ 2): Sendi ng out EAPOL packet

EAPOL pak dunmp Tx

dot 1x-ev(G 1/ 0/ 2): Sendi ng out EAPOL packet

EAPOL pak dunmp Tx

dot 1x-ev(G 1/ 0/ 2): Sendi ng out EAPOL packet

EAPOL pak dunmp Tx

dot 1x-ev(G 1/ 0/ 2): Sendi ng out EAPOL packet

EAPOL pak dunmp Tx

K& , B ERERY

%MKA-4-KEEPALIVE_TIMEOUT. (G 1/0/2 : 2) Peer has stopped sending MKPDUs for RxSCl
0050. 5699. 36¢ce/ 0000, Audit Sessi onl D COA8000100000D55FD4D7529, CKN
F8288CDF7FA56386524DD17F1B62F3BA
%VKA- 4- SESSI ON_UNSECURED: (G 1/0/2 : 2) MKA Session was stopped by MKA and not
secured for RxSClI 0050.5699. 36¢ce/ 0000, Audit Sessionl D COA8000100000D55FD4D7529,
CKN F8288CDF7FA56386524DD17F1B62F3BA
YAUTHMGR- 5- FAI L: Authorization failed or unapplied for client (0050.5699. 36ce)
on Interface G 1/0/2 Audit Sessi onl D COAB8000100000D55FD4D7529

802 IxEFREME HDBMEAL , BREXMK

bsns- 3750- 5#show authentication sessions int gl1/0/2
Interface: G gabitEthernetl/0/2
MAC Address: 0050.5699. 36¢ce
I P Address: 192.168.1.201
User-Nanme: cisco
Status: Authz Failed



Domai n:  DATA
Security Policy: Must Secure
Security Status: Unsecure
Oper host node: singl e- host
Qper control dir: both
Session timeout: NA
Idle tineout: NA
Common Session |ID: COA8000100000D55FD4D7529
Acct Session ID: 0x00011CAO0
Handl e: 0xA4000D56

Runnabl e met hods i st:
Met hod State
dotlx Authc Success

ERREMWAE L,

B

EFERFUER LHERER | B MERERERZESIERIBE(CMP)E EFER/MEER | &AL
TR :

- [ IR EIRAE N Z R ICMPEIFEFER ( 88e5RE AMB02.1AE )
- B4 ERZRICMPE EFEE

iER A BEWindows API_EAnyConnectiMERN AR ( FxE R BRElibpcap 2l , HWERTRE
libpcap2 &1 )

Mo. |5nurﬂe |IIJe5tinati-:m |F’rutu¢+:l|l.ength| Info
3 Vmware_99:36:ce Cisco 25:85%; 43 AxAAes 186 Ethernet IT
4192,168,1.10 192.168.1.201 ICHP 74 Echa l:r}mg] reply id=0x0e0l, seq=23/5888, ttl=255
5 Vmware 99:36:ce Cisco 25:a5:43 0x88e5 186 Ethernet IT
G 192, 168, 1.18 182,168, 1.201 TCHP 74 Echo (ping) reply id=0z0061, seq=24/6144, til1=255
! ¥aware 99:36:ce Cisco_25:a5:43 Oxgges 106 Ethernet 11
8 192, 168,1.18 192.168.1.201 ICHP 74 Echo (ping) reply 1d=0x0001, seq=25/64008, Ltl=255
O ¥aware 99:36:ce Cisco_25:a5:43 Oxd8e5 186 Ethernet TT
10 192, 168, 1. 18 182, 168,1. 201 LCHP {4 Echo (ping) reply id=0xBBol, seq=26/0656, tt1=253

* Frame 3: 106 bytes on wire (B48 bits), 106 bytes captured (B48 bits)
¢ Ethernet TI, Src: Ymware 99:36:ce (00:58:56:99:36:ce), Dst: Cisco 25:a5:43 (bo:l6:65:25:a5:43)
= Data {92 bytes)

Data; 2c0R0000013c3050569093600000565d05:5d fas5dT345d3, ..

|Length: 92]

Mgt . A EFEARBRNERED TR (SPAN) R AR HIHEENEPC)Ehae e i#es LB
HAIMKAS,802.1AERE,

MACsecf1802.1x# =,

MACsecH X BT E802.1xtE X,

Cisco TrustSec 3.0 1E#ER : MACsecHINDACE MEH -

. Hiﬁﬁﬁ:&ﬂiﬁﬁﬁ?%ﬁs‘z%mosmo EHERXT , RE—EMACEIPH# it ] LAEB
MACsec T RFFNRE, NMRKRFEEBSHRBREE LLRAZTEHMACH U , BIE
ERELLBRZEER.

- ZIREBRBMDAEN . EtEXd |, —ERETEMNAEREL M —ERE T RES



13 ., MDA T2 XWMACsec. MNRMEKRIHEHZEMACsec , IS EKRIFSHIEHERS
B MACsecEREHITRE. MRRE —EiRE T EMACsec , BI T LATE S — &% 2 LLBA X
NEEREFREZ .

- ZERBER . CUHERY  ERLERFEN K THRBINEFARKE, EHEXTFRX
#MACsec,

- SEREN HATEMELX T EAMACsecER M LAIT , EFEBRERM. EZETHEXT
B INE—EARBETENRE  ARBBE —BAREATTME MR HEEE.
MACsec B2 —EEFEN M —EFER , EHMFHENREFTSERER , RACTRNE

BE
AILER o

MRS

. Cisco TrustSec 37508 BI5E

. W ARASA 9.18Cisco TrustSecEl B

- ERSGHEEER - MACES

. fECatalyst 3750XF I 3T 48 I (£ F802.1x MACsect TrustSecE & i R Hi
- ASAHlICatalyst 3750XF 5l XM TrustSecHi B 7= 4 1t FE BEBR 5 B8

. Cisco TrustSecB & Mg 4% M

. Fi il s7 B 4 - Cisco Systems



http://www.cisco.com/en/US/docs/security/asa/asa91/configuration/general/aaa_trustsec.html
http://www.cisco.com/en/US/products/ps10156/products_white_paper09186a0080c1d47f.shtml
http://www.cisco.com/en/US/products/ps12726/products_configuration_example09186a0080c1c519.shtml
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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