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Testing PC Supplicant switch Authenticator switch
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BRBBLE I BHES TR, EATHIF , FERNEATRCISPH &S R,


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

UTRERRE, RENICIRAAA)

X3
it

aaa new nodel

aaa aut hentication dotlx default group radius

aaa aut horization network default group radius

aaa accounting dot1x default start-stop group radius

radi us-server host 10.48.66. 107 auth-port 1812 acct-port 1813 key ci sco

! Enabl e authenticator switch to authenticate the supplicant swtch.
dot 1x system aut h-control

! Enabl e Cl SP franmework.

cisp enable

I configure uplink port as access and dot1x authentication.
interface Fast Ethernet0/6

switchport mode access

authentication port-control auto

dotlx pae authenticator

spanni ng-tree portfast

CISPREFMMAN A EEERERERIERNEFIERXNTHREN.

Supplicant® F i 32 R # AL B

M SupplicantBE Fin il EX R EBEREEEETEHEE, LRFEESSHENAAAT
dot1 Xgalﬁo

LT RERAAARERE

aaa new- nodel

aaa aut hentication dotlx default group radius

aaa aut horization network default group radius

aaa accounting dot1x default start-stop group radius

radi us-server host 10.48.66. 107 auth-port 1812 acct-port 1813 key ci sco

! Enabl e supplicant switch to authenticate devices connected
dot 1x system aut h-control

! Forces the switch to send only multicast EAPOL packets when it receives either
uni cast or nulticast packets, which allows NEAT to work on the supplicant

switch in all host nodes.

dotlx supplicant force-multicast

! Enabl e CI SP franework operation.
cisp enable

ARAFERERE  YHRRHEFRNTRES HREWEEAP)T X,

ECISPHIER T |, 553K 75 7] LAE FHEAP-Message Digest 5(MD5)F1EAP-Flexible Authentication via
Secure Protocol(FAST) ( AR EMEAPE R ) #THMEEE. A THISERBERISERENKE , It
TOIEAEAP-MDSY B BB RMNBER S ETEORE. (BB EKAHFEREAP-FAST , €S
ERAREFBRHFPAC] ; ANETHELES, )

I configure EAP nbde used by supplicant switch to authenticate itself to
authenticator switch eap profile EAP_PRO



nmet hod mds

! Configure credentials use by supplicant switch during that authentication.
dot 1x credentials CRED PRO

username bsnsswitch
password 0 Clscol23

ARFESORIFNERCHREATEE (ESNREHF LNFEEEEMR ) . FEMBKR
, ERTAHIN ; EISEREEMHNBMEE , KERBREEN,

i nterface FastEthernet0/6
swi tchport trunk encapsul ati on dot 1q
switchport mode trunk
dotlx pae supplicant

dotlx credentials CRED_PRO

dotlx supplicant eap profile EAP_ PRO

E#EEWindows PCHVEEEBR/NEE | LLEEESE,

interface FastEthernet0/5

swi tchport access vlan 200

swi tchport node access

aut hentication port-control auto
dot 1x pae aut henti cator

ISE #H%&
BB EREARISERE.
1. MAMEN S HREHE,
EARTRGIH | BRdotIX RFFEAP-MDSEI BB A NBER A TS MBR , YA REBNTE
& 5 17 52 3% 175 &£ (PEAP)- MicrosoftE #11E F & 17 B % 15 E IR A 2(MSCHAPV2) ¥ 55K 5 1Y
Windows PC# 1T & 13885 o

EE ZPolicy > Results > Authentication > Allowed protocols , i#1Zprotocol service list{t 5 1

dotixfEf , MHERBUA LTS BRI E



<]

Allow EAP-MD5

v

» [| Detect EAP-MD5 as Host Lookup i

Allow EAP-TLS
Allow LEAP
Allow PEAP

RO &

PEAP Inner Methods
Allow EAP-MS-CHAPv2

Allow Password Change Retries| 1 | (Valid Range 0 to 3)

Allow EAP-GTC
Allow Password Change Retries| 1 | (Valid Range 0 to 3)

Allow EAP-TLS
] Allow PEAPVO only for legacy clients

2. B REREE., EfiZlPolicy > Results > Authorization > Authorization Policy , REZ B HE
WREE , FHIENEATHERREIE M, T RULEREHN — @R



Authorization Profiles > NEAT
Authorization Profile

* Name | NEAT
Description
* Access Type | ACCESS ACCEPT v

Service Template

* Common Tasks
MACSec Policy

~ NEAT

ENEAT:BIERRE | ISEfSIREdevice-traffic-class=switch{E B EB#N —% 2., BEEEHES
HEFIBEE X R FEIEE ATRUNK |, S ERIZIEE,

EURESRRUERAEBER. EfE Policy > Authorization , ABEIREFH KA,

FEHRBIG | BT —{@F BAuthenticator_switchesBy 43 Bk KB4 , FTEFE R 5 #HEZE —EA
bsnsswitchBE B F & B,

B NEAT Radius:User-Name MATCHES ~bsnsswitch DEVICE : Device Type MEAT
EQUALS ANl Device Types#Switches 2 Authenticator_switches

SRS S ARV AE S . BB F Administration > Network Resources > Network
Devices , A% & — TAdd.




Network Devices List > bstp-3500-1

Network Devices
* Name| pstp-3500-1

Description
* IP Address: | 10.48.57.225 /dl 32
Model Name v
Software Version v

* Network Device Group

Location| Al| Locations Set To Default

Device Type| Aythenticator_swit...  Set To Default

EAfHId | BSTP-3500-1 ( B 17E2 RS ) R Authenticator_switches# i —#F 4 ; BSTP-3500-
2(BRE ) BERMBEN 32,

E

ERAHAE , BERENEEREEEEF, AHNMEWETA

- R B BREE
. Windows PCEEFER 5 2 [E Y & 19 B =&
CERAT=EHEMER :

- REMERR R B RRIEIE & D B R VB P i
- FARAHBER
- R LR B dot1xHYE

BHEE -

BHEERTE(EHDHBESER)IEE Eshowin S, £MAOutput Interpreter T 4218
showiE i H i 2 47 o

£ debug FEF2HI , BASBERE Debug ETHEEEH,



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
/c/zh_tw/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

Supplicant® /5 i 32 4 & 10 B 8 Bl & 3 B R 8R ST il
EURGIF , BREORBAETIOREB, LBRAHSHOT :

1. 3R 5 B BB X i A Efastethernet0/6, dotIxRIRFEFER AT EHEAPLUSTEEREENFHERR
M EEETRFER
2. B BREEHITRADIUSR A IR AR ISERE N BE.
3. MR BHFER , AIISEREINEAT(device-traffic-class=switch)FTERI B4 , I H 5D BRFE54&
HswitchportiE Xt B E R AP,
L EE I FE R R R 2 Y CISPEFASI L -

bst p- 3500- 1#debug ci sp all

Cct 15 13:51:03.672: %AUTHMGR- 5- START: Starting 'dotlx' for client

(001b. 0d55. 2187) on Interface FaO/6 Audit Sessi onl D 0A3039E10000000600757ABB

Cct 15 13:51:03.723: %OOT1X- 5- SUCCESS: Aut hentication successful for client
(001b. 0d55. 2187) on Interface FaO/6 Audit SessionlD

Cct 15 13:51:03.723: %AUTHMGR- 7- RESULT: Aut hentication result 'success' from
‘dot1x' for client (001b.0d55.2187) on Interface FaO/6 Audit SessionlD
0A3039E10000000600757ABB

Oct 15 13:51:03.723: Applying command... 'no switchport access vlan 1' at Fa0/6
Oct 15 13:51:03.739: Applying command... 'no switchport nonegotiate' at Fa0/6
Oct 15 13:51:03.748: Applying command... 'switchport trunk encapsulation dotlq’
at Fa0/6

Oct 15 13:51:03.756: Applying command... 'switchport mode trunk' at Fa0/6

Oct 15 13:51:03.756: Applying command... 'switchport trunk native vlan 1' at
Fa0/6

Oct 15 13:51:03.764: Applying command... 'spanning-tree portfast trunk' at Fa0/6
Oct 15 13:51:04.805: %AUTHMGR-5-SUCCESS: Authorization succeeded for client
(001b.0d455.2187) on Interface Fa0/6 AuditSessionID 0A3039E10000000600757ABB

Cct 15 13:51:04.805: Cl SP-EVENT (Fa0O/6): Received action Run Authenticator

Cct 15 13:51:04.805: Cl SP-EVENT (FaO/6): Authenticator received event Start in
state Not Running

Cct 15 13:51:04.805: Cl SP-EVENT (FaO/6): Authenticator state changed to Waiting
link UP

Cct 15 13:51:04.805: Cl SP-EVENT (Fa0/6): Sync supp_id: O

Cct 15 13:51:05.669: %I NK-3- UPDOMN: | nterface FastEthernet0/6, changed state to
up

Cct 15 13:51:06.793: Cl SP-EVENT (FaO/6): Received action Run Authenticator

Cct 15 13:51:06.793: Cl SP-EVENT (FaO/6): Authenticator received event Start in
state Waiting link UP (no-op)

Oct 15 13:51:07.799: %LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/6, changed state to up

Cct 15 13:51:07.799: Cl SP-EVENT (Fa0O/6): Authenticator received event Link UP in
state Waiting link UP

Cct 15 13:51:07.799: Cl SP-EVENT (Fa0/6): Transmitting a Cl SP Packet

Cct 15 13:51:07.799: Cl SP-TXPAK (Fa0/6): Code: RESPONSE | D: 0x20 Lengt h: 0x0018
Type: HELLO

Cct 15 13:51:07.799: Cl SP-EVENT (Fa0O/6): Proposing CISP version: 1

Cct 15 13:51:07.799: Cl SP-EVENT (Fa0O/6): Started 'hello' tiner (5s)

Cct 15 13:51:07.799: Cl SP-EVENT (FaO/6): Authenticator state changed to ldle

Cct 15 13:51:07.799: Cl SP-EVENT (Fa0/6): Sync supp_id: O

Cct 15 13:51:07.799: Cl SP-EVENT: Received action Start Tick Tiner

Cct 15 13:51:07.799: ClI SP-EVENT: Started CISP tick tinmer

Cct 15 13:51:12.942: Cl SP-EVENT (Fa0/6): 'hello timer expired

Cct 15 13:51:12.942: Cl SP-EVENT (Fa0O/6): Authenticator received event Tinmeout in
state ldle

Cct 15 13:51:12.942: Cl SP-EVENT (Fa0/6): Transmitting a Cl SP Packet

Cct 15 13:51:12.942: Cl SP-TXPAK (Fa0/6): Code: RESPONSE | D: 0x20 Lengt h: 0x0018



Type: HELLO

Cct 15 13:51:12.942: Cl SP-EVENT (Fa0/6): Proposing CI SP version: 1

Cct 15 13:51:12.942: Cl SP-EVENT (Fa0/6): Started 'hello'" tiner (5s)

Cct 15 13:51:18.084: Cl SP-EVENT (Fa0/6): '"hello" timer expired

Cct 15 13:51:18.084: Cl SP-EVENT (Fa0/6): Authenticator received event Timeout in
state ldle

Cct 15 13:51:18.084: Cl SP-EVENT (Fa0/6): Transmitting a Cl SP Packet

Cct 15 13:51:18.084: Cl SP-TXPAK (Fa0/6): Code: RESPONSE | D: 0x20 Lengt h: 0x0018
Type: HELLO

Cct 15 13:51:18.084: Cl SP-EVENT (Fa0/6): Proposing CI SP version: 1

Cct 15 13:51:18.084: Cl SP-EVENT (Fa0/6): Started 'hello' tiner (5s)

Cct 15 13:51:23.226: Cl SP-EVENT (Fa0/6): '"hello' timer expired

Cct 15 13:51:23.226: Cl SP-EVENT (Fa0/6): Authenticator received event Tinmeout in
state ldle

Cct 15 13:51:23.226: Cl SP-EVENT (Fa0/6): Transmitting a Cl SP Packet

Cct 15 13:51:23.226: Cl SP-TXPAK (Fa0/6): Code: RESPONSE | D: 0x20 Lengt h: 0x0018
Type: HELLO

Cct 15 13:51:23.226: Cl SP-EVENT (Fa0/6): Proposing CI SP version: 1

Cct 15 13:51:23.226: Cl SP-EVENT (Fa0/6): Started 'hello' tiner (5s)

Cct 15 13:51:28.377: Cl SP-EVENT (Fa0/6): '"hello' timer expired

Cct 15 13:51:28.377: Cl SP-EVENT (Fa0/6): Authenticator received event Tinmeout in
state ldle

Cct 15 13:51:29.400: Cl SP-EVENT: Stopped CISP tick tinmer

Oct 15 13:51:36.707: CISP-RXPAK (Fa0/6): Code:REQUEST ID:0x22 Length:0x001C
Type : REGISTRATION

Cct 15 13:51:36.707: Payl oad: 0200E84B

Cct 15 13:51:36.707: Cl SP-EVENT (Fa0/6): Authenticator received event Receive
Packet in state ldle

Cct 15 13:51:36.707: Cl SP-EVENT (Fa0/6): Proposed CISP version: 1

Cct 15 13:51:36.707: Cl SP-EVENT (Fa0/6): Negotiated Cl SP version: 1

Cct 15 13:51:36.707: Cl SP-EVENT (Fa0/6): Sync supp_id: 59467

Cct 15 13:51:36.707: Cl SP-EVENT (Fa0/6): Transmitting a Cl SP Packet

Oct 15 13:51:36.707: CISP-TXPAK (Fa0/6): Code:RESPONSE ID:0x22 Length:0x001C
Type : REGISTRATION

Cct 15 13:51:36.707: Payl oad: 01000000

Oct 15 13:51:36.724: CISP-RXPAK (Fa0/6): Code:REQUEST ID:0x23 Length:0x003A
Type:ADD_CLIENT

Cct 15 13:51:36.724: Payl oad: 010011020009001B0D5521C10300050 . ..

Cct 15 13:51:36.724: Cl SP-EVENT (Fa0/6): Authenticator received event Receive
Packet in state ldle

Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Adding client 001b.0d55.21cl (vlan: 200)
to authenticator list

Cct 15 13:51:36.724: Cl SP-EVENT (Fa0/6): Notifying interest parties about new
downstream cl i ent 001b. 0d55.21cl1l (vl an: 200)

Cct 15 13:51:36.724: Cl SP-EVENT (Fa0/6): Adding client info at Authenticator
Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Adding client 001b.0d55.21c0 (vlan: 1)
to authenticator list

Cct 15 13:51:36.724: Cl SP-EVENT (Fa0/6): Notifying interest parties about new
downstream cl i ent 001b. 0d55.21c0 (vl an: 1)

Cct 15 13:51:36.724: Cl SP-EVENT (Fa0/6): Adding client info at Authenticator
Cct 15 13:51:36.724: Cl SP-EVENT (Fa0/6): Transmitting a Cl SP Packet

Cct 15 13:51:36.724: Cl SP-TXPAK (Fa0/6): Code:RESPONSE ID:0x23 Length:0x0018
Type:ADD_CLIENT

SREBENRERINR , REETCISPR#, BERX#AEE —EREQUEST ( BFERFEE ) M—
fERESPONSE ( fEAR B BB ReSNERIBEMER ) -

HITMETERIRH - REGISTRATIONFADD _CLIENT, fEEMXHEIRE  FRAENF 0D
BEEUXIECISP , REFMERFEMIIEE, ADD CLENTX#AR B S HEBESBHEGSEREN
AibiBEARHNEE, EREGISTRATION—# , ADD-CLIENTESE RS LB B , Y S EREERED

o

B AL Tshowfn S ABRFEEF. SNt



bst p- 3500- 1#show cisp clients

Aut henticator dient Tabl e:

001b. 0d55. 21c1 200 Fa0/6
001b. 0d55. 21c0 1 FaO/ 6

bst p- 3500- 1#show cisp registrations

Interface(s) with Cl SP registered user(s):
FaO/ 6
Auth Mgr (Authenticator)

EAXRTRED , BORIFFNACEERS B ERNE(fa0/6) , W B T MEMACH: 1,
MACHb 1 2 VLAN1 L 32fa0/6 MIVLAN200 L EER K5,

RETUHTdtIxG I REFGENVRE. DEBRM ENf0/6REEKEBENRE. ERBSTP-
3500-2 ( FRA ) WARERHdot1x3TH#H

bst p- 3500- 1#show aut henti cati on sessi ons

Interface MAC Address Method Domain Status Session ID
Fa0/ 6 001b. 0d55. 2187 dot 1x DATA Aut hz Success 0A3039E10000000700FB3259

WA ERFRFAHIRI AR | BRAT LR B SR -

bst p- 3500- 2#show aut henti cati on sessi ons
No Aut h Manager contexts currently exi st

HWR 5 MM TWindows PCH Y RRE
FEULRBIFR , Windows PCEEIFER 1T S AMRE. WBRFHSHAT :

1. Windows PCi& ABSTP-3500-2 ( 58k} ) LEYFastEthernet 0/5&,
2. BRFBIBISEHITS DRBEMNZE,
J.ERABHEMERTRELERTHEF K.

EREFBRFNEA :

=

1=

Cct 15 14:19:37.207: Y%AUTHMGR- 5- START: Starting 'dotlx' for client

(c464. 13b4.29c3) on Interface Fa0/5 Audit Sessionl D 0A3039E200000013008F77FA

Cct 15 14:19: 37. 325: 9OOT1X- 5- SUCCESS: Aut hentication successful for client

(c464. 13b4.29c3) on Interface Fa0/5 Audit SessionlD

Oct 15 14:19:37.325: %AUTHMGR-7-RESULT: Authentication result 'success' from
'dotlx' for client (c464.13b4.29c3) on Interface Fa0/5 AuditSessionID
0A3039E200000013008F77FA

Cct 15 14:19:37.341: Cl SP-EVENT (Fa0/5): Received action Add dient

Cct 15 14:19:37.341: Cl SP-EVENT (Fa0/5): Adding client c464.13b4.29¢c3 (vlan: 200)
to supplicant list

Cct 15 14:19:37.341: Cl SP-EVENT (FaO/6): Supplicant received event Add Cient in
state ldle

Cct 15 14:19:37.341: CISP-EVENT (Fa0/6): Adding client c464.13b4.29c3 (vlan: 200)
to the ADD list

Cct 15 14:19: 37.341: Cl SP-EVENT (Fa0/6): Adding client c464.13b4.29c3 (vlan: 200)



to ADD CLI ENT req

Cct 15 14:19:37.341: Cl SP-EVENT (Fa0/6): Transmitting a Cl SP Packet

Cct 15 14:19:37.341: CISP-TXPAK (Fa0/6): Code:REQUEST ID:0x24 Length:0x0029
Type:ADD_CLIENT

Cct 15 14:19:37.341: Payl oad: 010011020009C46413B429C30300050 . .

Cct 15 14:19:37.341: ClI SP-EVENT (Fa0/6): Started 'retransmit' timer (30s)

Oct 15 14:19:37.341: ClISP-EVENT: Started CISP tick tinmer

Cct 15 14:19: 37.341: Cl SP-EVENT (Fa0/6): Supplicant state changed to Request
Cct 15 14:19:37.341: CISP-RXPAK (Fa0/6): Code:RESPONSE ID:0x24 Length:0x0018
Type:ADD_CLIENT

Cct 15 14:19: 37.350: Cl SP-EVENT (FaO/6): Supplicant received event Receive Packet
in state Request

Cct 15 14:19: 37.350: Cl SP-EVENT (FaO/6): Stopped 'retransnmit' tiner

Cct 15 14:19: 37.350: CISP-EVENT (Fa0/6): All Clients implicitly ACKed

Cct 15 14:19: 37.350: Cl SP-EVENT (Fa0/6): Supplicant state changed to ldle

Cct 15 14:19: 38. 356: %AUTHMGR-5-SUCCESS: Authorization succeeded for client
(c464.13b4.29¢c3) on Interface Fa0/5 AuditSessionID 0A3039E200000013008F77FA

Cct 15 14:19: 38. 356: Cl SP-EVENT (Fa0/5): Received action Run Authenticator

Cct 15 14:19: 38.356: Cl SP-EVENT (Fa0/5): Authenticator received event Start in
state Not Running

Cct 15 14:19: 38. 356: Cl SP-EVENT (Fa0/5): Authenticator state changed to Wiiting
link UP

Cct 15 14:19: 38.356: Cl SP-EVENT (Fa0/5): Sync supp_id: O

Cct 15 14:19: 38.373: Cl SP-EVENT: Stopped CISP tick tinmer

Oct 15 14:19:39.162: %LINK-3-UPDOWN: Interface FastEthernet0/5, changed state to
up

B4EADD_CLIENTX#: , EFFEREGISTRATIONR#,

EERFBAERA LW1TH , 558 Ashow cisp registrationsii © :

bst p- 3500- 2#show ci sp regi strations

Interface(s) with Cl SP registered user(s):

Fa0/ 5

Auth Mgr (Authenticator)
Fa0/ 6

802. 1x Sup (Supplicant)

ERAHERRBE (fa0/61H ) EABRALE , HWindows PCEESBBRBSAE (fa0/5M
M),

EEREEREEEIR LNITA , 558 Ashow cisp clientsii T :

bst p- 3500- 1#show cisp clients

Aut henticator dient Tabl e:

001b. 0d55. 21c1 200 FaO/ 6
001b. 0d55. 21c0 1 Fa0/ 6
c464.13b4.29c3 200 Fal/ 6

HMBMACHE I IR TE S BT ERHIVLAN 200 T RERRIBWAAABRPEEINMACH L,
BRFEEXIERERTE —RECERIFRIIfFa0/5EMRIE

bst p- 3500- 2#show aut henti cati on sessi ons



Interface MAC Address Method Domain Status Session ID
Fa0/5 c464.13b4.29¢3 dot 1x DATA Aut hz Success 0A3039E20000001501018B58

HER 2R o I BRAEIE & 1 B RV B P i

MIBRE Fimbs (Sl , RIEFEE ) , ASEEDELETE_CLIENTXR B AN & P ER S

Cct 15 15:54: 05.415: Cl SP- RXPAK (Fa0/ 6): Code:REQUEST ID:0x25 Length:0x0029
Type :DELETE_CLIENT

Cct 15 15:54:05.415: Payl oad: 010011020009C46413B429C30300050 . ..

Cct 15 15:54:05.415: Cl SP-EVENT (Fa0/6): Authenticator received event Receive
Packet in state ldle

Cct 15 15:54: 05.415: Cl SP-EVENT (Fa0O/6): Removing client c464.13b4.29c3
(vlian: 200) from authenticator list

Cct 15 15:54:05.415: Cl SP-EVENT (Fa0/6): Notifying interest parties about

del eti on of downstream client c464.13b4.29c3 (vlan: 200)

Cct 15 15:54:05.415: Cl SP-EVENT (Fa0/6): Transmitting a Cl SP Packet

Cct 15 15:54:05.415: Cl SP- TXPAK (Fa0/6): Code:RESPONSE ID:0x25 Length:0x0018
Type :DELETE_CLIENT

i Bk Supplicant® 5 i 32 i
IWTHBREBERAE , BRSSERRERBENSIERE  URBRELERLER.,

Oct 15 15:57:31.257: Applying command... 'no switchport nonegotiate' at Fa0/6
Oct 15 15:57:31.273: Applying command... 'switchport mode access' at Fa0/6

Oct 15 15:57:31.273: Applying command... 'no switchport trunk encapsulation
dotlg' at Fa0/6

Oct 15 15:57:31.290: Applying command... 'no switchport trunk native vlan 1' at
Fa0/6

Oct 15 15:57:31.299: Applying command... 'no spanning-tree portfast trunk' at
Fa0/6

Oct 15 15:57:31.307: Applying command... 'switchport access vlan 1' at Fa0/6
Oct 15 15:57:31.315: Applying command... 'spanning-tree portfast' at Fa0/6

Cct 15 15:57: 32.247: 9%.1 NEPROTO 5- UPDOMN:  Li ne protocol on Interface

Fast Et hernet 0/ 6, changed state to down

Cct 15 15:57:32.247: Cl SP-EVENT (FaO/6): Authenticator received event Link DOM
in state Idle

Cct 15 15:57:32.247: Cl SP-EVENT (Fal/6): Removing client 001b.0d55.21cl

(vlan: 200) fromauthenticator |ist

Qct 15 15:57:32.247: Cl SP-EVENT (Fa0/6): Notifying interest parties about

del eti on of downstream client 001b.0d55.21c1 (vlan: 200)

Cct 15 15:57:32.247: Cl SP-EVENT (Fa0O/6): Removing client 001b.0455.21c0 (vlan: 1)
from authenticator I|ist

Qct 15 15:57:32.247: Cl SP-EVENT (Fa0/6): Notifying interest parties about

del eti on of downstream client 001b.0d55.21c0 (vlan: 1)

Cct 15 15:57:32.247: Cl SP-EVENT (Fa0/ 6): Authenticator state changed to Not
Running

Cct 15 15:57:32.247: Cl SP-EVENT (Fa0/6): Sync supp_id: O

Cct 15 15:57:33.262: 9% NK-3- UPDOMN: | nterface FastEthernet0/6, changed state
to down

EIEF , FRAUECISPRAMBRARBR AN T Fin , WEAXTELHCISP,

Supplicant® 5 i 32 #4833 B dot1xHy 8



RFRHEEIBEHWCISPERAERES —EERE. FRAKERI S ORI LA AN
MAC i 31t & H S 3 B & 5 o

EERMENEROT  MRELEEH/A T AL AdotIxBELFIE | BISEAMACHIL , WiBIBCISPE
BE EEcines,

BOREBRATREBIBCISPEENFE R FintBER.

BEE L BRANEAREBEBdotIxSE MG ERFIEBNEHR , WAEMACH U FIVLANE AEER
BMEER, BRRNATEEEEHPAIIRUEEANAITES.

BN | MARHRES E2E T HAVLAN(VLANIQO) , IS —E% B AER B ERIEF0/4, B
fa0/4 =R AdotIxBL B REEE AR,

AAR 75 Y LA T B Hh AEUR — (BT RV RE R

bst p- 3500- 2#show ci sp regi strations

Interface(s) with Cl SP registered user(s):

Fa0/ 5

Auth Mgr (Authenticator)
FaO/ 6

802. 1x Sup (Supplicant)

ERFIR L, FATHMACHHETEVLAN 300 LA R,

bst p- 3500- 1#show ci sp clients

Aut henticator dient Tabl e:

001b. 0d55. 21c1 200 Fa0/ 6
001b. 0d55. 21c0 1 Fa0/ 6
001b. 0d55. 21c2 300 Fa0/ 6
c464. 13b4. 29¢3 200 Fa0/ 6
68ef.bdc7.13ff 300 Fal0/6

SRR R

RERENEF TR R B EE TSR,

P &EE -

W EESE T E(EREEMEFER) X ERE Eshowin T, £ HOutput Interpreter T 4247
showiE T# i 5 #7o

£ H debug ETZ 8l , BAEBBIEERI Debug ETHEEEA,

E Lo & A EBNEHNEATHCISPETHESER ; ANEBEAZHBTHRA

i


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
/c/zh_tw/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

- debug cisp all — R #iEE 2 BHICISPERA R #L,

- show cisp summary — # R #i28 LCISPH EHMENFE,

. show cisp registrations — #§ RS ECISPRIWNH. EENHNACURNHREER
NEAT,

- show cisp clients — BREHEFIHMACH U R HUE ( VLANFINE ) R, EXEHSH
mESREA,
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