B2 ¥ Cisco 10S XRHIBGP LW EBMTURE
B 8%

B

BEET

TCP PMTUDAITCP MSS

%4 — TCP PMTUDE#EH

FHAERMTUE

FHIFFERMTUE — SEBHTCPY &5
FHIEFERMTUE — B TCPY %58
FHATCP®IE — XREE

FRATCPI#EE — XR#H
REEEHENTCPYHEE
REZERNTCPEERE — FHATCPIEIE(MDS)
REZERNTCPHES — REEHEEFBEMIP MTU
X6 — BRATCP PMTUD

EXEPMTUD

PMTUD — B EERHIIP MTUE K

PMTUD - TCPiZI1E(MD5)

PMTUD — Z 7458

masr

AERNMCisco 10S® XREE LW EREFHIEAHRE(TCP)BREAREBWME T(MTU)HEER
(PMTUD),

ERER

PMTUDHHIEERN BT EEEMEIH BN REPNEMULEET 2 BRN&RKERER B
E(IP)HEX/D, BEYNEREENEREMTU , IFRE-BHE EMTUENR/ME. NMREESEH

EARERBEMTU , EEBLERINARKRRE , YBR D BNERUER, FHERREERARD
EBGP)EAKRAEZRBABE (AGZELETRPMTUDITA ) , BEEIRE S| APMTUDH &M

1To

TCP PMTUDFITCP MSS

TCPHFAPMTUDRERREEA MR KERA/IMMSS) , EXRTESHEAEIHRNKEEMTU,
b, EREFAPMTUDZH , BRI URERIBTCPRARERX/NMSS) , WEBHEERFNAIE,

RIFRFCB79HHIMSSIRIAER : MSSEEMERN T : HRAIPHREREANIPERSHERRH
TCPREERIEMNTCPERIR T , WTCPEEMEIES AT URBMNZERER N\ TH,

MeA—LrEmEmBEREERMESR , RFC6691 REBTREMNMFTEMSSHE :


https://tools.ietf.org/html/rfc879
https://tools.ietf.org/html/rfc6691

EESTEERATCP MSSEENER , MTUERRB/NEEIPMTCPREN K/ , MAER/NAE
BEAATERMIPRTCPERE ; Rz , BEELERITCPERRE , ARRESEHNHEHPIEN
TIPS TCPEIE,

EEFANMSSES , 2 R10S XR 6.7.xixCisco ASR 9000 & S S R At EiSE:

MSSREMIBALREAIUEE-—RDTRTCPERTEBNFZAENE, IRTCPERANIEM/ME
saha SR TARBRS ; WRRAMSS, EERSR TEERIPE A , TCPERERZ
H E 8 B3 0 B B

TCP MSSEEEUARNTEMMTU , ERE—ERATEABETABANZAENRE., &KX
TCPEHBREHRREKE L HLMTEHNMTUNM B NEEETCPREBRETBENMSSHEIRE.
MSSHEEZIIMTU , BGPARNWERRBEN. SEERRS @7 AERATEKNMSSHE,

HRIEETCPERERER ERMSS |, TCPEXRE BRERME ? A HE ?

RIFRFCB79 , BAUTHRME | THFEBEERNS7T6EN\ LU THENERE , RFCMHHIEBN
FHREFEZIEANENE, TCPRAERBRAXPRIPRAERBEKRNEZE4A0,

FERIPRAXER B K/NE576,
FERRTCPRAERERK/NAE536,
WEEZEIP MTUEBS76LtiH, ERMREZBEERIP MTUE , BITCP MSSETETLIEENT -

. Active Peer — STE I EXHESYNE I HIARMSS,

MSS = | PMIU - si zeof (m ni num TCPHDR) - si zeof (m ni num | PHDR)
VWer e,

si zeof (m ni mum TCPHDR) = 20 bytes.

si zeof (m ni mum | PHDR) = 20 bytes.

- BB EFE — FEABMSS | BREEBHHFRIXINHIMSSHETLLE , W LLELEMSSEFHIE
REFESYN, ACK.

M N[ I PMTU - sizeof (m ni mum TCPHDR) - sizeof (m nimum | PHDR) , Received MSS val ue]
VWher e,

si zeof (m ni mum TCPHDR) = 20 bytes.

si zeof (m ni mum | PHDR) = 20 bytes.

Recei ved MSS val ue = MSS val ue received with Active Peer TCP SYN

BREBAMSSEEENRY., SEHRHEECHE , X ETCPEEEIKEMERNE. BR

, MR AJHPMTUDH# E HMSSETEKRFE BRIIP MTUE , Al REENREMTU , MSSERREA
RBMHE. Cisco IOS XRITAEE —LEBMSSFHENMPMTUDAEBMEREN , BlRAT,

Cisco 10S XR EF85%= FAPMTUD:
- BBUTARE , AEIBMSSETEEEZEIP MTU: R ERESNEZE  FEZEHE TEIP

MTU, IR RIFEERNEER — FEZREFERA 1280 tHMIP MTU, MSSER EEXEMN
TCPEESE,


/content/en/us/td/docs/routers/asr9000/software/asr9k-r6-7/routing/configuration/guide/b-routing-cg-asr9000-67x/b-routing-cg-asr9000-67x_chapter_01.html#concept_7652D841F03E4819BEAA4FC031AC97C3
https://tools.ietf.org/html/rfc879
https://tools.ietf.org/html/rfc879

1£Cisco 10S XR ERBUHAPMTUDH :

- REBUTRE

ERENTCPEERTE,

AEIBAMSSEHESZEIP MTU: EREEEFSEEZERESH NG — 3
ZRBHHNEIP MTU, MSSES

BRPMTUD#HMBERNHMFAEATEER , AERSEB TRPBENERE T IANTE,

REBTEBNESESIRNEBDNKE TCPHEFRIP MTUL K FMEMSSH.

PMTUD

Disabled

Enabled

: ACTIVE | PASSIVE
Scenarios P MTU P MTU MSS
Using default MTU values 1500 1500 1460
Using non-default MTU value — Active TCP peer 4460 1500 1460
Using non-default MTU value — Passive TCP peer 1500 4460 1460
Using TCP Options (MDS) — XR Active 1500 1500 1436
Using TCP Options (MD5) — XR Passive 1500 1500 1460
TCP peers not directly connected 1500 1500 1240
TCP peers not directly connected — Using TCP Options (MD5) 1500 1500 1216
Enabling TCP PMTUD 1500 1500 1460
PMTUD in action — Path segment has lower MTU 1500 1500 1460
PMTUD in action = TCP Options (MD5) 1500 1500 1436

E 307

— TCP PMTUDE#H

SERAAERMTUE

-

~

o

E2.1.EARERMTUE

/

Loo AS65005 AS65006
192.168.0.5/32
GEO0/0/0/0 GEO0/0/0/0
IP MTU 1500 IP MTU 1500
uw.s.s.sfao 10.5.6.6/30
R5 “*---1--===- S
eBGP

N

LoO

T 192.168.0.6/32

@

R6

N

/

EE2. 1T ReBGPHEREBETCPERNERLT , EEKE , EXRE

179 L A EERSMYTCPE

EBAR , XEBEFE

. BIRAHEMES S HANET | H5RROMSSHE T ERMT ;

- Pl R EBGE A FHRRIP MTU 15001
FEREATEATCPEEMTURR

- TCPHEEEEER ROEEBGPERRBEIEMSS £146011

Tl

=, WEBEBEERN B EREHES LN ELEAE

%IP MTUE

STAEHSYN 1500 ( AEIP MTU )

— 20(MinTCP_H)- 20(minIP_H)R5E3%SYN. ACK , MSSA& 14601 st &% [ B EIKMSS; 2

N IRMSS|#EUWAIMSS 146011
MSS{&

il ; ZIKi&*JJ!l“MSS 14601 AR MBI & 2 E 19 E A RIE




TCPEREFMEN , WR6 - ACTIVELFIR :

I — As seen on R6 — ACTI VE

RP/ 0/ 0/ CPUO: R6#show i nterfaces gi gabitEthernet 0/0/0/0
Fri Jan 8 09:35:48.553 UTC

G gabi t Ethernet0/0/0/0 is up, line protocol is up
Interface state transitions: 1

Hardware is G gabitEthernet, address is fal6.3e85.3dc2 (bia fal6. 3e85. 3dc?2)

Internet address is 10.5.6.6/30
MTU 1514 bytes, BW 1000000 Kbit (Max: 1000000 Kbit)
<sni p>

RP/ 0/ 0/ CPUO: R6#show tcp bri ef
Fri Jan 8 09:36:22.491 UTC

PCB VRF-1 D Recv- Q Send-Q Local Address Forei gn Address
<sni p>

0x121649f ¢ 0x60000000 0 0 10.5.6.6:24454 10.5.6.5: 179
<sni p>

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x121649fc
Fri Jan 8 09:37:00.888 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Established at Fri Jan 8 09:28:28 2021

PCB 0x121649fc, SO 0x121561b8, TCPCB 0x12156f 64, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 78

Local host: 10.5.6.6, Local port: 24454 (Local App PID: 1011918)
Foreign host: 10.5.6.5, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (nax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 13 1 0
SendwWhd 0 0 0
Ti meWi t 0 0 0
AckHol d 10 2 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3757770712 snduna: 3757770960 sndnxt: 3757770960
sndmax: 3757770960 sndwnd: 32574 sndcwnd: 4380
irs: 1072103647 rcvnxt: 1072103895 rcvwnd: 32593 rcvadv: 1072136488

SRTT: 155 s, RTTO. 540 ns, RTV: 385 ns, KRTT: 0 s
mnRTT: 9 s, maxRTT: 229 ns

ACK hold tine: 200 ns, Keepalive tinme: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 ns, Retransmission retries: 0, Retransnmt forever: FALSE
Connect retries remmining: 30, connect retry interval: 50 secs

State flags: none
Feature flags: Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

State

ESTAB



W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUD: R6
TCPEFEFFMEN , WR5LATR — PASSIVE:

! — As seen on R5 — PASSI VE

RP/ 0/ 0/ CPUO: R5#show i nterfaces gi gabitEthernet 0/0/0/0

Fri Jan 8 09:33:04.564 UTC

G gabi t Ethernet0/0/0/0 is up, line protocol is up

Interface state transitions: 1

Hardware is G gabitEthernet, address is fal6.3ead.518f (bia fal6. 3ead.518f)
Internet address is 10.5.6.5/30

MTU 1514 bytes, BW 1000000 Kbit (Max: 1000000 Kbit)

<sni p>

RP/ 0/ 0/ CPUO: R5#show tcp bri ef
Fri Jan 8 09:33:53.221 UTC

PCB VRF- 1 D Recv- Q Send-Q Local Address Forei gn Address
<sni p>

0x12155884 0x60000000 0 0 10.5.6.5:179 10.5. 6. 6: 24454
<sni p>

RP/ 0/ 0/ CPUO: R5#show tcp detail pcb 0x12155884
Fri Jan 8 09:34:47.317 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 09:28:29 2021

PCB 0x12155884, SO 0x1215568c, TCPCB 0x12155a54, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 78

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Foreign host: 10.5.6.6, Foreign port: 24454

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 9 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 9 7 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

State

ESTAB



iss: 1072103647 snduna: 1072103857
sndmax: 1072103857 sndwnd: 32631
irs: 3757770712 rcvnxt: 3757770922

sndnxt: 1072103857

sndcwnd: 4380
rcvwnd: 32612 rcvadv: 3757803534
SRTT: 47 ns,

m nRTT: 19 ns,

RTTG 300 ns, RTV: 170 ns,
maxRTT: 219 ns

KRTT: 0 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec

Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE

Connect retries remuining: 0, connect retry interval:
State flags: none

Feature flags: Wn Scal e, Nagle

Request flags: Wn Scal e

0 secs

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow

Ti mest anp opti on:
Sack bl ocks {start,
Sack holes {start,

Socket
Socket
Socket
Socket
Socket
Socket

scal es:

opti ons:
st at es:

rcv 0, snd 0, request rcv O,
recent 0, recent age O,
end}: none
end, dups, rxnit}: none
SO _REUSEADDR, SO _REUSEPCRT, SO _NBI O

SS_| SCONNECTED, SS PRIV

recei ve buffer states:

SB_DEL_WAKEUP

send buffer

recei ve buffer:
send buffer

states: SB_DEL_WAKEUP
Low H gh wat ermark 1/32768

request snd O
|l ast ACK sent O

Low H gh wat er mark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx:
Num Label s: 0 Label Stack:

size: 0 data:
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. R6MEAIEFEZRIP MTU 44601z st
- ERBERTEZEATCPEEMTURIR
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R EIR6HITCP SYN:

I — TCP SYN sourced from R6

140 1598. 150521 10.5.6.6 10.5.6.5 TCP 62 35502 179 [SYN] Seq=0
W n=16384 Len=0 MsSsS=4420 W5=1

Frane 140: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet |1, Src: fa:16:3e:85:3d:c2 (fa:16:3e:85:3d:c2), Dst: fa:16:3e: ad: 51: 8f
(fa:16: 3e: ad: 51: 8f)
Internet Protocol Version 4, Src: 10.5.6.6, Dst: 10.5.6.5
Transm ssion Control Protocol, Src Port: 35502, Dst Port: 179, Seq: 0, Len: O
Source Port: 35502
Destination Port: 179
[ Stream i ndex: 6]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment numnber: O
Header Length: 28 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x219d [unveri fied]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segnent size: 4420 bytes
Ki nd: Maxi mum Segment Si ze (2)
Length: 4
MSS Value: 4420
W ndow scale: 0 (rmultiply by 1)
End of Option List (EQL)

TCP SYN. JRBR5HACK:

I — TCP SYN, ACK sourced fromR5

141 1598. 154866 10.5.6.5 10.5.6.6 TCP 62 179 35502 [ SYN, ACK] Seq=0
Ack=1 Wn=16384 Len=0 MsSS=1460 W6=1

Franme 141: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet 11, Src: fa:16:3e:ad:51:8f (fa:16:3e:ad:51:8f), Dst: fa:16:3e:85:3d:c2
(fa:16: 3e: 85: 3d: c2)
Internet Protocol Version 4, Src: 10.5.6.5, Dst: 10.5.6.6
Transm ssion Control Protocol, Src Port: 179, Dst Port: 35502, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 35502
[ Stream i ndex: 6]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 28 bytes
Fl ags: 0x012 (SYN, ACK)



W ndow si ze val ue: 16384

[ Cal cul at ed wi ndow si ze: 16384]
Checksum O0xe2b4 [unverified]

[ Checksum St atus: Unverified]
Urgent pointer: O

Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List

Maxi mum segnent size: 1460 bytes
Ki nd: Maxi mum Segrment Size (2)
Length: 4
MSS Value: 1460

W ndow scale: 0 (rmultiply by 1)

End of Option List (EQL)

TCPEFEFMEN , WR6 - ACTIVELFIR :

I - as seen on R6 — Active

RP/ 0/ 0/ CPUO: R6#show i nterfaces gigabitEthernet 0/0/0/0
Fri Jan 8 09:46:54.138 UTC
G gabi t Et hernet0/0/0/0 is up, line protocol is up
Interface state transitions: 1
Hardware is G gabitEthernet, address is fal6.3e85.3dc2 (bia fal6.3e85.3dc2)
Internet address is 10.5.6.6/30
MTU 4474 bytes, BW 1000000 Kbit (Max: 1000000 Kbit)
<sni p>

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1215761c
Fri Jan 8 09:56:25.819 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 09:51:46 2021

PCB 0x1215761c, SO 0x12156f 64, TCPCB 0x1216419c, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 886

Local host: 10.5.6.6, Local port: 35502 (Local App PID:. 1011918)
Foreign host: 10.5.6.5, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 9 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 6 5 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 764231407 snduna: 764231579 sndnxt: 764231579
sndmax: 764231579 sndwnd: 32650 sndcwnd: 4380
irs: 2712512697 rcvnxt: 2712512869 rcvwnd: 32669 rcvadv: 2712545538

SRTT: 31 s, RTTG 300 ns, RTV: 130 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 239 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransmt forever: FALSE

Connect retries remaining: 30, connect retry interval: 50 secs

State flags: none

(EQL)



Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 4420, max MSS 4420

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUD: R6#
TCPEFEFMEN , MR5 LFATR — PASSIVE:

I - as seen on R5 - Passive

RP/ 0/ 0/ CPUO: R5#show tcp detail pcb 0x12155a98
Fri Jan 8 09:55:18.193 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 09:51:47 2021

PCB 0x12155a98, SO 0x12153ea0, TCPCB 0x12154e18, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 886

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Foreign host: 10.5.6.6, Foreign port: 35502

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 6 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 6 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 2712512697 snduna: 2712512850 sndnxt: 2712512850
sndmax: 2712512850 sndwnd: 32688 sndcwnd: 4380
irs: 764231407 rcvnxt: 764231560 rcvwnd: 32669 rcvadv: 764264229

SRTT: 107 ms, RTTO. 538 ns, RTV: 431 ns, KRTT: 0 s
m nRTT: 29 ns, maxRTT: 219 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 ns, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs



State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 4420, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O

Ti mestanp option: recent 0, recent age 0, |last ACK sent O

Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R5#

ERIFFBRMTUE — HETCPHER
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237 2696. 666481 10.5.6.6 10.5.6.5 TCP 62 47007 179 [SYN] Seqg=0
W n=16384 Len=0 MSsS=1460 W5=1

Franme 237: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet |1, Src: fa:16:3e:85:3d:c2 (fa:16:3e:85:3d:c2), Dst: fa:16:3e: ad: 51: 8f
(fa:16: 3e: ad: 51: 8f)
Internet Protocol Version 4, Src: 10.5.6.6, Dst: 10.5.6.5
Transm ssion Control Protocol, Src Port: 47007, Dst Port: 179, Seq: 0, Len: O
Source Port: 47007
Destination Port: 179
[ Stream i ndex: 10]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment numnber: O
Header Length: 28 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x2025 [unveri fied]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segnent size: 1460 bytes
Ki nd: Maxi mum Segment Si ze (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (rmultiply by 1)
End of Option List (EQL)

TCP SYN. JREBR5HACK:

I — TCP SYN, ACK sourced fromR5

238 2696. 702792 10.5.6.5 10.5.6.6 TCP 62 179 47007 [ SYN, ACK] Seq=0
Ack=1 Wn=16384 Len=0 MsS=1460 \W5=1

Frane 238: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet II, Src: fa:16:3e:ad:51:8f (fa:16:3e:ad:51:8f), Dst: fa:16: 3e:85:3d:c2
(fa:16: 3e: 85:3d: c2)
Internet Protocol Version 4, Src: 10.5.6.5, Dst: 10.5.6.6
Transm ssion Control Protocol, Src Port: 179, Dst Port: 47007, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 47007
[ Stream i ndex: 10]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 28 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x7078 [unverified]
[ Checksum Status: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segment size: 1460 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (nmultiply by 1)
End of Option List (EQL)

TCPEEFMEF , MR6 - ACTIVELFIR :



I - as seen on R6 - Active

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1215761c
Fri Jan 8 10:15:20.351 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 10:10:04 2021

PCB 0x1215761c, SO 0x12162aac, TCPCB 0x12156f64, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 103

Local host: 10.5.6.6, Local port: 47007 (Local App PID: 1011918)
Foreign host: 10.5.6.5, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 10 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 7 5 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3949093168 snduna: 3949093359 sndnxt: 3949093359
sndmax: 3949093359 sndwnd: 32631 sndcwnd: 4380
irs: 54439005 rcvnxt: 54439196 rcvwnd: 32650 rcvadv: 54471846

SRTT: 75 ns, RTTO 459 ns, RTV: 384 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 50 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O

Ti mestanp option: recent 0, recent age 0, |last ACK sent O

Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUD: R6#
TCPEFEFMEN , MIR5 LATR — PASSIVE:



I - as seen on R5 - Passive

RP/ 0/ 0/ CPUO: R5#show i nterfaces gigabitEthernet 0/0/0/0
Fri Jan 8 10:10:39.110 UTC
G gabit Et hernet0/0/0/0 is up, line protocol is up
Interface state transitions: 1
Hardware is G gabitEthernet, address is fal6. 3ead.518f (bia fal6.3ead.518f)
Internet address is 10.5.6.5/30
MTU 4474 bytes, BW 1000000 Kbit (Max: 1000000 Kbit)
<sni p>

RP/ 0/ 0/ CPUO: R5#show tcp detail pcb 0x121550fc
Fri Jan 8 10:14:20.105 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 10:10:05 2021

PCB 0x121550f c, SO 0x12154e18, TCPCB 0x12154304, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 103

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Foreign host: 10.5.6.6, Foreign port: 47007

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 7 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 7 2 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 54439005 snduna: 54439177 sndnxt: 54439177
sndmax: 54439177 sndwnd: 32669 sndcwnd: 4380
irs: 3949093168 rcvnxt: 3949093340 rcvwnd: 32650 rcvadv: 3949125990

SRTT: 117 ms, RTTO 570 ns, RTV: 453 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 4420, max MSS 4420

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O
Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP



Socket receive buffer:
Socket send buffer

PDU i nf ornati on:

#PDU s in buffer:
FI B Lookup Cache:
Num Label s: 0 Label Stack:

0

RP/ 0/ 0/ CPUO: R5#

EATCPIRE — XRED

MARERBEATR , TCPEE(HIENTCP MD5, TCP selective-ack5i TCP timestamps)#Y fif fi & £/ &

Low H gh wat ermark 1/32768
: Low Hi gh wat ermark 2048/ 24576, Notify threshold O

| FH: 0x40 PD ctx: size: 0 data:

MSSFHE , RAELRIESEHEMSSTHEHREBH M T,

REUAR T —EENRRAFEETCPEEKHEMEITHIMSSEHE, i, EATCP MD5H 35 F

B, m2ERG2ATNSERM , BT,

/
LoO

192.168.0.5/32

T AS65005

/

AS65006

o

J

LoO

192.168.0.6/32

[

GEO0/0/0/0 GEO0/0/0/0
IP MTU 1500 IP MTU 1500
~10.5.s.5130 10.5.3.&'30~
R5 *+---1-=---=-- - - R6

BGP + TCP M[SK

/

8/%2.4 — {EFATCPZIE(MD5)- XRSEH .,

HEUFRP  MEHSEMEATARIP MTUE, ERER , TEBERRETCPEBHAR, B
HATCP MD5 &M BRBIRFNEEMER , “MELBENRE. THBERMF , TCP MSSFHE
AL NT

- MBS B EBAE A FARRIP MTU 150012 T4l
- FERRIER TEATCPEEMTURE
- TCPHE HiEEER
. M{EETE: L&A T TCP MD5 8 7 ER % R6EEBGPEAER6EIXMSS 514361 TAHAISYN
1500 ( AEIP MTU ) — 20(minTCP_H)- 20(minIP_H)- 2441 7t 48 ( 10S XR TCPiZEFNE R
) R6EESYN , ACK , MSS A& 143611 Tl Ei%[Received MSS; A it ¥ #MS S| Ut 2143641 7T
8 ; A HIEEMSS 14604 T8 Ry B % & B F 196 A REMSSHE
RFWEFAEFE |, Cisco I0S XRIWITAAFRILEFEEFFESREC 879HRFC 6691 , #EEHTCPE
B FEST AMSSET &,

tcpEREENHEAEAEMN Cisco 10S XRIRF i — 2 ic#k1ECiscofEz2ID CSCvf20166H :

"(...) XREAEIBGP:E#RFF , BGPHERI EET K ARBEEETEE , ZEMDS, EE2FtcpiBE
EEEE=24, Hit , #11BMSSE A1500 - 40 - 24 = 1436, EHEETEFENESFEFER
min(1436, 1460)= 1436.(..)


https://datatracker.ietf.org/doc/html/rfc2385
https://datatracker.ietf.org/doc/html/rfc2018
https://datatracker.ietf.org/doc/html/rfc2018
https://datatracker.ietf.org/doc/html/rfc879
https://datatracker.ietf.org/doc/html/rfc6691
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf20166

REBR6MTCP SYN:

I — TCP SYN sourced from R6

430 5775. 839420 10.5.6.6
W n=16384 Len=0 MSsS=1436 W5=1

10.5.6.5 TCP

Frame 430: 82 bytes on wire (656 bits), 82 bytes captured
Ethernet II, Src: fa:16:3e:85:3d:c2 (fa:16: 3e:85:3d:c2),
(fa:16: 3e: ad: 51: 8f)
Internet Protocol Version 4, Src:
Transmi ssion Control Protocol, Src Port:
Source Port: 24785
Destination Port:
[ Stream i ndex: 14]
[ TCP Segnent Len:
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: O
Header Length: 48 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul ated wi ndow si ze: 16384]
Checksum 0xd62b [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: 0O
Options: (28 bytes),
signature, End of Option List (EQ.)
Maxi mum segnent size: 1436 bytes
Ki nd: Maxi mum Segnent Si ze (2)
Length: 4
MSS Value: 1436
W ndow scale: 0 (rmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signature
End of Option List (EQ)

TCP SYN, JRBR5MACK:

10.5.6.6, Dst: 10.5.6.5
24785, Dst Port:

179

0]

I — TCP SYN, ACK sourced fromR5

431 5775. 845744 10.5.6.5 10.5.6.6 TCP

Ack=1 Wn=16384 Len=0 MSS=1436 W5=1

Frane 431: 82 bytes on wire (656 bits), 82 bytes captured

Ethernet II, Src: fa:16:3e:ad:51:8f (fa:16:3e:ad:51: 8f),
(fa:16: 3e:85:3d: c2)
Internet Protocol Version 4, Src: 10.5.6.5, Dst: 10.5.6.6

Transni ssi on Control Src Port: Port:
Source Port: 179
Destination Port:
[ Stream i ndex: 14]
[ TCP Segment Len:
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment number: 1 (relative ack number)
Header Length: 48 bytes

Fl ags: 0x012 (SYN, ACK)

W ndow si ze val ue: 16384

[ Cal cul at ed wi ndow si ze: 16384]

Checksum 0xe83d [unverified]

[ Checksum St atus: Unverified]

Urgent pointer: O

Pr ot ocol , 179, Dst
24785

0]

Dst:

Maxi mum segnment si ze, W ndow scal e,

Dst :

24785, Seq: 0, Ack: 1,

82 24785 179 [SYN] Seq=0

(656 bits) on interface 0
fa: 16: 3e: ad: 51: 8f

179, Seq: 0, Len: O

No- Operati on (NOP), TCP MD5

82 179 24785 [SYN, ACK] Seq=0

(656 bits) on interface O
fa:16: 3e:85:3d:c2

Len: O



Options: (28 bytes), Maxi mum segment size, Wndow scal e, No-Operation (NOP),
signature, End of Option List (EQL)
Maxi mum segnent size: 1436 bytes
Ki nd: Maxi mum Segrment Si ze (2)
Length: 4
MSS Value: 1436
W ndow scale: 0 (rmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signhature
End of Option List (EQL)

TCPEFEFMEN , WR6 - ACTIVELFIR :

I - as seen on R6 — Active

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1215761c
Fri Jan 8 11:14:13.599 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 11:01:21 2021

PCB 0x1215761c, SO 0x1216419c, TCPCB 0x121649fc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 409

Local host: 10.5.6.6, Local port: 24785 (Local App PID:. 1011918)
Foreign host: 10.5.6.5, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 17 1 0
SendwWhd 0 0 0
Ti meVai t 0 0 0
AckHol d 14 13 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 1379482495 snduna: 1379482819 sndnxt: 1379482819
sndmax: 1379482819 sndwnd: 32498 sndcwnd: 4308
irs: 3750694052 rcvnxt: 3750694376 rcvwnd: 32517 rcvadv: 3750726893

SRTT: 55 s, RTTG 300 ns, RTV: 176 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 259 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries renmmining: 30, connect retry interval: 50 secs

State flags: none
Feature flags: MD5, Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1436, peer MSS 1436, min MSS 1436, max MSS 1436
W ndow scales: rcv 0, snd 0, request rcv 0, request snd O

Ti mestanp option: recent 0, recent age 0, last ACK sent O

Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO NBI O

TCP MD5



Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUD: R6#
TCPEFEFMEN , MR5 LATR — PASSIVE:

I - as seen on R5 — Passive

RP/ 0/ 0/ CPUO: R5#show tcp detail pcb 0x12155d04
Fri Jan 8 11:12:51.984 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 11:01:22 2021

PCB 0x12155d04, SO 0x12154e18, TCPCB 0x12154304, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 409

Local host: 10.5.6.5, Local port: 179 (Local App PID: 1044686)
Forei gn host: 10.5.6.6, Foreign port: 24785

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 14 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 14 3 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

i ss: 3750694052 snduna: 3750694357 sndnxt: 3750694357

sndmax: 3750694357 sndwnd: 32536 sndcwnd: 4308

irs: 1379482495 rcvnxt: 1379482800 rcvwnd: 32517 rcvadv: 1379515317
SRTT: 181 ns, RTTO 443 ns, RTV: 262 s, KRTT: 0 ns

m nRTT: 29 ns, nmaxRTT: 219 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: MD5, Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1436, peer MSS 1436, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none



Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R5#
HMTCPEEREMFREELUITA , TEERELRBSHINFE/NFRIRY K ECisco I0S XRHPHKIMSSET
B, FEREETCPHEENMTCPEEEMENRERICHEMSSFTHENMEET RMELRA

TCPEEHEEF , IR6 LR — ACTIVE — EEBTCPEZEREE A ZIZMHETEE !

I - as seen on R6 — Active
1 -- tcp timestamp configured
! -- 12 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1539c844
<sni p>

Feature flags: Tinestamp, Wn Scale, Nagle
Request flags: Tinestanmp, Wn Scal e

Datagrams (in bytes): MSS 1448, peer MSS 1448, min MSS 1448, max MSS 1448
<sni p>

I - as seen on R6 — Active
1 -- tcp selective-ack configured
! -- 36 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1539df 38
<sni p>

Feature flags: Sack, Wn Scal e, Nagle

Request flags: Sack, Wn Scal e

Datagrams (in bytes): MSS 1424, peer MSS 1424, min MSS 1424, max MSS 1424
<sni p>

I - as seen on R6 — Active
1 -- tcp selective-ack and tcp timestamp configured
! -- 40 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1539e130
<sni p>

State flags: none

Feature flags: Sack, Timestanp, Wn Scale, Nagle
Request flags: Sack, Tinmestanp, Wn Scal e

Datagrams (in bytes): MSS 1420, peer MSS 1420, min MSS 1420, max MSS 1420
<sni p>

I - as seen on R6 — Active
1 -- MD5 and tcp selective-ack configured
! -- 36 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1539b3cc
<sni p>



Feature flags: Sack, MD5, Wn Scale, Nagle
Request flags: Sack, Wn Scal e

Datagrams (in bytes): MSS 1424, peer MSS 1424, min MSS 1424, max MSS 1424
<sni p>

I - as seen on R6 — Active
! -- MD5 and tcp timestamp configured
! -- 36 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x15397b4c
<sni p>

Feature flags: MD5, Timestanp, Wn Scal e, Nagle
Request flags: Tinestanmp, Wn Scal e

Datagrams (in bytes): MSS 1424, peer MSS 1424, min MSS 1424, max MSS 1424
<sni p>

I - as seen on R6 — Active
! -- MD5, tcp timestamp, and tcp selective-ack configured
! -- 40 bytes of additional overhead

RP/ 0/ 0/ CPUO: R6#show tcp detail pcb 0x1539a4cc
<sni p>

State flags: none

Feature flags: MD5, Timestanp, Wn Scal e, Nagle
Request flags: Tinestanmp, Wn Scal e

Datagrams (in bytes): MSS 1420, peer MSS 1420, min MSS 1420, max MSS 1420
<sni p>

fEATCPIRIE — XR¥E

RERMNIESD | LA LT = FCisco I0S XRETHEVMHBMSSHE FHERKE A RENTE
Th, BT ZEicpREERERE, KR SHERHLERMEBARATRNTS , EREERIDEIE
177 iR -

"(.) — EHERBEERE , ©ERINKBMSSER146015. XR TCPEUsocket, pcb% , A&
RIS E B EREVEA T R R AF

— B, CHEBEtCpRERERERTEYHBMSS, ER 04 , RAMDSEE S A RERERET
RETWEERT.

— A%, B#R "MD5, MEMEE  EFE "EEEBENTERE, 524,
Hit , FEERGIH | XR TCPHMHEMSSEXE1460 , Rt EMEFEH. (...)J
ELRFD | HREHNTCPYZEREECisco IOSE Y , EHEEFESERIMERE - ass

REMSRERBOMAT. BER , BBNR , FIE8 , B L -ES R RKCisco I0S XRF[E
, WEEB TCPHFRRSEXBMSSH BN ERBTCPREE,



4 I 4 I

Lo0 AS65007 AS65008 Lo0
192.168.0.7}'32T T192.168.0.8f32

GEQ/0/0/0 GEOQ/0
IP MTU 1500 IP MTU 1500
u 10.7.8.1/30 10.7.8.2/30 U

R7 - = = =t e === - R8

\ jBGF’ + TCP MES\ /

B 525 — FHTCPEIE(MD5)- XR#Eh,

WS EEATERNIP MTUE , BE9EEEELR, Cisco IOSHERRSMETEH AR, LEHIF
BYTCP MSSETE AAMZMT -

- PEET BB E A FRERIP MTU 15001 4R

- Cisco |I0S XR R7FERZEATCPEEMTUE IR

. Cisco I0S R8 - FEFXRAATCPE EMTUE IR

- TCPHIE BB EER

- MBS L &R T TCP MD5 5 B2 7% 10S R8EEBGPIERIOS R8EIEMSS A 14601 Tl
#ISYN 1500 ( /M EIP MTU ) — 20(minTCP_H)- 20(minIP_H)IOS XR R7{&ASYN,
ACK , MSS %1460 st {#i%[Received MSS; At F 1EMSS]# R EIMSS 146012 T4 ; <3
FIEMSS 14601y T M B F R L1946 A RIEMSSE

JRBER8AITCP SYN - Cisco I0S:

I — TCP SYN sourced fromR8

96 5.907127 10.7.8.2 10.7.8.1 TCP 78 52975 179 [SYN] Seq=0
W n=16384 Len=0 MSS=1460

Frane 96: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0
Ethernet 11, Src: fa:16:3e:58:21:ba (fa:16:3e:58:21:ba), Dst: fa:1l6:3e:68:d9:eb5
(fa:16: 3e: 68: d9: eb)
Internet Protocol Version 4, Src: 10.7.8.2, Dst: 10.7.8.1
Transm ssion Control Protocol, Src Port: 52975, Dst Port: 179, Seq: 0, Len: O

Source Port: 52975

Destination Port: 179

[ Stream i ndex: 3]

[ TCP Segment Len: 0]

Sequence number: O (rel ative sequence nunber)

Acknow edgnment nunber: O

Header Length: 44 bytes

Fl ags: 0x002 (SYN)

W ndow si ze val ue: 16384

[ Cal cul ated wi ndow si ze: 16384]

Checksum O0xb612 [unverified]

[ Checksum St atus: Unverified]

Urgent pointer: O

Options: (24 bytes), Maxinmum segnment size, TCP MD5 signature, End of Option List (ECL)

Maxi mum segnent size: 1460 bytes
Ki nd: Maxi mum Segnent Size (2)
Length: 4



MSS Value: 1460
TCP MD5 signature
End of Option List (EQL)

TCP SYN, JRBR7HACK - Cisco 10S XR:

I — TCP SYN, ACK sourced from R7

97 0. 003446 10.7.8.1 10.7.8.2 TCP 78 179 52975 [ SYN, ACK] Seq=0
Ack=1 Wn=16384 Len=0 MSS=1460

Franme 97: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0
Ethernet II, Src: fa:16:3e:68:d9:e5 (fa: 16: 3e:68:d9:e5), Dst: fa:16:3e:58:21: ba
(fa:16: 3e:58: 21: ba)
Internet Protocol Version 4, Src: 10.7.8.1, Dst: 10.7.8.2
Transm ssion Control Protocol, Src Port: 179, Dst Port: 52975, Seq: 0, Ack: 1, Len: O
Source Port: 179
Destination Port: 52975
[ Stream i ndex: 3]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 44 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum Oxfb47 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (24 bytes), Maxi num segnent size, TCP MD5 signature, End of Option List (ECQL)
Maxi mum segment size: 1460 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1460
TCP MD5 signature
End of Option List (EQL)

TCPEHEFMEN , MR8 LFATR — Cisco 10S - ACTIVE:

I — as seen fromR8 - Cisco |ICS

R8#show i p bgp nei ghbors
BGP nei ghbor is 10.7.8.1, renote AS 65007, external |ink
BGP version 4, renpte router |ID 192.168.0.7
BGP state = Established, up for 00:06:12
Last read 00:00:16, last wite 00:00:16, hold time is 180, keepalive interval is 60 seconds
Nei ghbor sessi ons:
1 active, is not nultisession capable (disabled)
Nei ghbor capabilities:
Route refresh: advertised and received(new)
Four-octets ASN Capability: advertised and received
Address family | Pv4 Unicast: advertised and received
Enhanced Refresh Capability: advertised
Mul ti session Capability:
Stateful sw tchover support enabled: NO for session 1
Message statistics:
InQ depth is 0
QutQ depth is O

Sent Rcvd
Opens: 1 1
Noti ficati ons: 0 0



Updat es:
Keepal i ves:
Rout e Refresh:
Tot al : 9 9
Do | og nei ghbor state changes (via global configuration)
Default minimmtine between advertisement runs is 30 seconds

o~ PR
[ RN

For address family: |Pv4 Unicast

Session: 10.7.8.1

BGP tabl e version 1, neighbor version 1/0

Cut put queue size : O

| ndex 6, Advertise bit O

6 updat e- group nenber

Sl ow peer detection is disabled

Sl ow peer split-update-group dynamc is disabled

Sent Revd

Prefix activity:
Prefixes Current: 0 0
Prefixes Total : 0 0
Implicit Wthdraw 0 0
Explicit Wthdraw 0 0
Used as best pat h: n/ a 0
Used as mul ti path: n/ a 0
Used as secondary: n/ a 0

Qut bound I nbound

Local Policy Denied Prefixes: = -------- -------
Tot al : 0 0

Nurmber of NLRIs in the update sent: max 0, nmin O

Last detected as dynanic sl ow peer: never

Dynam c sl ow peer recovered: never

Refresh Epoch: 1

Last Sent Refresh Start-of-rib: never

Last Sent Refresh End-of-rib: never

Last Received Refresh Start-of-rib: never

Last Received Refresh End-of-rib: never

Sent Revd

Refresh activity:
Refresh Start-of-RI B 0 0
Ref resh End-of - RI B 0 0

Address tracking is enabled, the RIB does have a route to 10.7.8.1

Connections established 6; dropped 5

Last reset 00:06:18, due to BGP Notification received of session 1, Adm nistrati ve Reset
Ext ernal BGP nei ghbor configured for connected checks (single-hop no-disabl e-connect ed-check)
Interface associated: G gabitEthernet0/1 (peering address in sane |ink)

Transport (tcp) path-mtu-discovery is enabled

G aceful -Restart is disabled

SSO i s disabl ed

Connection state is ESTAB, I/O status: 1, unread input bytes: 0

Connection is ECN Di sabled, M ninuminconmng TTL 0, Qutgoing TTL 1

Local host: 10.7.8.2, Local port: 52975

Foreign host: 10.7.8.1, Foreign port: 179

Connection tableid (VRF): 0O

Maxi mum out put segnent queue size: 50

Enqueued packets for retransmit: O, input: O ms-ordered: 0 (0 bytes)

Event Timers (current time is Ox15DD97):

Ti mer Starts Wakeups Next
Ret r ans 10 0 0x0
Ti meWai t 0 0 0x0
AckHol d 9 5 0x0
SendwWhd 0 0 0x0



KeepAl i ve 0 0 0x0
G velp 0 0 0x0
Pt uAger 1 0 0x195465
DeadWai t 0 0 0x0
Li nger 0 0 0x0
ProcessQ 0 0 0x0

iss: 1154289541 snduna: 1154289755 sndnxt: 1154289755
irs: 2149897425 rcvnxt: 2149897635

sndwnd: 32612 scal e: 0 maxrcvwnd: 16384
rcvwnd: 16175 scal e: 0 del rcvwnd: 209

SRTT: 737 nms, RTTO 2506 ns, RTV: 1769 ns, KRTT: 0 ms

m nRTT: 7 nms, maxRTT: 1000 ms, ACK hold: 200 ns

uptime: 372981 s, Sent idletime: 16648 nms, Receive idletinme: 16431 ns
Status Flags: active open

Option Flags: nagle, path ntu capable, mds

I P Precedence value : 6

Datagrams (max data segment is 1460 bytes):

Rcvd: 18 (out of order: 0), with data: 8, total data bytes: 209

Sent: 16 (retransnmit: 0O, fastretransmit: O, partialack: 0, Second Congestion: 0), with data: 9,
total data bytes: 213

Packets received in fast path: 0, fast processed: 0, slow path: 0
fast lock acquisition failures: 0, slow path: 0

TCP Semaphore OxOFBFA8A4 FREE

Re#
TCPEFEFHMERN , WIR7 LFAT/R — Cisco 10S XR - PASSIVE:

I — as seen fromR7 — Csco | GS XR

RP/ 0/ 0/ CPUO: R7#show tcp detail pcb 0x12152e48
Wed Jan 13 13:03:43.363 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abl i shed at Wed Jan 13 12:58:16 2021

PCB 0x12152e48, SO 0x1213c¢130, TCPCB 0x12156060, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 1, Hash index: 947

Local host: 10.7.8.1, Local port: 179 (Local App PID: 983244)
Foreign host: 10.7.8.2, Foreign port: 52975

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 8 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 8 7 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 2149897425 snduna: 2149897616 sndnxt: 2149897616
sndmax: 2149897616 sndwnd: 16194 sndcwnd: 4380
irs: 1154289541 rcvnxt: 1154289736 rcvwnd: 32631 rcvadv: 1154322367



SRTT: 125 ms, RTTO 552 ns, RTV: 427 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: MD5, Nagle
Request flags: none

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB _DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R7#

REFEHRNTCPHEM
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BTCPEEMTUIRREFAE , FT2ZENHEMTURIECisco I0S XRE&ET , 12801 TAE#HER
A RETCP_DEFAULT_MTU1280(TCP_DEFAULT_MTU)- 20(minTCP_H)- 20(minIP_H)R 1%
SYN , ACK , MSSA&12401u jtil EIX[2EUMSS; ARt ] FAMSSIEAIMSS 12402 Tl ; &<
HHIEEMSS 12401 JTAH M B ¥ & 3 £ 398 A R IEMSSE

R ABRABTCP SYN:

I — TCP SYN sourced from R4

194 434, 274181 192.168.0.4 192.168.0.1 TCP 62 37740 179 [SYN] Seq=0 Wn=16384
Len=0 MSsS=1240 W5=1

Frame 194: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0
Ethernet Il, Src: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:16:3e:8f:8f:54
(fa:16: 3e: 8f: 8f: 54)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transmi ssion Control Protocol, Src Port: 37740, Dst Port: 179, Seq: 0O, Len: O
Source Port: 37740
Destination Port: 179
[Stream i ndex: 7]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: O
Header Length: 28 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x8643 [unverifi ed]
[ Checksum Status: Unverified]
Urgent pointer: O
Options: (8 bytes), Maxi mum segnment size, Wndow scale, End of Option List (EQL)
Maxi mum segnent size: 1240 bytes
Ki nd: Maxi mum Segnent Si ze (2)
Length: 4
MSS Value: 1240
W ndow scale: 0 (nmultiply by 1)
End of Option List (EQ)

JRER1BTCP SYN., ACK:

I — TCP SYN, ACK sourced fromR1

195 434. 277985 192.168.0.1 192.168.0.4 TCP 62 179 37740 [SYN, ACK] Seq=0 Ack=1
W n=16384 Len=0 Mss=1240 W5=1

Frane 195: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Et hernet |1, Src: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6
(fa:16: 3e:d7: 7e: f 6)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transm ssion Control Protocol, Src Port: 179, Dst Port: 37740, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 37740
[ Stream i ndex: 7]
[ TCP Segment Len: 0]
Sequence number: 0 (relative sequence nunber)
Acknow edgment numnber: 1 (relative ack number)
Header Length: 28 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0xd8f7 [unverified]



[ Checksum St atus: Unverified]
Urgent pointer: O

Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List

Maxi mum segnent size: 1240 bytes
Ki nd: Maxi mum Segment Si ze (2)
Length: 4
MSS Value: 1240

W ndow scale: 0 (rmultiply by 1)

End of Option List (EQL)

R4 LB EINTCPEREFME — ACTIVE:

I — as seen on R4 - Active

RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x12154d3c
Fri Jan 8 12:32:41.096 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 12:17:46 2021

PCB 0x12154d3c, SO 0x12154460, TCPCB 0x1215486¢, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 1577

Local host: 192.168.0.4, Local port: 37740 (Local App PID: 1052958)
Forei gn host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 19 1 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 16 15 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 2075436506 snduna: 2075436868 sndnxt: 2075436868
sndmax: 2075436868 sndwnd: 32460 sndcwnd: 3720
irs: 4238127261 rcvnxt: 4238127623 rcvwnd: 32479 rcvadv: 4238160102

SRTT: 65 nms, RITO 300 ns, RTV: 40 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 229 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries renmmining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO NBI O
Socket states: SS | SCONNECTED, SS_PRIV

(EQL)



Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUD: Ra#
R1LEZMNTCPEAEFFMER — PASSIVE:

I — as seen on Rl - Passive

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0x12155390
Fri Jan 8 12:23:52.041 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 12:17:43 2021

PCB 0x12155390, SO 0x121573e4, TCPCB 0x12156948, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 1577

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Forei gn host: 192.168.0.4, Foreign port: 37740

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 9 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 9 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 4238127261 snduna: 4238127471 sndnxt: 4238127471
sndmax: 4238127471 sndwnd: 32631 sndcwnd: 3720
irs: 2075436506 rcvnxt: 2075436716 rcvwnd: 32612 rcvadv: 2075469328

SRTT: 144 s, RTTO. 578 ns, RTV: 434 ns, KRTT: 0 s
m nRTT: 19 ns, maxRTT: 239 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none



Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R1#

RELEHRNTCPHEM — FEHTCPIRFE(MDS)
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HFEBRAKTCP SYN:

I — TCP SYN sourced from R4

3425 3.691042 192.168.0.4 192.168.0.1 TCP 82 42135 179 [SYN] Seq=0 W n=16384
Len=0 Mss=1216 W5=1

Frame 3425: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0

Ethernet II, Src: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:16:3e:8f:8f:54

(fa:16: 3e: 8f: 8f: 54)

Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1

Transm ssion Control Protocol, Src Port: 42135, Dst Port: 179, Seq: 0, Len: O
Source Port: 42135



Destination Port: 179
[ Stream i ndex: 10]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment numnber: O
Header Length: 48 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0xc503 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (28 bytes), Maxi num segnent size, Wndow scale, No-Operation (NOP), TCP MD5
signature, End of Option List (EQL)
Maxi mum segnent size: 1216 bytes
Ki nd: Maxi mum Segrent Si ze (2)
Length: 4
MSS Value: 1216
W ndow scale: 0 (rmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signhature
End of Option List (EQL)

RBR1MTCP SYN, ACK:

I — TCP SYN, ACK sourced fromR1

3426 0. 004186 192.168.0.1 192.168.0.4 TCP 82 179 42135 [SYN, ACK] Seq=0 Ack=1
W n=16384 Len=0 Mss=1216 W5=1

Frane 3426: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0O
Ethernet 11, Src: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6
(fa:16:3e:d7: 7e:f6)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transm ssion Control Protocol, Src Port: 179, Dst Port: 42135, Seq: 0, Ack: 1, Len: O
Source Port: 179
Destination Port: 42135
[ Stream i ndex: 10]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 48 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum O0xbb05 [unverified]
[ Checksum Status: Unverified]
Urgent pointer: O
Options: (28 bytes), Maxi mum segnent size, Wndow scal e, No-Qperation (NOP), TCP MD5
signature, End of Option List (EQL)
Maxi mum segment size: 1216 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1216
W ndow scale: 0 (nmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signature
End of Option List (EQL)

R4LEEFNTCPEFEFHMEN — ACTIVE:

I — as seen fromR4 — Active



RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x12154490
Tue Jan 12 14:37:32.097 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Est abli shed at Tue Jan 12 14:27:42 2021

PCB 0x12154490, SO 0x12155014, TCPCB 0x12155a84, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash i ndex: 1876

Local host: 192.168.0.4, Local port: 42135 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 14 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 11 9 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3124761989 snduna: 3124763317 sndnxt: 3124763317
sndmax: 3124763317 sndwnd: 32711 sndcwnd: 3648
irs: 1090344992 rcvnxt: 1090346320 rcvwnd: 32730 rcvadv: 1090379050

SRTT: 28 ns, RTTO 300 ns, RTV: 57 ns, KRTT: 0 n®
m nRTT: 9 ns, maxRTT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: MD5, Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1216, peer MSS 1216, min MSS 1216, max MSS 1216

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUD: Ra#
R1LEZMNTCPEEFFMER — PASSIVE:



I — as seen fromRl - Passive

RP/ 0/ 0/ CPUO: R1#show tcp detail pcb 0x12168df 4
Tue Jan 12 14:36: 38.860 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Est abl i shed at Tue Jan 12 14:27:32 2021

PCB 0x12168df 4, SO 0x12156bf8, TCPCB 0x12157a44, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash i ndex: 1876

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 42135

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 12 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 12 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 1090344992 snduna: 1090346320 sndnxt: 1090346320
sndmax: 1090346320 sndwnd: 32730 sndcwnd: 3648
irs: 3124761989 rcvnxt: 3124763317 rcvwnd: 32711 rcvadv: 3124796028

SRTT: 150 ms, RTTO 558 ns, RTV: 408 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: MD5, Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1216, peer MSS 1216, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R1#
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I — as seen fromR4 — Active

RP/ 0/ 0/ CPUO: Rd#show tcp detail pch 0x15390f e8

Connection state is ESTAB, I/O status: 0, socket status: O
Est abli shed at Wd May 12 12:09:48 2021

PCB 0x15390f €8, SO 0x15391a7c, TCPCB 0x15391368, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 835

Local host: 192.168.0.4, Local port: 39046 (Local App PID: 1196319)
Foreign host: 192.168.0.1, Foreign port: 179

(Local App PIDinstance/ SPL_APP_ID: 1196319/ 1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mis-ordered: 0 bytes
Current receive queue size in packets: 0 (nax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 1267 1 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 1280 1235 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 1991226354 snduna: 1991250450 sndnxt: 1991250450
sndmax: 1991250450 sndwnd: 32578 sndcwnd: 2480
irs: 4276699304 rcvnxt: 4276746737 rcvwnd: 31568 rcvadv: 4276778305

SRTT: 213 s, RTTO. 300 ns, RTV: 54 ns, KRTT: 0 ns
mnRTT: 9 s, maxRTT: 269 ns

ACK hold tine: 200 ns, Keepalive tinme: 0 sec, SYNwaittinme: 30 sec



Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 10, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240
<sni p>

R1EEFMNTCPEFAFMEF — PASSIVE:

I — as seen from Rl - Passive

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0x15393770

Connection state is ESTAB, |I/O status: 0, socket status: O
Establ i shed at Wed May 12 12:09:46 2021

PCB 0x15393770, SO 0x15392224, TCPCB 0x153928cc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 835

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 39046

(Local App PIDinstance/ SPL_APP_I D: 1192224/ 1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 1280 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 1264 1213 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 4276699304 snduna: 4276746718 sndnxt: 4276746718
sndmax: 4276746718 sndwnd: 31587 sndcwnd: 3720
irs: 1991226354 rcvnxt: 1991250431 rcvwnd: 32597 rcvadv: 1991283028

SRTT: 202 s, RTTO. 355 ns, RTV: 153 ns, KRTT: 0 s
m nRTT: 9 ns, nmaxRTT: 309 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scale, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240
<sni p>
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! — as seen fromRl - Passive — BGP UPDATE
! — Note Total Length of 1097 bytes higher than the IP MU val ue of 512 bytes at R2-R3 path
segnent

23 3. 450878 192.168.0.1 192.168. 0.4 BGP 1111 UPDATE Message

Frane 23: 1111 bytes on wire (8888 bits), 1111 bytes captured (8888 bits) on interface 0O
Et hernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e: 5c: f1: 80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 1097

I dentification: 0x5841 (22593)

Fl ags: 0x00
0... .... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
.0. .... = More fragnents: Not set

Fragnent offset: O

Tinme to live: 255

Protocol: TCP (6)

Header checksum O0x54a4 [validation disabl ed]

[ Header checksum status: Unverifi ed]

Source: 192.168.0.1

Destination: 192.168.0.4

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]

Transm ssion Control Protocol, Src Port: 179, Dst Port: 39046, Seq: 20, Ack: 20, Len: 1057
Border Gateway Protocol - UPDATE Message

Marker: fffffffffffffffffffffffffefffffee

Lengt h: 1057

Type: UPDATE Message (2)

Wt hdrawn Routes Length: O

Total Path Attribute Length: 1034

Path attributes
Path Attribute - MP_REACH NLRI
Path Attribute - ORIG N | NCOWLETE
Path Attribute - AS PATH enpty
Path Attribute - MIULTI_EXIT_D SC. 0
Path Attribute - LOCAL_PREF: 100

FRBER1HBGPEIEEM £ R EEEER2 R2AEGE0/0/0/1 LW R EHE A B ERE — B,
EiBR2EMIPDER :

! — as seen fromR2 — GEO/0/0/1
! — Node R2 fragnments original packet in three distinct packets

4 1. 334852 192.168.0.1 192. 168.0.4 BGP 522 UPDATE Message

5 0. 000289 192.168.0.1 192.168.0.4 I Pv4 522 Fragnmented | P protocol (proto=TCP 6,
of f =488, | D=7b41)

6 0. 000122 192.168.0.1 192.168.0.4 | Pv4 135 Fragnmented | P protocol (proto=TCP 6,

of f =976, |D=7b41)
! — Captured frame details

Frane 4: 522 bytes on wire (4176 bits), 522 bytes captured (4176 bits) on interface O
Ethernet 11, Src: fa:16:3e:61:25:f0 (fa:16:3e:61:25:f0), Dst: fa:16: 3e:23: ab: 27
(fa:16: 3e: 23: ab: 27)

Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4



0100 .... Version: 4
0101 Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
Total Length: 508
Identification: 0x7b41 (31553)
Fl ags: 0x01 (More Fragnents)

0... .... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
..1. .... = More fragments: Set

Fragment offset: 0
Tinme to live: 254
Protocol: TCP (6)
Header checksum O0x14f1 [validation disabl ed]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 179, Dst Port: 39046, Seq: 4276759681, Ack: 1991250830
Border Gateway Protocol - UPDATE Message
<sni p>

Frane 5: 522 bytes on wire (4176 bits), 522 bytes captured (4176 bits) on interface O
Ethernet 11, Src: fa:16:3e:61:25:f0 (fa:16:3e:61:25:f0), Dst: fa:16: 3e: 23: ab: 27
(fa:16: 3e: 23: ab: 27)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 508

Identification: 0x7b41 (31553)

Fl ags: 0x01 (Mbore Fragnents)

0... .... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
..1. .... = More fragments: Set

Fragment offset: 488
Tinme to live: 254
Protocol: TCP (6)
Header checksum O0x14b4 [validation di sabl ed]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Dat a (488 bytes)
<sni p>

Frane 6: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits) on interface 0O
Et hernet Il, Src: fa:16:3e:61:25:f0 (fa:16:3e:61:25:f0), Dst: fa:16: 3e: 23: ab: 27
(fa:16: 3e: 23: ab: 27)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 121

Identification: 0x7b41 (31553)

Fl ags: 0x00
0... .... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
..0. .... = More fragments: Not set

Fragment offset: 976

Tinme to live: 254

Protocol: TCP (6)

Header checksum O0x35fa [validation disabled]



[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Data (101 bytes)
<sni p>
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I — as seen on R4 — Active
! — TCP path ntu discovery disabled (default)
| — TCP session initial state

RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x121536¢8
Fri Jan 8 16:06:30.237 UTC




Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 16:05:15 2021

PCB 0x121536¢c8, SO 0x12155370, TCPCB 0x12154f64, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 376

Local host: 192.168.0.4, Local port: 20155 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 6 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 3 2 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 357400981 snduna: 357401257 sndnxt: 357401257
sndmax: 357401257 sndwnd: 32546 sndcwnd: 3720
irs: 524019443 rcvnxt: 524019719 rcvwnd: 32565 rcvadv: 524052284

SRTT: 72 ns, RTTO 416 ns, RTV: 344 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ O/ CPUO: R4#
WMR1EFTR — # B — TCP PMTUDEZA ( ¥ %

I — as seen on Rl - Passive
I — TCP path mtu discovery disabled (default)
I — TCP session initial state



RP/ 0/ 0/ CPUO: R1#show tcp detail pcb 0x12157020
Fri Jan 8 16:05:52.868 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 16:05:12 2021

PCB 0x12157020, SO 0x121565ac, TCPCB 0x121560ec, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 376

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 20155

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 3 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 3 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 524019443 snduna: 524019700 sndnxt: 524019700
sndmax: 524019700 sndwnd: 32584 sndcwnd: 3720
irs: 357400981 rcvnxt: 357401238 rcvwnd: 32565 rcvadv: 357433803

SRTT: 46 ns, RTTO 300 ns, RTV: 249 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: Ri#
R4 EFT/R — ACTIVE - TCP PMTUDERAA -



! — "debug tcp pntud' output on R4
I - tcp path mu discovery enabl ed and uses default Path MU aging timer (10 min / 600000 nsec)

RP/ 0/ 0/ CPUO: Jan 8 16:09:28.285 : tcp[399]: [t21] Try to enable path MIU di scovery(neww age
timer: 10 min)
RP/ 0/ 0/ CPUO: Jan 8 16:09:28.285 : tcp[399]: [t21] Path mtu is ON (age-tiner: 10)

I — as seen on R4 — Active
I — TCP PMIUD i s enabl ed

RP/ 0/ 0/ CPUO: Rd4#show tcp detail pcb 0x121536c¢8
Fri Jan 8 16:11:00.138 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 16:05:15 2021

PCB 0x121536¢c8, SO 0x12155370, TCPCB 0x12154f64, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 376

Local host: 192.168.0.4, Local port: 20155 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 10 1 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 7 4 0
KeepAl i ve 1 0 0
PmtuAger 1 0 508096
G velp 0 0 0
Throttle 0 0 0

iss: 357400981 snduna: 357401333 sndnxt: 357401333
sndmax: 357401333 sndwnd: 32470 sndcwnd: 3720
irs: 524019443 rcvnxt: 524019795 rcvwnd: 32489 rcvadv: 524052284

SRTT: 116 ms, RTTO 578 ns, RTV: 462 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: PMIU ager
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O
Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768



Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUD: Ra#
WMR1EFTR — # 8 — ERUATCP PMTUD:

! — "debug tcp pntud' output on Rl
I - tcp path nmu discovery is enabled and uses default Path MIU aging timer (10 min / 600000
nsec)

RP/ 0/ 0/ CPUO: Jan 8 16:09:25.214 : tcp[399]: [t21] Try to enable path MIU di scovery(neww age
tiner: 10 mn)
RP/ 0/ 0/ CPUO: Jan 8 16:09:25.214 : tcp[399]: [t21] Path ntu is ON (age-tiner: 10)

I — as seen on Rl - Passive
I — TCP PMIUD i s enabl ed

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0x12157020
Fri Jan 8 16:10:03.101 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 16:05:12 2021

PCB 0x12157020, SO 0x121565ac, TCPCB 0x121560ec, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 376

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Forei gn host: 192.168.0.4, Foreign port: 20155

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 7 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 7 4 0
KeepAl i ve 1 0 0
PmtuAger 1 0 562042
G velp 0 0 0
Throttle 0 0 0

iss: 524019443 snduna: 524019776 sndnxt: 524019776
sndmax: 524019776 sndwnd: 32508 sndcwnd: 3720
irs: 357400981 rcvnxt: 357401314 rcvwnd: 32489 rcvadv: 357433803

SRTT: 95 s, RTTG 528 ns, RTV: 433 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRTT: 239 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: PMIU ager
Feature flags: Wn Scale, Nagle, Path MTU

Request flags: Wn Scal e

Datagrams (in bytes): MSS 1240, peer MSS 1240, min MSS 1240, max MSS 1240



W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ormati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUD: R1#
R AEBPMTUZ{LERETIFERTTA ¢

— Note PntuAger tiner initial value is 10mn

but after initial interval expires then it expires every 2mn
As seen from'debug tcp pntud' output

— TCP PMIUD i s enabl ed

RP/ 0/ 0/ CPUO: Jan 8 16:09:25.214 : tcp[399]: [t21] Try to enable path MIU di scovery(neww age
tiner: 10 mn)

RP/ 0/ 0/ CPUO: Jan 8 16:09:25.214 : tcp[399]: [t21] Path ntu is ON (age-tiner: 10)

RP/ 0/ 0/ CPUO: Jan 8 16:19:25.233 : tcp[399]: [t21] PCB 0x12157020: Trying next higher MIU:. 1240
RP/ 0/ 0/ CPUO: Jan 8 16:21:25.245 : tcp[399]: [t21] PCB 0x12157020: Trying next higher MIU. 1240
RP/ 0/ 0/ CPUO: Jan 8 16:23:25.256 : tcp[399]: [t21] PCB 0x12157020: Tryi ng next higher MIU. 1240

R4 L PR — ACTIVE - BGP Session restart - TCP SYN:

I — Once BGP session is cleared
I — TCP SYN sourced fromR4 — Active
I — MSS cal cul ation takes place and is influenced by TCP PMIUD

2734 4,810311 192.168.0.4 192.168.0.1 TCP 62 32077 179 [SYN] Seq=0 W n=16384
Len=0 MssS=1460 W5=1

Franme 2734: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet |1, Src: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:1l6:3e:8f:8f:54
(fa:16: 3e: 8f: 8f: 54)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transm ssion Control Protocol, Src Port: 32077, Dst Port: 179, Seq: 0, Len: O

Source Port: 32077

Destination Port: 179

[ Stream i ndex: 25]

[ TCP Segment Len: 0]

Sequence number: O (rel ative sequence nunber)

Acknow edgnment numnber: O

Header Length: 28 bytes

Fl ags: 0x002 (SYN)

W ndow si ze val ue: 16384

[ Cal cul ated wi ndow si ze: 16384]

Checksum 0x6398 [unverified]

[ Checksum St atus: Unverified]

Urgent pointer: O

Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)



Maxi mum segnent size: 1460 bytes
Ki nd: Maxi mum Segrent Si ze (2)
Length: 4
MSS Value: 1460

W ndow scale: 0 (rmultiply by 1)

End of Option List (EQL)

WIR1 EFR — #E) — BGPEFEE#HME — TCP SYN , ACK,

I — Once BGP session is cleared
I — TCP SYN, ACK sourced from Rl - Passive
I — MBS cal cul ation takes place and is influenced by TCP PMIUD

2735 0. 003879 192.168. 0.1 192.168.0.4 TCP 62 179 32077 [SYN, ACK] Seq=0 Ack=1
W n=16384 Len=0 MSS=1460 W5=1

Frane 2735: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0O
Ethernet 11, Src: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6
(fa:16:3e:d7: 7e:f6)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transm ssion Control Protocol, Src Port: 179, Dst Port: 32077, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 32077
[ Stream i ndex: 25]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 28 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum Oxbf 77 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segment size: 1460 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (nmultiply by 1)
End of Option List (EQL)

BRFETCP PMTUDYERBGPE X ER % , ERA LB EIMNTCPIEXR REFMEF — ACTIVE:

I — BGP session re-established
I — as seen on R4 — Active

RP/ 0/ 0/ CPUO: Rd4#show tcp detail pcb 0x121567f 4
Fri Jan 8 16:45:13.928 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Established at Fri Jan 8 16:41:49 2021

PCB 0x121567f4, SO 0x12154460, TCPCB 0x12156190, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 10

Local host: 192.168.0.4, Local port: 32077 (Local App PID: 1052958)
Foreign host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 0)



Ti mer Starts Wakeups Next (msec)

Ret r ans 8 1 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 5 3 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 1254100669 snduna: 1254100983 sndnxt: 1254100983
sndmax: 1254100983 sndwnd: 32508 sndcwnd: 4380
irs: 839938559 rcvnxt: 839938873 rcvwnd: 32527 rcvadv: 839971400

SRTT: 79 ns, RTTO 485 ns, RTV: 406 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R4#

BRI TCP PMTUDI jEBRBGPEXMRERE , ER1 LB RN TCPEXERREFMEN — B3,

I — BGP session re-established
I — as seen on Rl - Passive

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0x121558cc
Fri Jan 8 16:44:59.448 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Established at Fri Jan 8 16:41:46 2021

PCB 0x121558cc, SO 0x121556d4, TCPCB 0x121575bc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 10

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Forei gn host: 192.168.0.4, Foreign port: 32077

Current send queue size in bytes: 0 (max 24576)



Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (msec)
Ret r ans 6 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 6 3 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 839938559 snduna: 839938873 sndnxt: 839938873
sndmax: 839938873 sndwnd: 32527 sndcwnd: 4380
irs: 1254100669 rcvnxt: 1254100983 rcvwnd: 32508 rcvadv: 1254133491

SRTT: 76 ns, RTTO 454 ns, RTV. 378 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 219 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 ms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

PDU i nf ornati on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R1#

PMTUD — BB EERNIP MTUEE

F—ERFEBABREERBAPMTUDHIE R TN IATCPIEEXRRIBFRENE R, WEHELE
+tHE , BBEHETCP PMTUDKIEEARAREH BRI TCPIEERERNEE,



rd AS65001 N\
LoD iBGP + tcp path-mtu-discovery Lo0
19216801/32 | W= === emmmmccmmmssss s s e e e s s e e s e e e s s e e e e e - > | 192.168.0.4/32
e GEO/0/0/0 GEOfmoxoeGEmom GEOWOJO@GEDJO#OH Geommme
N R1 R2 R3 Ra )

R1%3.2 — ERAAPMTUD , BREEERIIP MTURIK.

1Lt —ERGIEASE  RERBCGPEFECEY , Y BER1EEEKXNARS12U TENIPER I FTTE
FTHBGPEFES . MAPMTUD# , REEREDF U (FHE& ). Hit , HIRR2ERIPERS
WEFEICMP ( EFEREFHERGE ) HREEIEBNE — BRISEEIR — AiF4)ED
R1, EEHIBRIKEICMPARE , EEEPMTUD , Y EREIRERK/IWIP MTU, EFER—HE
ZRENFERBPHT —EEEE , NRAFNTCPEEMSSH, #E , TCPERAMIMSSEE
HBWRHBCPERH , LEXSHRBEFEEEESZ X , EFICMPAR(EEIER A — BBI3,FE
BUEESER — i4). EXRTEIEANMSSELSESEASEENHIBURRERTERIP
MTUZ T, FEERERRE , APmtuAgerst 2 HIPMTUDE R &R F a4k 5 , WAEMSSEE
AEHEEAE, EEMEERD , MRICMPER(EEIEEN — BRI3 FESER — BRI
K 54) , REPMTUDS f0 &l PR iE 4,

BETRNEHSZER T MEHNPMTUDITA , XREEVUTCPEXBERN =PI, 1 , Cisco
IOS XREIHRAVETE A , R ERETCPER , W1E BB 179 EFRMERINTCPEE. W
BE R EENE L EARRIP MTUE, A RPHFNBEMSSHERSRMT

- R2MR3EF B 2 R HY P BB ER fE A JEFERRIP MTU 5124 JThls

- RIAMRAEENE L FEAFERMTUE,

- BRUATCPREMTURE,

- TCPHEH R EEEER, RIEEBGPER. RUFIEMSSAH 1460 TAHRISYN, 1500 ( /v
MEIP MTU ) — 20(minTCP_H)- 20(minIP_H), R1{EASYNFIMSS 514601 THHHIACK, &
i%[Received MSS ;A #]#5AMSS], #EUAIMSS 146017 T4E ; A #NIAMSS 14604 il
B E% EFEAKRIMSSE,

HFEBRATCP SYN:

I — Initial TCP session establishnment
I — TCP SYN sourced from R4

392 6. 752774
Len=0 MsSsS=1460 W5=1

192.168.0.4 192.168.0.1 TCP 62 32449 179 [SYN] Seq=0 W n=16384

Frame 392: 62 bytes on wire (496 bits),
Ethernet II, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c: f1:80),
(fa:16: 3e: 42: 18: 05)
Internet Protocol Version 4, Src:
Transmi ssion Control Protocol, Src Port:
Source Port: 32449
Destination Port:
[ Stream i ndex: 10]
[ TCP Segnent Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: O
Header Length: 28 bytes
Fl ags: 0x002 (SYN)

62 bytes captured (496 bits) on interface 0
Dst: fa:16:3e:42:18:05

192.168.0.1
179, Seq: O,

192.168. 0.4, Dst:

32449, Dst Port: Len: O

179



W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x6858 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segnent size: 1460 bytes
Ki nd: Maxi mum Segrment Size (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (rmultiply by 1)
End of Option List (EQL)

RBR1MTCP SYN, ACK:

I — Initial TCP session establishnment
I — TCP SYN, ACK sourced fromR1l

393 0. 003628 192.168.0.1 192.168.0.4 TCP 62 179 32449 [ SYN, ACK] Seq=0 Ack=1
W n=16384 Len=0 MSS=1460 W5=1

Franme 393: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface O
Ethernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16:3e:5c: f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transm ssion Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 0, Ack: 1, Len: O
Source Port: 179
Destination Port: 32449
[ Stream i ndex: 10]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 28 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x509e [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (8 bytes), Maximum segnent size, Wndow scale, End of Option List (EQL)
Maxi mum segment size: 1460 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1460
W ndow scale: 0 (nmultiply by 1)
End of Option List (EQL)

EUBGPEXME® , BIMR1SEEBCGPEMASALEWICMPAE(EEREBRM — 53 ;F
EHR — Ri54)R @R ER2E1#

ZAILEHREREN , RERABEBCGPEMEENIPHEEREDFT , BAR2/RIER -FAM
5127 FTTAEMIP MTUEA 1116 TEMIPHE X/, MBiAHR | FWICMPAE S #ERPMTUD,

#ER1ICMPEE , WEIRFI3MIF4HER -

! — as seen fromRl - Passive
! — After session is established Rl sends BGP Update nessage with IP I ength of 1116 Bytes
I — note | P Header Fl ags shows DF bit set

528 5. 893055 192.168.0.1 192.168. 0.4 BGP 1130 UPDATE Message, KEEPALI VE Message



Franme 528: 1130 bytes on wire (9040 bits), 1130 bytes captured (9040 bits) on interface O
Et hernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e: 5c: f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 1116

I dentification: 0x8c37 (35895)

Flags: 0x02 (Don't Fragment)

Fragnent offset: O

Tinme to live: 255

Protocol: TCP (6)

Header checksum O0xe09a [validation disabl ed]

[ Header checksum status: Unverifi ed]

Source: 192.168.0.1

Destination: 192.168.0.4

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]

Transm ssion Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 318, Ack: 251, Len: 1076

Border Gateway Protocol - UPDATE Message
Border Gateway Protocol - KEEPALIVE Message
<sni p>

! — as seen fromRl - Passive

I — IP MU on RJ/R3 is lower than | P packet length and DF bit is set

! — Rl receives |CW error message fromR2

I — note R2 | COWP error nmessage carries Next-Hop MU

I — “The size in octets of the |argest datagramthat could be forwarded, along the path of
! the original datagram w thout being fragnented at this router. The size includes the
! I P header and | P data, and does not include any |ower-I|evel headers.”

529 0. 002423 10.2.3.1 192.168.0.1 | CWP 110 Destination unreachable
(Fragmentation needed)

Frane 529: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface 0O
Ethernet Il, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05
(fa:16: 3e: 42: 18: 05)
Internet Protocol Version 4, Src: 10.2.3.1, Dst: 192.168.0.1

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not - ECT)

Total Length: 96

I dentification: 0x0001 (1)

Fl ags: 0x00

Fragnent offset: O

Tinme to live: 255

Protocol: ICMP (1)

Header checksum O0xac97 [validation disabl ed]

[ Header checksum status: Unverifi ed]

Source: 10.2.3.1

Destination: 192.168.0.1

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]
Internet Control Message Protocol

Type: 3 (Destination unreachable)

Code: 4 (Fragmentation needed)

Checksum 0x2d52 [correct]

[ Checksum St at us: Good]

Length: 17

[Length of original datagram 68]

Unused: 0011

MTU of next hop: 512

Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4



0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
Total Length: 1116
I dentification: 0x8c37 (35895)
Fl ags: 0x02 (Don't Fragment)
Fragnent offset: O
Tinme to live: 254
Protocol: TCP (6)
Header checksum Oxel9a [validation disabl ed]
[ Header checksum status: Unverifi ed]
Source: 192.168.0.1
Destination: 192.168.0.4
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Transni ssion Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 2847698730, Ack
2130367817
Bor der Gateway Protocol - UPDATE Message
[ Packet size limted during capture: |Pv4 truncated]

EE%R1 ( AICMPFAE#EE ) , TCPPMTUDE EHFEAEERIFNFEA(IP MTUBHHN T —@
BEERBIRHENREIP MTU, EEFABRECHEERFC1191 — BEMTUIRER,

MIU pl at eaus from RFC 1191
- values include both TCP and | P headers
65535

32000

17914

8166

4352

2002

1492

1006

508

296

68

BEHRICMP(BE it L ER — BRI, FESE — KB4 HHRIKINEEEET —EBHHN
MTU , REOEATR , B8R1EALE (ERMEO RGP A512(07TE ) , YRETCPEEMSSHE
o AR , RRTCPEBRMNEEA1076/u ol , A EHRERRRTCPERFE=HH,

WR1LFIR — #E) — PMTUD#R/E :

As seen from Rl — Passive

Hint is provided by | CVMP unreachabl e nessage MU of next-hop field: 512 bytes

— R1 then considers this value and retransmits BGP Update split in three distinct packets
Sum of TCP length = 472 + 472 + 132 = 1076 bytes

530 0. 007497 192.168.0.1 192.168.0.4 TCP 526 [TCP Qut-O-Order] 179 32449 [ ACK]
Seq=318 Ack=251 W n=32593 Len=472

532 0. 015374 192.168.0.1 192.168.0.4 TCP 526 [ TCP Retransmi ssion] 179 32449

[ ACK] Seq=790 Ack=251 W n=32593 Len=472

533 0. 004129 192.168.0.1 192.168.0.4 TCP 186 [ TCP Retransmi ssion] 179 32449

[PSH, ACK] Seq=1262 Ack=251 W n=32593 Len=132
METFrR |, E—REER , BEAFFEHE% , PMTUDS/RPmtuAgerst R ff R EMN R F B EB
FEER , YERBEEENEREBMSSEAAHERKE,

WMR1EFTR — PMTUDBSE&RMNFEA -


https://tools.ietf.org/html/rfc1191

I — As seen fromRl - Passive — 'debug tcp pntud and 'debug icnp' active
! — TCP PMIUD is triggered once | CMP unreachabl e received

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC. ipv4_io[266]: IPv4d |CMP: Received ICMP too big from
192.168.0.1 about 192.168.0.4, MIU=512

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC:. ipv4_io[266]: ipv4a_icnp_unreachable_rcvd | CMP unreach
recvd: sendi ng pak(0xb0c07d8f) to transport: 6, tid: 5

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC. ipv4_io[266]: ip_icnmp_lib_ipvd_receive: sending
pak(0xb0c07d8f) to transport: 1, tid: 5

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC. tcp[399]: [t4] PCB 0x15393770: Process | CWMP Dest-unreach
(next hop ntu: 512)

I — attenmpt new MSS 472 = MIU of next-hop(512) - TCP_H(20) - |P_H(20)

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC. tcp[399]: [t4] PCB 0x15393770: Process | CMP Dest-unreach
(next hop ntu: 512)

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC: tcp[399]: [t4] PCB 0x15393770: Try to use new MSS: 472

RP/ 0/ 0/ CPUO: May 12 09:09: 22. 763 UTC: tcp[399]: [t4] PCB 0x15393770, New path MIU deci ded to use:
472 configured tp_user_mss 0O

I — over tinme PMIUD attenpts to raise MSS as per egress interface configured MIU

RP/ 0/ 0/ CPUO: May 12 09:19:22.782 UTC: tcp[399]: [t23] PCB 0x15393770: Trying next higher MIU. 966
RP/ 0/ 0/ CPUO: May 12 09:21:22.793 UTC: tcp[399]: [t23] PCB 0x15393770: Trying next higher MIU:
1452

RP/ 0/ 0/ CPUO: May 12 09: 23:22.805 UTC: tcp[399]: [t23] PCB 0x15393770: Trying next higher MIU:
1460

EELEHH FABRIISFKNRE, BREIZHHRIBETRIVKR/PMSSENZAMSSE , EREE
A FERPMTUDE 5%,

R4LEEFMNTCPEFEFHMEN — ACTIVE:

I — Final stage as seen fromR4 — Active

RP/ 0/ 0/ CPUO: Rd4#show tcp detail pcb 0x153913b8
Wed May 12 10: 09: 43.246 UTC

Connection state is ESTAB, |/O status: 0, socket status: O
Establi shed at Wed May 12 09: 02: 07 2021

PCB 0x153913b8, SO 0x153917f0, TCPCB 0x1538f b58, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 382

Local host: 192.168.0.4, Local port: 32449 (Local App PID: 1196319)
Foreign host: 192.168.0.1, Foreign port: 179

(Local App PIDinstance/ SPL_APP_ID: 1196319/ 1/ 0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (rmax 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 72 1 0
SendWhd 0 0 0
Ti meVai t 0 0 0
AckHol d 71 69 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 2130367566 snduna: 2130368957 sndnxt: 2130368957



sndmax: 2130368957 sndwnd: 31453 sndcwnd: 2920
irs: 2847698412 rcvnxt: 2847700946 rcvwnd: 31799 rcvadv: 2847732745

SRTT: 220 ms, RTTO 300 ns, RTV: 12 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 239 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 10, connect retry interval: 30 secs

State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so_qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

Num of peers with authentication info: O

RP/ 0/ 0/ CPUD: Ra#
R1LEZMNTCPEAEFFMER — PASSIVE:

! — Final stage as seen fromRl — Passive

RP/ 0/ 0/ CPUO: Rl#show tcp detail pchb 0x15393770
Wed May 12 10:12:41.432 UTC

Connection state is ESTAB, 1/0O status: 240, socket status: O
Est abli shed at Wed May 12 09: 02: 05 2021

PCB 0x15393770, SO 0x15394eal0, TCPCB 0x15391cOc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 382

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Forei gn host: 192.168.0.4, Foreign port: 32449

(Local App PIDinstance/ SPL_APP_I D: 1192224/ 1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 75 0 0
SendwWhd 0 0 0

Ti meVi t 0 0 0



AckHol d 73

KeepAl i ve 1
PmtuAger 28
G velp 0
Throttle 0

71 0
0 0
27 41595
0 0
0 0

iss: 2847698412 snduna: 2847701003 sndnxt: 2847701003

sndmax: 2847701003 sndwnd: 31742
irs: 2130367566 rcvnxt: 2130369014 rcvwnd: 31396 rcvadv: 2130400410

sndcwnd: 4380

SRTT: 224 ms, RITO 300 ms, RTV: 23 ns, KRIT: 0 ns

m nRTT: 9 ns, maxRTT:

ACK hold time: 200 s,
Gveup tine: 0 nms, Ret

259 s

Keepalive time: 0 sec, SYNwaittime: 30 sec
ransm ssion retries: 0, Retransmt forever: FALSE

Connect retries remaining: 0, connect retry interval: 0 secs

State flags: PMIU ager

Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes):

W ndow scal es: rcv O,

MSS 1460, peer MSS 1460, min MSS 472, max MSS 1460

snd 0, request rcv 0, request snd O

Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none
Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O
Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer

states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer:
Socket send buffer
Socket msc info

PDU i nformati on:
#PDU s in buffer: O

Low Hi gh wat ermark 1/32768

Low H gh wat er mark 2048/ 24576, Notify threshold O
Rcv data size (sb_cc) 0, so_qglen O,

so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

FI B Lookup Cache: |FH. 0x20 PD ctx: size: 0 data:

Num Label s: 0 Label

St ack:

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R1#

, REPMTUDB IR Bl T B 4E

WR1ATR — PMTUDE B X g2 -

I — As seen fromRlL -

Passi ve

! — TCP PMIUD is again triggered upon new | CMP unreachabl e recei ved
iggered via clearing redistributed, network and aggregate routes

I — Behavi or can be tr
ori gi nat ed

RP/ 0/ 0/ CPUO: R1#cl ear bgp ipv4 all self-originated
Wed May 12 10:19: 06. 836 UTC

RP/ 0/ 0/ CPUO: R1#

I — New BGP update message is sourced fromRl after clear bgp conmand

K& , IREERMEEREFEICMP(E I EEER — 2R3 FEZDR — KH4)FAEE

A

W

S

|



1707 1. 712657 192.168.0.1 192.168. 0.4 BGP 1121 UPDATE Message

Frane 1707: 1121 bytes on wire (8968 bits), 1121 bytes captured (8968 bits) on interface O
Et hernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e: 5c: f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0OxcO (DSCP: CS6, ECN: Not- ECT)

Total Length: 1107

I dentification: 0x1a38 (6712)

Fl ags: 0x02 (Don't Fragment)

Fragnent offset: O

Tinme to live: 255

Protocol: TCP (6)

Header checksum 0x52a3 [validation disabl ed]

[ Header checksum status: Unverifi ed]

Source: 192.168.0.1

Destination: 192.168.0.4

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 2705, Ack: 1562, Len: 1067
Border Gateway Protocol - UPDATE Message

I — I CWP Destination Unreachable / Fragnentation needed is received and triggers PMIUD

1708 0.001614 10.2. 3.1 192.168.0.1 | CWP 110 Destination unreachable
(Fragmentation needed)

Frane 1708: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface O
Et hernet 11, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:1l6:3e:42:18:05
(fa:16: 3e: 42: 18: 05)
Internet Protocol Version 4, Src: 10.2.3.1, Dst: 192.168.0.1
0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not - ECT)
Total Length: 96
I dentification: 0x0002 (2)
Fl ags: 0x00
Fragnent offset: O
Tinme to live: 255
Protocol: ICMP (1)
Header checksum O0xac96 [validation di sabl ed]
[ Header checksum status: Unverifi ed]
Source: 10.2.3.1
Destination: 192.168.0.1
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Internet Control Message Protocol
Type: 3 (Destination unreachable)
Code: 4 (Fragmentation needed)
Checksum O0x3b73 [correct]
[ Checksum St at us: Good]
Length: 17
[Length of original datagram 68]
Unused: 0011
MTU of next hop: 512
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)
Total Length: 1107
I dentification: 0x1a38 (6712)



Fl ags: 0x02 (Don't Fragment)

Fragnent offset: O

Tinme to live: 254

Protocol: TCP (6)

Header checksum 0x53a3 [validation disabl ed]
[ Header checksum status: Unverifi ed]

Source: 192.168.0.1

Destination: 192.168.0.4

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]

Transmi ssion Control Protocol, Src Port: 179, Dst Port: 32449, Seq: 2847701117, Ack:

2130369128
Bor der Gateway Protocol - UPDATE Message

I — Note new updated MSS val ue and Pnt uAger
I - MBS 472 ; Aligned with “MIU of next hop” val ue contained in | CMP nmessage

RP/ 0/ 0/ CPUO: R1#show tcp detail pcb 0x15393770
Wed May 12 10:19: 31.494 UTC

Connection state is ESTAB, |/O status: 240, socket status: O
Est abli shed at Wed May 12 09: 02: 05 2021

PCB 0x15393770, SO 0x15394eal0, TCPCB 0x15391cOc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 382

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 32449

(Local App PIDinstance/ SPL_APP_I D: 1192224/ 1/ 0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (max 32768) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 83 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 80 77 0
KeepAl i ve 1 0 0
PmtuAger 32 30 575401
G velp 0 0 0
Throttle 0 0 0

iss: 2847698412 snduna: 2847702184 sndnxt: 2847702184
sndmax: 2847702184 sndwnd: 32173 sndcwnd: 944
irs: 2130367566 rcvnxt: 2130369147 rcvwnd: 32730 rcvadv: 2130401877

SRTT: 221 ms, RTTO 300 ns, RTV: 16 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 259 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: PMIU ager
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 472, peer MSS 1460, min MSS 472, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none



Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS_ | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x20 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R1#
£ ¥ Ciscof&E2ID CSCvf10395% £ /) Cisco I0S XRIRA £ |, €R§BICMPEE A EFEEN T —H
B  BEHNeERMFEAiEE EBRFC1191 - Path MTU d|scoveerﬁaE$§E’J—%EE%E§¥E’\J$

"‘(IP MTU)JE%&EPE’JT—1E“cﬁﬁﬂiﬁﬁﬁﬁ”ﬁﬂiﬁ”ﬁﬂ%ﬁlP MTU, EEER —EETIKIIEE , EX
—EZICMP(E Yt BRER — BBI3 ,FETR — tﬁ%4)7f'ﬁ¢§ﬂ5£ HE.

R FZ Ciscofgi2ID CSCvf10395% €/ Cisco I0S XRIRAEI B R A E H :

As seen from |1 OX XR node with a rel ease inpacted by C sco bug I D CSCvf 10395
— Node ignores “MIU of next hop” and tries next |ower plateau

This is observed till ICMP error nessages are no | onger received

Practical consequence is extra retransm ssions occurrence

RP/ 0/ 0/ CPUO: Feb 23 17:05:32.929 : tcp[399]: [t4] PCB 0x12152adc: Process | CWP Dest-unreach (next
hop ntu: 33554432)

RP/ 0/ 0/ CPUO: Feb 23 17:05:32.929 : tcp[399]: [t4] PCB 0x12152adc: Invalid next hop ntu
(33554432), ignore it

RP/ 0/ 0/ CPUO: Feb 23 17:05:34.649 : tcp[399]: [t27] PCB 0xl12152adc: Trying next |ower MIU. 1452
<<<<<<<< HERE: Pl ateau 1492

RP/ 0/ 0/ CPUO: Feb 23 17:05:35.519 : tcp[399]: [t4] PCB 0x12152adc: Process |CWP Dest-unreach (next
hop ntu: 33554432)

RP/ 0/ 0/ CPUO: Feb 23 17:05:35.519 : tcp[399]: [t4] PCB 0x12152adc: Invalid next hop ntu
(33554432), ignore it

RP/ 0/ 0/ CPUO: Feb 23 17:05:37.239 : tcp[399]: [t27] PCB 0x12152adc: Trying next |ower MIU. 966
<<<<<<<< HERE: Pl ateau 1006

RP/ 0/ 0/ CPUO: Feb 23 17:05:38.109 : tcp[399]: [t4] PCB 0x12152adc: Process |CWP Dest-unreach (next
hop ntu: 33554432)

RP/ 0/ 0/ CPUO: Feb 23 17:05:38.109 : tcp[399]: [t4] PCB 0x12152adc: Invalid next hop ntu
(33554432), ignore it

RP/ 0/ 0/ CPUO: Feb 23 17:05:39.829 : tcp[399]: [t27] PCB 0x12152adc: Trying next |ower MIU. 468
<<<<<<<< HERE: Pl ateau 508

AT %  FBEEMENHELEARRS RIGE(LDP)WHERA R, LENBREBRBEEXE
MPLSHYIRIES , RUBINSRFABRIIPLEEE,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf10395
https://tools.ietf.org/html/rfc1191
https://tools.cisco.com/bugsearch/bug/CSCvf10395
https://tools.cisco.com/bugsearch/bug/CSCvf10395

/ AS65001

L@ - mm e e mmmmmm e - IBAP + tcp patrmtu discovery _ _ _ _ _ _ e eeea- -
192.168.0.1/32 I

e R R -
GEO/O/0M0

10.3.4.¢m~

IP MTU 1500
Ra

LoD

GED/0/0/0

~ 10.1.2.1/30

IP MTU 1500
R

-

~

T 192.168.0.4/32

/

MR%3.3 — BAAPMTUD , BB RREEBIRMIP MTU - MPLSZ4,
B, EEEPMTUDMBR 2RI I BGPIEXR BN VIBMRER |, Ltk EATR.
ER4 LB EIMTCP(BGP)¥ItHMAE — SEE) — BUAMPLSHI B = -

as seen on R4 — Active

— TCP path MrIU di scovery enabl ed
MPLS LDP enabl ed
TCP session initial

state

RP/ 0/ 0/ CPW0: Rd#show tcp det ai |
Mon May 17 08:32:16.673 UTC

pcb 0x153bdaf 0

Connection state is ESTAB, |I/O status: 0, socket status: O

Est abli shed at Mon May 17 08:31:57 2021

PCB 0x153bdaf 0, SO 0x153acc80, TCPCB 0Ox153acea8, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 757

Local host: 192.168.0.4, Local port: 57400 (Local App PID: 1196319)
Forei gn host: 192.168.0.1, Foreign port: 179

(Local App PIDinstance/ SPL_APP_ID: 1196319/1/0)

Current send queue size in bytes:
Current receive queue size in bytes:

0 (max 24576)

0 (max 32768) ms-ordered: O bytes

Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 5 1 0
Sendwhd 0 0 0
Ti mreWai t 0 0 0
AckHol d 2 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 1386459919 snduna: 1386460037 sndnxt: 1386460037

sndcwnd: 4380
rcvwnd: 32678

sndmax: 1386460037
irs: 3874414679

sndwnd: 32726

rcvnxt: 3874414864 rcvadv: 3874447542

SRTT: 48 s, KRTT: O ms

m nRTT: 9 ns,

RTTO 300 s,
maxRTT: 229 s

RTV: 228 s,

ACK hold time: 200 ns, Keepalive tinme: 0 sec, SYNwaittime: 30 sec

Gveup tinme: 0 nms, Retransmission retries: 0, Retransmt forever: FALSE

Connect retries remaining: 10, connect retry interval: 30 secs
State flags: none
Feature flags: Wn Scale, Nagle, Path MTU



Request flags: Wn Scal e
Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so_qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 1 Label Stack: 0x5dc2

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R4#

R1EEEIWTCP(BGP)##HMRE — B — BUAMPLSEIER :

as seen on Rl — Passive

TCP path MrU di scovery enabl ed
— MPLS LDP enabl ed

TCP session initial state

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0Ox153acc8c
Mon May 17 08:32:56.618 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abli shed at Mon May 17 08:31:55 2021

PCB 0x153acc8c, SO 0x153adad4, TCPCB 0x153adcfc, vrfid 0x60000000,
Pak Prio: Medium TGCS: 192, TTL: 255, Hash index: 757

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 57400

(Local App PIDinstance/ SPL_APP_I D: 1192224/ 1/0)

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 3 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 3 1 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3874414679 snduna: 3874414864 sndnxt: 3874414864
sndmax: 3874414864 sndwnd: 32678 sndcwnd: 4380
irs: 1386459919 rcvnxt: 1386460037 rcvwnd: 32726 rcvadv: 1386492763



SRTT: 45 ns, RTTO 300 ns, RTV: 239 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRIT: 229 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: 0 nms, Retransmission retries: 0, Retransnit forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1460, peer MSS 1460, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB _DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket misc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so_qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x20 PD ctx: size: 0 data:
Num Label s: 1 Label Stack: 0x5dc3

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R1#

HEHBRAMPLSHES S  BEICEYTCP(LDPEXRBRNFMEN. HIE , 2hiiERNmAEe
BEBTCP(BGP)EFEHMSSETEMNAZR , A& EANRTCP(LDP)&5E., flin , BIZR3FR2
TCP(LDP)ZFEMSSETE M LEEINT -

- R2FIR3EBME A5121 JTAH Y IEFEERIP MTU,

- BRABEMTURE,

. TCPHEMRBEEER (TCPERERENHZEEIY ) . RIZFELDPEMR, RIFEE
MSSAE4724I TAKISYN, 512 ( SAEIP MTU ) — 20(minTCP_H)- 20(minlP_H), R2{&iX%
SYN , ACKEIMSS B472{u jt#ll, EIX[EEKMSS; At #]EMSS], BEUA72L T ; it
HIEMSS 47207 tHl. MEHEH LFERAK/IPMSSE,

TCP(LDP)SEMEN , MERI LR — E8 — BUAMPLSH A X :

as seen on R3 — Active

— TCP path MIU di scovery enabl ed
MPLS LDP enabl ed

TCP session initial state

RP/ 0/ 0/ CPUO: R3#show tcp detail pcb 0x15393f bc
Mon May 17 08:33:30.627 UTC

Connection state is ESTAB, I/O status: 0, socket status: O
Est abli shed at Mon May 17 08:30: 04 2021



PCB 0x15393f bc, SO 0x15393d94, TCPCB 0x153941b4, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 970

Local host: 192.168.0.3, Local port: 57146 (Local App PID: 1151216)
Forei gn host: 192.168.0.2, Foreign port: 646

(Local App PIDinstance/ SPL_APP_ID: 1151216/ 0/ 0)

Current send queue size in bytes: 0 (max 16384)
Current receive queue size in bytes: 0 (rmax 16384) nis-ordered: 0 bytes
Current receive queue size in packets: 0 (max 60)

Ti mer Starts Wakeups Next (nmsec)
Ret r ans 8 1 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 6 4 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 2917752466 snduna: 2917752838 sndnxt: 2917752838
sndmax: 2917752838 sndwnd: 16013 sndcwnd: 944
irs: 228184383 rcvnxt: 228184763 rcvwnd: 16005 rcvadv: 228200768

SRTT: 103 nms, RTTO 580 ns, RTV: 477 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 279 ns

ACK hold tine: 200 nms, Keepalive time: 0 sec, SYNwaittime: 30 sec
Gveup tine: O nms, Retransmission retries: 0, Retransnmit forever: FALSE
Connect retries remaining: 1, connect retry interval: 3 secs

State flags: none
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 472, peer MSS 472, min MSS 472, max MSS 472

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB SEL, SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/16384

Socket send buffer : Low Hi gh watermark 2048/ 16384, Notify threshold O

Socket misc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 1 Label Stack: 0x5dc2

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R3#

R2EEEIWTCP(LDP)EAEFMEF — B — BAMPLSH A = :

I — as seen on R2 — Passive



! — TCP path MU di scovery enabl ed

I — MPLS LDP enabl ed

I — TCP session ini

RP/ 0/ 0/ CPUO: R2#show tcp det ai |

tial state

Mon May 17 08: 34:28. 843 UTC

pcb 0x153alf 44

Connection state i s ESTAB,

|/O status: O,

Est abli shed at Mon May 17 08:30: 31 2021

PCB 0x153alf44, SO
Pak Pri o:
Local host:
For ei gn host:
(Local

Current send queue
Current

0x153aldilc,

Local

size in bytes:

recei ve queue size in bytes:

port:

TCPCB 0x153a213c,

Medi um TOS: 192, TTL: 255, Hash i ndex:
192. 168. 0. 2,
192. 168.0. 3, Foreign port:
App PID/instance/ SPL_APP_ID: 1151216/ 0/ 0)

0 (max 16384)
0 (max 16384)

646 (Local
57146

socket status: O

970

vrfid 0x60000000,

App PID. 1151216)

Current receive queue size in packets: 0 (max 60)
Ti mer Starts Wakeups Next (msec)
Ret r ans 7 0 0
SendWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 7 5 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0
iss: 228184383 snduna: 228184763 sndnxt: 228184763
sndnmax: 228184763 sndwnd: 16005 sndcwnd: 944
irs: 2917752466 rcvnxt: 2917752856 rcvwnd: 15995 rcvadv:
SRTT: 95 nms, RITTO 561 ns, RTV: 466 ns, KRTT: 0 ns

m nRTT: 0 ns,

maxRTT: 219 ns

ACK hold tine: 200 ns, Keepalive tinme: 0 sec,

Gveup tine: 0 ms, Retransmi ssion retries:
retries remaining: O,

Connect
none

W n
W n

State flags:
Feature fl ags:
Request fl ags:

Scal e,
Scal e

Nagl e,

connect

Path MTU

0 secs

m s-ordered: O bytes

2917768851

SYN wai ttinme: 30 sec
0, Retransmt forever:
retry interval:

FALSE

Datagrams (in bytes): MSS 472, peer MSS 472, min MSS 472, max MSS 472

W ndow scal es: rcv
Ti mest anp opti on:
Sack bl ocks {start,
Sack holes {start,

Socket
Socket
Socket
Socket
Socket
Socket
Socket

opti ons:
st at es:

send buffer

send buffer
msc info

PDU i nformati on:
#PDU s in buffer:

recent O,

recei ve buffer:

0, snd O,

end}: none
end, dups,

states:

request
recent age O,

rxmt}:

rcv O,

none

request snd O
|l ast ACK sent O

SO _REUSEADDR, SO REUSEPORT, SO NBI O
SS | SCONNECTED, SS PRIV
receive buffer states: SB SEL, SB_DEL_WAKEUP
SB_DEL_WAKEUP

Low H gh watermark 1/16384

Low H gh wat ermark 2048/ 16384, Notify threshold O

Rcv data size (sb_cc) O,

so_qgOl en 0,

so glimt O,

so_auto_rearm1l

0

so_gl en O,
so_error O



FI B Lookup Cache: |FH: O0x60 PD ctx: size: 0 data:
Num Label s: 1 Label Stack: 0x5dcl
Num of peers with authentication info: O

RP/ 0/ O/ CPUO: R2#

BIUBGPHEXREE , RIEEABGPEHALENFERICMPIAR (FELEZEE Mt — BB, EES
B — R184) , RERER2MEIER2 , ZHHEHYRIEMETCP PMTUD, HIREERBRRRA
BXBGPEIHEMNIPERARE TDFIT , ¥ BR2/R3MER L EAMS12M AN IP MTUIKR
IPEREAR/NMIM6MITHE, BEoi—8 , WILICMPAEREHBEPMTUD, BEERMNIEMPLSS
ML, BMAMPLSEFENEZERERSHR2 ICMPEETSESW T —HREEEIEA Nt — B3I
JEENER — RB4), TEHBAMPLSHIERT , T—RBEHWMTUES A4 TN ENAMPLSE
NEH , EXERKEFTCHARZENE HMPLSHRE R , ML TR BT

ER1EEFNTCPEEMTURE — 88 — BREAMPLSHIER :

as seen from Rl — Passive
R1 sends BGP Update nmessage with I P I ength of 1116 Bytes

— Note MPLS Header as packet is to be |abel-switched (single |abel ; 1GP |abel)
— note | P Header Flags shows DF bit set
455 0. 044859 192.168.0.1 192.168.0.4 BGP 1134  UPDATE Message, KEEPALI VE Message

Franme 455: 1134 bytes on wire (9072 bits), 1134 bytes captured (9072 bits) on interface O
Ethernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e: 5c: f1:80)
MultiProtocol Label Switching Header, Label: 24002, Exp: 6, S: 1, TTL: 255
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: OxcO (DSCP: CS6, ECN: Not-ECT)

Total Length: 1116

I dentification: Oxcédd (50909)

Fl ags: 0x02 (Don't Fragment)

0.. = Reserved bit: Not set
.1.. .... = Don't fragment: Set
.0. .... = More fragnents: Not set

Fragnent offset: O

Tinme to live: 255

Protocol: TCP (6)

Header checksum O0xa5f4 [validation disabled]

[ Header checksum status: Unverified]

Source: 192.168.0.1

Destination: 192.168.0.4

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 179, Dst Port: 57400, Seq: 242, Ack: 175, Len: 1076
Border Gateway Protocol - UPDATE Message
Border Gateway Protocol - KEEPALIVE Message
<sni p>

! — as seen fromRl - Passive

I — IP MIU on R2/ R3 of 512 bytes is |lower than | P packet length and DF bit is set

! — Rl receives |CVW error nmessage fromR2

! — note R2 | CWP error nessage carries Next-Hop MU

! — “The size in octets of the |argest datagramthat could be forwarded, along the path of
! the original datagram w thout being fragnented at this router. The size includes the
! I P header and | P data, and does not include any |ower-Ilevel headers.”
I — In present MPLS-enabl ed scenario Next-Hop MIU value is 508 bytes
I — In previous non-MPLS scenario Next-Hop MIU val ue was 512 bytes



456 0.014117 10.2.3.1 192.168.0.1
(Fragmentation needed)

ICMP 182

Destination unreachable

Frane 456: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface O
Et hernet |1, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst

(fa:16: 3e: 42: 18: 05)
Internet Protocol Version 4, Src: 10.2.3.1, Dst:
0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)

192.168.0.1

: fa:l1l6:3e:42:18: 05

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not - ECT)

Total Length: 168
I dentification: 0x001f (31)

Fl ags: 0x00
0... .... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
.0. .... = More fragnments: Not se

Fragnent offset: O

Time to live: 251

Protocol: ICMP (1)

Header checksum O0xb031 [validation disabl ed]

[ Header checksum status: Unverifi ed]

Source: 10.2.3.1

Destination: 192.168.0.1

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]
Internet Control Message Protocol

Type: 3 (Destination unreachable)

Code: 4 (Fragmentation needed)

Checksum 0x5199 [correct]

[ Checksum St at us: Good]

Length: 17

[Length of original datagram 68]

Unused: 0011

MTU of next hop: 508

Internet Protocol Version 4, Src: 192.168.0.1,

Transm ssion Control Protocol, Src Port: 179,
1386460094

Bor der Gateway Protocol - UPDATE Message

— As seen from Rl — Passive

457  0.006689 192.168.0.1 192.168.0.4 TCP
[ACK] Seq=242 Ack=175 W n=32669 Len=468

460  0.004001 192.168.0.1 192.168.0.4 TCP
[ACK] Seq=710 Ack=175 W n=32669 Len=468

461  0.001788 192.168.0.1 192.168.0.4 TCP
[PSH, ACK] Seq=1178 Ack=175 W n=32669 Len=140

463  0.056695 192.168.0.4 192.168.0.1 TCP

W n=31545 Len=0

I — As seen fromRl - Passive — 'debug tcp pntud
! — TCP PMIUD is triggered once | CMP unreachabl e

Dst: 192.1
Dst Port: 5

526

526

198

54

and ' debug
recei ved

68.0. 4
7400, Seq: 3874414921, Ack:

— Hint is provided by | CVMP unreachabl e nessage MIU of next-hop field: 508 bytes
— R1 then considers this value and retransmits BGP Update split in three distinct packets
— Sum of TCP length = 468 + 468 + 140 = 1076 bytes

[ TCP Retransmi ssion] 179 57400
[ TCP Retransmi ssion] 179 57400
[ TCP Retransmi ssion] 179 57400

57400 179 [ACK] Seq=175 Ack=1318

icnp' active

RP/ 0/ 0/ CPUO: May 17 08:29:56.131 UTC: tcp[399]: [tl] Try to enable path MIU di scovery(neww age

timer: 10 min)

RP/ 0/ 0/ CPUO: May 17 08:29:56.131 UTC: tcp[399]: [t1l] Path ntu is ON (age-tiner: 10)

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC: ipv4_io[ 266]
pak(0xb0c07d8f) tid: 5

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC: ipv4_io[ 266]
RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC: ipv4_io[ 266]
192.168.0.1 about 192.168.0.4, MIU=508

:ip_icnp_l

: Entering

ib_i pvd_receive: Receiving

i pv4_nt u_updat e_cb

: I Pv4d I COVWP: Received ICVMP too big from



RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC. ipv4_io[266]: ipv4a_icnp_unreachable_rcvd | CMP unreach

recvd: sendi ng pak(0xb0c07d8f) to transport: 6, tid: 5

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC. ipv4_io[266]: ip_icnmp_lib_ipv4_receive: sending

pak(0xb0c07d8f) to transport: 1, tid: 5
RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC: tcp[399]: [t4] PCB 0x153acc8c:
(next hop ntu: 508)

I — attenmpt new MSS 468 = MIU of next-hop(508) - TCP_H(20) - |P_H(20)

RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC: tcp[399]: [t4] PCB 0x153acc8c:
RP/ 0/ 0/ CPUO: May 17 08:35:51.726 UTC: tcp[399]: [t4] PCB 0x153acc8c,
468 configured tp_user_mss 0

I — over tinme PMIUD attenpts to raise MSS as per egress interface configured MIU

RP/ 0/ 0/ CPUO: May 17 08:45:51.745 UTC: tcp[399]: [t29] PCB 0x153acc8c:
RP/ 0/ 0/ CPUO: May 17 08:47:51.757 UTC. tcp[399]: [t29] PCB 0x153acc8c:

1452

RP/ 0/ 0/ CPUO: May 17 08:49:51.769 UTC: tcp[399]: [t29] PCB 0x153acc8c:

1460
WR1ATR — {8 — TCP PMTUD#%% — BAAMPLSHIE R :

I — as seen on Rl — Passive
I — Rl session details after TCP PMIUD tri gger

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0Ox153acc8c
Mon May 17 08:43:07.077 UTC

Connection state is ESTAB, |1/O status: 240, socket status: O
Est abli shed at Mon May 17 08:31:55 2021

PCB 0x153acc8c, SO 0x153adad4, TCPCB 0x153adcfc, vrfid 0x60000000,
Pak Prio: Medium TGCS: 192, TTL: 255, Hash index: 757

Local host: 192.168.0.1, Local port: 179 (Local App PID: 1192224)
Foreign host: 192.168.0.4, Foreign port: 57400

(Local App PIDinstance/ SPL_APP_I D: 1192224/ 1/0)

Current send queue size in bytes: 0 (max 24576)

Tryi ng next higher
Tryi ng next higher

Tryi ng next higher

Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes

Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 15 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 14 9 0
KeepAl i ve 1 0 0
PmtuAger 1 0 164599
G velp 0 0 0
Throttle 0 0 0

iss: 3874414679 snduna: 3874416130 sndnxt: 3874416130
sndnmax: 3874416130 sndwnd: 31412 sndcwnd: 936

irs: 1386459919 rcvnxt: 1386460246 rcvwnd: 32517 rcvadv: 1386492763

SRTT: 180 ns, RTTO. 509 ns, RTV: 329 ns, KRTT: 0 s
m nRTT: 19 ns, maxRTT: 239 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec

Gveup tine: 0 nms, Retransmission retries: 0, Retransmt forever: FALSE

Connect retries remaining: 0, connect retry interval: 0 secs

Process | CVP Dest - unr each

Try to use new MSS: 468
New path MIU deci ded to use:

MIU: 966
MTU:

MTU:



State flags: PMIU ager
Feature flags: Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 468, peer MSS 1460, min MSS 468, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanp option: recent 0, recent age 0, |last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmit}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO _NBI O

Socket states: SS | SCONNECTED, SS PRIV

Socket receive buffer states: SB DEL_ WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low H gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold O

Socket msc info : Rcv data size (sb_cc) 0, so_glen O,
so_gOlen 0, so qglimt O, so_error O
so_auto_rearm1l

PDU i nf ormat i on:

#PDU s in buffer: O

FI B Lookup Cache: |FH: 0x20 PD ctx: size: 0 data:
Num Label s: 1 Label Stack: 0x5dc3

Num of peers with authentication info: O

RP/ 0/ 0/ CPUO: R1#

HEE  ERAMPLSHERT , BIBR2 ICMPHEEFREZEN T —BMTUREAEST A @ EMPLSE

BB, EE—PENE—FE , BEET —ERH. MRERBREHNIPER TELIVPNIRISHEE
B ARRZCAPEBRESEMEEZER (IGPERMVPNER ), ETREMOMTUS REFTER
BEHEE X/, B2EEL@AE,

#R1 AR — PASSIVE - L3 VPNERBE R A :

— as seen from Rl — Passive

— L3 VPN service packet is sourced by node RL and destined to node R4

Not e presence of MPLS | abel stack — both IGP and VPN | abel are present

— Note IP Total Length of 610 bytes higher than the I P MU on R2/ R3 segnent
— note | P Header Flags shows DF bit set

2024 0. 302370 10.1.14.1 10.1.14. 14 TELNET 632 Tel net Data ...

Franme 2024: 632 bytes on wire (5056 bits), 632 bytes captured (5056 bits) on interface O
Ethernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e:5c: f1:80)

MultiProtocol Label Switching Header, Label: 24002, Exp: 0, S: 0, TTL: 255
0000 0101 1101 1100 0010 .... .... .... = MPLS Label: 24002
000. .... .... = MPLS Experinental Bits: O
.0 .... .... = MPLS Bottom O Label Stack: O
1111 1111 = MPLS TTL: 255

MultiProtocol Label Switching Header, Label
0000 0101 1101 1100 0101 .... MPLS Label : 24005
000. .... .... MPLS Experinental Bits: 0
.1 .... .... = MPLS Bottom O Label Stack: 1
1111 1111 MPLS TTL: 255
Internet Protocol Version 4, Src: 10.1.14.1, Dst: 10.1.14.14
0100 .... = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
Total Length: 610

24005, Exp: 0, S: 1, TTL: 255



I dentification: 0x7c9f (31903)
Fl ags: 0x02 (Don't Fragment)

0.. = Reserved bit: Not set
.1.. .... = Don't fragment: Set
.0. .... = More fragnents: Not set

Fragnent offset: O
Time to live: 255
Protocol: TCP (6)
Header checksum Oxcce5 [validation disabled]
[ Header checksum status: Unverifi ed]
Source: 10.1.14.1
Destination: 10.1.14.14
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 22008, Dst Port: 23, Seq: 34755, Ack: 93250, Len:

W7ER1 EPT/R — PASSIVE - L3 VPNER# — ICMPE! B3/ 554:

— as seen fromRl — Passive

— I P MU on R2/R3 of 512 bytes is lower than | P packet length and DF bit is set

— Rl receives |ICWP error nessage fromR2

— note R2 | CMP error nmessage carries Next-Hop MU

“The size in octets of the |argest datagramthat could be forwarded, along the path of
the original datagram wi thout being fragmented at this router. The size includes the
I P header and | P data, and does not include any |ower-Ilevel headers.”

— I n present L3VPN MPLS-enabl ed scenario (dual -1 abel) Next-Hop MIU val ue is 504 bytes

— In previous MPLS scenario (single-label) Next-Hop MIU val ue was 508 bytes

2030 0. 020299 10.2.3.1 10.1.14.1 | CMP 190 Destination unreachable
(Fragmentation needed)

Franme 2030: 190 bytes on wire (1520 bits), 190 bytes captured (1520 bits) on interface 0O
Ethernet 11, Src: fa:16:3e:5c:f1:80 (fa:16:3e:5c:f1:80), Dst: fa:16:3e:42:18:05
(fa:16: 3e: 42: 18: 05)
Mul ti Protocol Label Switching Header, Label: 24005, Exp: 0, S: 1, TTL: 251

0000 0101 1101 1100 0101 .... MPLS Label : 24005

000. MPLS Experimental Bits: O
1o MPLS Bottom Of Label Stack: 1

. 1111 1011 = MPLS TTL: 251
Internet Protocol Version 4, Src: 10.2.3.1, Dst: 10.1.14.1

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

Total Length: 172

I dentification: 0x002b (43)

FI ags: 0x00
0... = Reserved bit: Not set
.0.. .... = Don't fragnent: Not set
.0. .... = More fragnents: Not set

Fragnent offset: O
Time to live: 253
Protocol: ICMP (1)
Header checksum 0x9821 [validation disabl ed]
[ Header checksum status: Unverifi ed]
Source: 10.2.3.1
Destination: 10.1.14.1
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Internet Control Message Protocol
Type: 3 (Destination unreachable)
Code: 4 (Fragmentation needed)
Checksum Oxbbac [correct]
[ Checksum St at us: Good]

570



Length: 17
[Length of original datagram 68]
Unused: 0011
MTU of next hop: 504
Internet Protocol Version 4, Src: 10.1.14.1, Dst: 10.1.14.14
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not- ECT)
Total Length: 610
I dentification: 0x7c9f (31903)
Fl ags: 0x02 (Don't Fragment)
Reserved bit: Not set
e Don't fragnent: Set
..0. .... = More fragnents: Not set
Fragnent offset: O
Tinme to live: 255
Protocol: TCP (6)
Header checksum Oxcce5 [validation disabled]
[ Header checksum status: Unverifi ed]
Source: 10.1.14.1
Destination: 10.1.14. 14
[ Source Geol P: Unknown]
[ Destination Geol P: Unknown]
Transni ssion Control Protocol, Src Port: 22008, Dst Port: 23, Seq: 586828435, Ack: 754580617

PMTUD - TCP;&1(MD5)
4 AS65001 N
Lo iBGP + tcp path-mtu-discovery + TCP MD5 Lo0
192.168.0.1/32 T A i | e et e e e - T 192.168.0.4/32

GE/0/0/0 GEO0/0/0/0 GED/0/0N GED/0/0/0

E S S -~

o EEE T W S oW

GE0/0/0N GE0/0/0/0

iR{%3.4 — BUAPMTUDRITCP MD5& 17 B8 3% .

ERUATCP MDSEREMIEA T , TERLHRIIPRANARESPMTUDIT R, BRI F
HYTCP MD5ERFEH A —#& | Cisco IOS XREZRBHMBEARR , MEAFTCPHERAMMA
MSSERMRMEE, F2ErHEAERATCPRIE — XREBMERTCPERIE — XRHEEN /N , LARRME
BAREATCPEEN X ENHMFHEN. WROFWTCP MSSHETRENT :

- FTEE S A TERRIP MTU 15004 48

- BRAATCPREMTURH,

. TCPHEHRBEZER,

. ER1FIRALEAHTTCP MD5 5 5% . RAEZIEBGPERR., RABIEMSSAH 1436 TEMN
SYN. 1500 ( TEIP MTU ) — 20(minTCP_H)- 20(minlP_H)- 241z 7t48 ( 10S XR TCP;&1E £
AEF ) . RIEESYN , ACK , MSSA1436{u t#l, Ei%x[Received MSS ;A #1#EMSS],

W EI14364 TR ; A HIAMSS 1460 ThH. MIEY % EFHRIEHNMSSE,
RIRARAKTCP SYN:

I — TCP SYN sourced from R4

2408 5. 695076 192.168.0.4 192.168.0.1 TCP 82 59050 179 [SYN] Seq=0 W n=16384
Len=0 MssS=1436 W5=1



Frane 2408: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0
Et hernet II, Src: fa:16:3e:d7:7e:f6 (fa:16:3e:d7:7e:f6), Dst: fa:16:3e:8f:8f:54
(fa:16: 3e: 8f: 8f: 54)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.0.1
Transm ssion Control Protocol, Src Port: 59050, Dst Port: 179, Seq: 0, Len: O
Source Port: 59050
Destination Port: 179
[ Stream i ndex: 8]
[ TCP Segment Len: 0]
Sequence number: 0 (rel ative sequence nunber)
Acknow edgment numnber: O
Header Length: 48 bytes
Fl ags: 0x002 (SYN)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum 0x20d7 [unverified]
[ Checksum St atus: Unverified]
Urgent pointer: O
Options: (28 bytes), Maxi num segnent size, Wndow scale, No-Operation (NOP), TCP MD5
signature, End of Option List (EQL)
Maxi mum segnent size: 1436 bytes
Ki nd: Maxi mum Segrent Si ze (2)
Length: 4
MSS Value: 1436
W ndow scale: 0 (rmultiply by 1)
No- Oper ati on ( NOP)
TCP MD5 signhature
End of Option List (EQL)

REBR1MTCP SYN, ACK:

I — TCP SYN, ACK sourced fromR1

2409 0. 004352 192.168.0.1 192.168.0.4 TCP 82 179 59050 [ SYN, ACK] Seq=0 Ack=1
W n=16384 Len=0 Mss=1436 W5=1

Frane 2409: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 0
Ethernet 11, Src: fa:16:3e:8f:8f:54 (fa:16:3e:8f:8f:54), Dst: fa:16:3e:d7:7e:f6
(fa:16:3e:d7: 7e:f6)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4
Transm ssion Control Protocol, Src Port: 179, Dst Port: 59050, Seq: 0O, Ack: 1, Len: O
Source Port: 179
Destination Port: 59050
[ Stream i ndex: 8]
[ TCP Segment Len: 0]
Sequence nunber: 0 (relative sequence nunber)
Acknow edgnent nunber: 1 (relative ack number)
Header Length: 48 bytes
Fl ags: 0x012 (SYN, ACK)
W ndow si ze val ue: 16384
[ Cal cul at ed wi ndow si ze: 16384]
Checksum Oxcbf8 [unverified]
[ Checksum Status: Unverified]
Urgent pointer: O
Options: (28 bytes), Maxi mum segnent size, Wndow scal e, No-QOperation (NOP), TCP MD5
signature, End of Option List (EQ)
Maxi mum segment size: 1436 bytes
Ki nd: Maxi mum Segnment Size (2)
Length: 4
MSS Value: 1436
W ndow scale: 0 (nmultiply by 1)
No- Oper ati on ( NOP)



TCP MD5 signature
End of Option List (EQL)

R4 LB EINTCPEREFMEM — ACTIVE:

I — as seen fromR4 - Active

RP/ 0/ 0/ CPUO: Rd#show tcp detail pcb 0x121542c0
Tue Jan 12 13:27:23.526 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abl i shed at Tue Jan 12 13: 25:41 2021

PCB 0x121542c0, SO 0x1213c0e4, TCPCB 0x12156010, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 359

Local host: 192.168.0.4, Local port: 59050 (Local App PID: 1052958)
Forei gn host: 192.168.0.1, Foreign port: 179

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 6 1 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 3 2 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3299472269 snduna: 3299473445 sndnxt: 3299473445
sndmax: 3299473445 sndwnd: 31646 sndcwnd: 4308
irs: 3225544359 rcvnxt: 3225545535 rcvwnd: 31665 rcvadv: 3225577200

SRTT: 89 s, RTTG 530 ns, RTV: 441 ns, KRTT: 0 ns
m nRTT: 19 ns, maxRTT: 239 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 ns, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries remaining: 30, connect retry interval: 30 secs

State flags: none
Feature flags: MD5, Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1436, peer MSS 1436, min MSS 1436, max MSS 1436

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanmp option: recent 0, recent age 0, last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO NBI O

Socket states: SS | SCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low Hi gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold 0

PDU i nf or mati on:
#PDU s in buffer: O



FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUD: Ra#
R1LEZMNTCPEAEFFMER — PASSIVE:

I — as seen from Rl - Passive

RP/ 0/ 0/ CPUO: Rl#show tcp detail pcb 0x121560ec
Tue Jan 12 13:25:59.310 UTC

Connection state is ESTAB, |I/O status: 0, socket status: O
Est abl i shed at Tue Jan 12 13:25:31 2021

PCB 0x121560ec, SO 0x121556d4, TCPCB 0x121575bc, vrfid 0x60000000,
Pak Prio: Medium TOS: 192, TTL: 255, Hash index: 359

Local host: 192.168.0.1, Local port: 179 (Local App PID: 983326)
Foreign host: 192.168.0.4, Foreign port: 59050

Current send queue size in bytes: 0 (max 24576)
Current receive queue size in bytes: 0 (nmax 32768) mnis-ordered: 0 bytes
Current receive queue size in packets: 0 (nmax 0)

Ti mer Starts Wakeups Next (nsec)
Ret r ans 3 0 0
SendwWhd 0 0 0
Ti meWai t 0 0 0
AckHol d 3 2 0
KeepAl i ve 1 0 0
Pt uAger 0 0 0
G velp 0 0 0
Throttle 0 0 0

iss: 3225544359 snduna: 3225545516 sndnxt: 3225545516
sndmax: 3225545516 sndwnd: 31684 sndcwnd: 4308
irs: 3299472269 rcvnxt: 3299473426 rcvwnd: 31665 rcvadv: 3299505091

SRTT: 37 ms, RTTG 300 ns, RTV: 244 ns, KRTT: 0 ns
m nRTT: 9 ns, maxRTT: 239 ns

ACK hold tine: 200 ns, Keepalive tine: 0 sec, SYNwaittinme: 30 sec
Gveup tine: 0 ns, Retransmission retries: 0, Retransmt forever: FALSE
Connect retries remaining: 0, connect retry interval: 0 secs

State flags: none
Feature flags: MD5, Wn Scal e, Nagle, Path MTU
Request flags: Wn Scal e

Datagrams (in bytes): MSS 1436, peer MSS 1436, min MSS 1460, max MSS 1460

W ndow scales: rcv 0, snd 0, request rcv 0, request snd O
Ti mestanmp option: recent 0, recent age 0, last ACK sent O
Sack bl ocks {start, end}: none

Sack holes {start, end, dups, rxmt}: none

Socket options: SO REUSEADDR, SO REUSEPORT, SO NBI O

Socket states: SS | SCONNECTED, SS_PRIV

Socket receive buffer states: SB_DEL_WAKEUP

Socket send buffer states: SB_DEL_WAKEUP

Socket receive buffer: Low Hi gh watermark 1/32768

Socket send buffer : Low Hi gh wat ermark 2048/ 24576, Notify threshold 0



PDU i nf ornati on:

#PDU s in buffer: O
FI B Lookup Cache: |FH: 0x40 PD ctx: size: 0 data:
Num Label s: 0 Label Stack:

RP/ 0/ 0/ CPUO: R1#

PMTUD — RAER

WMH XPMTUD — SR EBRAYIP MTUSE{E — &iFTik , ERAERE , TCP PMTUDéﬁEU&H&ICMP(E
By SREAR — RIS EEDR — 1%&%4) ﬁ,@o Eiﬁb'r%,RT HREERERRARKEELHEE

lﬂﬁtTﬁﬁﬁﬁéPMTUDo EEEBRT , %uTCPﬁ%E%EE%%ZFEJ%@E’Jm/NP MTU, N8
|Pi1’.=JE SEDFuT , B b1FﬁH’Jj(’J‘|EJ73’$E>‘z1EEIP MTURREE , BItBEEREsI ABENERE,
=&§ﬂfaﬂﬂ&m&$ﬁ§§°

RETEEERT#BCisco 10S XR&HH*@»JEI:;EE/’%E RS RILEHANTRE, Bt , ER2ME
GEO/O/O/OJ:’f’fFﬁIPV4T—J EINEE , AT —BREFCLIE HFTRo

/ AS65001 \

Lo0 iBGP + tcp path-mtu-discovery Lo
192.168.0.1/32 T B e e e e e e e e e > | 192.168.0.4/32

e GEO/0/0/0  GEO//0M e GE0/0/0/1 GEQ/0/0/0 e GEQ/0/0/1 GE0/0/0/0 e
R3 R4

\ ipv4 unreachables disable /

ML£R3.5 — FER1/R4FIR2 IPv4 L RRFAPMTUD B #£E 4R

R2_ EERAMIPVAEEELR

- R2 - IP unreachables is disabled

RP/ 0/ 0/ CPUO: R2#show run interface gigabitEthernet 0/0/0/0
Thu May 13 12:09: 45. 483 UTC
interface G gabitEthernet0/0/0/0

i pv4 address 10.1.2.2 255. 255. 255. 252

ipv4 unreachables disable
!

RP/ 0/ 0/ CPUO: R2#show i pv4 interface gigabitEthernet 0/0/0/0
Thu May 13 12:10:04.112 UTC
G gabi t Et hernet0/0/0/0 is Up, ipv4d protocol is Up
Vrf is default (vrfid O0x60000000)
Internet address is 10.1.2.2/30
MIU is 1514 (1500 is available to IP)
Hel per address is not set
Mul ticast reserved groups joined: 224.0.0.2 224.0.0.1 224.0.0.5
224.0.0.6
Di rected broadcast forwarding is disabled
Qut goi ng access list is not set
I nbound conmmon access list is not set, access list is not set
Proxy ARP is disabled
I CMP redirects are never sent
ICMP unreachables are never sent



| CMP mask replies are never sent
Table Id is 0xe0000000

Cisco IOS XREE It BRIERMN AN REFSHMARHIMR , MRDBFRI , BIARKEITEIHRLN
TCPACK , AIEEEFEAT —EREN. EXERHFHNTFAE , WIRFC1191 — BEMTUREH TR
(F2EPMTUD — A BREABEMNIP MTU—& , BBT458E), #mMS2 , CiscolOS
XRBREZZENHHWBERRARNERIXRIMERZERE , YERBBER TEFHFRRERE
’f%)‘ﬂ,%ﬁ@ﬁﬁ%ﬁmﬁﬁﬁ%ﬁﬁﬂ’\]ﬁﬂ@l«;{&debug tcp pmtuddV @ YT — BRI, AT ERER F|
175,

R1EHIOS-XREE 48 :

—at Rl

— Oiginal BGP Update nessage is sent

— Note I P Total Length of 1116 bytes and TCP Segment Length of 1076 bytes

— R2 filters such packet and send and | CWP error nessage towards Rl which triggers PMIuD
— But because | Pv4 unreachabl es are disabled at R2 GE0/0/0/0 | CMP nmessage is not sent

— Hence BGP message is silently filtered at R2

562 7.638774 192.168.0.1 192.168. 0.4 BGP 1130 UPDATE Message, KEEPALI VE Message

Franme 562: 1130 bytes on wire (9040 bits), 1130 bytes captured (9040 bits) on interface O
Ethernet 11, Src: fa:16:3e:42:18:05 (fa:16: 3e:42:18:05), Dst: fa:16:3e:5c:f1:80
(fa:16: 3e:5c: f1:80)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.4

0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0OxcO (DSCP: CS6, ECN:. Not-ECT)

Total Length: 1116

I dentification: 0x4a37 (18999)

Fl ags: 0x02 (Don't Fragment)

0... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
.0. .... = More fragnents: Not set

Fragnent offset: O

Tinme to live: 255

Protocol: TCP (6)

Header checksum 0x229b [validation di sabl ed]

[ Header checksum status: Unverifi ed]

Source: 192.168.0.1

Destination: 192.168.0.4

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]
Transm ssion Control Protocol, Src Port: 179, Dst Port: 57082, Seq: 318, Ack: 251, Len: 1076
Border Gateway Protocol - UPDATE Message
Border Gateway Protocol - KEEPALIVE Message
<sni p>

—at Rl
— No TCP ACK is received
— Packet retransmission is attenpted (2 attenpts)

!
!
!
I — Note initial MSS value is of 1460 bytes

563 0. 560058 192.168.0.1 192.168.0.4 TCP 1130 [ TCP Retransmission] 179 57082
[ PSH, ACK] Seq=318 Ack=251 W n=32593 Len=1076
564 1.101367 192.168.0.1 192.168.0.4 TCP 1130 [ TCP Retransmission] 179 57082

[ PSH, ACK] Seq=318 Ack=251 W n=32593 Len=1076

—at Rl

— Still no TCP ACK received; previous retransm ssions failed
Next |ower plateau value is attenpted — 1492 bytes

Packet retransmi ssion is attenpted (2 attenpts)


https://tools.ietf.org/html/rfc1191

RP/ 0/ 0/ CPUO: May 13 10: 20: 44.251 UTC: tcp[399]: [t1l] PCB 0x15392224: Trying next |ower MIU. 1452

567 1. 850294 192.168.0.1 192.168.0.4 TCP 1130
[ PSH, ACK] Seq=318 Ack=251 W n=32593 Len=1076
568 1.111361 192.168.0.1 192.168.0.4 TCP 1130

[ PSH, ACK] Seq=318 Ack=251 W n=32593 Len=1076

— at Rl

Next |ower plateau value is attenpted — 1006 bytes

!
!
!
! Packet retransmi ssion is attenpted (2 attenpts)

[ TCP Retransmi ssion] 179 57082

[ TCP Retransmi ssion] 179 57082

— Still no TCP ACK received; previous retransm ssions failed

RP/ 0/ 0/ CPUO: May 13 10: 20: 47.560 UTC: tcp[399]: [t1l] PCB 0x15392224: Trying next |ower MIU. 966

569 2.198327 192.168.0.1 192.168.0.4 TCP 1020
[ ACK] Seq=318 Ack=251 W n=32593 Len=966
570 1.109602 192.168.0.1 192.168.0.4 TCP 1020

[ ACK] Seq=318 Ack=251 W n=32593 Len=966
—at Rl
— Next |ower plateau value is attenpted — 508 bytes

— TCP Segnment Lengths 468 + 468 + 140 = 1076

!
!
!
|
|
I — TCP ACK is received frompeer R4

— Oiginal information (TCP Length of 1076 bytes) is split

[ TCP Retransmi ssion] 179 57082

[ TCP Retransmi ssion] 179 57082

— Still no TCP ACK received; previous retransm ssions failed

in three distinct packets

RP/ 0/ 0/ CPUO: May 13 10: 20: 50. 870 UTC: tcp[399]: [t1l] PCB 0x15392224: Trying next |ower MIU. 468

571  2.205552 192.168.0.1 192.168.0.4 TCP 522
[ACK] Seq=318 Ack=251 W n=32593 Len=468
573  0.004254 192.168.0.1 192.168.0.4 TCP 522
[ACK] Seq=786 Ack=251 W n=32593 Len=468
574  0.002724 192.168.0.1 192.168.0.4 TCP 194

[ PSH, ACK] Seq=1254 Ack=251 W n=32593 Len=140
I — Peer R4 TCP ACK i s received

575 0. 223172 192.168.0.4 192.168.0.1 TCP 54
W n=31469 Len=0

[ TCP Retransmi ssion] 179 57082
[ TCP Retransmi ssion] 179 57082

[ TCP Retransmi ssion] 179 57082

57082 179 [ACK] Seq=251 Ack=1394
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