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B 1. 58 EPlatform Settings > Syslog.

Overview Interfaces Logical Devices Security Engine JNMEs{dgiiR=Toaalilof .

NTP [File | Wt~ Remote Destinations  Local Sources
S5H
SHMP Console
HTTPS Admin State: Enable
—— Lewvel:
> Syslog Monitor
DNS _
o Admin State: Enable
FIPS and Common Criteria
Access List Level: CrIaCs ~
Save | | Cancel

B2 ELocal Destinations ~ , AJAEZHIEB EEUAKBIO-2HRKAFRFER , B H AR ENE
RPN R AL BFETALER, FEEBRRERNEMEL ENFEZREREMRE  EHEME
725,

Overview Interfaces Logical Devices Security Engine JMEIs{elgi Settingﬁl

MTP Local Destinations Remote Destinations Local Sources

S5H

SHMMP Console 2

HTTPS Admin E-tate:1

ARA Level: Emergencies Critical

» Syslog Monitor
DNS

o Admin State: Enable
FIPS and Common Criteria

Access List Level: —— -

3 Cancel




Overview Interfaces Logical Devices Security Engine JMEIs{ldiiE=T=adlglif .

MTF Local Destinations Remote Destinations Local Sources

S5H

SMNMP Console

HTTPS Admin State: ¥| Enable

ARA Level: Emergencies @ Alerts O Critical
> Syslog Monitor

DNS

FIPS and Common Criteria

Access List Level:

| Cancel |

3 notifications

information

debugaging

RFXOSRZ<2.3.1 , BIEA LIBBGUIARMBFHEREXR WERBEF



Overview Interfaces Logical Devices Security Modules BgdELs{:I4 11! Settingsl
Remote Destnatons _ Local Sources

S5H
SNMP Console
AL Admin State: Enable
Level: (O Emergencies () Alerts (&) Critical
F Sy=zlog
DNS Monitor
FIPS and Common Criteria Admin State: Enable
Access List -
Level: Warnings w
MAC Pool
Resource Profiles File
Metwork Control Paoli
2 Admin State: Enable
Chassis URL
Level: Warnings v
Mame: Logging
Size:* 4194304
Save | | Cancel
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Overview Interfaces Logical Devices Security Modules BEEISGTI R d TS .

NTP Local Destinations B0 000 EL LY T Local Sources
S55H
SNMP Server 1
1 .
HTTPS Admin State: Enable
AA0 -
Lewvel: Warnings R
* Syszslog
DNS Hostname/IP Address:* 10.61.161.235
FIPS and Common Criteria Facility: Locall =7
Access List Server 2 . .
MAC Pool
Admin State: [] Enable
Resource Profiles
Network Control Policy Level: v
Chassis URL Hostname/IP Address:*
Facility: b
Server 3
Admin State: [] Enable
Level: b
Hostname/IP Address: *
Facility: hd

Cancel [
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Overview Interfaces Logical Devices Security Engine QAELGIsnR=T=adlilif

MTP Local Destinations Remote Destinations
S5H
SMMP Faults
HTTRS Admin State:
ALA Audits

> Syslog Admin State: #| Enable
Dns Events

FIPS and Common Criteria
Admin State: ¥| Enable

Cancel

f£FXOS CLIE B %4t B #(FPR4100/FPR9300)

Access List

WEBCLIE E A1tk B :

FP4120- A /nonitoring # enable syslog console

FP4120- A /nonitoring* # set syslog console level critical
FP4120- A / nonitori ng* # enable syslog monitor

FP4120- A /nonitoring* # set syslog monitor level warning
FP4120- A /nmonitoring* # commit-buffer

BIBCLIE B F MM Bk B RS

FP4120- A /nonitoring # enable syslog remote-destination server-1

FP4120- A /nmonitoring* # set syslog remote-destination server-1 facility locall
FP4120- A /nonitoring* # set syslog remote-destination server-1 level warning
FP4120- A /nmonitoring* # set syslog remote-destination server-1 hostname 10.61.161.235
FP4120- A /nmonitoring* # commit-buffer

BEIBCLIE &< %A Local Sources— £ :

FP4120- A /nonitoring # enable syslog source audits
FP4120- A /nonitoring* # enable syslog source events
FP4120- A /nonitoring* # enable syslog source faults
FP4120- A /nonitoring* # commit-buffer

o, BETURARERERRKBFE R, 7 LA S show loggingsishow logging
logfilefERA T RFEBFFER :

FP4120- A /nmonitoring # enable syslog file

FP4120- A /nonitoring* # set syslog file level warning
FP4120- A /nonitoring* # set syslog file name Logging
FP4120- A /nmonitoring* # commit-buffer



BHEE - WIERMNFERADABRAE(41943041TTHE).

EIBCLIEEE R

AERHEEERENEERE :

FP4120- A# scope monitoring
FP4120- A /nonitoring # show syslog

consol e
state: Enabl ed
level: Critical

noni t or
state: Enabled
I evel : warning

file
state: Enabled
I evel : warning
name: Loggi ng
size: 4194304

renot e destinations

Nane Host name State Level Facility

Server 1 10.61.161. 235 Enabl ed warni ng Local 1

Server 2 none Di sabled Critical Local 7

Server 3 none Di sabled Critical Local 7
sour ces

faults: Enabl ed
audi ts: Enabl ed
events: Enabl ed

LAk, BIE ] BAE Fshow logging @ S #EFXOS CLIERIE TN E H -

FP4120- A(f xos) # show logging

Loggi ng consol e: enabl ed (Severity: critical)
Loggi ng nonitor: enabl ed (Severity: warning)
Loggi ng | i necard: enabl ed (Severity: notifications)
Loggi ng fex: enabl ed (Severity: notifications)
Loggi ng ti nestanp: Seconds
Loggi ng server: enabl ed
{10. 61. 161. 235}

server severity: war ni ng

server facility: local 1

server VRF: managenment
Loggi ng logfile: enabl ed

Name - Logging: Severity - warning Size - 4194304

Facility Def ault Severity Current Session Severity



acl mgr

af m
assoc_ngr
aut h

aut hpriv
bcm usd
boot var
cal | hone
capability
capability
cdp
cert_enrol
cfs

clis

conf check
copp

cron
daenon
devi ce-al i as
epp
eth_port_channe
eth_port_sec
et hpc

et hpm
evnc
fabric_start_cfg_ngr
fcad

f cdomai n
fcns

fcpe

fcs

fdm
feature-ngr
f ex

f1 ogi

f spf

ftp

f wm

i fngr
ignp_1

ip

i pqosngr

i pv6

kern

| 3vm

| acp

| dap

| dap
I'icmgr
I'1dp

| ocal O

| ocal 1

| ocal 2

| ocal 3

| ocal 4

| ocal 5

| ocal 6

| ocal 7

| pr

n2rib

mai |

ncm
noni t or
nrib
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nmsp 5 7
nvsh 2 7
news 3 7
nf p 2 7
nohrms 2 7
nsngr 5 7
ntp 2 7
otm 3 7
pf st at 2 7
pim 5 5
pl atform 5 7
pl ugin 2 7
port 5 7
port - channel 5 7
port-profile 2 7
port-resources 5 7
private-vl an 3 7
qd 2 7
radi us 3 7
rdl 2 7
res_nygr 5 7
rib 2 7
rlir 2 7
rpm 5 7
rscn 2 7
sal 2 7
scsi-target 2 7
securityd 3 7
smm 4 7
snnpd 2 7
span 3 7
stp 3 7
sysl og 3 7
sysngr 3 7
tacacs 3 7
ubrib 5 7
udl d 5 7
urib 5 7
user 3 7
uucp 3 7
vdc_ngr 6 7
vim 5 7
vl an_ngr 2 7
vmm 5 7
VIS 5 7
vnt ag_ngr 6 7
vsan 2 7
vshd 5 7
wawn 3 7
xm ma 3 7
zone 2 7
zschk 2 7
O( emrer genci es) 1(al erts) 2(critical)
3(errors) 4(war ni ngs) 5(notifications)
6(i nformation) 7(debuggi ng)

2017 Nov 26 16:49:19 FP4120-5-A % VDC-1 % % .OCALO- 2- SYSTEM MSG Test-Sysl og - ucssh[ 18553]
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FP4120- A(f x0s) # terminal monitor

2017 Nov 26 16:39:35 FP4120-5- A WJSER- 6- SYSTEM MSG [ssl:info] [pid 23982:tid 1910369168]
[client 127.0.0.1:34975] AH01964: Connection to child 40 established (server 10.62.148.187: 443)
- httpd[ 23982]

2017 Nov 26 16:39:36 FP4120-5- A YWJSER- 6- SYSTEM MSG [ssl:info] [pid 23982:tid 1908272016]
[client 127.0.0.1:34977] AH01964: Connection to child 42 established (server 10.62.148.187: 443)
- httpd[ 23982]

2017 Nov 26 16:39:36 FP4120-5- A YWJSER- 6- SYSTEM MSG [ssl:info] [pid 23982:tid 1911417744]
(70014) End of file found: [client 127.0.0.1:34972] AH01991: SSL input filter read failed. -

ht t pd[ 23982]

B T8 O 0 I AV i 3 A0 AR A5

RERFBFARITLRBREER

Date | Time | Priority | Hostname | Message -
1-26-20017 160303 Locall.lnfe 1062748187 : 20017 Nov 26 15%:40:46 UTC: TUSER-B-5YSTEM_MS5G: [3alinfo] [pid 23382:hd
11-26-20017 16:03:03 Locall.Info 1062748187 : 20017 Nov 26 154046 UTC: XUSER-6-5%STEM_MS5G: [zalinfo] [pid 23382-td
11-26-20017 16:03:01 Locall.Infe 1062148187 ; 20017 Nov 26 154044 UTC: TUSER-6-SYSTEM_MSG: [z2linfo] [pid 23982 tid

£ FEthanalyzer T E#8FX0S CLIELHRE , LAHEFESyslogiH B R AFXOSAE B AMEIEM .

EARGIG | HEM B Mt E A Syslog Al fR25(10.61.161.235), &MEAESS (Locall)FE B BRE
4 (6)PTEL -

FP4120- A(f x0s) # ethanalyzer local interface mgmt capture-filter "host 10.61.161.235 && udp port
514"

Capturing on ethO

Wi r eshar k- broadcom r cpu- di ssector: ethertype=0xde08, devi cetype=0x0

2017-11-26 16:01: 38.881829 10.62.148.187 -> 10.61.161.235Sysl og LOCALL1. I NFO : 2017 Nov 26
16: 01: 38 UTC. %JSER-6-SYSTEM MSG. [ssl:info] [pid 23982:tid 1799220112] (70014)End of file
found: [client 127.0.0.1:51015] AH01991: SSL input filter read failed. - httpd[23982]
2017-11-26 16:01: 38. 882574 10.62.148.187 -> 10.61.161. 235 Syslog LOCALL. I NFO : 2017 Nov 26
16: 01: 38 UTC. Nov 26 16:01: 37 %ERN- 6- SYSTEM MSG [ 363494. 943876] devi ce ethO entered

prom scuous node - ker nel

2017-11-26 16:01: 38. 883333 10. 62.148.187 -> 10.61.161. 235 Syslog LOCALL. I NFO : 2017 Nov 26
16: 01: 38 UTC. %JSER- 6- SYSTEM MSG. [ssl:info] [pid 23982:tid 1782442896] (70014)End of file
found: [client 127.0.0.1:51018] AH01991: SSL input filter read failed. - httpd[23982]

R A A RERR T ERAEFXOSTC

FP4120- A(f x0s) # show logging logfile

2017 Nov 26 15:20:22 FP4120-5-A ¥%8YSLOG 1- SYSTEM MSG : Logging logfile (nmessages) cleared by
user

2017 Nov 26 16:24:21 FP4120-5- A WJSER- 7- SYSTEM MSG. Sermaphore | ock success - aaad

2017 Nov 26 16:24:21 FP4120-5- A WJSER- 7- SYSTEM MSG. accounti ng_sem unl ock Sermaphore unl ock
succeeded - aaad

2017 Nov 26 16:24:21 FP4120-5- A WSER- 7- SYSTEM MSG. Senaphore | ock success - aaad
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EUBBCLIIREEREMREMNRAKBES , AAREEN, &% , EIEETENSyslogfd
fREEd , BALIEREERWBIREE , EBEHERIEREX T SysloglER :



FP4120- A /nonitoring # send-syslog critical Test-Syslog

IHESERIEMRARAZER  EEZEBRBERKANENER T TRRAHEE :

FP4120- A(f x0s) # show logging logfile
2017 Nov 26 16:49:19 FP4120-5-A % VDC-1 % 9% OCALO- 2- SYSTEM MSG  Test-Syslog - ucssh| 18553]
D ate | Time | Prioiity | Hotlname | Meztage
11-26-2017  17:11:36  Locall Cotical 10,62 148,187 : 2007 Hov 26 16:4%:19 UTC: XL0CALD-2-5YSTEM_MSG: Testing Syslog - ucssh]18553)

Firepower 21002 B P HIFXOSRB B
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Firepower 4100/9300F1 #ASAEX B #y Firepower 2100 BN RFE B FEEEMBEETERE I,
1. TEFirepower 2100 |, ¥ & ARERCRTERRA , BEEA,

2. FRFP2100F &P A FEE KR IN , Rtk R A EEECH&,

Overview Interfaces Logical Devices QMEIR{ilgi} Settings_

NTF (L1055 =1 T Remote Destinations  Local Sources
SSH
SHMP Console
HTTPS Admin State: | Enable
DHCP Level: Emergencies Alerts '® Critical
Syslog Platform
DNS
FIPS and Common Criteria Level: Information M
Access List File
Admin State: Enable
Level: Critical w
Mame: messages
Size:* 4194304
Save | [ Cancel

Remote Destinations#lLocal SourcesiE M {E %80 BB EbF & E.
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HEZE TFTDREMFPR2100%F , BHEMAEAL , TEH/2EER :

1. JRIP#h 1t B8 45 < (& SyslogiH B FT ARV it 1k AE [F o

2. FTBFXOSEE AR R BFIDFASA 199013-199019B A ERHE

firepower® show logging | include 1990

RASA-6-199018: May 11 18:10:55 fp2l00a port-manager:
RASA-T7-199019: May 11 18:10:55 fp2l00a port-manager:
RASA=-2-199014: May 11 18:10:56 fp2l00a port-manager:
RASA-6-199018: May 11 18:10:56 fp2l00a port-manager:

Informational: Ethernetl/12: admin state changed to down
LINK STATE CHANGE: port 50, new state 0/0/0

Alert: Ethernetl/12 link changed to DOWN

Informational: Ethernetl/12 speed changed to Unknown

USSP |, FEN EREASyslogHl S,

R EE
Syslog i F BRETRERE ?
FEFRERAT , R BFEFEHAUDPES14
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