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« mtrace VIEHMNEEEERIGMPEE, FiBmTrace v2ER & 2UDP,
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« ios-XR_EKImtrace vVIERER : draft-ietf-idmr-traceroute-ipm
« mtrace V2R X EmVPN
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%5 AR-10, LHRBLHR-4, FHRAFHR-3, RPARP-5, BB ITPIMBEIE X ST AIRIEE
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mtraceid KB E WM T FrRo

0 1 2 3
01234567890123456789012345678901
B T et e A T Tt s T Tt S s Tt et St S
| Type | Length | # Hops |
B T et e A T Tt s T Tt S s Tt et St S

|
Multicast Address |
|

|||||||||||||||||||||||||||||||||
|||||||||||||||||||||||||||||||||

Source Address |
s st S B St s S St

Mtrace2 Client Address |
|
B s Tt Tt st et B B T K S Kb s s st Sl S S

Query ID Client Port # |



et e s st s e e e

FRERVUREBETEN ML , Rtk TmTrace v2i5 SR HES,

EREMRFREFREABNET. LEFASTRIFBEREE T, SARARTEQAFBRELNE—E
ERERE. LUTREERERSR,

0 1 2 3

01234567890123456789012345678901
B s e T e S e T At Bt pat St R R IR S S R R RS
| Type | Length | MBZ |
B s e T e S e T At Bt pat St R R IR S S R R RS
| Query Arrival Time |
B s e T e S e T At Bt pat St R R IR S S R R RS
| Incoming Interface Address
B s e T e S e T At Bt pat St R R IR S S R R RS
| Outgoing Interface Address
B s e T e S e T At Bt pat St R R IR S S R R RS
| Upstream Router Address |
B s e T e S e T At Bt pat St R R IR S S R R RS
I |

Input packet count on Incoming Interface
B e s St et S e e RS
Output packet count on Qutgoing Interface
B e s St et S e e RS
Total number of packets for this source-group pair .
|
e s s mae St e B e O s ah et TR R e RS
Rtg Protocol | MuTticast Rtg Protocol |
e s s mae St e B e O s ah et TR R e RS

Fwd TTL | MBZ |S| Src Mask |Forwarding Code|
B o et s e T e s Tt Tt st et Sk T I RS R

+ —F — + — -

e FER S 3 A A B ‘Rtraceroute®ii H . B{EEEIRE Emtraced H P A — 1T

3% F 155 7E F 4B 15 % B 1 1€ fim 5% B2 I PAH #&MIB #F BV ipMcastRouteRtProtocol B B # B (RFC 5132), E
ffiE&mtrace vI R EANETE,

IANAZIHIIT -
BRAEHE :

other (1), -- not specified
Jocal (2), -- Tocal interface
netmgmt (3), -- static route

icmp (4), -- result of ICMP Redirect



-- the following are all dynamic

-- routing protocols

egp (5), -- Exterior Gateway Protocol
agp (6), -- Gateway-Gateway Protocol
hello (7), -- FuzzBall HelloSpeak

rip (8), -- Berkeley RIP or RIP-II
isIs (9), -- Dual IS-IS

esIs (10), -- ISO 9542

ciscolgrp (11), -- Cisco IGRP

bbnSpfIgp (12), -- BBN SPF IGP

ospf (13), -- Open Shortest Path First
bgp (14), -- Border Gateway Protocol
idpr (15), -- InterDomain Policy Routing
ciscoEigrp (16), -- Cisco EIGRP

dvmrp (17), -- DVMRP

rpl (18), -- RPL [RFC-ietf-roll-rpl1-19]
dhcp (19), -- DHCP [RF(C2132]
RIBRABBE

other(1), -- none of the following
local(2), -- e.g., manually configured
netmgmt(3), -- set via net.mgmt protocol
dvmrp(4),

mospf(5),

pimSparseDense(6), -- PIMvl, both DM and SM
cbt(7),

pimSparseMode(8), -- PIM-SM

pimDenseMode(9), -- PIM-DM

igmpOnly (10),

bgmp(11),

msdp (12)

L ERFER T mtrace V2RV E R TE, T 8Emtrace vIFWTRE,

Value Name

0x00  NO_ERROR
0x01  WRONG_IF
0x02 PRUNE_SENT
0x03 PRUNE_RCVD
0x04  SCOPED

0x05  NO_ROUTE

Description

No error.

Mtrace2 Request arrived on an interface
for which this router does not perform
forwarding for the specified group to the
source or RP.

This router has sent a prune upstream that
applies to the source and group in the
Mtrace2 Request.

This router has stopped forwarding for this
source and group in response to a Request
from the downstream router.

The group 1is subject to administrative
scoping at this router.

This router has no route for the source or



group and no way to determine a potential
route.

0x06  WRONG_LAST_HOP This router 1is not the proper LHR.

0x07  NOT_FORWARDING This router is not forwarding this source and
group out the Outgoing Interface for an
unspecified reason.

0x08  REACHED_RP Reached the Rendezvous Point.

0x09 RPF_IF Mtrace2 Request arrived on the expected
RPF interface for this source and group.

OxO0A  NO_MULTICAST Mtrace2 Request arrived on an interface
that is not enabled for multicast.

0x0B INFO_HIDDEN One or more hops have been hidden from this
trace.
0x0C  REACHED_GW Mtrace2 Request arrived on a gateway (e.g.,

a NAT or firewall) that hides the
information between this router and the
Mtrace2 client.

OxOD  UNKNOWN_QUERY A non-transitive Extended Query Type was
received by a router that does not support
the type.

0x80 FATAL_ERROR A fatal error is one where the router may
know the upstream router but cannot forward
the message to it.

0x81  NO_SPACE There was not enough room to insert another
Standard Response Block in the packet.

0x83  ADMIN_PROHIB Mtrace2 is administratively prohibited.
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HB{RIEE2LLE F FAmtrace v2,

<#froot>



RP/0/RPO/CPUO:R-10#

mrace?

mtrace mtrace2

RP/0/RPO/CPUQ:R-10#

mrace2 ?

ipv4 1IPv4 Address family
ipve 1ipv6 Address Family

RP/0/RPO/CPUQ:R-10#

ntrace2 ipvd ?

Hostname or A.B.C.D Source to trace route from

HR AL R M F R ik,

<#froot>
RP/0/RPO/CPUO:R-10#

ntrace2 ipvd 10.1.3.3 ?

Hostname or A.B.C.D Destination of route
debug Mtrace client-side debugging(cisco-support)



B iy th ik R LHRAYH#b 3L,

<{froot>
RP/0/RPO/CPUO:R-10#

nrace2 ipv4d 10.1.3.3 10.2.4.4 ?

Hostname or A.B.C.D Group to trace route via
debug Mtrace client-side debugging(cisco-support)

#E b 31t R IE 1E BRMERY Z FERAV AR 1k

<tfroot>
RP/0/RP0O/CPUO: R-10#

nmrace2 ipv4 10.1.3.3 10.2.4.4 225.1.1.1 ?

Hostname or A.B.C.D response address to receive response
debug Mtrace client-side debugging(cisco-support)



£ b 31k R traceroute B IR [E] /Y # 31t .

<{froot>

RP

nt

/0/RP0/CPUO:R-10#

race2 ipv4 10.1.3.3 10.2.4.4 225.1.1.1 10.0.0.10

<1-255> Time-to-1live for multicasted trace request

debug Mtrace client-side debugging(cisco-support)
1451
AR S ARAETPNEMEEERE , mfR—
HENREHLABSREEE.
<#root>
RP/0/RPO/CPUO:R-10#

nt

Ty

Mt
Vi
Fr
Qu

0
-1
-2
-3

race2 ipv4 10.1.3.3 10.2.4.4 225.1.1.1 10.0.0. 10

pe escape sequence to abort.

race from 10.1.3.3 to 10.2.4.4
a group 225.1.1.1

om source (?) to destination (?)
erying full reverse path...

10.2.4.4

10.4.7.4 PIM [10.1.3.0/24]

10.5.7.7 PIM [10.1.3.0/24]

0.0.0.0 PIM Reached RP/Core [10.1.3.0/24]

RBATPIMABTEAYES MR , LA IEIERE



BA LR R S HE AR, G)HTmtrace, mtracetHZE —BkIEHS510.2.4.450% , REELAH
FIREZEIRP(10.0.0.5), RERLHR-4EHEEHEAMNE225.1.1.103F10.1.3.38(S , G)MRIBHKH

o

[10.1.3.0/24])38 0 R AR RPFEAWEEKH, IOS-XRTHNRPFEABIKLZIPVARI/3218E . LLEF
FREEERAH, RRSERLEREH,

BRTHEEME. ERPIM
BBREETR , HEE—HIRARN0RHS , —EEBFESE —BKHER,
T—ERREER.

<tfroot>
RP/0/RP0O/CPUQ: LHR-4#

show nmrib route 225.1.1.1

IP Multicast Routing Information Base
Entry flags: L - Domain-Local Source, E - External Source to the Domain,
C - Directly-Connected Check, S - Signal, IA - Inherit Accept,
IF - Inherit From, D - Drop, ME - MDT Encap, EID - Encap ID,
MD - MDT Decap, MT - MDT Threshold Crossed, MH - MDT interface handle
CD - Conditional Decap, MPLS - MPLS Decap, EX - Extranet
MoFE - MoFRR Enabled, MoFS - MoFRR State, MoFP - MoFRR Primary
MoFB - MoFRR Backup, RPFID - RPF ID Set, X - VXLAN
Interface flags: F - Forward, A - Accept, IC - Internal Copy,
NS - Negate Signal, DP - Don't Preserve, SP - Signal Present,
II - Internal Interest, ID - Internal Disinterest, LI - Local Interest,
LD - Local Disinterest, DI - Decapsulation Interface
EI - Encapsulation Interface, MI - MDT Interface, LVIF - MPLS Encap,
EX - Extranet, A2 - Secondary Accept, MT - MDT Threshold Crossed,
MA - Data MDT Assigned, LMI - mLDP MDT Interface, TMI - P2MP-TE MDT Interface
IRMI - IR MDT Interface, TRMI - TREE SID MDT Interface, MH - Multihome Interface

(*,225.1.1.1) RPF nbr: 10.4.7.7 Flags: C RPF
Up: 1d21h
Incoming Interface List
GigabitEthernet0/0/0/1 Flags: A NS, Up: 1d21h
Outgoing Interface List
GigabitEthernet0/0/0/0 Flags: F NS LI, Up: 1d21h

(10.1.3.1,225.1.1.1)

RPF nbr: 10.4.9.9 Flags: RPF
Up: 1d18h
Incoming Interface List
GigabitEthernet0/0/0/2 Flags: A, Up: 1d18h
Outgoing Interface List
GigabitEthernet0/0/0/0 Flags: F NS, Up: 1d18h

J810.1.3.1F —{EMRIB#FH ., HZRTHE , mtracem S SBETRTEN&HH,



<ffroot>
RP/0/RP0O/CPUO: R-10#

nrace2 ipv4 10.1.3.1 10.2.4.4 225.1.1.1 10.0.0. 10

Type escape sequence to abort.

Mtrace from 10.1.3.1 to 10.2.4.4
via group 225.1.1.1

From source (?) to destination (?)
Querying full reverse path...

0 10.2.4.4

-1 10.4.9.4 PIM [10.1.3.0/24]
-2 10.8.9.9 PIM [10.1.3.0/24]
-3 10.3.8.8 PIM [10.1.3.0/24]
-4 10.1.3.3 PIM [10.1.3.0/24]
==

mAEE , RABEHRERLHRS - IR-9 - IR-8 - FHR-3, 1ER#FHR-3EILHR-4RVRE, ZiK{EEH
S, G)WIMRIB#& B H,

<tfroot>
RP/0/RP0O/CPUQ: FHR-3#

show nrib route 225.1.1.1

IP Multicast Routing Information Base
Entry flags: L - Domain-Local Source, E - External Source to the Domain,
C - Directly-Connected Check, S - Signal, IA - Inherit Accept,
IF - Inherit From, D - Drop, ME - MDT Encap, EID - Encap ID,
MD - MDT Decap, MT - MDT Threshold Crossed, MH - MDT interface handle
CD - Conditional Decap, MPLS - MPLS Decap, EX - Extranet
MoFE - MoFRR Enabled, MoFS - MoFRR State, MoFP - MoFRR Primary
MoFB - MoFRR Backup, RPFID - RPF ID Set, X - VXLAN
Interface flags: F - Forward, A - Accept, IC - Internal Copy,
NS - Negate Signal, DP - Don't Preserve, SP - Signal Present,
II - Internal Interest, ID - Internal Disinterest, LI - Local Interest,
LD - Local Disinterest, DI - Decapsulation Interface
EI - Encapsulation Interface, MI - MDT Interface, LVIF - MPLS Encap,
EX - Extranet, A2 - Secondary Accept, MT - MDT Threshold Crossed,
MA - Data MDT Assigned, LMI - mLDP MDT Interface, TMI - P2MP-TE MDT Interface
IRMI - IR MDT Interface, TRMI - TREE SID MDT Interface, MH - Multihome Interface

(10.1.3.1,225.1.1.1) RPF nbr: 10.1.3.1 Flags: RPF
Up: 1d21h
Incoming Interface List
GigabitEthernet0/0/0/0 Flags: A, Up: 1d21h
Outgoing Interface List
GigabitEthernet0/0/0/2 Flags: F NS, Up: 1d18h

&) LA mtrace vdebugiomP1 — 2 | LUMEE Rtrace R IF T HEE LfmTraceER 2,



mtrace V2 HUDPERE , HItIGMPFAEE T EEA R mtrace v2,

{B BB LAEPR T EIOS-XREMmtrace v2E KA FE AR UDP£33433,

g4 -

EH KBS LFAFUDP mtracev2ERHa,

IR-9:

<tfroot>
RP/0/RP0O/CPUO: IR-9#

show access-lists

ipv4 access-list mtracev2

10 permit udp any eq 33433 any eq 33433

RP/0/RPO/CPUQ: IR-9#

debug udp packet v4-access-list nmtracev2 | ocation 0/ RPO/CPUO

RP/0/RPO/CPUQ: IR-9#

show debug

#i### debug flags set from tty 'conO_RPO_CPUQ' ####
udp packet flag is ON with value 'Ox1:0x0:0x4:mtracev2:0x0:::"'

RP/0/RPO/CPUO:IR-9#RP/0/RPO/CPUO: IR-9#
RP/0/RPO/CPUQ: IR-9#

RP/0/RPO/CPUO:Jun 19 07:20:13.123 UTC:
R

42469 ms LEN 60 10.4.9.4:33433 <>
RP/0/RPO/CPUO:Jun 19 07:20:13.123 UTC:
RP/0/RPO/CPUO:Jun 19 07:20:13.139 UTC:

S

15 ms LEN 100 10.8.9.9:33433 <->
RP/0/RPO/CPUO:Jun 19 07:20:13.139 UTC:

i B% H 89 WL R iE mtrace v2IH B

(-

syslog_dev[115]:

10.4.9.9:33433
syslog_dev[115]:
syslog_dev[115]:

10.8.9.8:33433
syslog_dev[115]:

udp[214]

udp[214]
udp[214]

udp[214]

PID-22001:

PID-22001:
PID-22062:

PID-22062:



RN E LR R EE RFHRAILHR, H4th & 88 % 5 Bimtrace.

MREHF[EERLSNEE , AR FERBS BT LURAEEBmtrace’ HE RN KRE, LR
EEAETR , RACLHEESEEMBERAEHER.
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