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In this figure, ethernet 0 and ethernet 1 will

bhe defined as NAT inside interfaces and
serial 0 will be defined as a HAT outside
interface.
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10.10.10.1/24

Inside 172.16.10.64/24

devices

External network

10.10.20.1/24

he available valid addresses which we can
use are in the range of 172.16.10.1 through
172.16.10.63
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NAT & FH 25

interface ethernet 0
ip address 10.10.10.1 255.255.255.0
ip nat inside

!--- Defines Ethernet 0 with an IP address and as a NAT inside interface.
interface ethernet 1

ip address 10.10.20.1 255.255.255.0
ip nat inside




I--- Defines Ethernet 1 with an IP address and as a NAT inside interface.

interface serial 0
ip address 172.16.10.64 255.255.255.0
ip nat outside

!--- Defines serial 0 with an IP address and as a NAT outside interface.
ip nat pool no-overload 172.16.10.1 172.16.10.63 prefix 24

!--- Defines a NAT pool named no-overload with a range of addresses
/---172.16.10.1 - 172.16.10.63.

ip nat inside source list 7 pool no-overload

!--- Indicates that any packets received on the inside interface that
!I--- are permitted by access-1ist 7 has

!--- the source address translated to an address out of the

!--- NAT pool "no-overload".

access-1list 7 permit 10.10.10.0 0.0.0.31

access-1list 7 permit 10.10.20.0 0.0.0.31

I--- Access-1ist 7 permits packets with source addresses ranging from
/---10.10.10.0 through 10.10.10.31 and 10.10.20.0 through 10.10.20.31.

~ SEZ:Ciscort ZIB B BT EF Apermit anyBt ENATH S 5| AWNERAEE, MREENATHE
Fpermitany , RISEAAZHRHARER , EARSEIRKHEE,

AR EEAFMEES |, access-list 7R ALFFF#810.10.10.0FF A9 BT 32 e 11t F1 F#810.10.20.0R
FEI32ME b, it |, FEBREBEL Rk, ANEBPTEEECHUNEMRE BRELEE
raEn,

EER—SEBRENATERIRTEEET
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NAT % F 2%

interface ethernet 0
ip address 10.10.10.1 255.255.255.0
ip nat inside

I--- Defines Ethernet 0 with an IP address and as a NAT inside interface.

interface ethernet 1
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ip address 10.10.20.1 255.255.255.0
ip nat inside

I--- Defines Ethernet 1 with an IP address and as a NAT inside interface.

interface serial 0
ip address 172.16.10.64 255.255.255.0
ip nat outside

!--- Defines serial 0 with an IP address and as a NAT outside interface.
ip nat pool ovrld 172.16.10.1 172.16.10.1 prefix 24

!--- Defines a NAT pool named ovrid with a range of a single IP
!--- address, 172.16.10.1.

ip nat inside source 1list 7 pool ovrld overload

!--- Indicates that any packets received on the inside interface that
I--- are permitted by access-1list 7 has the source address

!I--- translated to an address out of the NAT pool named ovrid.

!I--- Translations are overloaded, which allows multiple inside

!--- devices to be translated to the same valid IP address.

access-1list 7 permit 10.10.10.0 0.0.0.31

access-1list 7 permit 10.10.20.0 0.0.0.31

I--- Access-1ist 7 permits packets with source addresses ranging from
/---10.10.10.0 through 10.10.10.31 and 10.10.20.0 through 10.10.20.31.
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Insicle:Cloud 10.10.10.1/24 Outside Cloud

10.10.10.254/24 172.16.131.254 /24

el

sl
NAT

devices Router

In the above topology, devices on the
outside need the ability to originate
communication with the mailserver on
the inside.
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Originate Communications
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Insicle:Cloud 172.16.10.8/24 Outside Cloud

172.16,10.1/24

meb senver listenting to
TCF port 8080

10.200.200.5/30

el
Inside NAT

devices Router

In the above topology, devices on the
outside are sending web traffic to TCP
port 80 bt the webserver on the inside

is only listening on TCP port 8080

sl

External network
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EFEME172.16.10.8:8080, &7 LAfE A static nat ap T ERTCPERREBBRIM BN, LEBERT —
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interface ethernet 0
ip address 172.16.10.1 255.255.255.0
ip nat inside

!--- Defines Ethernet 0 with an IP address and as a NAT inside interface.
interface serial 0
ip address 10.200.200.5 255.255.255.252

ip nat outside

!I--- Defines serial 0 with an IP address and as a NAT outside interface.

ip nat inside source static tcp 172.16.10.8 8080 172.16.10.8 80

!I--- Static NAT command that states any packet received in the inside
!--- interface with a source IP address of 172.16.10.8:8080 1is
!I--- translated to 172.16.10.8:80.

~ HBENATHOHEERPERRERIBHUA172.16.10.8:80808 AN EH P B EAER
DEASERB172.16.10.8:80, EtZREE B M A172.16.10.8:8089 /A 2B/ £ WL BN #HY
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show ip nat translations
Pro Inside global Inside local Outside Tocal Outside global
tcp 172.16.10.8:80 172.16.10.8:8080 --- ---
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location
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devices an 172.16.10.0/24
subnet

172.16.10.1:24

Devices on subnet
172.16.10.0/24 are still
configured to send traffic to a
server with address
172.16.10.8/24. This address
must be translated to the new

address 172.16.50.8/24.

new senver location

dewicels]
172.16.650.8/24

Inside Cloud

—BEZTNATHE ( MAIEMNERFAR ) , RULUREFENATAF RN T E AR it
(172.16.10.8) N ER B HERYW EA B FH N ARSI i, FEE , HARSVA S —ELANL | I
BB  VERBHKLAN EWEERAEBLLANGEANEAEE (BRASPELE ) , LUEH
FHY Al AR BSIPHb it o

ERLAE A FRENATRZ BN FE R, LT 2EREEH,


https://www.cisco.com/c/zh_tw/support/docs/ip/network-address-translation-nat/13772-12.html#topic13
https://www.cisco.com/c/zh_tw/support/docs/ip/network-address-translation-nat/13772-12.html#topic13
https://www.cisco.com/c/zh_tw/support/docs/ip/network-address-translation-nat/13772-12.html#topic13

B ENAT AR B8 i E R 65

NATEE B 25

interface ethernet 0

ip address 172.16.10.1 255.255.255.0

ip nat outside

!--- Defines Ethernet 0 with an IP address and as a NAT outside interface.
interface ethernet 1

ip address 172.16.50.1 255.255.255.0

ip nat inside

!--- Defines Ethernet 1 with an IP address and as a NAT inside interface.
interface serial 0

ip address 10.200.200.5 255.255.255.252

!I--- Defines serial 0 with an IP address. This interface is not

I--- participating in NAT.

ip nat inside source static 172.16.50.8 172.16.10.8

!I--- States that any packet received on the inside interface with a
!I--- source IP address of 172.16.50.8 is translated to 172.16.10.8.

N ARAR G REENATS 4B SR B L R B 6 B172.16.10 8H E 5}
S E Wb E#R A172.16.50.8,

BE—SERBNATE S RESRET.
5 51 EEBMMEMERANAT
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ENEHFEEE,
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Router(config)#
ip nat inside source static 10.3.2.11 10.41.10.12
Router(config)#

ip nat inside source static 10.3.2.12 10.41.10.13

ETAGNORESERNERTIUBER K BENATREA, EXTHRRERL i 2 HEY —
HW-HWHE  CEENATRAEL —ERB. BR , WRATERAATE , EEURAE A K it ik it
AR, BENATEAMRAERESENANINPREBBEFE, WREMETUE
ENRBERERRATER , AIREBRRPBEREENATHRE . AR, ZUGRE BB L4 S —
EREM

Bign | SERFFREELER A TSR
1. B bt

<#root>
Router(config)#

ip nat pool MYPOOLEXAMPLE 10.41.10.1 10.41.10.41 netmask 255.255.255.0

2. RMEHRE NI 2 M Eh B E.

<#root>
Router(config)#

access-list 100 permit ip 10.3.2.0 0.0.0.255 any

3. #BIEREMEE10.3.2.0 0.0.0.255M 55 BE EE 1008 B E BMYPOOLEXAMPLE |, SR 31t
B,

<#root>
Router(config)#

ip nat inside source |ist 100 pool MYPOOLEXAMPLE over| oad
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ip nat inside source
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ip nat outside source
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