EAERERMEEMAIOSEE FWLDAPE B /R H

KRB IATECisco 10SPaTk L AR ER B #7EUBA G E(LDAP)E S | LR i 4§ Ta5R 1Y
1E¥ Al 59 4% #(RDN) & — A% & 3 (CN) & & AsAMAccountName,

LERF

|R

AXHRBREER,

RA T

AERPHEFARRBEHNITCisco IOSEBRIRA15. 0 EHThRA A Cisco IOSEKE,

ANHNEARBBEBEERETRFEANKEMEL. XHEAINAMBERELRERER (HR
) BVHERERRED . MRIEHVEER EEER | FRACERBEMET ARERNZE,

15
MEXHEGINFRES , F2RERRMERED,



http://technet.microsoft.com/en-us/library/cc776019%28WS.10%29.aspx
/content/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

BZUOEE

RZEEBLDAPHIMicrosoft Active Directory(AD)fi Fi & & ¥ 1% HRDNE £ AsAMAccountName,
MR 5D EREAE (auth-proxy) M BB ELZ £ £ B (ASA)EABVPNEF RN G , BINREES
AAATIBRERIFEZADMARESEL B , =& # Aldap-naming-attribute v+ , IR B SR EE, 8
=1ECisco IOSE B+ , EMEBEREIRATMH, FERERT , Cisco IOSEBFEAADFHCNEMHE
HEITEAERBESMRFE, i, FADPFEML —ER BJohn FernandestIEAE , BEHERAE
IDfFETF ABjfern. TEERIEMRT , Cisco IOSEBEEMECNE, B , BMEJohn FernandestI fEA &
ZHEEHBRE , MR fernfisAMAccountNameB 1T B BT, & Es&#|Cisco IOSEBE 1
sAMAccountName B EREFEAERR , FEADHREBMEM , AERTPANR,

BRI =R

B A Cisco IOSEET X EIELRDNIE R AL , BERE A LATECisco IOSEREE H i F BhRE B 14 ¥ AR 3R
EEEUNER, WREECisco IOSHIR L& Ashow Idap attributedn & , B 2ER AT @ :

LDAP B t& B |AAARM
airespaceBwDataBurst o bsn-data-bandwidth-

Contract burst-control
userPassword FE | B
airespaceBwRealBurst o bsn-realtime-bandwidth-
Contract burst-c

ETHE FH | BITRZ
airespace R #% 2 B#E |service-type
airespaceACLName F& |bsn-acl-name
priv-Ivl B#E |priv-vl

RE §N$ Supplicant® F il
cn FH | EREEE
airespaceDSCP BE#E |bsn-dscp

policyTag F& |tag-name
airespaceQOSLevel B# |bsn-qos-level

airespace8021PType |B#& |bsn-8021p-type
airespaceBwRealAveC o g bsn-realtime-bandwidth-

ontract average
airespaceVlan/TEIB T |F& |bsn-vlan-interface-name
airespaceVapld B#& |bsn-wlan-id
airespaceBwDataAveC o bsn-data-bandwidth-
ontract average-con
sAMAccountName FE& |sam-account-name
meetingContactlnfo F& |contact-info

TR FEE | BRI

RRHBRABMERLLE N |, Cisco IOSHERREAKE(NAD) KL BHHR AR S D EBREFBRNEE
o AL | Cisco IOSKEFNBELDAPEBMHMELEETH, MIFER , BETEEEKRIE
FERFHIAR | T B3 HLDAPRERIFHIR, WRRBEAEREERNBIEHIR ( NAD LHER


http://www.cisco.com/en/US/docs/security/asa/asa82/command/reference/l1.html#wp1681035

LDAPELE ) , RIESHFERSEERATH

[
2
\I’
dIk
Y
s

*Jul 24 11:04:50.568: LDAP: Check the default map for aaa type=usernane
*Jul 24 11:04:50.568: LDAP: Ldap Search Req sent

Id 1054176200

base dn DC=csco, DC=com

scope 2

filter (& objectclass=*)(cn=xyz))I|dap_req_encode

put _filter "(&(objectclass=person)(cn=xyz))"

put _filter: AND

put _filter_list "(objectclass=person)(cn=xyz)"

put _filter "(objectclass=person)"”

put _filter: sinple

put _filter "(cn=xyz)"

put _filter: sinple

Doi ng socket wite

*Jul 24 11:04:50.568: LDAP: LDAP search request sent successfully (reqid: 13)

EEFE W IT AR H HEHAsAMAccountName B TE A & B BT , 558 Aldap attribute
map usernameds 5 LA B S8 3 itk B RE B M T AR

ldap attribute map username
map type sAMAccountName username

EH LB E | 8 Aattribute map <dynamic-attribute-map-name> 155 LAAS It /B 1 ¥ AR ¥ AR 2|
FTiZAAAR B 8848 (aaa-server).

EE . ATELEERE , ERHERRID CSCird5874(EREME F) 2 7. MRE ML IEAEES
, ERE A A LB EEERMNLDAPRIARERE A |, I B B AR LR Y MU B4 E [ AR 25
E B E,

BE

AEREARRER SRR BERN B

& : A Command Lookup Tool(E#tEFMEFER) TR R ERN G SHFHEENR.
T HIE
AERSFEAUTRE :

AT SUERB BB LY
ldap attribute map

map type sAMAccountName username

- WA TS A ERAAARIBRRREHAE !
aaa group server ldap

server


https://tools.cisco.com/bugsearch/bug/CSCtr45874
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

AT RS UERMRES :
ldap server

ipv4d
attribute map

bind authentication root-dn password

base-dn

-BANTHTAEREEANSORES LFE

aaa authentication login group

&HTITH

FEREEAENBYHES BBON) , FEADG TR RF TBANUTGRTZ— :

dsquery user -name userl

=

dsquery user -samid userl

AE . FEEFH "userl fiRregexFHEH, EB T LAEAregexF BIEA" "user" , REAERE
BEMBEEAEZBHDN,

FESREAEAENFMERY  FEADGTRAN TRALTHS

dsquery * -filter " (&(objectCategory=Person) (sAMAccountName=username))" -attr *

BHERE

ELDAPZES K BABTESERE , cBHTRERE, 2FMUBTHIEE K 2ERA , MREE
SREBEPRLDTHBEEYE , AIRBREVUELDAPESHA TR , FTEEENNBERE
o MR KIREpasswordBMH , BT AR B ITREIRE, BERETESRE  REBHTEER
e Z—EERREMFAERT (CNE ) LEARDNZEE | BSERTBZRHNDNTREFRE
DN , MARFMKDN,

#&authentication bind-firstthn TEEEAEEE B —BERAK AT HRHEE , ZEYESEREA
EREBEYHRNME. Sl , MREALERE RS ERIEAPEIIRM



| dap server ss-1dap

i pv4 192.168.1.3

attribute map ad- map

transport port 3268

bi nd aut henticate root-dn CN=abcd, OU=Enpl oyees, OU=gwt Users, DC=qwt, DC=com
password bl abl a

base- dn DC=gwrt, DC=com

aut henti cation bind-first

| dap attribute-map ad-map

map type sAMAccount Nanme user name

JHS ) f@ﬂ%%?“l nvalid credentials Result code = 49§%§,Efﬁ,mo El%iﬁ%ﬂ%iﬁ@lﬁél—}{'ltmﬁ .

13: 03: 08.503: LDAP: LDAP: Queui ng AAA request O for processing
13: 03: 08. 503: LDAP: Recei ved queue event, new AAA request

13: 03: 08.503: LDAP: LDAP authentication request

13: 03: 08.503: LDAP: Attenpting first next avail able LDAP server
13: 03: 08.503: LDAP: Cot next LDAP server :ss-I|dap

13: 03: 08.503: LDAP: First Task: Send bind req

13:03:08.503: LDAP: Authentication policy: bind-first
13:03:08.503: LDAP: Dynamic map configured

13:03:08.503: LDAP: Dynamic map found for aaa type=username

Oct 4 13:03:08.503: LDAP: Bind: User-DN=sAMAccountName=abcd, DC=qwrt, DC=com
| dap_r eq_encode

Doi ng socket wite

g
B> D DDMDMD

Cct 4 13:03:08.503: LDAP: LDAP bind request sent successfully (reqi d=36)
Cct 4 13:03:08.503: LDAP: Sent the LDAP request to server

Cct 4 13:03:08.951: LDAP: Received socket event

Cct 4 13:03:08.951: LDAP: Checking the conn status

OCct 4 13:03:08.951: LDAP: Socket read event socket=0

Cct 4 13:03:08.951: LDAP: Found socket ctx

Cct 4 13:03:08.951: LDAP: Receive event: read=1, errno=9 (Bad file nunber)
Cct 4 13:03:08.951: LDAP: Passing the client ctx=314BA6EC dap_result

wai t4nmsg (timeout O sec, 1 usec)
| dap_sel ect_fd_wait (select)
| dap_read_activity | c Ox296EA104
Doi ng socket read
LDAP- TCP: Bytes read = 109
| dap_nat ch_request succeeded for nmsgid 36 h 0
changing Ir O0x300519E0 to COVPLETE as no continuations
renovi ng request O0x300519E0 fromlist as | m0Ox296C5170 all O
| dap_nsgfree
| dap_nsgfree
OCct 4 13:03:08.951: LDAP: LDAP Messages to be processed: 1
Qct 4 13:03:08.951: LDAP: LDAP Message type: 97
OCct 4 13:03:08.951: LDAP: Got |dap transaction context fromreqid
36l dap_parse_resul t
Cct 4 13:03:08.951: LDAP: result Code: 49 (I'nvalid credentials)
OCct 4 13:03:08.951: LDAP: Received Bi nd Responsel dap_parse_result
| dap_err2string
Oct 4 13:03:08.951: LDAP: Ldap Result Msg: FAILED:Invalid credentials,
Result code =49
Oct 4 13:03:08.951: LDAP: LDAP Bind operation result : failed
Cct 4 13:03:08.951: LDAP: Restoring root bind status of the connection
Cct 4 13:03:08.951: LDAP: Perforning Root-Dn bind operationl dap_req_encode
Doi ng socket wite
OCct 4 13:03:08.951: LDAP: Root Bind on CN=abcd, DC=qwt, DC=com
initiated.|dap_nsgfree
OCct 4 13:03:08.951: LDAP: Cdosing transaction and reporting error to AAA
Cct 4 13:03:08.951: LDAP: Transaction context renoved fromlist [ldap reqi d=36]
Cct 4 13:03:08.951: LDAP: Notifying AAA: REQUEST FAI LED
Cct 4 13:03:08.951: LDAP: Received socket event



Cct 4 13:03:09.491: LDAP: Received socket event

Cct 4 13:03:09.491: LDAP: Checking the conn status

Cct 4 13:03:09.491: LDAP: Socket read event socket=0

Cct 4 13:03:09.491: LDAP: Found socket ctx

Cct 4 13:03:09.495: LDAP: Receive event: read=1, errno=9 (Bad file nunber)
Cct 4 13:03:09.495: LDAP: Passing the client ctx=314BA6EC dap_result

wai t4msg (timeout O sec, 1 usec)

| dap_sel ect _fd_wait (select)

| dap_read_activity | c Ox296EA104

Doi ng socket read

LDAP- TCP: Byt es read= 22

| dap_mat ch_r equest succeeded for msgid 37 h 0

changing | r Ox300519E0 to COVPLETE as no continuations

renovi ng request O0x300519E0 fromlist as | m0Ox296C5170 all O

| dap_nsgfree

| dap_nsgfree

Cct 4 13:03:09.495: LDAP: LDAP Messages to be processed: 1

Cct 4 13:03:09.495: LDAP: LDAP Message type: 97

Cct 4 13:03:09.495: LDAP: Got |dap transaction context fromreqid
371 dap_parse_resul t

Cct 4 13:03:09.495: LDAP: result Code: 0 (Success) P: Recei ved Bind
Response

Cct 4 13:03:09.495: LDAP: Received Root Bind Response | dap_parse_result

Cct 4 13:03:09.495: LDAP: Ldap Result Msg: SUCCESS, Result code =0

Cct 4 13:03:09.495: LDAP: Root DN bind Successful on:CN=abcd, DC=gwrt, DC=com

Cct 4 13:03:09.495: LDAP: Transaction context renoved fromlist [|dap reqi d=37]

| dap_nsgfree

| dap_result

wai t4msg (timeout O sec, 1 usec)

| dap_sel ect _fd_wait (select)

| dap_err2string

Cct 4 13:03:09.495: LDAP: Finished processing |dap nsg, Result: Success

Cct 4 13:03:09.495: LDAP: Received socket event

RHEBTRNITRTIEORBECINVREZHE 7 A EHER, WRRK LiRiEREH B BRauthentication
bind-firstis % , kT T EEFERE,

B

ERAXHRE , BELNHEEBRETEEERE,
BHEFESRT E(EHEERFFERA)OIT)XERE Eshowin T, ERAOITREshowds & i i 4 75 #7

o

- ERIdap W

- show Idap server all

REREDERR

AR G0 B LT P R R AT SR AR

BERET

WU ERE T 5 (EHOEME S ER)ONXER Eshowd S, EAOITHIEshowd SH K57

o

PR : £/ debug fE 2 Hl , FEL2 AR Debug ETHEEE,



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

- debug Idap all

- debug Idap event

- debug aaa authentication
- debug aaa authorization

HBES

- AAA LDAPE B #EECisco IOSKEZA15.1MT
. ASA 8.0: WebVPNEFH E & B DAP & 1R ER &
- BifinZ BB ¢ - Cisco Systems



http://www.cisco.com/en/US/docs/ios-xml/ios/sec_usr_ldap/configuration/15-1mt/sec-usr-ldap-15-1mt-book.pdf?referring_site=bodynav
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98625-asa-ldap-authentication.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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