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. RBL2ESMP(freeS/IWAN): B 508 | RiEMmMEE
- ipsec-tools:racoon — FZEIKEv2 , BMRLinux#%/1:2.6
. Openswan:3FEEARMIKEV2Z & |, BMLinuxZ/O2.6 MIEERAHAPI , KEENHEE
- strongSwan: X ZIKEV2HEAP/BEIMEIER , U FERANETKEY API ( ER&Z/U2.6 R E = RA
FARKEIPSecERENZTE ) WHFHLInuxZ O3 XRESMRA , TEIHE | CHRHFE
Bal , BFNEEEERBAIE. HEEHEOpenswaniiftl , BEthE—LHHMNER, XIEEEY
r#AstrongSwanFICisco IOSEL & .

Cisco I0SHlstrongSwan 2 R IKEv1

Cisco IOSE E

crypto i saknp policy 10

encr aes

aut hentication pre-share

group 5

crypto i saknp key cisco address 172.16.10.2

crypto i psec transformset TS esp-aes esp-sha-hmac
node tunne

crypto map crmap 10 i psec-isaknp
set peer 172.16.10.2

set transformset TS

mat ch address cryptoac

interface Ethernet0/1
i p address 192.168.1.1 255.255.255.0

interface Ethernet0/0
i p address 172.16.10.1 255.255.255.0
crypto map cnap

ip access-list extended cryptoacl
permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255

strongSwan#g %€

EflEEstrongSwaniiEd , ARIREHK ( EAHIF ACisco I0S )

/etc/ipsec.conf

config setup
# strictcrlpolicy=yes
# uni queids = no

conn Y%def aul t
i kelifetine=1440m
keyl i f e=60m
rekeymar gi n=3m
keyi ngtries=1
keyexchange=i kevl
aut hby=secret



conn ci scoi os
| eft=172. 16. 10. 2 #strongswan out si de address
| ef t subnet =192. 168. 2. 0/ 24 #networ k behi nd strongswan
I efti d=172.16. 10. 2 #|I KEI D sent by strongswan
leftfirewal | =yes
right=172.16.10.1 #l CS outsi de address
ri ght subnet =192. 168. 1. 0/ 24 #network behind 1 COS
rightid=172.16.10.1 # KEI D sent by 108
aut o=add
i ke=aes128- nmd5- nodpl1536 #P1: nodpl536 = DH group 5
esp=aes128-shal #P2

FERRIERT , Cisco I0SH bt FEIKE ID — ERL 2tk # F4E Trigtids A Teftidy WEREE,
strongSwangECisco I0S—#k , TE T —RNBHEMN ( EHB ) — HLL AT LL#§4096 Diffie-
Hellman(DH)& & EEAES256 F1ISHA512— 2 fiE .

¥autos| 8 , BfEA Tadd, 5|8, EREEIEERNRER K MEHBRE, ZEVAKE
e, ALAER starty 518,

/etclipsec.secrets

172.16.10.2 172.16.10.1 : PSK cisco

HRIKEV1 , WESHRSAMER , E&FlHAE "ciscol .
Cisco I0SHlstrongSwanZ B IKEv2

Cisco IOSH &

crypto i kev2 proposal ikev2proposa
encryption aes-cbc-128

integrity shal

group 5

crypto i kev2 policy ikev2policy
match fvrf any
proposal ikev2proposa

crypto i kev2 keyring keys
peer strongswan

address 172.16.10.2
pre-shared-key | ocal cisco
pre-shared-key renpte cisco

crypto i kev2 profile ikev2profile

match identity renpte address 172.16.10.2 255. 255. 255. 255
aut hentication renote pre-share

aut hentication | ocal pre-share

keyring | ocal keys

crypto i psec transformset TS esp-aes esp-sha-hmac
node tunne



crypto map crmap 10 ipsec-isaknp
set peer 172.16.10.2

set transformset TS

set ikev2-profile ikev2profile
mat ch address cryptoac

interface Ethernet0/1
i p address 192.168.1.1 255.255.255.0

interface Ethernet0/0
i p address 172.16.10.1 255.255.255.0
crypto map cnap

ip access-list extended cryptoacl
permt ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255

strongSwan#g &

BIKEVIALE , REMELRL : S|P AENZR.

/etclipsec.conf

config setup
# strictcrlpolicy=yes
# uni queids = no

conn %def aul t
i kelifetime=1440m
keyl i f e=60m
rekeynmar gi n=3m
keyi ngtries=1
keyexchange=i kevl
aut hby=secr et

conn ci scoi os
| eft=172. 16. 10. 2
| ef t subnet =192. 168. 2. 0/ 24
| eftid=172.16. 10.2
leftfirewal | =yes
right=172.16.10.1
ri ght subnet =192. 168. 1. 0/ 24
rightid=172.16.10.1
aut o=add
i ke=aes128-shal- nbdpl1536
esp=aes128-shal
keyexchange=ikev2

/etclipsec.secrets

172.16.10.2 : PSK "cisco"
172.16.10.1 : PSK "cisco"

HEIKEV2H |, 1B SR ARG,
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AERMHER T AR B EREE TR,
Cisco 10S#lstrongSwan 2 I IKEv1

Cisco I0OS

Rl#ping 192.168.2.1 source e0/1l repeat 1

Cisco IOSHBZHIBRE 2 3T

*May 24 18:02:48.464: | PSEC(sa_request): |,
(key eng. nsg.) OUTBOUND | ocal = 172.16. 10. 1: 500, renote= 172.16. 10. 2: 500,
| ocal _proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 256/ 0,
renot e_proxy= 192. 168. 2. 0/ 255. 255. 255. 0/ 256/ 0,
protocol = ESP, transform esp-aes esp-sha-hmac (Tunnel),
l'i fedur= 3600s and 4608000kb,
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*May 24 18:02:48.465: | SAKMP: (0): SA request profile is (NULL)
*May 24 18:02:48.465: | SAKMP: Created a peer struct for 172.16.10.2, peer port 500
*May 24 18:02:48.465: | SAKMP: New peer created peer = OXF334E7EOQ peer_handl e =
0x80000006
*May 24 18:02:48. 465: | SAKMP: Locki ng peer struct OxF334E7EO, refcount 1 for
i saknp_initiator
*May 24 18:02:48.465: | SAKMP: |ocal port 500, renpte port 500
*May 24 18:02:48.465: | SAKMP: set new node 0 to QM I DLE
*May 24 18:02:48.465: | SAKMP: Find a dup sa in the avl tree during calling
i sadb_insert sa = F49C9890
*May 24 18:02:48.465: | SAKMP: (0): Can not start Aggressive node, trying Miin node.
*May 24 18: 02:48.465: | SAKMP: (0): found peer pre-shared key matching 172.16.10.2
*May 24 18:02:48.465: | SAKMP: (0): constructed NAT-T vendor-rfc3947 ID
*May 24 18:02:48.465: | SAKMP: (0): constructed NAT-T vendor-07 ID
*May 24 18:02:48.465: | SAKMP: (0): constructed NAT-T vendor-03 ID
*May 24 18:02:48.465: | SAKMP: (0): constructed NAT-T vendor-02 ID
*May 24 18:02:48.465: | SAKMP: (0): I nput = | KE_MESG FROM | PSEC, | KE_SA REQ MM
*May 24 18:02:48.465: | SAKMP: (0): A d State = | KE_READY New State = | KE_| _MML

*May 24 18:02:48.465: | SAKMP: (0): begi nning Main Mode exchange

*May 24 18:02:48.465: | SAKMP: (0): sending packet to 172.16.10.2 my_port 500
peer _port 500 (1) MMV _NO_STATE

*May 24 18:02:48.465: | SAKMP: (0): Sendi ng an | KE | Pv4 Packet.

*May 24 18:02:48.466: | SAKMP (0): received packet from 172.16.10.2 dport 500
sport 500 G obal (1) MV.NO _STATE

*May 24 18:02:48.466: | SAKWP: (0): I nput = | KE_MESG FROM PEER, | KE_MM EXCH

*May 24 18:02:48.466: | SAKMP: (0): A d State = KE_I_MML New State = | KE_I _MW

*May 24 18: 02:48.466: | SAKMP: (0): processing SA payl oad. nmessage ID =0

*May 24 18: 02:48.466: | SAKMP: (0): processing vendor id payl oad

*May 24 18:02:48.466: | SAKMP: (0): vendor |1 D seenms Unity/DPD but major 215 mi smatch
*May 24 18:02:48.466: | SAKMP: (0): vendor 1D is XAUTH

*May 24 18: 02:48.466: | SAKMP: (0): processing vendor id payl oad



*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKMP (0):
*May 24 18:02:48.466: | SAKWP: (0)
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02: 48. 466
*May 24 18:02:48.466: | SAKWP: (0)
10 policy
*May 24 18:02: 48. 466: | SAKVP,
*May 24 18:02: 48. 466: | SAKVP,
*May 24 18:02: 48. 466: | SAKVP,
*May 24 18:02: 48. 466: | SAKVP,
*May 24 18:02: 48. 466: | SAKVP,
*May 24 18:02: 48. 466: | SAKVP,
*May 24 18:02: 48. 466: | SAKVP,
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKMP (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0):
peer _port 500 (1) MM _SA SETUP
*May 24 18:02:48.466: | SAKWP: (0):
*May 24 18:02:48.466: | SAKWP: (0)
*May 24 18:02:48.466: | SAKWP: (0)
*May 24 18:02:48.474: | SAKWP (0):
500 d obal (1) MM _SA _SETUP
*May 24 18:02:48.474: | SAKWP: (0)
*May 24 18:02:48.474: | SAKWP: (0)
*May 24 18:02:48.474: | SAKWP: (0):
*May 24 18:02:48.482: | SAKWP: (0):
*May 24 18:02:48.482: | SAKWP: (0)
*May 24 18:02: 48. 482
*May 24 18:02: 48. 482
*May 24 18:02: 48. 482
*May 24 18:02: 48. 482
*May 24 18:02: 48. 482
*May 24 18:02: 48. 482
*May 24 18:02: 48. 482
*May 24 18:02: 48. 482
id type | D_I| PV4_ADDR
*May 24 18:02: 48. 482
next - payl oad : 8
type 1
addr ess 172.16. 10.
pr ot ocol 17

vendor IDis DPD

processi ng vendor id payl oad

vendor | D seens Unity/DPD but major 69 m smatch
vendor IDis NAT-T RFC 3947

:found peer pre-shared key matching 172.16. 10. 2

| ocal preshared key found

| SAKMP : Scanning profiles for xauth ...

: Checking | SAKMP transform 1 against priority

encrypti on AES- CBC

keyl engt h of 128

hash SHA

default group 5

aut h pre-share

life type in seconds

life duration (VPI) of 0Ox0 Ox1 0x51 0x80
atts are acceptable. Next payload is O
Acceptable atts:actual life: O
Acceptable atts:life: O
Fill atts in sa vpi_length:4
Fill atts in sa life_in_seconds: 86400
Returning Actual lifetinme: 86400
:Started lifetine timer: 86400.

processi ng vendor id payl oad

vendor | D seens Unity/DPD but major 215 mi smatch
vendor IDis XAUTH

processi ng vendor id payl oad

vendor IDis DPD

processi ng vendor id payl oad

vendor | D seens Unity/DPD but major 69 m smatch
vendor IDis NAT-T RFC 3947

I nput = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MODE
ad State = IKE_I_MW2 New State = | KE_| _M\R

sendi ng packet to 172.16.10.2 ny_port 500
Sendi ng an | KE | Pv4 Packet.

sl nput = | KE_MESG | NTERNAL, | KE_PROCESS_COWPLETE
:0d State = IKE_I_MW New State = | KE_| _MB

recei ved packet from 172.16.10.2 dport 500 sport

:lnput = | KE_MESG FROM PEER, | KE_MVI EXCH
:0d State = IKE_I_MVB New State = | KE_| _Mw

processi ng KE payl oad. nessage ID = 0
processi ng NONCE payl oad. message ID =0
:found peer pre-shared key matching 172.16. 10. 2

| SAKMP: r ecei ved payl oad type 20

| SAKMP (1003): Hi s hash no match - this node outside NAT

| SAKMP: r ecei ved payl oad type 20

| SAKMP (1003): No NAT Found for self or peer

| SAKMP: (1003) : I nput = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MODE
| SAKMP: (1003): 0 d State = IKE_I_MW New State = | KE_| _MW4

| SAKMP: (1003): Send initial contact
| SAKMP: (1003): SA i s doi ng pre-shared key authentication using

| SAKMP (1003): 1D payl oad

1



: Total payl oad | ength: 12

sendi ng packet to 172.16.10.2 ny_port 500

:Sendi ng an | KE | Pv4 Packet.
: I nput | KE_MESG | NTERNAL, | KE_PROCESS_COWPLETE
:add State IKE_| MW New State | KE_I _MVb

recei ved packet from 172.16.10.2 dport 500

processing | D payl oad. message ID =0
I D payl oad

peer matches *none* of the profiles
: processi ng HASH payl oad. nmessage ID = 0
: SA aut hentication status:

. SA has been authenticated with 172.16.10.2

g to insert a peer 172.16.10.1/172.16.10.2/500/,

;I nput = | KE_MESG FROM PEER, | KE_MM EXCH

:0d State = IKE_I_MWb New State = | KE_| _Mb

;I nput = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MCDE
:0d State = IKE_I_MWw New State = | KE_| _Mb

;I nput = | KE_MESG | NTERNAL, | KE_PROCESS_COWPLETE
:add State = IKE_I_MW New State = | KE_P1_COWLETE

: begi nning Qui ck Mbde exchange, M I D of 2605730229
@ Initiator gets spi

sendi ng packet to 172.16.10.2 ny_port 500

:Sendi ng an | KE | Pv4 Packet.
: Node 2605730229, | nput | KE_MESG | NTERNAL,

:add State | KE_QV READY New State | KE_QVL I _QwL
: I nput | KE_MESG | NTERNAL, | KE_PHASE1_COWPLETE
:0d State = | KE_P1_COWLETE New State

recei ved packet from 172.16.10.2 dport 500
processi ng HASH payl oad. message | D = 2605730229
processi ng SA payl oad. message | D = 2605730229

: Checki ng | PSec proposal 1
form 1, ESP_AES

ributes in transform

key length is 128

aut henticator i s HVAC SHA

encaps is 1 (Tunnel)

SA life type in seconds

SA life duration (basic) of 3600
SA life type in kil obytes
SA life duration (VPl) of
;atts are acceptable.
e_proposal _request):

0x0 Ox46 0x50 0xO0

proposal part #1

port 500

| engt h 112
*May 24 18:02:48.482: | SAKVP: (1003)
*May 24 18:02:48.482: | SAKMP: (1003):
peer _port 500 (1) MMV _KEY_EXCH
*May 24 18:02:48.482: | SAKVP: (1003)
*May 24 18:02:48.482: | SAKVP: (1003)
*May 24 18:02:48.482: | SAKVP: (1003)
*May 24 18:02:48.483: | SAKMP (1003):
sport 500 G obal (1) MV _KEY_EXCH
*May 24 18:02:48.483: | SAKMP: (1003):
*May 24 18:02:48.483: | SAKMP (1003):

next - payl oad : 8

type 1

address 172.16. 10. 2

pr ot ocol 0

port 0

| engt h 12
*May 24 18:02:48.483: | SAKMP: (0)::
*May 24 18:02:48. 483: | SAKWP: (1003)
*May 24 18:02:48. 483: | SAKWP: (1003)

aut henti cat ed
*May 24 18:02:48. 483: | SAKWP: (1003)
*May 24 18:02:48.483: | SAKMP: Tryin
and inserted successfully F334E7EO.
*May 24 18:02:48. 483: | SAKWP: (1003)
*May 24 18:02:48. 483: | SAKWP: (1003)
*May 24 18:02:48.483: | SAKWP: (1003)
*May 24 18:02:48.483: | SAKWP: (1003)
*May 24 18:02:48.487: | SAKVP: (1003)
*May 24 18:02:48.487: | SAKVP: (1003)
*May 24 18:02:48.487: | SAKVP: (1003)
*May 24 18:02:48.487: | SAKVP: (1003)
*May 24 18:02:48.487: | SAKMP: (1003):
peer _port 500 (1) QV.IDLE
*May 24 18:02:48.487: | SAKVP: (1003)
*May 24 18:02:48.488: | SAKWP: (1003)
IKE_INIT_QM
*May 24 18:02:48.488: | SAKWP: (1003)
*May 24 18:02:48.488: | SAKWP: (1003)
*May 24 18:02:48.488: | SAKVP: (1003)
| KE_P1_COVPLETE
*May 24 18:02:48.488: | SAKMP (1003):
sport 500 G obal (1) QV.IDLE
*May 24 18:02:48.488: | SAKMP: (1003):
*May 24 18:02:48.488: | SAKMP: (1003):
*May 24 18:02:48.488: | SAKVP: (1003)
*May 24 18:02:48.488: | SAKMP: trans
*May 24 18:02:48.488: | SAKVP: att
*May 24 18:02:48.488: | SAKWP
*May 24 18:02:48.488: | SAKWP
*May 24 18:02:48.488: | SAKWP
*May 24 18:02:48.488: | SAKWP
*May 24 18:02: 48. 488: | SAKWP
*May 24 18:02: 48.488: | SAKWP
*May 24 18:02:48.488: | SAKWP
*May 24 18:02:48. 488: | SAKWP: (1003)
*May 24 18:02:48.488: | PSEC(val i dat
*May 24 18:02:48.488: | PSEC(val i dat

e_proposal _request): proposal part #1



(key eng. nsg.) | NBOUND | ocal = 172.16.10.1:0, renote= 172.16.10.2:0
local_proxy= 192.168.1.0/255.255.255.0/256/0,
remote_proxy= 192.168.2.0/255.255.255.0/256/0,
protocol = ESP, transform= NONE (Tunnel),
|'i fedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*May 24 18:02:48.488: Crypto mapdb : proxy_match

src addr : 192.168.1.0
dst addr 1 192.168.2.0
pr ot ocol 0
src port 00
dst port 0

*May 24 18: 02:48.488: | SAKMP: (1003): processi ng NONCE payl oad. nessage | D = 2605730229
*May 24 18: 02:48.488: | SAKMP: (1003): processing | D payl oad. message | D = 2605730229
*May 24 18: 02:48.488: | SAKMP: (1003): processing | D payl oad. nmessage | D = 2605730229

*May 24 18:02:48.488: | SAKMP: (1003) : Node 2605730229, I|nput = | KE_MESG FROM PEER

| KE_QW EXCH
*May 24 18:02:48.488: | SAKMP: (1003): O d State = IKE QM| _ QWL New State =
| KE_QW | PSEC_| NSTALL_AWAI T

*May 24 18:02:48.488: | PSEC(key_engine): got a queue event with 1 KM nessage(s)

*May 24 18:02:48.488: Crypto mapdb : proxy_match

src addr : 192.168.1.0
dst addr 1 192.168.2.0
pr ot ocol : 256

src port 00

dst port 0

*May 24 18:02:48.488: | PSEC(crypto_i psec_create_ipsec_sas): Map found cmap

*May 24 18:02:48.489: | PSEC(crypto_i psec_sa_find_ident_head): reconnecting with the

same proxies and peer 172.16.10.2
*May 24 18:02:48.489: |PSEC(create_sa): sa created
(sa) sa_dest= 172.16.10.1, sa_proto= 50,
sa_spi = 0x4CO0DOEFO(1275924208),
sa_trans= esp-aes esp-sha-hmac , sa_conn_id= 7
sa_lifetine(k/sec)= (4608000/3600)
*May 24 18:02:48.489: |PSEC(create_sa): sa created
(sa) sa_dest= 172.16.10.2, sa_proto= 50,
sa_spi = 0xC72072C6(3340792518),
sa_trans= esp-aes esp-sha-hmac , sa_conn_id= 8
sa_lifetine(k/sec)= (4608000/3600)

FEEMEFEERF |, Internet® £ FARH AN & 88 B 175 E (ISAKMP) LA K IPSectg R AE

Cisco |I0S: @ ZIPSecit (28

Rl#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnmentation

Interface: Ethernet0/0
Upti me: 00: 00: 05
Sessi on status: UP-ACTI VE
Peer: 172.16.10.2 port 500 fvrf: (none) ivrf: (none)
Phasel id: 172.16.10.2
Desc: (none)
| KEvl SA: local 172.16.10.1/500 renote 172.16.10.2/500 Active
Capabi lities:(none) connid: 1003 lifetine:23:59:54
| PSEC FLOW permit ip 192.168.1.0/255.255.255. 0 192. 168. 2. 0/ 255. 255. 255. 0
Active SAs: 2, origin: crypto nmap

ITAREE



I nbound:  #pkts dec'ed 0 drop O |ife (KB/ Sec) 4164218/ 3594
Qut bound: #pkts enc'ed 0 drop O |life (KB/ Sec) 4164218/ 3594A

Bix100EH IR

Rl#ping 192.168.2.1 source e0/1 repeat 100
Type escape sequence to abort.
Sendi ng 100, 100-byte | CMP Echos to 192.168.2.1, tinmeout is 2 seconds:

Packet sent with a source address of 192.168.1.1
rrrerererererererererrerrererrrrrrrrerrrrrrerrerrerrerrerrerrrrerrrrerrerrrrerrrrrnrd

Success rate is 100 percent (100/100), round-trip mn/avg/max = 4/4/5 ns
R1#

Rl#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnentation

Interface: Ethernet0/0
Upti me: 00: 00: 09
Sessi on status: UP-ACTI VE
Peer: 172.16.10.2 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 172.16.10.2
Desc: (none)
| KEvl SA: local 172.16.10.1/500 renpte 172.16.10.2/500 Active
Capabi lities:(none) connid: 1003 lifetine:23:59:50
| PSEC FLOW permit ip 192.168. 1.0/ 255.255.255.0 192. 168. 2. 0/ 255. 255. 255. 0
Active SAs: 2, origin: crypto nap
I nbound: #pkts dec'ed 100 drop O life (KB/ Sec) 4164202/ 3590
Qut bound: #pkts enc'ed 100 drop O life (KB/ Sec) 4164202/ 3590

Cisco I0S: B BIKEv1 MIPSecs| ¥

Rl#show crypto isakmp sa detail
Codes: C - |IKE configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal
T - cTCP encapsul ation, X - | KE Extended Authentication
psk - Preshared key, rsig - RSA signature
renc - RSA encryption
I Pv4 Crypto | SAKMP SA

Cid Local Renot e I-VRF Status Encr Hash Auth DH Lifetinme Cap.

1003 172.16.10.1 172.16.10.2 ACTIVE aes sha psk 5 23:59:35
Engi ne-id: Conn-id = SW3

Rl#show crypto ipsec sa
interface: Ethernet0/0
Crypto map tag: cmap, |ocal addr 172.16.10.1

protected vrf: (none)
|l ocal ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)
current _peer 172.16.10.2 port 500

PERM T, flags={origin_is_acl,}



#pkts encaps: 100, #pkts encrypt: 100, #pkts digest: 100
#pkts decaps: 100, #pkts decrypt: 100, #pkts verify: 100
#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

local crypto endpt.: 172.16.10.1, renpote crypto endpt.: 172.16.10.2

pl ai ntext ntu 1438, path mtu 1500, ip ntu 1500, ip mu idb Ethernet0/0
current outbound spi: 0xC72072C6(3340792518)

PFS (Y/N): N, DH group: none

i nbound esp sas:
spi: Ox4CODOEFO(1275924208)

transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 7, flow.id: SW?7, sibling_flags 80000040, crypto map: cmap
sa timng: remaining key lifetime (k/sec): (4164202/3562)
IV size: 16 bytes
replay detection support: Y
St atus: ACTI VE( ACTI VE)

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: 0xCr72072C6(3340792518)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 8, flow.id: SW8, sibling_flags 80000040, crypto map: cmap
sa timng: remaining key lifetime (k/sec): (4164202/3562)
IV size: 16 bytes
replay detection support: Y
Status: ACTI VE( ACTI VE)

out bound ah sas:

out bound pcp sas:
MBI ERB . §RIFIPSecE 25 HZEKEI(SPl), EEIX100EERTE , StERSEMNT
100,

strongSwan: & &2 I

pl uton# /etc/init.d/ipsec start

May 24 20: 02: 48 | ocal host charon: 10[ NET] received packet: from 172.16.10.1[500]

to 172.16.10.2[500] (168 bytes)

May 24 20: 02: 48 | ocal host charon: 10[ ENC] parsed ID PROT request O [ SAV V V V]

May 24 20: 02: 48 | ocal host charon: 10[1 KE] received NAT-T (RFC 3947) vendor ID

May 24 20: 02: 48 | ocal host charon: 10[1 KE] received draft-ietf-ipsec-nat-t-ike-07
vendor |ID

May 24 20: 02: 48 | ocal host charon: 10[1 KE] received draft-ietf-ipsec-nat-t-ike-03
vendor |ID

May 24 20: 02: 48 | ocal host charon: 10[1 KE] received draft-ietf-ipsec-nat-t-ike-02\n
vendor |ID

May 24 20: 02: 48 | ocal host charon: 10[I1KE] 172.16.10.1 is initiating a Main Mdde | KE_SA
May 24 20: 02: 48 | ocal host charon: 10[I1KE] 172.16.10.1 is initiating a Main Mdde | KE_SA
May 24 20: 02: 48 | ocal host charon: 10[ ENC] generating | D PROT response O [ SAV V V]
May 24 20: 02: 48 | ocal host charon: 10[ NET] sending packet: from 172.16.10.2[500] to



172. 16. 10. 1[ 500] (140 bytes)

May 24 20: 02: 48 | ocal host charon:
172. 16. 10. 2[ 500] (348 bytes)

May 24 20: 02: 48 | ocal host charon:
[ KENo V V V NAT-D NAT-D ]

May 24 20: 02: 48 | ocal host charon:
[ KE No NAT-D NAT-D ]

May 24 20: 02: 48 | ocal host charon:
to 172.16.10.1[ 500] (308 bhytes)
May 24 20: 02: 48 | ocal host charon:
to 172.16.10.2[500] (108 bytes)

May 24 20: 02: 48 | ocal host
[ 1D HASH N(I NI TI AL_CONTACT) 1
May 24 20: 02: 48 | ocal host

mat ching 172.16.10.2...172.16. 10

May 24 20: 02: 48 | ocal host
May 24 20: 02: 48 | ocal host
172.16.10.2[172.16.10.2]...172.16.10.1[172.16.10.1]
May 24 20: 02: 48 | ocal host
172.16.10.2[172.16.10.2]...172.16.10.1[172.16.10.1]
schedul i ng reauthentication in 3289s
maxi mum | KE_SA |ifetine 3469s

May
May
May
May

172.

May

172.

May

24
24
24
24

16.

24

16.

24

[ HASH

May
May
May

24
24
24

[ HASH

May

172.

May

172.

May
May

24

16.

24

16.

24
24

20:
20:
20:
20:
10.
20:
10.
20:

SA

20:
20:
20:

SA

20:
10.
20:
10.
20:
20:
c72072c6_i 4c0d0ef0_o and

02:
02:
02:
02:
1[ 500]
02:
2[ 500]
02:

No

02:
02:
02:

No

02:
1[ 500]
02:
2[ 500]
02:
02:

48 | ocal host
48 | ocal host
48 | ocal host
48 | ocal host

48 | ocal host

48 | ocal host
IDID]

48 | ocal host
48 | ocal host
48 | ocal host
IDID]

48 | ocal host

48 | ocal host

48 | ocal host
48 | ocal host

May 24 20: 02: 48 | ocal host

c72072¢c6_i 4c0d40ef0_o and

May 24 20: 02: 48 | ocal host
172.16.10.2 == 192. 168.2.0/ 24

MEMR RS ERE., HER#E192.168.2.0/2471192.168.1.0/24 2 R E /Y IEFESPI,

char on:

char on:

char on:
char on:

char on:

charon:
charon:
charon:
charon:

(76 bytes)

char on:

(188 bytes)

char on:
char on:
char on:

char on:

char on:

(188 bytes)

char on:

(60 bytes)

char on:
char on:

TS 192.168.2.0/24

char on:

TS 192.168.2.0/24
+ 172.16.10.1 192.168.1.0/24 ==

vpn:

strongSwan: B ¥ IPSecE {1k K&

pluton ~ # ipsec statusall

St at us of
uptime: 4 mnutes,
mal | oc: sbrk 393216, nmap O,
wor ker threads: 8 of 16 idle,
| oaded pl ugi ns: charon nysq

11[ NET]
11[ ENC]
11[ ENC]
11[ NET]
12[ NET]
12[ ENC]

12[ CFG

.1[172. 16.

12[ CFG
12[ 1 KE]

recei ved packet:

from 172. 16. 10. 1[ 500] to

parsed | D_PROT request O

generating | D_PROT response O

sendi ng packet:

recei ved packet:

from 172. 16. 10. 2[ 500]

from 172. 16. 10. 1[ 500]

parsed | D_PROT request O

| ooki ng for pre-shared key peer configs

10. 1]

selected peer config "ciscoios"
IKE_SA ciscoios[2] established between

12[ 1 KE] IKE_SA ciscoios[2] established between

12[ | KE]
12[ 1 KE]
12[ ENC]
12[ NET]
14[ NET]
14[ ENC]
14[ | KE]
14[ | KE]
14 ENC]
14[ NET]
15[ NET]

15[ ENC]
15[ | KE]

15[ | KE]

| KE charon daenon (strongSwan 5.0. 4,
since May 24 20:02:15 2013
used 274064,

7/ 1/ 0/ 0 wor ki ng
sqlite aes des shal sha2 md5 random nonce x509
revocation constraints pubkey pkcsl pkcs8 pgp dnskey pem openss

generating | D_PROT response 0 [
from 172. 16. 10. 2[ 500]

sendi ng packet:

recei ved packet:

I D HASH ]
to

from 172. 16. 10. 1[ 500] to

parsed QUICK MODE request 2605730229

recei ved 3600s |ifetine,
recei ved 4608000000 Iifebytes,

configured 1200s
configured O

generati ng QU CK_MODE response 2605730229

sendi ng packet:

recei ved packet:

parsed QUI CK_MODE request

CHILD_SA ciscoios{2}
192.168.1.0/24
CHILD_SA ciscoios{2}
192.168.1.0/24

from 172. 16. 10. 2[ 500]

to

from 172. 16. 10. 1[ 500] to

2605730229 [ HASH ]
established with SPIs

established with SPIs

172.16.10.1 --

free 119152
j ob queue:

Li nux 3. 2.12-gent oo,

x86_64):

0/ 0/ 0/ 0,

gnmp xcbc cmac hmac attr kernel-netlink resolve socket-default stroke updown
eap-identity eap-sim eap-aka eap-aka-3gpp2 eap-si naka- pseudonym eap- si naka-reauth
eap- md5 eap-gtc eap-nschapv2 eap-radi us xauth-generic

Li stening | P addresses:
10. 0. 0. 100

schedul ed: 4

gerypt fips-prf



192.168.10.1
172.16.10.2
192.168.2.1
Connecti ons:
ciscoios: 172.16.10.2...172.16.10.1 IKEvl

ci scoi os: local: [172.16.10.2] uses pre-shared key authentication
ci scoi os: renote: [172.16.10.1] uses pre-shared key authentication
ci scoi o0s: child: 192.168.2.0/24 === 192.168.1.0/24 TUNNEL

Security Associations (1 up, O connecting):
ciscoios[2]: ESTABLISHED 4 ninutes ago, 172.16.10.2[172.16.10.2]...
172.16. 10. 1[ 172. 16. 10. 1]
ciscoios[2]: IKEvl SPIs: 278f22e3c3e5f606_i dbb5a27f 3e0eccdl r*,
pre-shared key reauthentication in 50 m nutes
ciscoios[2]: |IKE proposal: AES CBC_128/HMAC_SHAl 96/PRF_HMAC_SHA1l/MODP_1536
ciscoios{2}: |INSTALLED, TUNNEL, ESP SPIs: ¢72072c6_i 4c0d0Oef0_o
ciscoios{2}: AES CBC 128/ HVAC SHA1 96, 10000 bytes_i (100 pkts, 255s ago),
10000 bytes_o (100 pkts, 255s ago), rekeying in 11 mi nutes
ci scoi 0s{2}: 192.168.2.0/24 === 192.168.1.0/24

AR ERISAKMPHIPSecs| R EFMEF AT A,

strongSwan: B IPSecK B

pluton ~ # ip -s xfrm policy
Src 192.168.1.0/24 dst 192.168.2.0/24 uid O
dir fwd action allow index 258 priority 1859 share any flag (0x00000000)
lifetine config:
limt: soft (INF)(bytes), hard (INF)(bytes)
limt: soft (INF)(packets), hard (INF)(packets)
expire add: soft O(sec), hard O(sec)
expire use: soft 0O(sec), hard O(sec)
lifetine current:
O(bytes), 0O(packets)
add 2013-05-24 20: 02:48 use -
tmpl src 172.16.10.1 dst 172.16.10.2
proto esp spi 0x00000000(0) reqid 2(0x00000002) node tunne
| evel required share any
enc-mask ffffffff auth-mask ffffffff comp-mask ffffffff
Src 192.168.1.0/24 dst 192.168.2.0/24 uid O
dir in action allow index 248 priority 1859 share any flag (0x00000000)
lifetine config:
limt: soft (INF)(bytes), hard (INF)(bytes)
limt: soft (INF)(packets), hard (INF)(packets)
expire add: soft O(sec), hard O(sec)
expire use: soft O(sec), hard O(sec)
lifetine current:
O(bytes), O0O(packets)
add 2013-05-24 20:02: 48 use 2013-05-24 20:02: 56
tmpl src 172.16.10.1 dst 172.16.10.2
proto esp spi 0x00000000(0) reqid 2(0x00000002) node tunne
| evel required share any
enc-mask ffffffff auth-mask ffffffff comp-mask ffffffff
Src 192.168.2.0/24 dst 192.168.1.0/24 uid O
dir out action allow index 241 priority 1859 share any flag (0x00000000)
lifetine config:
limt: soft (INF)(bytes), hard (INF)(bytes)
limt: soft (INF)(packets), hard (INF)(packets)
expire add: soft O(sec), hard O(sec)
expire use: soft 0O(sec), hard O(sec)
lifetine current:
O(bytes), O0O(packets)



add 2013-05-24 20:02: 48 use 2013-05-24 20:02: 56
tmpl src 172.16.10.2 dst 172.16.10.1
proto esp spi 0x00000000(0) reqid 2(0x00000002) node tunnel
| evel required share any
enc-mask ffffffff auth-mask ffffffff conmp-mask ffffffff

DRI FHEASERTRIER,
Cisco I0SHlstrongSwanZ B IKEv2

Cisco I0S

Rl#ping 192.168.2.1 source e0/l1 repeat 1

Cisco IOSHR R BRIER

*May 24 19:14:10.485: | PSEC(sa_request): ,
(key eng. nsg.) OUTBOUND | ocal = 172.16. 10. 1: 500, renote= 172.16. 10. 2: 500,

local proxy= 192.168.1.0/ 255. 255. 255. 0/ 256/ 0,

remote_proxy= 192.168.2.0/ 255. 255. 255. 0/ 256/ 0,

protocol = ESP, transform esp-aes esp-sha-hmac (Tunnel),

|'i fedur= 3600s and 4608000kb,

spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*May 24 19:14:10.486: | KEv2: % Getting preshared key from profile keyring keys
*May 24 19:14:10.486: | KEv2: % Matched peer block 'strongswan'
*May 24 19:14:10.486: |KEv2: Searching Policy with fvrf O, |local address 172.16.10.1
*May 24 19:14:10.486: | KEv2: Found Policy 'ikev2policy'
*May 24 19:14:10.486: IKEv2: (SAID = 1):[IKEv2 -> Crypto Engine] Conputing DH public
key, DH Group 5
*May 24 19:14:10.486: IKEv2: (SAID = 1):[Crypto Engine -> | KEv2] DH key Conputati on
PASSED
*May 24 19:14:10.486: IKEv2: (SA ID = 1): Request queued for conputation of DH key
*May 24 19:14:10.486: IKEv2:1KEV2 initiator - no config data to send in IKE_SA INIT exch
*May 24 19:14:10.486: IKEv2: (SA ID = 1): Cenerating I KE_SA INIT nmessage
*May 24 19:14:10.486: IKEv2: (SA ID = 1): IKE Proposal: 1, SPl size: O
(initial negotiation),
Num. transforms: 4

AES-CBC SHA1 SHA96 DH_GROUP_1536_MODP/Group 5

*May 24 19:14:10.486: |KEv2: (SA ID = 1): Sending Packet [To 172.16.10. 2: 500/ From
172.16. 10. 1: 500/ VRF i 0: f 0]
Initiator SPI : 9FFC38791FFEF212 - Responder SPI : 0000000000000000 Message id: O
I KEv2 I KE_SA INIT Exchange REQUEST
Payl oad contents:
SA KE N VI D VI D NOTI FY( NAT_DETECTI ON_SOURCE_| P) NOTI FY( NAT_DETECTI ON_DESTI NATI ON_I| P)

*May 24 19:14:10.486: IKEv2: (SAID = 1):Insert SA

*May 24 19:14:10.495: | KEv2: (SA ID = 1): Received Packet [From 172.16.10. 2: 500/ To
172. 16. 10. 1: 500/ VRF i 0: f O]
Initiator SPI : 9FFC38791FFEF212 - Responder SPI : 6CDCl17F5BOB10ClA Message id: O
I KEv2 1 KE_SA INIT Exchange RESPONSE
Payl oad contents:

SA KE N NOTI FY( NAT_DETECTI ON_SOURCE_| P) NOTI FY( NAT_DETECTI ON_DESTI NATI ON_I| P)
NOTI FY( Unknown - 16404)



*May 24 19:14:10.495: |KEv2: (SA ID

*May 24 19:14:10.495: IKEV2: (SAID =
*May 24 19:14:10.495: IKEV2: (SAID =
*May 24 19:14:10.495: IKEV2: (SAID =
*May 24 19:14:10.495: IKEV2: (SAID =

*May 24 19:14:10.495: |KEv2: (SA ID
secret key, DH G oup 5

*May 24 19:14:10.504: |KEv2: (SA ID
PASSED

*May 24 19:14:10.504: |KEv2: (SA ID
*May 24 19:14:10.504: |KEv2: (SA ID
and create rekeyed | KEv2 SA

*May 24 19:14:10.504: |KEv2: (SA ID
cal cul ation and creation of
rekeyed | KEv2 SA PASSED

*May 24 19:14:10.504: |KEv2: (SA ID

*May 24 19:14:10.504: IKEV2: (SAID =
*May 24 19:14:10.504: IKEV2: (SAID =

*May 24 19:14:10.504: |KEv2: (SA ID
key len 5

1):
1
1):
1):
1):
1):

1):

1):
1):

1):

1):
1):
1):
1

Processing I KE_SA INIT nmessage

:Verify SAinit nmessage

Processing I KE_SA INIT nmessage
Checki ng NAT di scovery

NAT not found

[KEv2 -> Crypto Engine] Computing DH

[Crypto Engine -> | KEv2] DH key Conputation

Request queued for conputation of DH secret
[KEv2 -> Crypto Engi ne] Cal cul ate SKEYSEED

[Crypto Engine -> | KEv2] SKEYSEED
Conpl eted SA init exchange

Check for EAP exchange
Generate ny authentication data

. Use preshared key for id 172.16.10.1,

*May 24 19:14:10.504: IKEv2:[IKEV2 -> Crypto Engine] Generate | KEv2 authentication

dat a

*May 24 19:14:10.504: |KEv2:[Crypto Engine -> | KEv2] IKEv2 authentication data

generation PASSED
*May 24 19:14:10.504: IKEV2: (SAID

*May 24 19:14:10.504: |KEV2: (SAID =
*May 24 19:14:10.504: |KEV2: (SAID =
*May 24 19:14:10.504: |KEV2: (SAID =

*May 24 19:14:10.504: |KEv2: (SA ID
of type 'IPv4 address’
*May 24 19:14:10.504: |KEv2: (SA ID
(I PSec negoti ation),
Num. transforms: 3

AES-CBC SHA96 Don't use ESN
*May 24 19:14:10.504: |KEv2: (SA ID
Payl oad contents:

1):
1):
1):
1):
1):

1):

1):

Get ny authentication mnethod

My aut hentication nmethod is ' PSK

Check for EAP exchange

Generating | KE_AUTH nessage
Constructing I D payload: '172.16.10.1

ESP Proposal: 1, SPl size: 4

Bui | di ng packet for encryption.

VID IDi AUTH SA TSi TSr NOTI FY(I N TI AL_CONTACT) NOTI FY( SET_W NDOW S| ZE)
NOTI FY( ESP_TFC_NO_SUPPORT) NOTI FY( NON_FI RST_FRAGS)

*May 24 19:14:10.505: | KEv2: (SA ID = 1): sending Packet
[To 172.16. 10. 2: 500/ From 172. 16. 10. 1: 500/ VRF i 0: f O]
Responder SPI : 6CDC17F5BOB10ClA Message id: 1

Initiator SPI : 9FFC38791FFEF212 -
| KEv2 | KE_AUTH Exchange REQUEST
Payl oad contents:

ENCR

*May 24 19:14:10.522: | KEv2: (SA ID = 1): Received Packet
[ From 172. 16. 10. 2: 500/ To 172. 16. 10. 1: 500/ VRF i 0: f 0]
Responder SPI : 6CDC17F5BOB10ClA Message id: 1

Initiator SPI : 9FFC38791FFEF212 -
| KEv2 | KE_AUTH Exchange RESPONSE
Payl oad contents:

IDr AUTH SA TSi TSr NOTI FY(Unknown -

*May 24 19:14:10.522: |KEv2: (SA ID
*May 24 19:14:10.522: |KEv2: (SA ID

identity '172.16.10.2" of type 'IPv4
*May 24 19:14:10.522: |KEv2: Searching Policy with fvrf 0, local address 172.16.10.1
*May 24 19:14:10.522: | KEv2: Found Policy 'ikev2policy'

*May 24 19:14:10.522: |KEv2: (SA ID
*May 24 19:14:10.522: |KEv2: (SA ID
*May 24 19:14:10.522: |KEv2: (SA ID
*May 24 19:14:10.522: |KEv2: (SA ID
*May 24 19:14:10.522: |KEv2: (SA ID

16403)

1):
1):

Process auth response notify
Sear ching policy based on peer's

addr ess

1):
1):
1):
1):
1):

Verify peer's policy

Peer's policy verified

Get peer's authentication nethod

Peer's authentication nmethod is ' PSK
Get peer's preshared key for 172.16.10.2



*May 24 19:14:10.522: IKEv2: (SAID = 1):Verify peer's authentication data
*May 24 19:14:10.522: IKEv2: (SA ID = 1): Use preshared key for id 172.16.10.2, key len 5
*May 24 19:14:10.522: IKEv2:[IKEV2 -> Crypto Engine] Generate |KEv2 authentication data
*May 24 19:14:10.522: |KEv2:[Crypto Engine -> | KEv2] IKEv2 authentication data
generation PASSED
*May 24 19:14:10.522: |KEv2: (SA ID = 1):Verification of peer's authenctication data
PASSED
*May 24 19:14:10.522: IKEv2: (SA ID = 1): Check for EAP exchange
*May 24 19:14:10.522: IKEv2: (SA ID = 1): Processing | KE_AUTH nessage
*May 24 19:14:10.522: IKEv2: KM /verify policy/sending to |PSec:
prot: 3 txfm 12 hmac 2 flags 8177 keysize 128 | DB 0x0
*May 24 19:14:10.522: | PSEC(val i date_proposal _request): proposal part #1
*May 24 19:14:10.522: | PSEC(val i date_proposal _request): proposal part #1,
(key eng. nsg.) INBOUND | ocal = 172.16.10.1:0, renpte= 172.16.10. 2: 0,
local_proxy= 192.168.1.0/255.255.255.0/256/0,
remote_proxy= 192.168.2.0/255.255.255.0/256/0,

protocol = ESP, transform= NONE (Tunnel),

|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*May 24 19:14:10.522: Crypto mapdb : proxy_match

src addr : 192.168.1.0
dst addr 1 192.168.2.0
pr ot ocol 0
src port 00
dst port 0

*May 24 19:14:10.522: |KEv2: (SA ID = 1): IKEV2 SA created; inserting SA into database
SAlifetine timer (86400 sec) started

*May 24 19:14:10.522: |KEv2: (SA ID = 1):Session with IKE ID PAIR

(172.16.10.2, 172.16.10.1) is UP

*May 24 19:14:10.522: |IKEv2: |1 KEv2 M B tunnel started, tunnel index 1

*May 24 19:14:10.522: IKEv2: (SA ID = 1):Load | PSEC key nmateri al

*May 24 19:14:10.522: |KEv2: (SA ID = 1):[IKEV2 -> | Psec] Create |IPsec SA into

| Psec dat abase

*May 24 19:14:10.522: |KEv2: (SA ID

1) : Asynchronous request queued

*May 24 19:14:10.522: IKEv2: (SAID = 1):
*May 24 19:14:10.523: | PSEC(key_engine): got a queue event with 1 KM nmessage(s)
*May 24 19:14:10.523: Crypto mapdb : proxy_match

src addr : 192.168.1.0
dst addr : 192.168.2.0
pr ot ocol : 256
src port 00
dst port 0

*May 24 19:14:10.523: | PSEC(crypto_i psec_create_ipsec_sas): Map found cmap
*May 24 19:14:10.523: | PSEC(crypto_ipsec_sa_find_ident_head): reconnecting with
t he same proxies and peer 172.16.10.2
*May 24 19:14:10.523: | PSEC(create_sa): sa created,
(sa) sa_dest= 172.16.10.1, sa_proto= 50,
sa_spi = 0xDF405365(3745534821),
sa_trans= esp-aes esp-sha-hmac , sa_conn_id= 6
sa_lifetine(k/sec)= (4608000/3600)
*May 24 19:14:10.523: | PSEC(create_sa): sa created,
(sa) sa_dest= 172.16.10.2, sa_proto= 50,
sa_spi = 0xCOCC116C(3234599276),
sa_trans= esp-aes esp-sha-hmac , sa_conn_id= 5
sa_lifetine(k/sec)= (4608000/3600)
*May 24 19:14:10.523: | PSEC. Expand action denied, notify RP
*May 24 19:14:10.523: |KEv2: (SA ID = 1):[IPsec -> | KEv2] Creation of IPsec
SA into IPsec database PASSED

IKEV2EFEERE , BB EIRE192.168.1.0/24F1192.168.2.0/24 2 BRERIIPSec SA.

Cisco I0S: 2 IPSeci B &%



Rl#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnmentation

Interface: Ethernet0/0
Upti me: 00: 00: 09
Sessi on status: UP-ACTI VE
Peer: 172.16.10.2 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 172.16.10.2
Desc: (none)
| KEv2 SA: local 172.16.10.1/500 renote 172.16.10.2/500 Active
Capabilities:(none) connid:1 lifetime:23:59:51

| PSEC FLOW pernit ip 192.168. 1.0/ 255. 255. 255. 0 192. 168. 2. 0/ 255. 255. 255. 0

Active SAs: 2, origin: crypto nap

I nbound: #pkts dec'ed 0 drop O |ife (KB/ Sec) 4375820/ 3590
Qut bound: #pkts enc'ed 0 drop O |ife (KB/ Sec) 4375820/ 3590

Bix100EHTE

Rl#ping 192.168.2.1 source 192.168.1.1 repeat 100
Type escape sequence to abort.

Sendi ng 100, 100-byte | CMP Echos to 192.168.2.1, tinmeout is 2 seconds:

Packet sent with a source address of 192.168.1.1

Success rate is 100 percent (100/100), round-trip mn/avg/ max =
R1#

Rl#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnentation

Interface: Ethernet0/0
Upti me: 00:00: 15
Session status: UP-ACTIVE
Peer: 172.16.10.2 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 172.16.10.2
Desc: (none)
| KEv2 SA: local 172.16.10.1/500 renpte 172.16.10.2/500 Active
Capabilities:(none) connid:1 lifetime:23:59: 45

| PSEC FLOW permit ip 192.168.1.0/255. 255.255. 0 192. 168. 2. 0/ 255. 255. 255. 0

Active SAs: 2, origin: crypto nap

I nbound: #pkts dec'ed 100 drop O life (KB/ Sec) 4375803/ 3585
Qut bound: #pkts enc'ed 100 drop O life (KB/ Sec) 4375803/ 3585

ATELERE 0T 100,

Cisco |I0S: R RIKEV2F1IPSecs| ¥
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Rl#show crypto ikev2 sa detailed
I Pv4d Crypto | KEv2 SA

Tunnel -id Local Renot e fvrf/ivrf St at us
1 172. 16. 10. 1/ 500 172. 16. 10. 2/ 500 none/ none READY
Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp:5, Auth sign: PSK, Auth verify: PSK
Life/ Active Tine: 86400/ 152 sec
CE id: 1019, Session-id: 3
Status Description: Negotiation done
Local spi: 9FFC38791FFEF212 Renpt e spi: 6CDCL7F5BOB10OCLA
Local id: 172.16.10.1
Renote id: 172.16.10.2

Local req nsg id: 2 Renmote req nsg id: O
Local next nsg id: 2 Renote next msg id: O
Local req queued: 2 Renote req queued: O
Local wi ndow: 5 Renot e wi ndow. 1

DPD configured for 0 seconds, retry O
Fragnentati on not configured.

Ext ended Aut hentication not configured.
NAT-T is not detected

Cisco Trust Security SGT is disabled
Initiator of SA : Yes

IPv6 Crypto | KEv2 SA

Rl#show crypto ipsec sa

interface: Ethernet0/0
Crypto map tag: cmap, |ocal addr 172.16.10.1

protected vrf: (none)
|l ocal ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)
current _peer 172.16.10.2 port 500
PERM T, flags={origin_is_acl,}

#pkts encaps: 100, #pkts encrypt: 100, #pkts digest: 100

#pkts decaps: 100, #pkts decrypt: 100, #pkts verify: 100

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O

#send errors 0, #recv errors O

local crypto endpt.: 172.16.10.1, renpote crypto endpt.: 172.16.10.2

pl ai ntext ntu 1438, path nmtu 1500, ip ntu 1500, ip mu idb Ethernet0/0
current outbound spi: O0xCOCCl16C(3234599276)

PFS (Y/N): N, DH group: none

i nbound esp sas:
spi: OxDF405365(3745534821)
transform: esp-aes esp-sha-hmac
in use settings ={Tunnel, }
conn id: 6, flow.id: SW®6, sibling_flags 80000040, crypto map: cmap
sa timng: remaining key lifetime (k/sec): (4375803/3442)
IV size: 16 bytes
replay detection support: Y
St atus: ACTI VE( ACTI VE)

i nbound ah sas:

i nbound pcp sas:



out bound esp sas:

spi: O0xCOCCl16C(3234599276)
transform: esp-aes esp-sha-hmac
in use settings ={Tunnel, }

conn id: 5, flow.id: SW5, sibling_
sa timng: remaining key lifetime (k/sec):
IV size: 16 bytes
replay detection support: Y
St atus: ACTI VE( ACTI VE)
out bound ah sas:
out bound pcp sas:
strongSwan: &&= M
May 24 21:14:10 | ocal host charon: 08[ NET]
to 172.16.10.2[500] (400 bytes)
May 24 21:14:10 | ocal host charon: 08[ ENC]

[ SAKE No VV N(NATD S IP) N(NATD D I P) ]
May 24 21:14:10 | ocal host charon: 08[ ENC]

flags 80000040, crypto map:
(4375803/ 3442)

crmap

received packet: from 172.16.10.1[500]
parsed |KE_SA INT request 0O

recei ved unknown vendor

I D: 43:49:53:43: 4f : 2d: 44: 45: 4c: 45: 54: 45: 2d: 52: 45: 41: 53: 4f : 4e

May 24 21:14:10 | ocal host charon: 08[ ENC]
46: 4c: 45: 58: 56: 50: 4e: 2d: 53: 55: 50: 50: 4f : 52:
May 24 21:14:10 | ocal host charon: 08[ 1 KE]
May 24 21:14:10 | ocal host charon: 08[ 1 KE]
May 24 21:14:10 | ocal host charon: 08[ ENC]

recei ved unknown vendor |D:
54:45: 44

172.16.10.1 is initiating an | KE_SA
172.16.10.1 is initiating an | KE_SA

generating IKE_SA INIT response 0

[ SA KE No N(NATD S IP) N(NATD D IP) N(MILT_AUTH) ]

21:
16.
21:
16.
21:

14: 10 | ocal host charon:
10. 1[ 500] (376 bytes)
14: 10 | ocal host charon:
10. 2[ 500] (284 bytes)
14:10 | ocal host charon: 07[ ENC]
TSr N(I NI T_CONTACT) N(SET_W NSI ZE)
21:14: 10 local host charon: 07[ CFQG
10. 2[ %any] ... 172.16. 10. 1[ 172. 16. 10.
May 24 21:14:10 | ocal host charon: 07[ CFG
May 24 21:14:10 | ocal host charon: 07[1KE]
pre-shared key successful

May 24 21:14:10 | ocal host charon:
not using ESPv3 TFC paddi ng

May 24 21:14:10 | ocal host charon:
with pre-shared key

May 24 21:14:10 | ocal host charon: 07[1KE]

May 24
to 172.
May 24
to 172.
May 24
SA TSi
May 24
172. 16.

08[ NET]
07[ NET]

07[ | KE]

07[ | KE]

sendi ng packet: from 172.16. 10. 2[ 500]

recei ved packet: from 172.16. 10. 1[ 500]
parsed IKE AUTH request 1 [ V ID AUTH
N(ESP_TFC_PAD_N) N(NON_FI RST_FRAG ]

| ooki ng for peer configs matching

1]

selected peer config 'ciscoios'
'172.16.10.1"

authentication of with

recei ved ESP_TFC_PADDI NG_NOT_SUPPORTED,
1172.16.10.2"

authentication of (myself)

IKE SA ciscoios[2] established between

172.16.10.2[172.16.10.2]...172.16.10.1[172.16.10.1]
May 24 21:14:10 | ocal host charon:
172.16.10.2[172.16.10.2]...172.16.10.1[172.16.10.1]

07[ 1 KE] IKE_SA ciscoios[2] established between

May 24 21:14:10 | ocal host charon:
May 24 21:14:10 | ocal host charon:
May 24 21:14:10 | ocal host charon:
SPl's cOccll6e_i
May 24 21:14:10 | ocal host charon:
SPl's cOccll6e_i
May 24 21:14:10 | ocal host vpn:
172.16. 10. 2 192.168. 2.0/ 24

BRIEE M A B A ERIKEVIER L,

strongSwan: B IPSeciE ik

df 405365_0 and TS 192.168.2.0/24

df 405365_0 and TS 192.168.2.0/24
+ 172.16.10.1 192.168. 1.0/ 24

07[ 1 KE] scheduling reauthentication in 3247s
07[ I KE] meximum | KE_SA lifetime 3427s

07[ 1 KE] CHILD_SA ciscoi 0s{2} established with
192.168.1.0/24

07[ 1 KE] CHILD_SA ciscoi 0s{2} established with
192.168.1.0/24

172.16.10.1 --



pluton ~ # ipsec statusall
Status of | KE charon daenon (strongSwan 5.0.4, Linux 3.2.12-gentoo, x86_64):
uptime: 2 mnutes, since May 24 21:13:27 2013
mal | oc: sbrk 393216, nmap 0, used 274864, free 118352
wor ker threads: 8 of 16 idle, 7/1/0/0 working, job queue: 0/0/0/0, scheduled: 4
| oaded plugins: charon nysqgl sqglite aes des shal sha2 md5 random nonce x509
revocati on constraints pubkey pkcsl pkcs8 pgp dnskey pem openssl gcrypt
fips-prf gnmp xcbc cmac hmac attr kernel-netlink resolve socket-default
stroke updown eap-identity eap-simeap-aka eap-aka-3gpp2 eap-si maka- pseudonym
eap- si maka-reaut h eap-nd5 eap-gtc eap-nschapv2 eap-radi us xaut h-generic
Li stening | P addresses:
10.0.0. 100
192.168.10.1
192.168.2.1
172.16.10.2
Connecti ons:
ciscoios: 172.16.10.2...172.16.10.1 IKEv2

ci scoi os: local: [172.16.10.2] uses pre-shared key authentication
ci scoi os: renote: [172.16.10.1] uses pre-shared key authentication
ci scoi o0s: child: 192.168.2.0/24 === 192.168.1.0/24 TUNNEL

Security Associations (1 up, 0 connecting):
ci scoios[2]: ESTABLISHED 116 seconds ago, 172.16.10.2[172.16.10.2]..
172.16. 10. 1[ 172. 16. 10. 1]
ciscoios[2]: IKEv2 SPIs: 12f 2f elf 7938f c9f _i 1aOcblbOf 517dc6c_r*,
pre-shared key reauthentication in 52 m nutes
ciscoios[2]: |IKE proposal: AES CBC_128/HMAC_SHAl 96/PRF_HMAC_SHA1l/MODP_1536
ciscoios{2}: |NSTALLED, TUNNEL, ESP SPIs: cOccll6c_i df405365_o
ciscoios{2}: AES CBC 128/HVAC SHA1 96, 10000 bytes_i (100 pkts, 102s ago),
10000 bytes_o (100 pkts, 102s ago), rekeying in 12 minutes
ci scoi 0s{2}: 192.168.2.0/24 === 192.168.1.0/24

strongSwan: B & 1PSecR i

pluton ~ # ip -s xfrm policy
Src 192.168.1.0/24 dst 192.168.2.0/24 uid O
dir fwd action allow index 1154 priority 1859 share any flag (0x00000000)
lifetine config:
limt: soft (INF)(bytes), hard (INF)(bytes)
limt: soft (INF)(packets), hard (INF)(packets)
expire add: soft O(sec), hard O(sec)
expire use: soft 0O(sec), hard O(sec)
lifetinme current:
O(bytes), O(packets)
add 2013-05-24 21:14:10 use -
tnpl src 172.16.10.1 dst 172.16.10.2
proto esp spi 0x00000000(0) reqid 2(0x00000002) node tunne
| evel required share any
enc-mask ffffffff auth-mask ffffffff comp-mask ffffffff
src 192.168.1.0/24 dst 192.168.2.0/24 uid O
dir in action allow index 1144 priority 1859 share any flag (0x00000000)
lifetine config:
limt: soft (INF)(bytes), hard (INF)(bytes)
limt: soft (INF)(packets), hard (INF)(packets)
expire add: soft 0O(sec), hard O(sec)
expire use: soft 0(sec), hard O(sec)
lifetinme current:
O(bytes), O(packets)
add 2013-05-24 21:14:10 use 2013-05-24 21:14:23
tnpl src 172.16.10.1 dst 172.16.10.2
proto esp spi 0x00000000(0) reqid 2(0x00000002) node tunne



| evel required share any
enc-mask ffffffff auth-mask ffffffff conmp-mask ffffffff
Src 192.168.2.0/24 dst 192.168.1.0/24 uid O
dir out action allow index 1137 priority 1859 share any flag (0x00000000)
lifetine config:
limt: soft (INF)(bytes), hard (INF)(bytes)
limt: soft (INF)(packets), hard (INF)(packets)
expire add: soft 0O(sec), hard O(sec)
expire use: soft 0(sec), hard O(sec)
lifetine current:
O(bytes), O(packets)
add 2013-05-24 21:14:10 use 2013-05-24 21:14:23
tmpl src 172.16.10.2 dst 172.16.10.1
proto esp spi 0x00000000(0) reqid 2(0x00000002) node tunne
| evel required share any
enc-mask ffffffff auth-mask ffffffff conmp-mask ffffffff

HERER
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https://www.openswan.org
http://wiki.strongswan.org/projects/strongswan/wiki/UserDocumentation
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