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resign. Hello ABMEXRRREEREARHIT HSRP , M BREHKN AERAPEHEE
o REBRHBHFLENAERATHEHREE , MEEE Coup AE. REBRHBTEFEN
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REHESAEESR P it , ERAHBETRIEATRAS , tFREHKHS, 8
R BIiELEE B hello FAE,

Speak (#73 )

BRHEREEHEIE hello ABA T B S EER PN/ FwIEHRAERE. FRIEKHR
ERER P it BRBBABFEEENA speak R,
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PR RAA T —EERAPBERNRESE , MESEHEILE hello
RRPERRE |, AP RS RE —EBHBFER standby AREE,
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HEREREERE  BETPRZSR8E —ERHFER active R
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BREKHIFE HSRP AR SFEA =TS, FTIFEEE A hello ABETF. BEWMER , HSRP R
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AER4AY, BEE , MREMEA HSRP B H| B FTE M fy ERL A MME |, Rl hello MR B
REeAd  HEUAREREBENL L, TSR  BRERFIEBRIFH HSRP ARAE, AL
FERLU TS EXETEEES : standby [group-number] timers hellotime holdtime., %40 |, standby 1
timers 5 15,
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Foncthe |LETRER R ARE RSN HES. BESTWIRASZWE hello HEMK |, LEFTRENERS
25 o WETEFEIZIRIBMEE hello HBFRENREBEEMEIE,
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5 |Hello 5B ZIHA - i hello AEHW EHAGTHRFRS 2 ZIHA,

6 |TREEM speak MRAEEMEEHEFIZEINEIESELIEFH hello FAE

7 |READERAFEVIESELIEFN hello AR
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BASE - REATRAS[ERICRBOASE , RETIEE, NRZXEENER P
HIFEFEIRRTE , AT ARAE P BAES IP sk, BEEHF A LA FEA hello BFE MR
BRBE.
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3% hello AR - MHESRSEEAESEHBFIMRE, hello BEFMRZREREH hello AR,

3% coup FAE - BEHBEREIE coup AR UBAEAT BB EESELIEFNEASETA,

T ®|cH

H1X resign AL - ARG EIE resign AEUR TS — B ARAAER T EEHGR,

&% Gratuitous ARP F & - MRS EEE — @ ARP OERS , LBEEEEES IP F MAC X
i, ZHENWEXSIEEE MAC it , LEEEFBRIZEEM ARP Ha2F#EAENRFE MAC
ik,

HSRP #REEFR

M ERET HSRP RAMEBRIREWA, SARESHS  FEECANBODE , A%
B EWIAT T — {8 HSRP S8, EERT , BFRISH , TRAURTHBEBNBE, HSRP B
MBS NERRETRTEE , HSRP BESSWRRARET FRES, BEELEREESE
B, ZEREN , —REEEREEELE,

NEEERNESETESR , F2R (HSRP RERE) .
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Switch X
PC1

Router B

®HE MAC it IP{uit | FHREKES [FEREE
ZE /4 1(0000.0c00.0001/10.1.1.10[255.255.255.0[10.1.1.1
E 4 2(0000.0c00.1110[10.1.2.10[255.255.255.0[10.1.2.1

BREIER A MRS (ERPERHER )

interface GigabitEthernet 0/0

ip address 10.1.1.2 255.255.255.0
mac-address 4000.0000.0010
standby 1 ip 10.1.1.1

standby 1 priority 200



interface GigabitEthernet 0/1

ip address 10.1.2.2 255.255.255.0
mac-address 4000.0000.0011
standby 1 ip 10.1.2.1

standby 1 priority 200

BREIER B #HAE (fFOnEREHER )

interface GigabitEthernet 0/0
ip address 10.1.1.3 255.255.225.0
mac-address 4000.0000.0020
standby 1 ip 10.1.1.1

interface GigabitEthernet 0/1
ip address 10.1.2.3 255.255.255.0
mac-address 4000.0000.0021
standby 1 ip 10.1.2.1

N orE  EERARBENBEMACKEIHERRE LA, BRIEGLAEIEN  SUEFERER
RE MAC {i ik,

BEUR RS HEFABEBRHSRPHFERF |, M AR ERIRERNVB S, KHE A EFEH 200 WEL
B , SR AMENELOERPIREESE, EUBoWEFF |, REKEI[EBEN AT T EL
WiEEERAETEE MAC (it (BIA) BRR MAC i, REFZ# B B #A HSRP IP {itH
H#a , EA HSRP E# MAC {it# B B9tk MAC ik, 553E  EREABNEECE  SEKE
) MAC it #FE,

LT RERURER RS X IENERRERDFAER , Bre@RENER MAC M IP L1t &R

o

samE HOR MAC 5 B9 MAC o 1p | Bt
igfﬂﬂi%gﬁﬁ’ﬂi&% ?g%;(;o 50,0001 fsiféﬁgfcﬁﬁfom 10.1.1.10110.1.2.10
E E (0000.0c00.0001) 15,00 0c07.ac01)
REMK 2 Z BB A
HBHEEA ZCABEO |4«
BEERGEARE 1 | 0010y BB 1(0000.0600.0001)  110.1.2.10/10.1.1.10

SRESE)

REEK 1 EEMA
HSRP #Fan IP fist  |EH 1

BREAER A /M TH 2 A#8E% 0 B

HSRP E# MAC fiiit 10.1.1.10110.1.1.1
{;ICMP\ Telnet ) #9%t (0000.0c00.0001) (0000.0607.ac01)
Bt BIERAFRASR |~ .«
(ICMP. Telnet) =& i 1 BREHER A SAMROBIA |04 4 4ol10.1.12

BE P o a B (0000.0c00.0001) (4000.0000.0010)
R NER)




B /Y #h % 570 38 FH 25
(ICMP, Telnet) &
B IP it myHa

SR HSRP BB RHIFFEE
=60 M#1 : HSRPE AIPH#b it 3R 5 B EE A IPHb 3t

B 1 3 B 2 &AM 0BIA

(0000.0c00.0001) (4000.0000.0020) 10.1.1.1010.1.1.3

AREEBRUTHERAL

Oct 12 13:15:41: %STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.acl9

Oct 13 16:25:41: %STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.acl9

Oct 15 22:31:02: %STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.acl9

Oct 15 22:41:01: %STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.acl9

BLHBRART —ERTHEE HSRP BE, ER , FRASKRTURRERTHBEAGE (STP) &
Pl SR B E 2R/ IR BR A RE I RE . SRR AR 5 —EREEEMR,

A BEERASIY T2 HSRP WIEREEE. EEMN HSRP HE2ERIREB, ELEHRA
BEL 30 MHRERETER. BER , &K HSRP {3t 2 STANDBY-3-DUPADDR $5ER A S MRS I8 E
, IJREEEER AL EE X,

ELEH SRR |, BASWEIHREVLAN 25FMACHE 31t 20000.0c07.ac19KIHSRP P31k B9 & %l
‘Z. HAHSRP MACHE1iE£0000.0c07.ac19 , AIFTS R HB[EFRECHHNERS , RNE
HSRP Y MBS BT EEA T activeikiE, RAKBEJ[KRIETEHCHHE , TABERAEEHE
BEMTEEEE L. AZERETVESERLTA. ERERASNTEBEEBEEDRE

- i STPERE
- ZKBEAEBE
- AEERE

ERSRELHPEEMER | FF2R A BN HEERCatalyst 33 #14  fYHSRP I FE #8 55 h Y B PR HF
BREER, FTEMEHREESEARLES , BT FAEEEMEHE. Wi FEEXXMERCH
HREBEMER , URFTESEHMRIIFR,

B LAERFEEUEERS ILEAFRASIZERE B SN ZEERE helo H3, BER , ERRHERA
BMRSGZE , ERLARBRE T BENER. BRAZEZREEBXNAEXEFEIVEEERZE HSRP TE
. FENEEESHHEMAREERE IP it E BN AFERASESHERHU 224.0.02 BWHE,

access-1list 101 deny ip host 172.16.12.3 host 224.0.0.2
access-1list 101 permit ip any any



interface GigabitEthernet 0/0

ip address 172.16.12.3 255.255.255.0
standby 1 ip 172.16.12.1

ip access-group 101 1in

RPIFAZEH2 . HSRPAREFEE R (EFB. HH. ¥TF ) HW%HSRP-6-
STATECHANGE

TeRBTRO THEAS

Jan 9 08:00:42.623: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Standby -> Active

Jan 9 08:00:56.011: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Active -> Speak

Jan 9 08:01:03.011: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Speak -> Standby

Jan 9 08:01:29.427: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Standby -> Active

Jan 9 08:01:36.808: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Active -> Speak

Jan 9 08:01:43.808: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Speak -> Standby

Jul 29 14:03:19.441: %HSRP-5-STATECHANGE: VIan10 Grp 110 state Standby -> Active
Jul 29 16:27:04.133: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state Active -> Spesk
Jul 29 16:31:49.035: %HSRP-5-STATECHANGE: VIan10 Grp 110 state Speak -> Standby

ELERARRANERLRE , 5 HSRP BHS[IRKRHE HSRP & 2 Z| = E:EER HSRP
hello #&, ¥HE RFwEE BTN standby ﬂkﬁfﬁﬁk active REE, FTAZE , BHEFEF standby
MREE, RIFEVRLEPBEHRUERAS , R HSRP BIEAR K TReREKILEEFRAS . IR
ASRTEER 2B HSRP hello iIEX%, ;ﬁ;ﬁﬁFﬁﬁﬁtF‘ﬁmﬁﬂ-r : M\ZEE&% HSRP ¥ B 2 BRYEEA
o HERCBENERIBAELERER, gﬂ#ﬁﬂﬁiﬁ?& REMELERAENZE RBEE, HSRP AR
EBFEERRA CPUFAXRS, MREBRFASREA CPU FAXRGAIE , FEMR LKE—
RIEERESS , WIEMHER CPU EAXREMN R,

HEMCBEH HSRP HEBEXEZENAENER, RERNEESERENE, EXxCBREEHN
HEREBAR , HREZME Vian EFRREIB K, HES PFIE ] :
RHSRPiREESRM L . X H R FEIEHSRPFE

MEHERCEN HSRP HEELXRHAHEZNEZE VLAN EFRAREIB A |, EaAFHESE
in SPD ¥ RBIFHI K/ | LR ATIIRERE,

EEEMBEMHTRESPD)KA/D , FEIEERER | REECat6500X M LT TGRS




(config)#ip spd queue max-threshold 600
l--- Hidden Command
(config)#ip spd queue min-threshold 500

!--- Hidden Command

EZERINFRZTS AN, FoiE VLAN T EERLEHITUT GRS

(config-if)#hold-queue 500 in

BINSPDFREZRFI K/ N2 , MR ITclear counter interfacetn ™ , BITTLUBKRN HEETEIES.

RPITT5EH#3 : HSRPEZHEH FH8

LEBHEHESH HEREEA HSRP BREKHES , B HESEEREHE HSRP BHHEH., AT
BREEERER , WHESV AR &Mﬁ?ﬁﬁﬂ%fﬁ%ﬁ?&ﬂ& HSRP hello, SR HEMRLLERER , FSREAXH
B B R E BRI MERTE HSRP AR 7, MREREERIERE K FREZSETHEA
B VTP &=,

V1an8 - Group 8

Local state is Active, priority 110, may preempt
Hellotime 3 holdtime 10

Next hello sent in 00:00:01.168

Hot standby IP address is 10.1.2.2 configured
Active router is local

Standby router is unknown expired

Standby virtual mac address is 0000.0c07.ac08

5 state changes, Tast state change 00:05:03

RPBIDH#4 - HSRPARREE St f AT ¥R SYS-4-P2_WARN : 1/Host
<mac_address>7E R#% H &P BB <port_1>FE<port_2> FEF B

AREERE R A THRAR -

2001 Jan 03 14:18:43 %SYS-4-P2_WARN: 1/Host 00:00:0c:14:9d:08
is flapping between port 2/4 and port 2/3

Feb 4 07:17:44 AST: %SW_MATM-4-MACFLAP_NOTIF: Host 0050.56a9.1f28 in vlan 1027 is flapping between port Tel/0/7 and port Te2/0/2



FECatalystRR MR | RIAMIRE THMACH I | MR FMMACHUFE15F AR EIRIX |, Bt/
B85, TENERISTPRE., RNBSEREREXTIHNHIWN 158 |, SIEERD STP EE
VB, MREHAMEEZEZEN MAC (LitB B2 HSRP E# MAC {uit , AIRERTEER
. M{E HSRP BB HESHIEA T active ARRE,

WREFE MAC it 2 HSRP E# MAC it , RIFETRER AERTHH S HREE, 58
R, ELBBEMRAATESER HSRP BE. MAC Uit BBNEERRAREXHEERE
g. o %o

SRR IRAER  BRERUTSER

N EE A BERATRM Catalyst3 B R B HSRP HUE HE B 5645 7R B0 68,

1. HIE EH MAC fuatiy EREOR (EEE ) .

2. BB T EEME B EMMACH I SRITRRYIE,

3. FL#&E1E VLAN L) STP #hi , YREREH STP ME,
4. BB EEHIRBIBEHEEE,

1. FERMNERBBEABTREER M MAC Uit HRBBNERALE. EREAE
BERENEHFEMEER.

ROIDAHE | SEETBIAFHSRP (ETHSRPH IR HRERERPBEZLAERRE
)

EREHEH AN , EENZERENaEIHEREBEFNASR CBEATRNEKE. tERa
MERERHSRPELIEFHEHSRPEHA BEEEFMIENHER | HSRPHEHSRPEE A& B e
M. EXBRES , EERENHORETRSERB SN TIHERERZH. I, TRERD
ZEARIE (MLS) HE ., RF[HENEBRHANAMAERBZHALER  RERERNENERE
ZHt. RMEBZAZAEE , ERRAAKREBN MAC (IutHIEE, KITATEPEHER , BA

HEEREERX, BR  RTARETERNTIHERE FHENANONZH. ERRMFRT IEHBE
BRENITA , UARAMTESEFERERZH’,

IE ¥ T B% FH AV IEAR 245
- BEWERERHIZH
- RAOMEMN MLS 1BEB
- ERRERDEREIMERE TR IENILIEFH

- A L2 EHEEREIE (HINARF[ATE FERR. Web IREVEEMPEERME ) 0T RRLE
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#3512 $E Cisco LocalDirector 1 Cisco Cache Engine.

- ERZEEBEFNENGRIAREAENERIMNTHEL L  HEEIER



N e BHEFWERARPRELE(LEE2MENS, TRERR LIS (CAM) BE Y
ERREEBEAT IS, WASHS  THTAENARPE(CEBL TES, B2 , ARl

ARPZ LB B RE A4/ o

LTEXRRATEMERBE, REHFSHE Catalyst 6500 , FERIRBELHMEZBRIEBRIAER
(MSFC), ERLLEHIERAN R MSFC , BiE 2 W LAE AT HEFRAE MSFC, EAILAERBN
#1538 B IR B RIS AR AE (RSM). Gigabit X#EK 8 (GSR) # Cisco 7500, e EEE
RBIRMEE FAEEE, JBBBBPRIEEE , MHPEEEAR VLAN 1 f VLAN 2 R E,

Catalyst 6500

Host A

10.1.1.10
0000 000 0001

LA & 7 B 218 MSF #9 show standby ar B4 &E,

MSFC1

interface Vlan 1

mac-address 0003.6bf1l.2a01

ip address 10.1.1.2 255.255.255.0
no ip redirects

standby 1 ip 10.1.1.1

standby 1 priority 110

interface Vlan 2

mac-address 0003.6bf1l.2a01

ip address 10.1.2.2 255.255.255.0
no ip redirects

standby 2 ip 10.1.2.1

MSFCl#show standby

Vlanl - Group 1

Local state is Active, priority 110

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.696

Hot standby IP address is 10.1.1.1 configured

1M

Catalyst 6500

VLAN 2

Host B

10.1.2.10
0000 0c00 0002



Active router is local

Standby router is 10.1.1.3 expires in 00:00:07
Standby virtual mac address is 0000.0c07.ac01
2 state changes, last state change 00:20:40
V1an2 - Group 2

Local state is Standby, priority 100

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.776

Hot standby IP address is 10.1.2.1 configured
Active router is 10.1.2.3 expires in 00:00:09, priority 110
Standby router is Tocal

4 state changes, last state change 00:00:51
MSFCl#exit

Console> (enable)

MSFC2

interface Vlan 1

mac-address 0003.6bf1.2a02

ip address 10.1.1.3 255.255.255.0
no ip redirects

standby 1 ip 10.1.1.1

interface Vlan 2

mac-address 0003.6bf1.2a02

ip address 10.1.2.3 255.255.255.0
no ip redirects

standby 2 ip 10.1.2.1

standby 2 priority 110

MSFC2#show standby

Vlanl - Group 1

Local state is Standby, priority 100

Hellotime 3 holdtime 10

Next hello sent in 00:00:01.242

Hot standby IP address is 10.1.1.1 configured
Active router is 10.1.1.2 expires in 00:00:09, priority 110
Standby router is Tocal

7 state changes, last state change 00:01:17
V1an2 - Group 2

Local state is Active, priority 110

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.924

Hot standby IP address is 10.1.2.1 configured
Active router is local

Standby router is 10.1.2.2 expires in 00:00:09
Standby virtual mac address is 0000.0c07.ac02
2 state changes, Tast state change 00:40:08
MSFC2#exit

% EZ  EMSFC1L |, VLAN 1EEHSRP activedh&E |, I HVLAN 2EEFAHSRP standby R EE,
£ MSFC2 £ , VLAN 2 B/ HSRP active AkBE , VLAN 1 IRJAHSRP standby iRRE, B{EE
BAOTERFESN RS BNEW IP i,



1. —BAtR , FFEREERR =M. # A fEH MSFC1 fEAHTERRFE

(&) Ping 2 BI#Y ARP #1 MAC fu it &R

E, £# B A MSFC2,

A | ATHES 1 MAC {utit® | MSFC1 | MSFC2 | #0#i28 2 MAC {usit® | =# B
ARP %% MAC VLAN &g ARP & | ARP & MAC VLAN E#ZiE |ARP &

0003.6bf1.2a01 1 15/1

0003.6bf1.2a02 1 15/1

0003.6bf1.2a01 2 15/1

0003.6bf1.2a02 2 15/1

0000.0c07.ac01 1 15/1

0000.0c07.ac01 1 1/1

0000.0c07.ac02 2 1/1

0000.0c07.ac02 2 15/1

0003.6bf1.2a02 1 1/1

0003.6bf1.2a01 1 1/1

0003.6bf1.2a02 2 1/1

0003.6bf1.2a01 2 1/1

N B AEZEDR | BRKEEHSRPESwitch 1 MACHEH FIMACHE 4874 2 75 I 2
SRR E R,

2. E# Aping TH B, TREIEH A F1X ICMP T, RASATHEAEZEERHN VLAN
L, HER A ﬁ’%ﬁﬁ R SEH B HEGEAIHEARFE, AT7TEXBERE , TH

AM\’EE ARP , FBef#AT TR BE MAC i3t 10.1.1.1,

FH A BTRERREESE ARP 21 ARP Ml MAC {uiit&

THa3g 2 Ti#p
. LIS 1 MAC fitE MSFC2 | MAC fiiit 5
ERAARP R " AC VIAN iz | MSFCTARP R |\ ob % | MAC VLAN A;P
EIEIE
10111 - 101110 -
0000.0c07.ac01  |°000-0€00.00011:271}4444 400 0001

3. MSFC1 B E R a , EBEXERE , REREZENTERTTHMB, ATEEEHE
, MSFC1[a] E#BEiX 7 —BARPFER , AT HENAEENE 2. MSFC2 & R E Lt

u.b;qﬂaﬁﬁﬂﬁfa MSFC1 W B|E# B #) ARP BB K MAXRB[HSEME T B 1HE3
B SRR IEIZ IR,
FHEASHSEETTERFE , MMSFC1EEFT#BIARPZ# , 2 HIEARPHIMACHI IR
RH#EEE 1 MAC MSEC2 RHEE 2 MAC
T AARP & | {uiit® MAC |MSFC1ARP % ARP % fI3t&{ MAC | # B ARP &
VLAN EiziE8 VLAN E#i8
10.1.1.1 ; 0000.0c00.0001 {10.1.1.10 : 0000.0c00.0002 {10.1.2.2 :

0000.0c07.ac01

12/1

0000.0c00.0001

22/1

0003.6bf1.2a01

0000.0c00.0002
21/

10.1.2.10 :
0000.0c00.0002

4. THBEIBMSFC1KREIRE T HAN M EH T, THBREMLAD ETHABEEE

o HAREH

ANRAEHVLANAH | FHBEBHEFERMBEAMSFC2ERES, ATER MSFCZEﬁﬁﬂ’F}
, THBNESHTERMARIPHUE10.1.2.1FIXARP,



B WHFEREEEIE ARP 2#& 1 ARP 1l MAC fyit&

FH AARP &

#1881 MAC
{3ikR MAC
VLAN E#zie

MSFC1 ARP &

MSFC2 ARP &

R#aES 2 MAC
{73k FR MAC
VLAN E#zig

FH# B ARP &

10.1.1.1 :
0000.0c07.ac01

0000.0c00.0001
12/1

10.1.1.10 :
0000.0c00.0001

10.1.2.10
0000.0c00.0002

0000.0c00.0002
2 2/1

10.1.2.2
(0003.6bf1.2a01

0000.0c00.0002
21/

10.1.2.10 :
0000.0c00.0001

10.1.2.1
(0000.0c07.ac0z

5. THBREKDEREERNTERIIMSFC2, MSFC2/E EHABIEARPHER , RATERE
FREIVLAN 1, 3T#ugofF A FHWBHIMACHEIHIE FE HEMACHEIE R,

T ARIEEHZ 2R ARP Ml MAC itk

88 1 MAC #2882 MAC {1
TH# AARP & {31t &R MAC |MSFC1 ARP & |MSFC2 ARP % |i#t%& MAC VLAN| T# B
VLAN EiEi8 EEE
10.1.1.1 : 0000.0c00.0001{10.1.1.10 : 10.1.2.10 0000.0c00.0002 {10.1.2.2
0000.0c07.ac01 12/1 0000.0c00.0001{0000.0c00.0002[2 2/1 0003.6k
0000.0c00.0002(10.1.2.10 : 10.1.1.10 0000.0c00.00001{10.1.2.1
10.1.4 '3'0003'6bf1'2a02 1/1 0000.0c00.0001({0000.0c00.0001(1 1/1 (0000.0

6. IEEIBSIETH A, RILRET Ko

SFAEMEBENERR

EEE T A TH ping T# B 1B
[ MSFC2 EAEELEE , AtERIEHBIEHARRE, B AN EBIEMACHIE—ERE
BBEIBREMSFC1HIARPHE R, ERFAFHBFEAMSFC2EAHTERME , EFE28HaE
EEIMSFC1 , At b A EEIEEISwitch 1. HRFERER TARPER A4/) K , FRBM1SETE
RS ERFETMBIIMACHEIE B/, R|E R D ERFEETHAENL, Eitb , RRET 1 HEK

EREEEH B BNt MAC HESRATHERERE, RNFSKREFTHABENHEAETHSB
WEBZRBIFTEEREE, kA, BRKEES 1 FRE MAC (vutIBEE F# B , FTUAtRE MLS 18

Bo

FH A EE Ping T B 5 HEEZ %K ARP Fl MAC fik&k

At , T A E@ MSFC1 BxEIEHT , THB AR

B 1 MAC RS 2 MAC
TH#E A ARP & fi#it& MAC |[MSFC1 ARP &|MSFC2 ARP %&| fuiit#k MAC | =#4 B ARP %
VLAN EiEZi8 VLAN EiZi8
10.1.1.1 : 0000.0c00.0001{10.1.1.10 : 10.1.2.10 0000.0c00.0002(10.1.2.2 :
0000.0c07.ac01 1 2/1 0000.0c00.0001({0000.0c00.0002(2 2/1 0003.6bf1.2a0
10.1.2.10 : 10.1.1.10 10.1.2.1 ;
10.1.1.3:0003.6bf1.2a0 0000.0c00.0001{0000.0c00.0001 0000.0c07.ac0

KETHBHEERESER AR T#2 FFTHANMACHIHEE Bz R BEAEIRE, T#BS
ClfEE BEI*XZIMSFC2 , MSFC2EBR B EIEVLAN 1 EigHIXH, KBBEBHMACILERPERE



ERETHA XA HARVLAN 1NEESEZEHE,

FHBIRHBETSRENER. ER  FFHBRATRSERESHERERZHAN MLS IREIE
Ko R-EHEEESEALUREERTR

- BREREIR LK MAC BREFFEFRAES 14,400 ¥ ( T/ K ) RER,

- EERHEBR LN ARP RIFS2EASTSHE (3008 )

- #% MAC R ARP REREEE A HERNRKE.,
BRRIFHNFERKE MAC RERBEESR 14,400 B, AT 2AERER .

- Cisco IOSE B8 :

mac address-table aging-time <seconds> vlan <vlan_id>

G| 5E#6 - HSRPERIPH U IRE A FRBERIIPHb1E
RAERBBPERZEEMEE VLAN BRIEER , 3 STANDBY-3-DIFFVIPL $HERFA B,

MBHBWEINERALE , MARAERRBRDEBIZOBE ML VLAN BBFE , BRATSBUE
REGER -

1. BEERIERIRE R 2 BRANRE,
RBLERIE E AR, BEAIATHER
a. SEEHFAEIE S — PR RER B A AR B R R =R
b. £ #EHF AR 1¥ 2% F 85 B 55 — SP SRR AV R 1
2. ERIRE ENSMRME , WinEEiREIR 2 BT L ERANERERE,

P WH#H7 - HSRPEHZ £IE FRIMACER

EERERMA HSRP BB HSRM RMEERE FREERBELRR , FEN MAC ER , RALE
EEZENELBEEHERNEZES MAC ult, ATHA-EFREEREEEE T BREERER .

« BBEABENRE MAC Uit imAfitR , BE MAC it RE#ut R PR E R FIZIT
Mo

« #E—@ VLAN FHEBAZEMTEH L AEIES —BAx2 M E L BAHREN i,

MRTAR , ERRERERGEIHMBNEEREREAMEL TR , femBHEmRH
) HSRP AREEFAE..

B FE 4 1

- HEEXMHEF LM standby use-bia i T, ERERHFEHRMEA HSRP AVBRERAU , MARE
# MAC {3t



o EEBFTIEA HSRP 2 HSN RN EEE HEAEEEBER,
ZHITFEH © %interfaceE B E LT EZ A
MRENMELEEY T ZE HSRP B , MEWBILTHRAL

%Interface hardware cannot support multiple groups

AU EREIERIALE  RRAREEANDMB[EEERS, T MBS E2HELTRERE
BRI, BBEAER , 5@ HSRP #AASE N E L FEH — BN MAC it , Fitt 2 K8 MAC
B MAZEZEARER{ MAC i1t , F8ERAA %18 HSRP &8,

f# R EREM standby use-bia STHEREG T, ZBTEEANTEMNREMAL BIA) EFARESR
MAC {uiit , AR FLERN MAC ik,

HEBRCatalyst R i H FIHSRPH FE

A. B3 HSRP FgHES#HAE

1. RN — B A IP fizst

BEBEE HSRP MABUSENA LN TEBREHEM—1 1P i, i FRBSENEY

REBAGEER o BERERBSB/AMEM B AIAREE |, FBEH show ip interface brief i5 5. LA
TR -

Router_1#show ip interface brief

Interface IP-Address  OK? Method Status Protocol
Vlianl 192.168.1.1 YES manua up up
Vlan10 192.168.10.1 YES manua up up
Vlianll 192.168.11.1 YES manua up up

Router_2#show ip interface brief

Interface IP-Address  OK? Method Status Protocol
Vianl 192.168.1.2 YES manua up up
Vlan10 192.168.10.2 YES manua up up
Vianll 192.168.11.2 YESmanua up up

2. B4 1F% (HSRP) IP it MSHmEEEE

ERREFTEREM 580 (HSRP) IP Uit MF B ERIE R T ESESHE HSRP WIEHESHA, FoiA
= HSRP ey it FAERFEE | WAERE S HSRP B, show standby Sn S EF#EREA T B ENEH
S BMARNSS P IutiERE, UT 24 :



Router_1#show standby
Vlan10 - Group 110
Stateis Active
2 state changes, last state change 00:01:34
Virtual |P addressis 192.168.10.100
Active virtual MAC addressis 0000.0c07.ac6e (MAC In Use)
Local virtual MAC addressis 0000.0c07.ac6e (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.144 secs
Preemption enabled
Activerouter islocal
Standby router is 192.168.10.2, priority 109 (expiresin 10.784 sec)
Priority 110 (configured 110)
Group nameis "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanll - Group 111
Stateis Active
2 state changes, last state change 00:00:27
Virtual 1P addressis 192.168.11.100
Active virtual MAC address is 0000.0c07.ac6f (MAC In Use)
Local virtual MAC address is 0000.0c07.ac6f (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.096 secs
Preemption enabled
Activerouter islocal
Standby router is 192.168.11.2, priority 109 (expiresin 8.944 sec)
Priority 110 (configured 110)
Group nameis"hsrp-VI111-111" (default)
FLAGS: 0/1

Router_2#show standby
Vlan10 - Group 110
State is Standby
1 state change, last state change 00:03:15
Virtual |P addressis 192.168.10.100
Active virtual MAC address is 0000.0c07.ac6e (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac6e (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.088 secs
Preemption disabled
Activerouter is 192.168.10.1, priority 110 (expiresin 11.584 sec)
Standby router islocal
Priority 109 (configured 109)
Group nameis "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanll - Group 111
State is Standby
1 state change, last state change 00:02:53
Virtual |P addressis 192.168.11.100
Active virtual MAC address is 0000.0c07.ac6f (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac6f (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.352 secs
Preemption disabled
Active router is192.168.11.1, priority 110 (expiresin 9.120 sec)
Standby router is local
Priority 109 (configured 109)
Group nameis "hsrp-VI111-111" (default)
FLAGS: 0/1



3. BREEENEN S (HSRP) IP it RERE

BB (HSRP) IP it ERESENE LEREN IP it FEE, show standby S 2RFUE
T RESE, UT2EH)

Router_1#show standby
Vlan10 - Group 110
Stateis Active
2 state changes, last state change 00:01:34
Virtual |P addressis 192.168.10.100
Active virtual MAC address is 0000.0c07.ac6e (MAC In Usg)
Local virtual MAC address is 0000.0c07.ac6e (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.144 secs
Preemption enabled
Active router islocal
Standby router is 192.168.10.2, priority 109 (expiresin 10.784 sec)
Priority 110 (configured 110)
Group nameis "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanil - Group 111
Stateis Active
2 state changes, last state change 00:00:27
Virtual |P addressis 192.168.11.100
Active virtual MAC address is 0000.0c07.ac6f (MAC In Use)
Local virtual MAC addressis 0000.0c07.ac6f (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.096 secs
Preemption enabled
Active router islocal
Standby router is 192.168.11.2, priority 109 (expiresin 8.944 sec)
Priority 110 (configured 110)
Group nameis "hsrp-VI111-111" (default)
FLAGS: 0/1

Router_2#show standby
Vlan10 - Group 110
State is Standby
1 state change, last state change 00:03:15
Virtual |P addressis 192.168.10.100
Active virtual MAC address is 0000.0c07.ac6e (MAC Not In Use)
Local virtual MAC addressis 0000.0c07.ac6e (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.088 secs
Preemption disabled
Active router is192.168.10.1, priority 110 (expiresin 11.584 sec)
Standby router islocal
Priority 109 (configured 109)
Group nameis "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanll - Group 111
State is Standby
1 state change, last state change 00:02:53
Virtual 1P addressis 192.168.11.100



Active virtual MAC address is 0000.0c07.ac6f (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac6f (v1 default)

Hello time 3 sec, hold time 10 sec
Next hello sent in 2.352 secs

Preemption disabled

Activerouter is 192.168.11.1, priority 110 (expiresin 9.120 sec)

Standby router is local

Priority 109 (configured 109)

Group nameis"hsrp-VI111-111" (default)

FLAGS: 0/1

4 S EAEAM use-bia i

BRIEEBUIRNE LERE T HSRP , BRIRBEESSHEN T A standby use-bia v H, v TES

REBHBEAEBIA, MA=2 HSRP BEMESR HSRP MAC {uiit, EREBIRBE £, mRRIFER
F1E# (SRB) EEFEAY |, standby use-bia ti SR E LFFFTVIERA P B E A Gratuitous ARP
REFMEMEAEFML (RIF) REL, B2 , WIFMEEHMEHEEREN EREIE Gratuitous ARP,

standby use-bia i T B —EBEREMBNAE ARP, FHEHSELHRENE 2 ERPREARSEAN

BEXRHRIE ARP EHRE,

5. MR FEUEEMARE

Eﬁ%’&ﬁﬁﬁ HSRP H1E % LR ENFEUEETSBREE N E LRENEM HSRP uit, Ef8m

, B2 BRFE A 2R 8 FHEE% (224.0.0.2) J:E’JFEEE%EH%E%ﬁumEE’J ZEEEMU, A R
E E’Jiﬂﬂ,?% HSRP E#%E 1985 ¥y UDP REREZIBE, HSRP SFE AU EZRETHEHZ
EEi% hello 3, &4 show access-lists i TEARESE |, UL #RIEHE LRENFIURE,
AT —2EH

Router_l#show access-1ists
Standard IP access list 77
deny 10.19.0.0, wildcard bits 0.0.255.255
permit any
Extended IP access 1ist 144
deny pim 238.0.10.0 0.0.0.255 any
permit ip any any (58 matches)

B. 587 Catalyst (RIEZ K BEM P AERERE
1. REPERAERE

R E A R AR SERR HSRP BE 2R , AR IR HBR NI MRS LAV RIRIERE, R REREAY P
wRE

- R



 desirable

- B8

* off

- nonegotiate
BREMREPEEEARTRAMENPERST %,

REHHEAR HSRP RBIER; | SEHXIRARBIIRBREIREA desirable #ARE, BLIBRE T LAFREE IR ERIE
BRECREMEY PERNBE, F8KmEETEIRRFARLRES nonegotiate , A KZ# Cisco
I0S B HBF/AERBIERS

HHIEEE 802.1Q (dot1q)F#EER , RPEMKEEHRESFEAMEBNARAVLANTEE, AR
BENERAERTEEREFELE VLAN , Fib R4 VLAN HRETHASEINTHATN VLAN EREER
o BB, BREFEPESGEDRTEAREIEMHE LREM VLAN | SERFE VLAN REEE , BEREK
88 CE AR 2 E IR/ STP #RAE, 2 Hshow interfaces <interface> trunk@n 5 A EEVE R EAKN
RiEBE, LT

L2Switch_1#show interfaces gigabitEthernet1/0/13 trunk Port Mode Encapsulation Status Native vian Gi1/0/13 on 802.1q trunking 1 Port Vlans allowed o
Router_1#show interfaces gigabitEthernet1/0/1 trunk Port Mode Encapsulation Status Native vlan Gi1/0/1 on 802.1q trunking 1 Port Vlans allowed on trur

2. RBRECNBE (EREREEE ) HRE

MRERERBEERER HSRP Bz  FRERASRSNATRBZ LN ABERE, AREED
H-IRmRER BRI MR ERIRRE, 5w UERATEA—ERR

- R
- desirable
- B
BREXREL T , NEFR2EREBEBHKE !

Router_1#show etherchannel summary
Flags: D - down P - bundled in port-channel
| - stand-alone s - suspended
H - Hot-standby (LACP only)
R-Layer3 S-Layer2
U-inuse f-failedto allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port



A - formed by Auto LAG

Number of channel-groupsin use: 0

Number of aggregators: 0

Group Port-channel Protocol Ports
------ + + +

Router_1#

Router_2#show etherchannel summary
Flags: D - down P - bundled in port-channel
| - stand-alone s - suspended
H - Hot-standby (LACP only)
R-Layer3 S-Layer2
U-inuse f-failedto allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port

A - formed by Auto LAG
Number of channel-groupsin use: 0
Number of aggregators: 0

Group Port-channel Protocol Ports

+. + +.
1 t 1

Router_2#

3. MERHMMACH 1 B B &

BERMmEE FEBRFHE MAC (Lt RIEH , LAME HSRP BHESAM HSRP E# MAC {uit FEkE
BIA. B§EHEF LAY show standby i SRR MEEE MAC {itit, show interface T T ERHER
BIA. AT REHEH :

Router_1#show standby
Vlan10 - Group 110
Stateis Active
2 state changes, last state change 00:37:03
Virtual 1P addressis 192.168.10.100
Active virtual MAC addressis 0000.0c07.ac6e (MAC In Usg)
Local virtual MAC addressis 0000.0c07.ac6e (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.768 secs
Preemption enabled
Activerouter islocal
Standby router is 192.168.10.2, priority 109 (expiresin 10.368 sec)
Priority 110 (configured 110)



Group nameis "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanil - Group 111
Stateis Active
2 state changes, last state change 00:35:56
Virtual |P addressis 192.168.11.100
Active virtual MAC addressis 0000.0c07.ac6f (MAC In Use)
Local virtual MAC addressis 0000.0c07.ac6f (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.472 secs
Preemption enabled
Activerouter islocal
Standby router is192.168.11.2, priority 109 (expiresin 8.336 sec)
Priority 110 (configured 110)
Group nameis "hsrp-VI111-111" (default)
FLAGS: 0/1

Router 1#show interfaces vlian 10
Vlan10 is up, line protocol isup , Autostate Enabled
Hardwareis Ethernet SVI, address is d4e8.801f.4846 (bia d4e8.801f.4846)
Internet addressis 192.168.10.1/24
MTU 1500 bytes, BW 1000000 Khit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive not supported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:00:01, output hang never
Last clearing of "show interface” counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
QOutput queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
9258 packets input, 803066 bytes, 0 no buffer
Received 0 broadcasts (O | P multicasts)
0 runts, 0 giants, O throttles
O input errors, 0 CRC, 0 frame, 0 overrun, O ignored
3034 packets output, 368908 bytes, 0 underruns
Output O broadcasts (0 1P multicasts)
0 output errors, 2 interface resets
0 unknown protocol drops
0 output buffer failures, 0 output buffers swapped out

L2Switch_1#show mac address-table address 0000.0c07.ac6e
Mac Address Table

Vlan MacAddress Type Ports

10 0000.0c07.ac6e  DYNAMIC Gi1/0/13
Total Mac Addresses for this criterion: 1

L2Switch_1#show mac address-table address 0000.0c07.ac6f
Mac Address Table

Vlan MacAddress  Type Ports

11 0000.0c07.ac6f DYNAMIC Gi1/0/13




Total Mac Addresses for thiscriterion: 1

AR ARE CAM REFEE , BLHERBERENEE., WRZBEENS STP BIAMEEFRENE
(FERERA15Y ) , AP EAIEEH STPEE. LT R H# e

L2Switch_1#show mac address-table aging-time vlan 10
Global Aging Time: 300
Vlan Aging Time

10 300

L2Switch_1#show mac address-table aging-time vlan 11
Global Aging Time: 300
Vlan Aging Time

11 300

C. REEBRREER

MR HSRP F#EHAMN L ERAFERERAT , IELEASTERFEREM HSRP HEH R
hello #3, BERERESES ¥T%%EZF‘EJE’JMLE,WH-:%§1§J£ RmEBEREER. SEHER®
HSRP B , FEE X EE HSRP HER 2 BN BEESRM IP ER., W show standby a7 AT B
RER, AT 26

Router_1#show standby
Vlan10 - Group 110
Stateis Active
2 state changes, last state change 00:54:03
Virtual 1P addressis 192.168.10.100
Active virtual MAC addressis 0000.0c07.ac6e (MAC In Use)
Local virtual MAC addressis 0000.0c07.ac6e (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.848 secs
Preemption enabled
Activerouter islocal
Standby router is unknown
Priority 110 (configured 110)
Group nameis "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanll - Group 111
Stateis Active
2 state changes, last state change 00:52:56
Virtual 1P addressis 192.168.11.100
Active virtual MAC address is 0000.0c07.ac6f (MAC In Use)
Local virtual MAC address is 0000.0c07.ac6f (v1 default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.512 secs
Preemption enabled
Activerouter islocal



Standby router is unknown

Priority 110 (configured 110)

Group nameis "hsrp-V111-111" (default)
FLAGS: 0/1

Router_2#show standby
Vlan10 - Group 110
State is Init (interface down)
2 state changes, last state change 00:00:42
Virtual IP addressis 192.168.10.100
Active virtual MAC addressis unknown (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac6e (v1 default)
Hello time 3 sec, hold time 10 sec
Preemption disabled
Active router is unknown
Standby router is unknown
Priority 109 (configured 109)
Group nameis "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanll - Group 111
StateisInit (interface down)
2 state changes, last state change 00:00:36
Virtual |P addressis 192.168.11.100
Active virtual MAC addressis unknown (MAC Not In Use)
Local virtual MAC addressis 0000.0c07.ac6f (v1 default)
Hello time 3 sec, hold time 10 sec
Preemption disabled
Active router is unknown
Standby router is unknown
Priority 109 (configured 109)
Group nameis"hsrp-VI111-111" (default)
FLAGS: 0/1

BENH. BEAMBCSRE HSRP WNMEHRBHEER up/up RE , MU TEHIFIR

Router_1#show ip interface brief

Interface IP-Address  OK? Method Status Protocol
Vianl 192.168.1.1 YES manua up up
Vlan10 192.168.10.1 YES manua up up
Vianll 192.168.11.1 YES manua up up

Router_2#show ip interface brief

Interface IP-Address  OK? Method Status Protocol
Vlanl 192.168.1.2 YES manua up up

Vlan10 192.168.10.2 YES manua administratively down down
Vlanll 192.168.11.2 YES manua administratively down down

WREANEHEBRREESNENA down/down , R HR LEABEER | WEH no shutdown
NEBESRT. UT2EH :



Router_2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router_2(config)#interface vlan 10

Router_2(config-if)#no shutdown

Router_2(config-if)#end

Router_2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router_2(config)#interface vian 11

Router_2(config-if)#no shutdown

Router_2(config-if)#end

Router_2#show ip interface brief

Interface IP-Address  OK? Method Status Protocol
Vianl 192.168.1.2 YES manua up up
Vlan10 192.168.10.2 YES manua up down
Vianll 192.168.11.2 YES manua up up

ﬂu%ﬁﬁﬂﬁjjl\ﬁﬁ down/down EE up/down %*ﬁﬁ%ﬂﬁl'j\%?ﬁ%éﬁ’ffﬁﬂﬁ%gﬁﬂo ¥‘Tﬁ‘$u
Cisco 10S i A E BRI AHET |, TEER uwp/dom BERTEERUTAL :

%LINK-3-UPDOWN: Interface "interface", changed state to up
%LINK-3-UPDOWN: Interface "interface", changed state to down

Router_1l#show log

3d04h: %STANDBY-6-STATECHANGE: Standby: 0: VlanlO state Active-> Speak

3d04h: %LINK-5-CHANGED: Interface VlanlO, changed state to down

3d04h: %LINEPROTO-5-UPDOWN: Line protocol on Interface V1anl0O, changed state to down

BE HSRP HEM C BMVERE, BN EARESFIEBEE, REREMASEBRIRZRE
MER? REAEMNMTEHERBEXRER ? REEAT ERNEREE ? REMHRSHEMER
, ML EHIFT R

Router_2#show interface vian 10
Vlan10 is down, line protocoal is down , Autostate Enabled
Hardware is Ethernet SVI, address is 1880.90d8.5946 (bia 1880.90d8.5946)
Internet addressis 192.168.10.2/24
MTU 1500 bytes, BW 1000000 Khit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive not supported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:10, output 00:00:08, output hang never
Last clearing of "show interface”" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec



1243 packets input, 87214 bytes, 0 no buffer
Received 0 broadcasts (0 | P multicasts)

0 runts, 0 giants, O throttles

O input errors, 0 CRC, 0 frame, 0 overrun, O ignored
23 packets output, 1628 bytes, 0 underruns

Output 0 broadcasts (0 1P multicasts)

0 output errors, 2 interface resets

0 unknown protocol drops

0 output buffer failures, 0 output buffers swapped out

2. BB ENERIRIHR

REXMBERBEFSENHMER, BHUTHTERESE L
» show logging
- show interfaces <interface>5t 825

» show interfaces <interface> status

ELRTAEMEHERRBENEMRECHANERR D REBE,

e

FIEHE up/down BVIER , A THAEREEMN :

L2Switch_1#show logging
Syslog logging: enabled (0 messages dropped, 5 messages rate-limited, O flushes, 0 overruns, xml disabled, filtering disabled)

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: level informational, 319 messages logged, xml disabled,
filtering disabled

Monitor logging: level debugging, 0 messages logged, xml disabled,
filtering disabled

Buffer logging: level debugging, 467 messages |logged, xml disabled,
filtering disabled

Exception Logging: size (4096 bytes)

Count and timestamp logging messages: disabled

Filelogging: disabled

Persistent logging: disabled

No active filter modules.

Trap logging: level informational, 327 message lines logged
Logging Source-Interface:  VRF Name:

Log Buffer (10000 bytes):
*Jul 26 17:52:07.526: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/13, changed state to up
*Jul 26 17:52:09.747: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/13, changed state to down



*Jul 26 17:57:11.716: %SPANTREE-7-RECV_1Q_NON_TRUNK: Received 802.1Q BPDU on non trunk GigabitEthernet1/0/16 VLAN307.
*Jul 26 17:57:11.716: %SPANTREE-7-BLOCK_PORT_TY PE: Blocking GigabitEthernet1/0/16 on VLANO307. Inconsistent port type.

*Jul 26 17:57:13.583: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/16, changed state to up

*Jul 26 17:57:16.237: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/16, changed state to down

*Jul 26 18:02:16.481: %SPANTREE-7-RECV_1Q_NON_TRUNK: Received 802.1Q BPDU on non trunk GigabitEthernet1/0/16 VLAN307.
*Jul 26 18:02:16.481: %SPANTREE-7-BLOCK_PORT_TY PE: Blocking GigabitEthernet1/0/16 on VLANO307. Inconsistent port type.

*Jul 26 18:02:18.367: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/16, changed state to up

*Jul 26 18:02:20.561: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/16, changed state to down

2% Hshow interfaces <interface> statusin S A BN —RETR N . LT 2EH :

L2Switch_1#show interfaces gigabitEthernet 1/0/13 status

Port  Name Status  Vlan  Duplex Speed Type
Gil/0/13 connected trunk  a-full 1000 10/100/1000BaseT X

jl\ﬁﬂﬁﬁ&%%connected‘ notconnectiﬁ%errdisab]e ? ﬂﬂ%ﬂﬁﬁf’# ™ notconnect , %mﬁmﬁﬁmﬁﬁiiﬁ
HEEA. BEREFERT EHENEBR, WRARREAS errdisable , BB HBFIREAEBRZHERR,
BRFAET , 2B 1%{ECisco IOSF & LM Erdisable3EAREE

SIS R R S A VLAN BRER ? FEEERN 5 — it 2 AR VLAN BRE, MRER
ERPRER , BFRADRERNMIRERIAEREN VLAN,

BREMETHRSM? MRZERES a-, MAREZERERABISEENET, T8, B
FEECTHALAREAR, HRELNEENE THE  EFMKNRESEENT. MR —ERR
RERERTEABDRY , EENE —HEXAREREBRYE, IR -—HEAGRBABEEE
MET S - imt B EARARA RS, MRF-wmETEBXIME —wEKAEX RS , AlgF
g B B SRR

TL
X

<#root>

L2Switch_1#show interfaces gi1/0/13 counters errors Port Align-Err FCS-Err Xmit-Err Rev-Err UnderSize OutDiscards Gi1/0/13
0000O0O0
Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen Runts Gil/0/13

0o00O0O0O

REBRD Align-Err. FCS-Err B Runts ? EERRNERBENEREE AN EERE TTHEA,
ARERERRNEENE TRE , UiHEEELHER,

B show mac W R U RFEFRERBTEEFEEARE, nFMouwFIERERSEE LIEWF S E#%E
. SRBRANEBNENCHE, KINTESSEETREZOHIEIRESIEX , URELHETRER
ﬁiﬁﬂ\%iﬁ%ﬂ’g_%ﬁﬁo Lrn-Discrd, In-Lost 0 out-Lost §§+§®%ETE$EW%EEEJ£§R%§E’\J
HEgE,


https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html

L2Sw1i tch_1#show interfaces gi1/0/13 counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gi1/0/13 304933333 1180453 1082538 14978

Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
Gil/0/13 282752538 276716 824562 588960

3. BT IP EAR

% IPEMR, B HBERIRKHSRPEE R HIP ping, EXEERBEREMETFMHERIEX
o MEFRH ping REETE enable A TEH. AT R a8 HEF -

Router_1#show run interface vlan 10
Building configuration...

Current configuration : 141 bytes

1

interface VIan10

ip address 192.168.10.1 255.255.255.0
standby 110 ip 192.168.10.100
standby 110 priority 110

standby 110 preempt

end

Router_2#show run interface vlan 10
Building configuration...

Current configuration : 120 bytes

|

interface VIan10

ip address 192.168.10.2 255.255.255.0
standby 110 ip 192.168.10.100
standby 110 priority 109

end

Router_1#ping 192.168.10.2 repeat 1500
Type escape segquence to abort.

Sending 1500, 100-byte ICMP Echosto 192.168.10.2, timeout is 2 seconds:
TEREEREERE e e e e e e e e e e e e e e e e e



Successrate is 100 percent (1500/1500), round-trip min/avg/max = 1/2/9 ms

WS {E HSRP BRI EHE R ping , AHEHER KB E

4. BB OELR

REXERREE HSRP HE S cHIMNERER, HMEERIABEBEZBREEEHITRE , B
AEEBRKWIEBEEEANFERS  ISHRERER. WIEBAEDEZSE (UDLD) £

BER, REEERNMIFEHE UDLD B , T AT AEARIIEE, UDLD =8EXE7E L2 BE
, DHENEE R R EMER  URRERSEEENENEECHEL KRB, UTEhTRHES

N oEE AT EER U EEAEEUDLDYAE. BERIRRAERENTA

MRUDLDAHHA , 5 —EEBRBRBEmERNRBEEFEH AR B ECDP), A CDP 2%
—EBEAEREEREEENT:, IREZERE—IRULEIEHAMEE K FEREBECHENE
BRIMENERBERE,

Router_1#show cdp

Global CDP information:
Sending CDP packets every 60 seconds
Sending a holdtime value of 180 seconds
Sending CDPv2 advertisementsis enabled

Router_1#show cdp neighbors gi1/0/1 detail

Device ID: L2Switch_1.cisco.com
Entry address(es):

IP address: 192.168.70.1

IPv6 address; 2001:420:140E:2101::1 (global unicast)

IPv6 address. FE80::2FE:C8FF.FED3:86C7 (link-local)
Platform: cisco WS-C3650-12X48UR, Capabilities: Router Switch IGMP
Interface: GigabitEthernet1/0/1, Port ID (outgoing port): GigabitEthernet1/0/13
Holdtime: 173 sec

Version:

Cisco |0S Software [Dendi], Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.3.8, RELEASE SOFTWARE (fc3)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Wed 13-Feb-19 03:00 by mcpre


https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/10591-77.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/10591-77.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/10591-77.html

advertisement version: 2
VTP Management Domain: 'CAL Onet'
Native VLAN: 1
Duplex: full
Management address(es):
IP address: 192.168.70.1
Spare Pair PoE: Y es, Spare Pair Detection Required: No
Spare Pair PD Config: Disable, Spare Pair PSE Operational: No

Total cdp entries displayed : 1

5. HivHEE SR #HMSE

BRI
- BREMEHPEAE Z AHEER 10/100/1000Mb ¥ /£ ¥ T BB H ThE

£ Cisco 10S & FHEEiEi8{= AE s iR Ee

« SREHEMR Cisco Catalyst 3528562 NIC HUHHBMREE
« SFEYERE Cisco Catalyst 33858 NIC UM B M BB BRAE S R E 585 9
. RHHEHR S EEIB NN ERRE

D. £ 3 & HSRP &85

WMRHSRPMREEEE X , FFHEMHAR LEAHSRP debugin s ( HRAAERXT ) SUBEHSRPER
o MLE A AT EE B A T B R AR R I NEIA R LE HSRP HE. MREZBENBEMXBEVREER
, EIRELLEF. QifE U EER HSRP REEHA , URFMEA HSRP hello HaIRF.

1. fZ% HSRP {E8

f£Cisco I0SH |, ffFdebug standbyf RBUAHSRPFAR IhEE. ERERESMEERFEILEN

EE  WEARER, E5E T EHE LR HSRP B8 H 88 2 A LU & R fR 2 A8 HSRP hello

Ha. MREASSERE hello H3 , BT UHETHSRW REH hello HET , REWBRETH
a,

=fr) B
debug standby|BX A HSRP & &

AT Ran T H &

Router_1#debug standby

HSRP debugging is on

Jul 29 16:12:16.889: HSRP: VI10 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100
Jul 29 16:12:16.996: HSRP: VI11 Grp 111 Hello in 192.168.11.2 Standby pri 109 vIP 192.168.11.100
Jul 29 16:12:17.183: HSRP: VI10 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100


https://www.cisco.com/c/en/us/support/docs/lan-switching/ethernet/10561-3.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/ethernet/10561-3.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/ethernet/10561-3.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/17053-46.html#ustand
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/12027-53.html

Jul 29 16:12:17.366: HSRP: VI11 Grp 111 Hello out 192.168.11.1 Active pri 110 vIP 192.168.11.100
Jul 29 16:12:18.736: HSRP: V110 Interface adv in, Passive, active 0, passive 1, from 192.168.10.2
Jul 29 16:12:19.622: HSRP: V110 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100

2. &4 HSRP 1888 ( RIFSFWEAEMN/Z VLAN RilE H )

Cisco 10S ERE8ARAS 12.0(3) EA T EEHRY , TEERBRBNEMEFHERTEKIEIR debug standby
BEHNELE. o PSRRI A Cisco 10S BEMRA 12.0 FEANEERFER,

ko) =L
debug condition standby <interface> <group>|R i Bf#H (0-255) By HSRP &4 a5

SN FALARTHUKIE HSRP WAMAN H. Z TR HROFI256MEME. ThATFENARE
ARG, EEGAFERBENACHRERER, YERAERGHT HELETEERL,

MR TS EEHE , IGAFANE LN AREEE EHRE. NREIFE—EEOE
S, IRRETESHEREECBRSDERA L, U TRSSH LI .

Router_1#debug condition standby vlan 10 110

Condition 1 set

Router_1#

Jul 29 16:16:20.284: V110 HSRP110 Debug: Condition 1, hsrp V110 HSRP110 triggered, count 1
Router_1l#debug standby

HSRP debugging is on

Router_1#

Jul 29 16:16:44.797: HSRP: V110 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100
Jul 29 16:16:45.381: HSRP: V110 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100
Jul 29 16:16:47.231: HSRP: V110 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100
Jul 29 16:16:48.248: HSRP: V110 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100

3. s{LRY HSRP {E85

Cisco |0S EREEMRAS 12.1(1) #i18 T5R1LAY HSRP RiE. A THBIKIEREN , 58{LAY HSRP &
SFEREIREEHY hello ASMHMA , WMARBENNREER, MREEZVRBER , £HZIN
B ETIRMEER  LEARSHER,

E® =]y
debug standby FERFTA HSRP 8538, EH4NHS
debug standby errors T~ HSRP #5582
debug standby events [[all] | [hsrp | &# | track]] [detail] F’~ HSRP £
debug standby packets [[all | terse] | (B | Bi# | {REF —
resigr?]] [§¥ﬂfﬂégﬂ] el i ! ! | AT HSRP Ha
debug standby terse gzgﬁﬂﬁﬂ’gHSRPﬁ’éﬁ\ EHM

AT R an = i g8 41



Router_2#debug standby terse

HSRP:

HSRP Errors debugging ison
HSRP Events debugging is on

(protocol, neighbor, redundancy, track, ha, arp, interface)
HSRP Packets debugging is on

(Coup, Resign)
Router_2#

*Jul 29 16:49:35.416:
*Jul 29 16:49:35.416:
*Jul 29 16:49:35.416:
*Jul 29 16:49:35.416:
*Jul 29 16:49:35.417:
*Jul 29 16:49:35.417:
*Jul 29 16:49:35.417:
*Jul 29 16:49:35.418:
*Jul 29 16:49:35.418:
*Jul 29 16:49:35.418:
*Jul 29 16:49:35.419:
*Jul 29 16:49:35.420:
*Jul 29 16:49:35.421:
*Jul 29 16:49:38.422:

HSRP: V110 Grp 110 Resignin 192.168.10.1 Active pri 110 vIP 192.168.10.100
HSRP: V110 Grp 110 Standby: i/Resign rcvd (110/192.168.10.1)

HSRP: V110 Grp 110 Active router islocal, was 192.168.10.1

HSRP: V110 Nbr 192.168.10.1 no longer active for group 110 (Standby)
HSRP: VI10 Nbr 192.168.10.1 Was active or standby - start passive holddown
HSRP: VI10 Grp 110 Standby router is unknown, was local

HSRP: V110 Grp 110 Standby -> Active

%HSRP-5-STATECHANGE: Vlan10 Grp 110 state Standby -> Active
HSRP: Peer not present

HSRP: V110 Grp 110 Redundancy "hsrp-V110-110" state Standby -> Active
HSRP: V110 Grp 110 Added 192.168.10.100 to ARP (0000.0c07.ac6e)

HSRP: V110 IP Redundancy "hsrp-V110-110" standby, local -> unknown
HSRP: V110 IP Redundancy "hsrp-V110-110" update, Standby -> Active
HSRP: V110 IP Redundancy "hsrp-V110-110" update, Active -> Active

SET LAER T EA/E HSRP FE R AERBRILEREH.

BT B

debug condition interface interface BOANE RS EEE

debug condition standby <interface> <group>|EXf} HSRP &4 4 E8E

FEMEFIH | BREARRMAT —EFE AL HSRP 348 :

Rotuer_2#debug condition standby vlian 10 110

Condition 1 set

Router_2#debug condition interface gigabitEthernet 1/0/1 vlan-id 10

Condition 2 set

Router_2#debug standby
HSRP debugging is on

Router 2#

*Jul 29 16:54:12.496:
*Jul 29 16:54:15.122:
*Jul 29 16:54:17.737:
*Jul 29 16:54:18.880:
*Jul 29 16:54:20.316:
*Jul 29 16:54:20.322:
*Jul 29 16:54:20.323:
*Jul 29 16:54:20.323:
*Jul 29 16:54:20.323:
*Jul 29 16:54:20.324:
*Jul 29 16:54:20.324:
*Jul 29 16:54:20.325:
*Jul 29 16:54:20.325:
*Jul 29 16:54:20.325:

HSRP: V110 Grp 110 Hello out 192.168.10.2 Active pri 109 vIP 192.168.10.100
HSRP: V110 Grp 110 Hello out 192.168.10.2 Active pri 109 vIP 192.168.10.100
HSRP: V110 Grp 110 Hello out 192.168.10.2 Active pri 109 vIP 192.168.10.100
HSRP: V110 Nbr 192.168.10.1 is passive

HSRP: V110 Grp 110 Hello out 192.168.10.2 Active pri 109 vIP 192.168.10.100
HSRP: V110 Grp 110 Coup in 192.168.10.1 Listen pri 110 vIP 192.168.10.100
HSRP: V110 Grp 110 Active: j/Coup rcvd from higher pri router (110/192.168.10.1)
HSRP: VI10 Grp 110 Active router is 192.168.10.1, was local

HSRP: V110 Nbr 192.168.10.1 is no longer passive

HSRP: V110 Nbr 192.168.10.1 active for group 110

HSRP: V110 Grp 110 Active -> Speak

%HSRP-5-STATECHANGE: Vlan10 Grp 110 state Active -> Speak

HSRP: Peer not present

HSRP: V110 Grp 110 Redundancy "hsrp-V110-110" state Active -> Speak



*Jul 29 16:54:20.326:
*Jul 29 16:54:20.326:
*Jul 29 16:54:20.327:
*Jul 29 16:54:20.328:
*Jul 29 16:54:20.328:
*Jul 29 16:54:23.104:
*Jul 29 16:54:23.226:
*Jul 29 16:54:25.825:
*Jul 29 16:54:25.952:
*Jul 29 16:54:28.427:
*Jul 29 16:54:28.772:
*Jul 29 16:54:30.727:
*Jul 29 16:54:30.727:
*Jul 29 16:54:30.727:
*Jul 29 16:54:30.727:
*Jul 29 16:54:30.728:
*Jul 29 16:54:30.728:
*Jul 29 16:54:30.728:
*Jul 29 16:54:31.082:
*Jul 29 16:54:33.459:
*Jul 29 16:54:33.811:
*Jul 29 16:54:36.344:
*Jul 29 16:54:36.378:
*Jul 29 16:54:38.856:
*Jul 29 16:54:38.876:
*Jul 29 16:54:41.688:
*Jul 29 16:54:41.717:

HSRP: V110 Grp 110 Removed 192.168.10.100 from ARP
HSRP: V110 Grp 110 Deactivating MAC 0000.0c07.ac6e
HSRP: V110 Grp 110 Removing 0000.0c07.ac6e from MAC address filter

HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello

out 192.168.10.2 Speak pri 109 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
out 192.168.10.2 Speak pri 109 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
out 192.168.10.2 Speak pri 109 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
out 192.168.10.2 Speak pri 109 vIP 192.168.10.100

HSRP: VI10 Grp 110 Speak: d/Standby timer expired (unknown)
HSRP: V110 Grp 110 Standby router islocal

HSRP: V110 Grp 110 Speak -> Standby

%HSRP-5-STATECHANGE: Vlan10 Grp 110 state Speak -> Standby

HSRP: Peer not present

HSRP: V110 Grp 110 Redundancy "hsrp-V110-110" state Speak -> Standby

HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello
HSRP: V110 Grp 110 Hello

E. Bl s B bE g

MR PRy STP ERR4FHFBES £ HSRP WERE K]
B8 S RERE T FATIEHER, STPEBTREEHERAR., EEFEN MAC KT —H.
EEMEE , LHR HSRP, HSRP $HERFAS AI6ERE STP MM E —EIF R,

& AR VLAN LRVAEER STP fBE, ¥ B MR 28 R ARAE

FELEEHNETE
RESPEAE STP BIRER |

out 192.168.10.2 Standby pri 109 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
out 192.168.10.2 Standby pri 109 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
out 192.168.10.2 Standby pri 109 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100
out 192.168.10.2 Standby pri 109 vIP 192.168.10.100
out 192.168.10.2 Standby pri 109 vIP 192.168.10.100
in 192.168.10.1 Active pri 110 vIP 192.168.10.100

EEH. HREETERNER , &2

R, MRS L L E SR RN EHNEISRE, AREE VLAN IEECH STP H#
, Rttt EFAY=ZE VLAN ZIEEEE,

1. RRBETHIERE

REMRTPNEERIRBNEERE LM
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ET STP, e THEXMRBFLABRBESFAMENLE.
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% tHshow spanning-tree@ 3
EF. BR , MREFERAES
: Etﬁ%ﬂéli-%ﬁ o



#&Eshow spanning-treetsi H P52 T B =BT R E2ABEBEAN, ELFHRSBIFTEERSE
ERESRLRTENTIHSMER. B2, MEARRBRERTSRABBEES , B LERTIFSE
BISESMER. FTRRERGERNEENNTERNEURESEEEESINEE, LEFEREEE
$Bh IE B A SEERETEF RS X ES R AR

N g EmRERTRAGETHEE | RKAFEVLANASTP, MRIEIEHEME T A
STP , I BABrIE T, MRAARIBF[ESRFARNEMIBBE/EE—E , BRNELT
EREE , e REPE. STP ERHEFSERESIHtIEEERN, MRAMA STP EXE
WP ABTNEE  RERTARFEZEERRMNEE,

show spanning-treef T RBIBHIT -

L2Switch_1#show spanning-tree vlan 10

VLANO0010
Spanning tree enabled protocol rstp
Root ID  Priority 32778
Address  00fe.c8d3.8680
This bridge is the root
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address 00fe.c8d3.8680
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role StsCost  Prio.Nbr Type

Gi1/0/3 DesgFWD 4 1283 P2p
Gi1/0/10 DesygFWD 4 12810 P2p Edge
Givo/11 DesgFWD 4 12811 P2p
Gi1/0/13 DesgFWD 4 12813 P2p
Gilo/14 DesgFWD 4 12814 P2p
Gi1/0/15 DesgFWD 4 12815 P2p
Gi1/0/16 DesgFWD 4 12816 P2p
Gi1/0/35 DesgFWD 4 12835 P2p

L2Switch_1#show spanning-tree vian 11

VLANOO11
Spanning tree enabled protocol rstp
Root ID  Priority 32779
Address 00fe.c8d3.8680
This bridge is the root
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32779 (priority 32768 sys-id-ext 11)
Address  00fe.c8d3.8680
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role StsCost  Prio.Nbr Type



Gilo/3 Desg FWD 4 1283 P2p

Gi1/0/10 DesgFWD 4  128.10 P2p Edge
Givor11 DesgFWD4 12811 P2p
Gi1/0/13 DesgFWD 4 12813 P2p
Gil/o/14 DesgFWD 4 12814 P2p
Gi1/0/15 DesgFWD 4 12815 P2p
Gi1/0/16 DesgFWD 4 12816 P2p
Gi1/0/35 DesgFWD4 12835 P2p

ML 2Switch_12VLAN 10FIVLAN 116948,
2. IEF AT B R

HRHE STPERE , MIRPLAR L2 ERHEER, MRTTURHREBEBGRGE  RTeRE
STP., STP EERHFAVEMRS :

- ERREERRE
- ERER
- PRRFEEREENAREAERES

B4 STP EERHAE— VLAN ATsiSEREREEWFH A VLAN HBEF 2, show interfaces
<interface> controllerﬁn T LR ERNIKEIBENERST, L%E’JE%%H%%E%%—I ~E
BEER STPERW —H5r, REBE—MBFA K RESHEERERBEEREEHINEE , MR
FEME I STP :@{I%FFO

~ 7“ B REBEAERSRBENERNSTPER M EERE T(BPDU)ERAZEMETHH. ER
TP HEHREMERENASEERANEW STP BPDU,

Router_2#show interfaces gi1/0/1 controller
GigabitEthernet1/0/1 is up, line protocol is up (connected)
Hardware is Gigabit Ethernet, address is 1880.90d8.5901 (bia 1880.90d8.5901)
Description: PNP STARTUP VLAN
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 1000Mb/s, mediatype is 10/100/1000BaseTX
input flow-control is on, output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:00:04, output hang never
Last clearing of "show interface” counters never
Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 33000 bits/sec, 31 packets/sec
5 minute output rate 116000 bits/sec, 33 packets/sec
9641686 packets input, 1477317083 bytes, 0 no buffer



Received 1913802 broadcasts (1151766 multicasts)

0 runts, 0 giants, O throttles

Oinput errors, 0 CRC, 0 frame, 0 overrun, O ignored
0 watchdog, 1151766 multicast, 0 pause input

0 input packets with dribble condition detected
10702696 packets output, 4241534645 bytes, 0 underruns
Output 3432 broadcasts (0 multicasts)

0 output errors, O collisions, 2 interface resets

9582 unknown protocol drops

0 babbles, 0 late collision, O deferred

0O lost carrier, 0 no carrier, 0 pause output

0 output buffer failures, 0 output buffers swapped out

Transmit GigabitEthernet1/0/1 Receive
4241534645 Total bytes 1477317083 Tota bytes

10562003 Unicast frames 7727884 Unicast frames
4229489212 Unicast bytes 1291270617 Unicast bytes
137261 Multicast frames 1151766 Multicast frames
11812065 Multicast bytes 91096867 Multicast bytes
3432 Broadcast frames 762036 Broadcast frames
233368 Broadcast bytes 94949599 Broadcast bytes

0 System FCS error frames

0 MacUnderrun frames

0 Pause frames

0 Cos 0 Pause frames

0 Cos 1 Pause frames

0 Cos 2 Pause frames

0 Cos 3 Pause frames

0 Cos 4 Pause frames

0 Cos 5 Pause frames

0 Cos 6 Pause frames

0 Cos 7 Pause frames

0 Oam frames

0 Oam frames

38144 Minimum size frames

4910833 65 to 127 byte frames
1237675 128 to 255 byte frames
1029126 256 to 511 byte frames
2205966 512 to 1023 byte frames
1280952 1024 to 1518 byte frames

0 1519 to 2047 byte frames

0 2048 to 4095 byte frames

04096 to 8191 byte frames

08192 to 16383 byte frames

016384 to 32767 byte frame

0 > 32768 byte frames

0 Late collision frames

0 Excess Defer frames

0 Good (1 coll) frames

0 Good (>1 coll) frames

0 Deferred frames

0 Gold frames dropped

0 Gold frames truncated

0 Gold frames successful

01 collision frames

0 2 collision frames

0 3 callision frames

04 collision frames

05 collision frames

0 6 collision frames

0 IpgViolation frames
0 MacOverrun frames

0 Pause frames

0 Cos 0 Pause frames
0 Cos 1 Pause frames
0 Cos 2 Pause frames
0 Cos 3 Pause frames
0 Cos 4 Pause frames
0 Cos 5 Pause frames
0 Cos 6 Pause frames
0 Cos 7 Pause frames

0 OamProcessed frames
0 OamDropped frames

4165201 Minimum size frames
3126489 65 to 127 byte frames
750243 128 to 255 byte frames
1279281 256 to 511 byte frames
103668 512 to 1023 byte frames
205229 1024 to 1518 byte frames
11575 1519 to 2047 byte frames
0 2048 to 4095 byte frames
0 4096 to 8191 byte frames
08192 to 16383 byte frames
016384 to 32767 byte frame
0 > 32768 byte frames
0 SymbolErr frames
0 Collision fragments
0 ValidUnderSize frames
0 InvalidOverSize frames
0 ValidOverSize frames
0 FcsErr frames



07 collision frames

0 8 collision frames

09 collision frames

010 collision frames
011 collision frames
012 collision frames

0 13 collision frames

0 14 collision frames
015 collision frames

0 Excess collision frames

LAST UPDATE 2384 msecs AGO

3. MESEEA

HSTPREZEH ZEEEMN 2 —Ed S Eshow spanning-tree detailin . L P ERAEESFTELN
(TCN) AEEBERFES, ELEIMB 2B BPDU BiEMALE , RARBRE LWHEERA
BE, IXMBEREFEZEEX—E TCN, TCN 2R L BEBRERBIES. 28 | BiEse
RHEPAEEREEES —[E45%H BPDU , iR R A EB B (TCA), RIFEI[SEHERE BPDU
FERTE TCN T 3 ﬁ‘%%zﬁl)’ﬁﬁ#ﬁﬁiﬁﬁﬁﬂ—rﬁ MAC {1t F=3RAEFETRFBRER E R AERE STP Hix
i,

EfEBt It EE |, FHESEVLANNRBR | K ERIEEHEEIEshow spanning-tree
<interface> detail #% . last change occurred B RM T EXINBITCNII SR, EEEBBERT , &
Eﬁéﬁaﬂ%ﬁ&—ﬁ EHBE STPEREM TCN , ABEE M., Number of topology changesff B AJ LA

R BEMNTCNNEE, £ STPEEHE , lttn'|'§5l%§—fﬁ'é§'§ TEEERIEE, FSREXREBEA
B BEMEEEERETE B URBEZEH,

HitEBANERATIE
- Z#%—1{8 TCN WEEE
- &8 TCN i
- BB TCN §T&

LT R Es

L2Switch_1#show spanning-tree vlian 10 detail

VLANOO10 is executing the rstp compatible Spanning Tree protocol
Bridge Identifier has priority 32768, sysid 10, address 00fe.c8d3.8680
Configured hello time 2, max age 20, forward delay 15, transmit hold-count 6
We are the root of the spanning tree
Topology change flag not set, detected flag not set
Number of topology changes 8 last change occurred 03:21:48 ago
from GigabitEthernet1/0/35
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello 0, topology change O, notification 0, aging 300


https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/10556-16.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/10556-16.html

Port 3 (GigabitEthernet1/0/3) of VLANOO01O is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.3.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.3, designated path cost O
Timers: message age 0, forward delay 0, hold O
Number of transitions to forwarding state: 1
Link typeis point-to-point by default
BPDU: sent 6066, received O

Port 10 (GigabitEthernet1/0/10) of VLANOO10 is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.10.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.10, designated path cost O
Timers: message age 0, forward delay 0, hold O
Number of transitions to forwarding state: 1
The port isin the portfast mode by portfast trunk configuration
Link type is point-to-point by default
BPDU: sent 6063, received 0

Port 11 (GigabitEthernet1/0/11) of VLANOO1O0 is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.11.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.11, designated path cost 0
Timers: message age 0, forward delay 0, hold O
Number of transitions to forwarding state: 1
Link typeis point-to-point by default
BPDU: sent 6066, received O

Port 13 (GigabitEthernet1/0/13) of VLANOO10 is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.13.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.13, designated path cost O
Timers: message age 0, forward delay 0, hold O
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 6066, received 3

Port 14 (GigabitEthernet1/0/14) of VLANOO10 is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.14.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.14, designated path cost O
Timers: message age 0, forward delay 0, hold O
Number of transitions to forwarding state: 1
Link typeis point-to-point by default
BPDU: sent 6066, received 3

Port 15 (GigabitEthernet1/0/15) of VLANOO1O0 is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.15.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.15, designated path cost O
Timers: message age 0, forward delay 0, hold O
Number of transitions to forwarding state: 1



Link type is point-to-point by default
BPDU: sent 6067, received O

Port 16 (GigabitEthernet1/0/16) of VLANOO1O0 is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.16.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.16, designated path cost 0
Timers: message age 0, forward delay 0, hold O
Number of transitions to forwarding state: 1
Link typeis point-to-point by default
BPDU: sent 6067, received O

Port 35 (GigabitEthernet1/0/35) of VLANOO10 is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.35.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.35, designated path cost O
Timers: message age 0, forward delay 0, hold O
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 6067, received O

iR XA EE R EE RN EGigabitEthernet1/0/35E R EE L, K% , HtEBHH
#E#show spanning-tree detailin & A EFIRBERIE, R4 K TCONK RIBEEREIPCREL
i, BHERIELE 2 ASTP PortFast. E?ﬁiﬁﬁ?ﬁﬂkﬁfﬁﬁ—r STP PortFast #%] STP TCN,

LXTB'ZFF LARR AR B R STP LAK an{al %E HEHF R S2MBER T H + (NIC) AR RAR < 1B A SR R R Y

=
aB

M &
ﬂ.‘\}t

 {FH PortFast fl E fthay 1518 T {E vt BB 4R 352
o HE R4 B EE E (802.1w

STP BEMEEEERETE S
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https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/10553-12.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/10553-12.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/10553-12.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/24062-146.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/24062-146.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/10556-16.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/10556-16.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/etherchannel/12023-4.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/etherchannel/12023-4.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/etherchannel/12023-4.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/etherchannel/12023-4.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/etherchannel/12023-4.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/configuration_guide/b_consolidated_config_guide_3850_chapter_0111110.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/configuration_guide/b_consolidated_config_guide_3850_chapter_0111110.html

BAEBDHERBLEERRNTE, BEARKE STP BBRNERRIFAZ—. ATR®TH
g6l

L2Switch_1#show run interface TenGigabitEthernet1/1/5
Building configuration...

Current configuration : 279 bytes

1

interface TenGigabitEthernet1/1/5
switchport trunk allowed vlan 300-309
switchport mode trunk

storm-control broadcast level 30.00
storm-control multicast level 30.00
storm-control unicast level 30.00
spanning-tree guard root

end

L2Switch_1#show storm-control broadcast
Key: U - Unicast, B - Broadcast, M - Multicast
Interface Filter State Upper Lower Current Action Type

Tel/1/5 Forwarding 30.00% 30.00% 0.00% None B
Tel/U/7 Link Down 30.00%  30.00%  0.00% None B
Tel/1/8 Forwarding 10.00%  10.00%  0.00% None B

L2Switch_1#show storm-control multicast
Key: U - Unicast, B - Broadcast, M - Multicast
Interface Filter State Upper Lower Current Action Type

Tel/1/5 Forwarding 30.00%  30.00%  0.00% None M
Tel/1/7 Link Down 30.00%  30.00%  0.00% None M

6. EEAF Telnet £

HRXMBWEELD Telnet REBEREAE | B5% STP ERBEMERERNKE, BE
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4000/8-2glx/configuration/guide/stp_enha.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4000/8-2glx/configuration/guide/stp_enha.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4000/8-2glx/configuration/guide/stp_enha.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4000/8-2glx/configuration/guide/stp_enha.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4000/8-2glx/configuration/guide/stp_enha.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4000/8-2glx/configuration/guide/stp_enha.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4000/8-2glx/configuration/guide/stp_enha.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/10575-51.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/10575-51.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/10575-51.html

8. BPDU fh&

BX A PortFast BPDU BrEERs |, JEh#4S. CRUF PortFast WERIBESEZERIE FIRE| BPDU B
E A errdisable {REE, IHRERIEBYRE XA PortFast (53853 ERVEREIE, LIS ERIRER
MR RRERDHRAGSTP BPDUE AMBEE . HEBRSTPHERE | BAl AR Lk ThAE A E B R Bt STP R
B,

L2Switch_1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
L2Switch_1(config)#spanning-tree portfast bpduguard
L2Switch_1(config)#end

9. VTP &8

TR VTP 8816 | TRt E M HSRP AN KEBEEANEATRE, ERSERECHE
£ IPERIERREBE, FREMEM HSRP FHER VLAN BMAESREEFH VTP 85,

~ N,
F.2 087

MRFAEEMBEMRAR HSRP WERETRR , BIT—EFZEZR "SEEBH, E. I ERHRNE
SHAERRER AV B AR, TRERR L REMUTEEFNEM—HEL

N e hEEEEEATE SRR R,

« 5 HSRP Z3 A5 VLAN Ff@EE VLAN , LUEEE HSRP B ST #E1T R,
« HEPTE R EE R P ENER,

- 1% FEC BRI AE —BRNEEE,

- # HSRP BER SRR EMMER S,

- EBIPRRERE | UERALER VLAN 115 E R o B EE.

. MR BRI IRBETEER , ERRERSL.

& &Y E 2

£ FCisco 2620/2621, Cisco 3600H1RIE & K #EIFHSRPARRERI BY)/ B E

ERRERTH B ERFTEEEESBLIEFMN HSRP RH=REK , REZAWBNE ATEEFHER
LR, HSRP RERIEAFTRELRSH , MERSERINE , BUER HSRP MAC it fES T H



MAC fzstiBRFBEr. RBTE Cisco 2600, 3600 H 7500 HYIRIE 2 KM E L EANVSEER
JTEHRLEE, RARNTHERSEIRECARRMTELNVEEREEE K mMABREFSE
FEERE, MRMIBRHIT STP , MIBESEH STP Eift, STP FE 30 DA e EEEHE
= forwarding MR, EAREEBREREBEEERRD (158 ) MG, FE, RENEHJ[SE 10
W2 BEIRE| standby MEE , EFLZE HSRP REKER, STP i REE |, R I RAEEFA P EEHERE
W E| HSRP hello AR . ERSEHFMIRABREARN 10 W2 RBAERADRE, MERHR[RE
HWER active iR, STP ERBBLEEMER  BRIEFRENBEHF[SREATRELARS
RE , RRBEBESER.

& ReA BRI ID &1E R FEE i
5% E HSRP KT AR A2 EEENRRESERE
Cisco 2620/2621 [{BHREF , RIE 2 A4 SEERLUENBEEThR (B LR A IER S
BN ERBEE., AEEMMEA PortFast.
HSRP AREETE fF F 1R . TEIEARH R HRET E I
Cisco 2620/2621 |1 Z AKEEH 2600 ;fx'sfg :O:,,S BER e mom iy
tﬂ@o o PortFaSto
HSRP #REEFE 2600 . TEIEARH BT E I
Bn ST [ 3600 bz ke Cioco 105 BRI e 1 pmims
%tﬂﬁo o PortFaSto
f5E FIRIE 2 K HB % |HSRP AREEFE 4500 e . TEEEN R E#E
AEM Cisco  [REZABE L@H [ RAID - [Cisco 0S REAR s | gy om e i
CSCds16055 |7 12.1.5
4500 o PortFast,

TNM-1FE-TX = BB B RIE Z K88 ( 10/100BASE-TX /T ) #AEKHEH.

B—EERAEEAE HSRP 510588 |, ff STP EXEE/ AT HSRP REEBIMN —¥, AR
STP EIXMEEA 15 % , TEEX HSRP REBEEA 10 ¥,

£ HSRP RET A track i T , ERNEZLFERABSENERELLES HSRP 83,
AT 2 track in 5 HSRP {EA R RS REE I -

standby 1 ip 10.0.0.1

standby 1 priority 105

standby 1 preempt delay minimum 60
standby 1 name TEST

standby 1 track <object> decrement 15

HA152YHBBHENERE. EBREEBtracki tTHNEZSE , FEMBIEHSRPV2HE & R4
B Track Option,

MHEAE

« E[ELAN Catalyst3#igs-17E1
« LAN XX



https://tools.cisco.com/bugsearch/bug/CSCds16055
https://www.cisco.com/c/en/us/support/docs/ip/hot-standby-router-protocol-hsrp/113553-to-hsrpv2-config.html
https://www.cisco.com/c/en/us/support/docs/ip/hot-standby-router-protocol-hsrp/113553-to-hsrpv2-config.html
https://www.cisco.com/c/en/us/support/docs/ip/hot-standby-router-protocol-hsrp/113553-to-hsrpv2-config.html
https://www.cisco.com/c/en/us/support/docs/ip/hot-standby-router-protocol-hsrp/113553-to-hsrpv2-config.html
https://www.cisco.com/c/en/us/products/switches/campus-lan-switches-access/index.html
https://www.cisco.com/c/en/us/products/switches/campus-lan-switches-access/index.html
https://www.cisco.com/c/en/us/products/switches/campus-lan-switches-access/index.html
https://www.cisco.com/c/en/us/tech/index.html
https://www.cisco.com/c/en/us/tech/index.html
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