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version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps |og datetinme nsec
no service password-encryption

|
hostname daphne
|
boot - st art - mar ker
boot - end- nmar ker

|

enabl e secret 5 $1$r 2sh$XKZR118vcl d11ZGzhbz5C
!

no aaa new node

i p subnet-zero

!
!
!-—— This is the Cisco IOS Firewall configuration and
what to inspect. !--- This is applied outbound on the
external interface. ip inspect name myfw tcp

ip inspect name myfw udp

ip inspect name myfw ftp

ip inspect name myfw realaudio

ip inspect name myfw smtp

ip inspect name myfw streamworks

ip inspect name myfw vdolive

ip inspect name myfw tftp

ip inspect name myfw rcmd

ip inspect name myfw http

ip telnet source-interface FastEthernet0/0

|
ip audit notify |og

ip audit po max-events 100
no ftp-server write-enable
!
!--- This is the IPsec configuration. ! crypto isakmp
policy 10

authentication pre-share

crypto isakmp key ciscokey address 192.168.2.2

crypto ipsec transform-set to_fred esp-des esp-md5-hmac
1

crypto map myvpn 10 ipsec-isakmp
set peer 192.168.2.2

set transform-set to_ fred
match address 101

!-—- This is one end of the GRE tunnel. ! interface




TunnelO

ip address 192.168.3.1 255.255.255.0
!--- Associate the tunnel with the physical interface.
tunnel source FastEthernet0/1

tunnel destination 192.168.2.2

!--- This is the internal network. interface

Fast Et hernet 0/ 0

ip address 10.0.0.2 255.255.255.0

ip nat inside

speed 100

full-dupl ex

!

!--- This is the external interface and one end of the
GRE tunnel. interface FastEthernet0/1

ip address 192.168.1.1 255.255.255.0

ip access-group 103 in

ip nat outside

ip inspect myfw out

speed 100

full-dupl ex

crypto map myvpn

1

!--- Define the NAT pool.

ip nat pool ourpool 192.168.1.10 192.168.1.20 netmask
255.255.255.0

ip nat inside source route-map nonat pool ourpool
overload

ip classless

iproute 0.0.0.0 0.0.0.0 192.168.1.2

!--- Force the private network traffic into the tunnel.
- ip route 172.16.1.0 255.255.255.0 192.168.3.2 ip http
server no ip http secure-server | | /-—- All traffic
that enters the GRE tunnel is encrypted by IPsec. !---
Other ACE statements are not necessary. access-list 101
pernmit gre host 192.168.1.1 host 192.168.2.2 !--- Access
list for security reasons. Allow !--- IPsec and GRE
traffic between the private networks.

access-list 103 permit gre host 192.168.2.2 host
192.168.1.1

access-list 103 permit esp host 192.168.2.2 host
192.168.1.1

access-list 103 permit udp host 192.168.2.2 eq isakmp
host 192.168.1.1

access-list 103 deny ip any any log

!--- See the Background Information section 1f you use

!--- a Cisco IOS Software release earlier than 12.1.4
for access list 103. access-list 175 deny ip 10.0.0.0
0.0.0.255 172.16.1.0 0.0.0.255 access-list 175 permt ip
10.0.0.0 0.0.0.255 any !--- Use access list in route-map
to address what to NAT. route-map nonat permit 10

match ip address 175

1

1

!

line con O

exec-timeout 0 O

line aux O

line vty 0 4




password ww
| ogin

!

!

end

FRERR

version 12.2

service tinestanps debug uptine

service tinestanps |og uptine

no service password-encryption

!

hostname fred

!

enabl e secret 5 $1$At xDSM/cLGaJvF/ t Al FXki kCes1
!

i p subnet-zero
!

ip telnet source-interface FastEthernet0/0

ip inspect name myfw tcp

ip inspect name myfw udp

ip inspect name myfw ftp

ip inspect name myfw realaudio
ip inspect name myfw smtp

ip inspect name myfw streamworks
ip inspect name myfw vdolive
ip inspect name myfw tftp

ip inspect name myfw rcmd

ip inspect name myfw http

ip audit notify | og

ip audit po nmax-events 100

crypto isakmp policy 10
authentication pre-share
crypto isakmp key ciscokey address 192.168.1.1
1
1
crypto ipsec transform-set to_daphne esp-des esp-md5-
hmac
1

crypto map myvpn 10 ipsec-isakmp

set peer 192.168.1.1

set transform-set to_daphne
match address 101

1
call rsvp-sync

1
1
1
1

interface Tunnel0

ip address 192.168.3.2 255.255.255.0
tunnel source FastEthernet0/1




tunnel destination 192.168.1.1

]

interface Fast Et hernet0/0

ip address 172.16.1.1 255.255.255.0
ip nat inside

speed 100

full-dupl ex

nterface Serial 0/0
no i p address
cl ockrate 2000000

nterface FastEthernet0/1

ip address 192.168.2.2 255.255.255.0
ip access-group 103 in

ip nat outside

ip inspect myfw out

speed 100

full-dupl ex

crypto map myvpn

!-—- OQutput is supressed. !

ip nat pool ourpool 192.168.2.10 192.168.2.20 netmask
255.255.255.0

ip nat inside source route-map nonat pool ourpool
overload

ip classless

iproute 0.0.0.0 0.0.0.0 192.168.2.1
ip route 10.0.0.0 255.255.255.0 192.168.3.1

ip http server
!

access-list 101 permit gre host 192.168.2.2 host
192.168.1.1

access-list 103 permit gre host 192.168.1.1 host
192.168.2.2

access-list 103 permit udp host 192.168.1.1 eq isakmp
host 192.168.2.2

access-list 103 permit esp host 192.168.1.1 host
192.168.2.2

access-list 175 deny ip 172.16.1.0 0.0.0.255 10.0.0.0
0.0.0.255

access-list 175 permit ip 172.16.1.0 0.0.0.255 any

route-map nonat permit 10
match ip address 175
]
]
]
di al - peer cor custom
]
]
]
]
!
line con O
exec-tinmeout 0 O
line aux 0
line vty 0 4




password ww
| ogin
!

end
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f Fishow crypto ipsec safr 5 |IPsech2 E R B EMEBE. BARESPIRERETEN0. ZEX
EEE Blpkts encrypt Mpkts decrypt FTEERHIIE BN,

- show crypto ipsec sa — & |Psech3iE =& SR E .
- show access-lists 103 — B@ & Cisco IOSPH A BEE R A IEE T,
. show ip nat translations — BRENATR A [EE Tk,

fred#show crypto ipsec sa
interface: FastEthernetO/1
Crypto map tag: nyvpn, local addr. 192.168.2.2

| ocal ident (addr/mask/prot/port): (192.168.2.2/255.255.255. 255/47/0)
remote ident (addr/mask/prot/port): (192.168.1.1/255.255.255. 255/47/0)
current _peer: 192.168.1.1

PERM T, flags={transport_parent,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conmpr. failed: 0, #pkts deconpress failed: 0
#send errors 0, #recv errors O

| ocal crypto endpt.: 192.168.2.2, rempote crypto endpt.: 192.168.1.1
path mu 1500, nedia ntu 1500

current outbound spi: 0

i nbound esp sas:

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

out bound ah sas:

out bound pcp sas:
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local ident (addr/mask/prot/port): (192.168.2.2/255.255.255.255/0/0)
renote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0)
current _peer: 192.168.1.1
PERM T, flags={origin_is_acl,parent_is_transport,}

#pkts encaps: 42, #pkts encrypt: 42, #pkts digest 42

#pkts decaps: 39, #pkts decrypt: 39, #pkts verify 39

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0O

#send errors 2, #recv errors O

| ocal crypto endpt.: 192.168.2.2, renmote crypto endpt.: 192.168.1.1
path mu 1500, nedia ntu 1500
current outbound spi: 3C371F6D

i nbound esp sas:
spi: 0xF06835A9(4033361321)

transform esp-des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 940, flow.id: 1, crypto map: nyvpn
sa timng: remaining key lifetime (k/sec): (4607998/2559)
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:
spi: 0x3C371F6D(1010245485)

transform esp-des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 941, flow.id: 2, crypto map: nyvpn
sa timng: remaining key lifetime (k/sec): (4607998/2559)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

ZEMEECisco IOSPH A BHRERR

v/

IEFEE , FELBRHUTH S,

fred#show access-lists 103

Extended | P access list 103
permt gre host 192.168.1.1 host 192.168.2.2 (4 natches)
permt udp host 192.168.1.1 eq isaknp host 192.168.2.2 (4 natches)
permt esp host 192.168.1.1 host 192.168.2.2 (4 natches)

K&, 172161 xBER PN  ETelnetEInternet LR TH#, BB EBRENATES
FEITE, Nihihit172.16.1.20E#:5192.168.2.10,

fred#show ip nat translations
Pro Inside global Inside local Cut si de | ocal Qut si de gl oba
tcp 192.168.2.10: 11006 172.16.1.2:11006 192.168.2.1: 23 192.168.2.1:23

BRREFIUEER , (LIRS C BB HEINRE.



fred#show access-lists 103
Extended | P access list 103
permit tcp host 192.168.2.1 eq telnet host 192.168.2.10 eq 11006 (11 matches)
permit gre host 192.168.1.1 host 192.168.2.2 (4 natches)
permit udp host 192.168.1.1 eq isaknp host 192.168.2.2 (4 matches)
permt esp host 192.168.1.1 host 192.168.2.2 (4 natches)

il 523,

A ER N E AT AR BB TR B
REERIET
BHEERTS(ERERMESEM)OIT)XER Lshowd & FEAOITREshowds T Y 5 47

o

BNEE : 5 debug EES 28l , FEE2 B HEEI Debug ETHEEE.

NAT:

- debug ip nat access-list number — R HIP NATIhREE R IPE R T HEEERA.

IPSec:

- debug crypto ipsec — #RIPsecE#,
- debug crypto isakmp — # B BInternet£ 3 (IKE)EH4HVE 2.
. debug crypto engine — /THE BinZs|ZBHER.

CBAC:

. debug ip inspect {protocol | detailed} — #& =B RBACisco |IOSPF X fEEHHEE,
EFHUEHE :

. debug ip packet(7£ 1 L& Bip route-cache) — BB R ERIPFAKEAHNIPEZ£IRIE(IPSO)Z L
=%,

daphne#show version

Cisco Internetwork Operating System Software

10S (tm) 3700 Software (C3725- ADVSECURI TYK9-M, Version 12.3(5a), RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2003 by cisco Systens, Inc.

Conpi | ed Mon 24- Nov-03 20: 36 by kellythw

I mage text-base: Ox60008AF4, data-base: 0x613C6000

ROM System Boot strap, Version 12.2(8r) T2, RELEASE SOFTWARE (fc1)
daphne uptinme is 6 days, 19 hours, 39 m nutes

Systemreturned to ROM by rel oad
Systemimage file is "flash:c3725-advsecurityk9-nz. 123-5a. bi n"
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Thi s product contains cryptographic features and is subject to United
States and | ocal country |aws governing inport, export, transfer and
use. Delivery of Cisco cryptographic products does not inply
third-party authority to inport, export, distribute or use encryption.

I mporters, exporters, distributors and users are responsible for
conpliance with U S. and |local country laws. By using this product you
agree to conply with applicable laws and regul ations. |f you are unable
to conply with U S. and local laws, return this product imediately.

A sunmary of U.S. laws governing C sco cryptographic products nmay be found at:
http://ww. ci sco. coml wMd / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by sending email to
export @i sco. com

cisco 3725 (R7000) processor (revision 0.1) with 196608K/ 65536K bytes of menory.
Processor board | D JHY0727K212

R7000 CPU at 240MHz, Inplenmentation 39, Rev 3.3, 256KB L2 Cache

Bri dgi ng software.

X. 25 software, Version 3.0.0.

2 FastEthernet/| EEE 802.3 interface(s)

1 Virtual Private Network (VPN) Mdul e(s)

DRAM configuration is 64 bits wide with parity disabl ed.

55K bytes of non-volatile configuration nmenory.

125952K byt es of ATA System Conpact Fl ash (Read/ Wite)

Configuration register is 0x2002

fr ed#show version

Cisco Internetwork Operating System Software

10S (tm 3600 Software (C3640-JK9O3S-M, Version 12.2(21a), RELEASE SOFTWARE (fc2)
Copyright (c) 1986-2004 by cisco Systens, Inc.

Conpiled Fri 09-Jan-04 16:23 by kel lmlI

| mage text-base: 0x60008930, data-base: 0x615DEO0O

ROM System Bootstrap, Version 11.1(20)AA2, EARLY DEPLOYMENT RELEASE SOFTWARE (fc1)

fred uptime is 6 days, 19 hours, 36 m nutes
Systemreturned to ROM by rel oad
Systemimage file is "flash: c3640-j k903s-nz. 122-21a. bi n"

Thi s product contains cryptographic features and is subject to United
States and | ocal country |aws governing inport, export, transfer and
use. Delivery of Cisco cryptographic products does not inply
third-party authority to inport, export, distribute or use encryption.

I mporters, exporters, distributors and users are responsible for
conpliance with U S. and |l ocal country laws. By using this product you
agree to conply with applicable |laws and regul ations. |If you are unable
to conply with U S. and local laws, return this product imediately.

A sunmary of U. S. laws governing C sco cryptographic products nmay be found at:
http://ww. ci sco. coml wMd / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by sending email to
export @i sco. com

ci sco 3640 (R4700) processor (revision 0x00) with 124928K/6144K bytes of menory.
Processor board | D 25120505

R4700 CPU at 100Mhz, Inplenmentation 33, Rev 1.0

Bri dgi ng software.

X. 25 software, Version 3.0.0.



Super LAT software (copyright 1990 by Meridian Technol ogy Corp).
TN3270 Enul ation software.

2 FastEthernet/| EEE 802.3 interface(s)

4 Serial network interface(s)

4 Serial (sync/async) network interface(s)

1 Virtual Private Network (VPN) Mdul e(s)

DRAM configuration is 64 bits wide with parity di sabl ed

125K bytes of non-volatile configuration nmenory.

32768K bytes of processor board System flash (Read/ Wite)

Configuration register is 0x2002
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