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AT HEMERILEE A XERNTBNTRRPUAERAEZD RERBEH(DSCPVEREERE , A
HBRERFENER . DSCPUARZRRE , IAXRERRABER BHBEREIPsecHE,
—BREBHFAENERNS , ERERFNATEREWANFEE BRRE , SEAREERERE
B Ay,

A 118 B 2% EH 25 v B A PO R L BB PR BR B 7. TEUEZRBIAP |, ££10.0.0.10%010.0.2. 10K ICMP R &
A 4100 ping , MM EFTR. ELEFIFRAER , BEEBKRAVER T 6 R 2 2 DEAZ ST
REBIE Ko

10.0.0.10 v . 192.168.23.149 192.168.28.240 10.0.2.10
X V.
LY R
cEdge1 cEdge3

RESFRER
swiRE

1. R BEBWANBR K RE  ESESBBEEACL) (REDFK ) REREEF—LKRMER
DSCPEMRE, EARHIF , f£H TDSCP 27,
2. EBRER  MARER S HEANEEREARNENEAR(EHR T ELHNER S,

HE . #RABESMBERHS A EETRBEMEES , Bt Al EAvManage EX B HE.

1. WEEUREENTE , T Wireshark 7% ELBE BUA MR AR o
2. EWiresharkF FEFIZZIBIEES , LEREERLEER T K REYHETHEL
3. Microsoft Excel AR R B HHYE | LAREREREM,

{EFAADSCPR#FT R A &

FEREHRR LERE THREBE ( RFIPAICEdget ) , WHERHFE ERSD-WANER S KIS H LFE
A, MR,

FERATMEFHEUARIRESDIRFAIERE, AL Ashow sdwan policy access-list-
countersin TR E Lt R,

policy

access-1list mark_dscp_27
sequence 10

match

source-ip 10.0.0.10/32
destination-ip 10.0.2.10/32



1
action accept
count MARK_DSCP_27_COUNT (optional counter to verify packets that hit the policy)
set
dscp 27

!

1

1

default-action accept

sdwan
interface GigabitEthernet3
access-list mark_dscp_27 in

ERABARFREREERR

SER : WTFECisco I0S XERRBMAR ERARHE , UBESUESENMBENS | &
B fin ZEmbedded Packet Capture for Cisco 10S and Cisco 10S XE Configuration Example

&t HEFEAACLRREHFHWANLEWEPC , HAEPCRIPPSIER R &7 8281000,

&4l
cEdge1#icEdge3 LELE TACL , AAEARTRAH , REEERE BN A E ELERE,

&E:WAN IPi#bit AR IBREE., AL EHETARNERREMRANER , METUAACLEA
RS EFRAYWAN IP, 7] FHA 4 B b B H Y &5 5 & show sdwan app-fwd cflowd flows ]
show sdwan policy service path, &3 % % Conditional Packet Trace A B % {8 85 15 1o

ip access-1list extended CAP-Filter
10 permit ip host 192.168.23.149 host 192.168.28.240

S, MERR AR LS REME , XEEE EEE T 1001Eping.

#ping vrf 10 10.0.2.10 rep 100
Type escape sequence to abort.

Sending 100, 100-byte ICMP Echos to 10.0.2.10, timeout is 2 seconds:
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Success rate is 100 percent (100/100), round-trip min/avg/max = 1/1/4 ms

WA AL EEY WERER | EEE Wireshark® BRI E RRRHE,
&iBWireshark#t 1T 2 47

EWiresharkF BiRicEdge 1R , SR BAAEREANLENE , AERE s HHLEERTRER
#Ipingo


https://www.cisco.com/c/zh_tw/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/zh_tw/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
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Fig Gdt Veew Go Copture Anshoe  Stesticc  Telphomy Wieelss  Took  Help
imge “RBRe=smTE I EacaD
(] =
" Time: Souree Dernatan i ES Sequence Dfferenteted Servces Codepont  SercePort  Desabon Pt Seowncetumber bk
103.268.28_288 woh 17 Elats Selecter & FEET
192.168.28_240 e 168 Class Selector & 12384
e rs Claze Selacter & 12388
e 148 Clazs Selecter & 1238
e 173 Class Selector & 22386
o 1ea €lazs Selector & 212386
e 7% Claze Salacter & 2238
e 148 Class Selectsr & 22386
e 178 Class Selector & 212384
e 148 Clazs Selector & 212386
e 73 Clazs Selector & 22286
e 18 Class Selector & 12384
e 7% Class Selector & 12386
45,5705 o 158 €lass Selector & 1208
15 6.532961 e 17% Class Selector & 12386
16 6,549559 e 168 Class Selector & 12386
17 7. 348589 o 175 Class Selector & 12386
18 7.520999 e 168 Class Selectar & 12386
19 8,197530 e 175 Class Selector & 12386
3 8. 774553 e 148 Class Selector & 12385
1 9,115 e 175 Class Selector & 12386
22 9.652957 we 168 Class Selecter 6 12386
1 10843588 o 175 Class Selector & 13386
4 10.564957 e 168 Class Selectsr & 12386
15 10.945999 e 175 Class Selecter & 12386
6 11416370 e 168 Class Selectsr & 12386
27 11997991 192.168.28. 248 e 175 Class Selector & 12386 = 12407 Lene133
n 192468, 38. 348 o 168 Class Selecter & 3385 = 13447 Lenel2d
» 102.168.28. 248 e 1715 Class Selectsr & 1386 = 12407 Lens132
n 192.168.28. 240 o 168 Class Selecter 6 12386 - 12487 Len-126
5 192 168.38. 348 o 175 £lass Selecter & 13385 = 13447 LensiE
2 10216823 140 102_168.28_248 o 176 Default 12386 = 13407 Lenshd
2 292.168.23. 148 192.168.28. 240 o 176 Default 12386 - 12487 Len-134
u 10216823 148 102_168.28_348 e 176 Befault 12386 = 13407 Lene1Md
" 192.168.23. 148 192.168.28_248 o 176 Default 12386 = 12407 Lene1M4
£ 19216823148 192 B6E_28.248 e 178 Default 12386 = 34
2 19216823148 192_168.28_348 o 178 Default 12384 -
1 192.168.23. 148 192.168.28_240 e 178 Default 12384 =
w 292,168 23, 1a8 192.168.38_348 e 174 Default 12384 =

£ AR 1B I8 88ip.dsfield.dscp == 27 BB It HEK , EREBRABR10EERST , X EER
DSCP%|{E £ PR R27,

RERecmTiEEaaan

=37
. Tre Source Destrason Frotoce  Langs £ Sequance [ L — urcerort  OwstrasonPurt  Sequercetmber ks
I 451 55,44196) 193.168.30.149 197.168.38.358 3 176 2 12096 = 12487 Lenm134
452 55,445976  192.168.20.149 192,164.28.240 e 176 i 12386 + 12487 Lenw134
453 55,448566  191.168.10.148 152.168.28. 240 e it ” 12386 + 11487 Len=134
438 35, 450965 191.163.10.149 192.168.28.240 e 176 7 12086 + 13407 Lenw1}4
1630040 192.268.28. 240 e 176 7 12046 + 13407 Lene134
14833148 192.148.28. 240 e 176 Pl 13388 + 13487 Lonel2d
14823140 192.168.28. 240 e 176 kol 12386 + 12487 Len=12%
14433148 162,148, 38. 240 e 176 ” 13588 + 13487 Lonel®é
168,23, 148 162.168.28. 240 oo 126 n 12386 = 12487 Lenn134
L168.23.149 192.164.28.240 e 176 7 12396 = 12487 Lenwi24
.168.73.149 192.168.28.248 e 17 n 12386 + 12487 Lene134
164.20.149 192.168.28.240 e 176 7 12396 + 12407 Lens14
168,171,145 192.164.78. 240 we 76 w 1206 + 12487 Len=1M
.163.70.149 192.168.29.240 e 176 7 12386 + 13407 Lan=134
1L 10,049 197, 168.38.240 we 76 i 12M6 + 12407 Len=1M
14833148 192.148.28. 240 3 176 ” 13388 + 12487 Lone13d
168.23.149 192.168.28. 240 e 176 el 12586 + 12487 Lenel34
168,33, 149 192.168.28. 248 e 176 ” 12386 = 12487 Len=134
469 S5.471967 192.168.73.149 192.168.28. 248 ee 176 n 12386 + 12487 Lene134
470 55,4436 192.163.23.149 192.164.28. 240 e 176 7 12386 + 12487 Lene134
471 55,475573 19116810148 152.168.28. 248 e it n 12386 + 13487 Len=134
472 35.476965 19116370149 192.164.28.240 e 176 7 12386 + 12407 Lenw14
47D 35 ATII) 190.164.20.149 192.148.28.240 e 176 7 12086 + 13407 Lene1l4
AT 55, ABIRET 148.33.145 193.168.38. 240 e 7% n 12388 =« 12487 Len=134
473 35.481569  191.145.10.140 192.168.28. 240 e 176 7 13386 + 12487 Lensl34
ATE 35.484075  103.144.39.140 182,144, 38. 340 e 176 7 13586 + 13487 Lone134
477 S5.485967 192.168.73.140 162.168.28. 240 e 176 n 12986 + 12487 Lenel®s
ATE S5,487966 192.168.23.149 192.168.28. 240 e 126 il 12386 = 12487 Lenmi24
479 55,488503 193.168.30.149 191,168, 38. 248 e 176 ” 12386 + 11487 Lene134
430 55,491963  192.163.20.149 192.164.28.240 e 176 e 12386 + 12407 Lensl34
481 55, 588961 168,10, 145 192.164.79.240 e 76 w 12386 = 12487 Len=124
482 55.510959  192.163.70.149 192.168.28.240 e 76 7 12086 + 13407 Lens14
483 35,301560  392,143,20,349 192,168.20.240 e 176 7 12386 + 13407 Len=134
AB4 55513565 168,133,345 193.168.38. 240 e 7% n 12386 = 12487 Len=134
483 35314072 191.168.70.140 19.168.28. 240 e 176 7 12386 + 12487 Lenel34
4S8 35316071 192.148.33.148 192.168.28. 240 e 176 7 13586 + 12487 Lone134
487 S5.517563 192.168.33.148 182.168.28. 248 ee 176 ” 12386 + 12487 Lene13s
488 55.523959  192.168.23.149 192.164.28. 240 e 176 il 12386 = 13487 Lene134
489 55,504366  191.168.13.149 19,164, 38. 258 e 176 ” 12386 + 13487 Lene134
¢

Frame 451; 176 bytes on wire (1498 bits), 176 bytes captured (1400 bits)
Etharnat 11, Sro: Ve Biiaf 43 (00:0:30:04:a9:45), Drt: Wehemre $4ie2:57 (09:30:56:BarezibT)
Intersat Protocol Versdon 4, Seer 190.168.25.140, Dat: 102.168. 25240

» User Datagrem Protocel, Src Port: 13386, Dat Ports 12407

* Buta (134 bytes)

B0 54 56 B4 e b7 6 S0 56 84 af 45 08 00 45 6c PV P ¥ £ L
@ 7 capan

EEHETHEDSCPENRE LR T , AL R SHE L EAMRNIEIRER,
EHMBERT , EFAEE , HIAEIB A HinternetEREBRDSCPENE R
RESP /5118 il i % i i

ERWPEE R , WO UEAESPFIIHRFRERE

ERRERTHHESPFFIN , iR — T AEHE I EEDecode as ( MEFTT ) -




iZ#ECurrent field T HIIEE |

Mark/Unmark Packet

Ignore/Unignore Packet
Set/Unset Time Reference

Time Shift...
Packet Comments

Edit Resolved Name

Apply as Filter
Prepare as Filter
Conversation Filter

Colorize Conversation
SCTP

Follow

Copy

Protocol Preferences

Show Packet in New Window

Ctrl+M
Ctrl+D
Ctrl+T
Ctrl+Shift+T
»

EZMALP# AUDPENCAP |, 5ift FhIZEHIEE,

12386
12386
12386
12386
12386
12386
12386
12386
12386
12386
12386
12386
12386
12386
12386
12386
12386
12386
12386
12386
12386
12386
12386
12386
12386



M Wireshark - Decode As... X

Field Value Type Default Current

UDP port 12386 Integer, base 10 (none) (none) v
0 "~

3GPP2 A11

A1

ACDR

ACtrace

ADP

ADwin

ALC

AMP v

] [=] (=] @

[oc ]I save |[conyfion | cancel || rebp

SERILRER | 1BEOK,

‘ Wireshark - Decode As...

Field Value Type Default Current
UDP port 12386 Integer, base 10 (none) UDPENCAP

f£Wireshark Packet Details ( Wireshark & ¥ 2 MEF ) o+ , EHEBSHIEncapsulating
Security Payload ( H#£Z 8% ) #9 , REESPFI,



A7Q B8 ARRGTR 147 1AR 23 144 142 1AR 2R 244 Fsp 17/

> Frame 464: 176 bytes on wire (1408 bits), 176 bytes captured (1488 bits)

> Ethernet II, Src: VMware_84:af:45 (©0:50:56:84:af:45), Dst: VMware_84:e2:b7 (00:50:56:84:e2:b7)
Internet Protocol Version 4, Src: 192.168.23.149, Dst: 192.168.28.240

> User Datagram Protocol, Src Port: 12386, Dst Port: 12487

UDP Encapsulation of IPsec Packets

Encapsulating Security Payload

ESP Sequence: 319

#— T HABESP Sequence , A#%iEFapply as?!| , IEBESP SequenceRi{E & Wireshark® & JE D
"Packet Listy 5 B 5 HERo

456 55.< ESP
457 55. Expand Subtrees ESP
458 55.¢ Collapse Subtrees ESP
459 55.¢ Expand Al ESP
£
ool Tk Collapse All e
461 55. ESP
462 55. Apply as Column Ctrl+ Shift+ ESP
463 55, ESP
464 55.¢ Apply as Filter > ESP
Sz Prepare as Filter ’ ==
466 55.4 ESP
467 55.¢ Conversation Filter > ESp
468 55.¢ Colorize with Filter > ESP
469 55.¢ Follow b ESP
478 55.4 ESP
471 55.¢ Copy > ESP
472 55.¢ ESP
473 55.¢ Show Packet Bytes... Ctrl+Shift+0 ESP
474 55.¢ Export Packet Bytes... Ctrl+Shift+X EsP
Wiki Protocol Page -
Frame 464: 176 byt ) ] 8 bits)
Ethernet II, Src: ' Filter Field Reference e _84:e2:b7 (@
Internet Protocol ° Protocol Preferences » .240
User Datagram Prot:
Encapsulating Secu Go to Linked Packet
— - d Packet in New Window
ESP Sequence: 3.

§E:.cEdge1 L& BIBMESP SPIRZ0x040001dc, iE A B 2% L EREES,



Frame 464: 176 bytes on wire (1408 bits), 176 bytes captured (1408 bits)
Ethernet II, Src: VMware_84:af:45 (@0:50:56:84:af:45), Dst: VMware_84:e2:b7
Internet Protocol Version 4, Src: 192.168.23.149, Dst: 192.168.28.240

User Datagram Protocol, Src Port: 12386, Dst Port: 12407

UDP Encapsulation of IPsec Packets

a4 - =& . = H - L}

SP SPI: @x@40@0ldc (67109340

ESP Sequence: 319

FRE RHE , B LRSS BRUUDPENCAPE R S |, W EER I ERESPF IR,

ERYERESPFIISR®E , RE % —EHEAESP SPIRJ L AEEZEHENBIRER , IMER TR
SPIF LB Fr ERENRE

AR, EEWEER SN FIIRERE TDSCP 27,

R a
Fie Edt View Go Cophee Anshee Guiiics Telephomy Wiedkem Tock Help
LRGN RE g a2 aaan " 2 = F -
; : = | . QesET i Eaqean
] = e 85
e B gz
(- S gt SovaPt Omreboibot  Seamcrbimtw bl - — —— " e 5
I 24 b (5011“::: - 10216028200 Ese ars 200 pefalt e (S
a1 z 10314828380 e m a [
. el = |u|m1a—<1{ [ . m——e— i e gu:-o
-: :: ;; :; ::.l:""""":) 192.168.28. 300 [ 17 ﬁ £ (ST
| = e 192,148, 28. 248 ] 17 [
n "
™ ol ': ::[" :::: 152.168.28. 240 s 17 38 17 5P (S
1 - -3 e m w17 B (5P
% w2 50 Cofoabiamaiic) == = == B ST
- g /;34”,:“"’“1 s 176 N 52 (5210
i AT CEE——) e 1 n2z e (i
e s 2 ISP (SPTohANe14c) = = T e
e e L} e i a7 S (SPT
u e 20 159 (1ambsetoisc) = = ma el o
i e 7 / £ [WPTedubbtba1de) 1
ese 1 e 2w 5» (sP1e
s e ESP (SPT-pubemalsc) = = == 5 (1
i mn ISP (SPTobANa14c) = = e e e
i 0 5P (ST 1i) el Y e 2w 58 (SPim
% 25 4 o €5 (Taiidc) = = _ e
i XM 27 2 £LP [LTedubbtdn1de) et % % 17 £ (ST
i s a ESP (SPT-pubemieise) = == === o (i
i s n ESP (SPT-hAsma14c) = 7 e e e
™ nr 1 5P (STebma1ic) = = ety osiin
%  wmw £S5 (SPToaubibiRLdc) B s 1 ma Lo o
i el E5F: [SPT-bibinLic) ] m:. .28, (33 7 0w 05 (WPl
« » < >
Frame 4511 176 bytes om wire (1808 BiNa), 176 Bytes capured (1408 Bit) Frame 4432 176 bytes on wire (1488 bita), 176 bytes captured (1488 bits)
Ethernet 11, Sect Whmre S4101145 (80150156184101 45, Dit1 Vhasre BA1e11T (0:5015618412187) Etharnet DI, Src: Wamrs_S4106:4% (00:90:56:58:0F145), D1t VMaare BAcelch] (00:30:56:84:021b7)
Internet Protocol Version 4, Srei I92.168.20,30%,-Dati 192.168.20. 340 Isternet Protocel Werslon 4, Srci 192,168.23.040, DAt: 192,168.20.260
User Dutagras Protocal, Sre Port: 13I8, Dut PErt: 12407 Usér Datagras Protacsl, Sre Porti 13384, Dat Port: 10407
0P Entapiulation of IPues Packets - \oP Encapsulation of IPsec Packets
- Encaprulating Secerity Paylosd
ESP SPI1 SebM00OLec (67109048)

L EEE BT BATE Wireshark S FB)5ERK , 0] BAfE A Microsoft Excel#1T It LB
A7 EfAMicrosoft Excel TR , EEUMEREBETY N  LWEESEMERETNER S,
EREEYT £ EHBERSNESPFS 5306 , HEAREHSHEEIS,

A

Am 2 ® RE QN
N |ip.dsfield.dscp == 27 -] +

Ao
i
1l

[

Wl

I

Mo. Time Source Destination Protocol  Length ESP Sequence Different "
| 451 55.441963 192.168.23.149 192.168.28.240 ESP 176 306 27

452 55.445976 192.168.23.149 192.168.28.248 ESP 176 387 27

453 55.448966 192.168.23.149 192.168.28.248 ESP 176 3es8 27

454 55.450965 192.168.23.149 192.168.28.248 ESP 176 3e9 27

455 55.452964 192.168.23.149 192.168.28.240 ESP 176 310 27

456 55.454963 192.168.23.149 192.168.28.249 ESP 176 311 27

457 55.455970 192.168.23.149 192.168.28.240 ESP 176 312 27

458 55.456977 192.168.23.149 192.168.28.248 ESP 176 313 27

REEPNRE —[EHEERZINESPFIIA405 , X IR 5500



548 55.608962

403 27

192.168.23.149 192.168.28.240 ESP 176
549 55.6@9969 192.168.23.149 192.168.28.2408 ESP 176 404 27
550 55.61096@0 192.168.23.149 192.168.28.240 ESP 176 405 27

EEEMEP , E—(EHEERTHERESPRFSIB06HREE , BLHERER D463,

461 68.522028 192.168.23.149 192.168.28.240 ESP 168 487 Class S
462 60.715026 192.168.23.149 192.168.28.240 ESP 175 408 Class S¢
463 60.999008 192.168.23.149 192.168.28.248 ESP 176 386 27
464 61.0@3006 192.168.23.149 192.168.28.248 ESP 176 387 27
&% —EHEBEER LB HEESPFFI405 , BIERE564,
568 bl.1b5W52 1YZ2.1b¥.25.14Y 192.168.26.244 ESP 1/b 443 27
561 61.166043 192.168.23.149 192.168.28.240 ESP 176 484 27
562 61.166043 192.168.23.149 192.168.28.240 ESP 176 485 27
563 61.431829 192.168.23.149 192.168.28.248 ESP 168 489 Class S¢
564 £1.584821 192.168.23.149 192.168.28.240 ESP 175 41@ Class S¢
RE , XEHE—EAHBEETUHERE  ETSHBEERS,
B ER>-EHREHIHIT>ERCSV...
A CAP.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Open Ctrl+0 EP SIS E/QQH
Open Recent »
Merge... Destination Protocol Length
Import from Hex Dump... 149 192.168.28.240 ESP 176
Close Ctrl+W 149 192.168.28.240 ESP 176
149 192.168.28.240 ESP 176
Save Ctrl+S 149 192.168.28.240 ESP 176
Cavelhs Ctrl+Shift+S 149 192.168.28.240 ESP 176
149 192.168.28.240 ESP 176
File Set » 149 192.168.28.240 ESP 176
149 192.168.28.240 ESP 176
Export Specified Packets... 149 192.168.28.240 ESP 176
Export Packet Dissections 4 As Plain Text... -240 ESP 176
: .240 ESP 176
Export Packet Bytes... Ctrl+Shift+X As CSV... 240 ESp 176
Export PDUs to File... As "C" Arrays... .240 ESP 176
Export TLS Session Keys... -240 ESP 176
AS pSML XML... .240 ESP 176
Export Objects »
port™™ AsPDMLXML..  |.240 ESP 176
Print... Ctrl+P As JSON... -240 ESP 176
. 240 ESP 176
Quit Ctr+Q 149 192.168.28.240 ESP 176
o e o 0 w3149 192.168.28.240 ESP 176
548 55.608962 192.168.23.149 192.168.28.240 ESP 176

iE1ECaptured#Range , A% ERange P ALE —EMHBER SR HER —EHEBER I E
B,

£ "File Name_, W AEREZE , ARE—T Save.



*

Quick access

Desktop

Libraries

‘-_:-I

This PC

N

Network

M Wireshark - Export Packet Dissections

Savein:

X
I Desktop v @ F @
Name a Status Date modified
No items match your search.
L4 >
File name: CAP1_slice v Save
Save as type: :CSVCmaSq:adedV&mmnay}('_cm v Cancel
Help
Packet Range Pack:
@®Captured (O Displayed P
(O All packets 880 100 £
(O Selected packet 1 1 Pz
Marked packets 0 0 D
First to last marked 0 0 —
@ RE“QBI I451'550 100 100 D P
- [JE:

Remove lgnored packets

¥tcapture 2 HEER T EEHRINBER,



Ml Wireshark « Export Packet Dissections "

Save in: | [ Deskicp v @& @
* Hame B Status Date modified
Ma fernd mstch your tesrch,
Cuick acoess
Diesitop
= |
Librasies

&

This PC
¢ . }
Hetwork r
Fée riame: |cAP2_shce «| [ save |
Save & fype: C5V [Comma Separated Valsss summany) " on Cancel
Help
Packet Range Packe
®Cactured () Dplaryed EHra
(0 Ml packets 04 - E
() Selacted packet 1 s
Markied packets
A
Frsd 10 Lol mrurboed
®) Range: (453554 10z [1Pa
Remgve lgrored packets LlEa

EMicrosoft ExcelF M ECSVIEER,
ERBEECSVE , BEAXLSXER.

Save As

@ Recert ’T‘ & Desktop
lC.ﬂP]_ince

Cisco | Excel Warkboak (*xlsx)

HEBEL  BE+ARUEEM TR, KHHERCAP2 slice.

i | 485 55.51497 192.168.2:192.168.2EESP 176 340 27 ESP (SP1=0x040001dc)

486 55.51697 192.168.2:192.168.2¢ ESP 176 341 27 ESP (SPI1=0x040001dc)

487 55.51796 192.168.2: 192.168.2ESP 176 342 27 ESP (SPI=0x040001dc)
CAP1_slice @

FBICAP2 CSVX # , AKIZCTRL +aiBE£EB , WIRCTRL + cETER.

[P;- Save



B EICAP1_ slice.xIsxiER , ABRIECAP2_sliceWE_EEE L , SERNEFR L(CTRL +Vv)E
B TRATHR,



File Home

o & Cut

o [BCopy ~

Paste

Insert

Fage Layout

Calibn

w43 Farmat Fainter

Clpboard

B
i

=

I

o s W b o P e

EEUERRUERESEEBNEREER

F]

CAP1_slice

I

| CAPZ slice |

Formulas

C

1]
il

CAPT_sheesxb = Say

View Help
#r - 3 Wrap Text General -
£2 3= E‘j Merge & Center = i = % b ".;S E'S
Algnment ] Humber 5
H | 1 K L ]



Time

" - e

Source

1 No

2 463 60.99901 192.168.2:192.168.2{ ESP
3 464 61.00301 192.168.2:192.168.2{ ESP
4 465 61.00506 192.168.2:192.168.2{ ESP
5| 466 61.00706 192.168.2:192.168.2¢ ESP
6 | 467 61.00905 192.168.2:192.168.2¢ ESP
7] 468 61.01006 192.168.2:192.168.2{ ESP
8 | 469 61.01105 192.168.2:152.168.2¢ ESP
9 | 470 61.01305 192.168.2:192.168.2¢ ESP
10 471 61.01406 192.168.2:152.168.2¢ ESP
1 472 61.01606 192.168.2:192.168.2f ESP
12] 473 61.01806 192.168.2:192.168.2¢ ESP
13 474 61.02106 192.168.2:192.168.2¢ ESP
14 475 61.02205 192.168.2:192.168.2f ESP
15 476 61.02306 192.168.2:192.168.2¢ ESP
16 477 61.02506 192.168.2:192.168.2{ ESP
17 | 478 61.02605 192.168.2:192.168.2¢ ESP
18 479 61.02805 192.168.2:192.168.2{ ESP
19: 480 61.02906 192.168.2:192.168.2¢L ESP
20| 481 61.02906 192.168.2:192.168.2{ ESP
21 | 482 61.03005 192.168.2:192.168.2{ ESP
22 | 483 61.03206 192.168.2:192.168.2{ ESP
23 484 61.03306 192.168.2:192.168.2¢ ESP
24 485 61.03505 192.168.2:192.168.2¢ ESP
25 | 486 61.03606 192.168.2:192.168.2{ ESP
26 | 487 61.03905 192.168.2:192.168.2¢ ESP
27 | 488 61.04105 192.168.2:192.168.2{ ESP
28 | 489 61.04206 192.168.2:192.168.2¢ ESP
29| 450 61.04406 192.168.2:192.168.2¢ ESP
30 | 491 61.04606 192.168.2:192.168.2¢ ESP
31 492 61.06305 192.168.2:192.168.2¢ ESP
32| 493 61.06505 192.168.2:152.168.2¢ ESP
33| 454 61.06705 192.168.2:192.168.2¢ ESP
34 495 61.06905 192.168.22192.168.2¢ ESP
35 496 61.07105 192.168.2:192.168.2¢ ESP
36. 497 61.07105 192.168.2:192.168.2¢ ESP
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B EICAP1_slice Tk It 3 I — {i & A COMPARE_ESP_SEQUENCE®Y# 5,

A B | c | 0 | E | F G
1 |No. Time Source  Destinatic Protocol Length
2 451 55.44196 192.168.2:192.168.2£ ESP 176
3 452 55.44598 192.168.2:192.168.2£ ESP 176
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Sequence Number
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)

FERE R AL AR
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Destinatic Protocol Length  ESP Seque Differenti Source Po Destinatic Info

-Sequence‘N
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI1=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI1=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI1=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI1=0x040001dc)
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1No.  Time Source DestinaticProtocol Length  ESP Seque Differenti Source Po Destinaticinfo  Sequence Number COMPA ~|_ESP_SEQUENCE
2 451 55.44196 192.168.23192.168.26ESP 17 306 27 ESP (SPI=0x040001d) PRESENT

3| 452 5544598 192.168.2: 192.168.28ESP 176 307 27 ESP (SPI=0x040001dc)

EEHIOT2 , WK BERFEREAKABNKEENETA,
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COMPARE_ESP_SEQUENCE
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EEWRIFELE THREBE , MEZLLAXERIBTENETHENKE.

X Fe || =IF(ISNA(VLOOKUP(G2,CAPZ_slice!G:G,1,FALSE]),"MISSING","PRESENT")
B C D E F G H | 1) K L M M Q P Q R 35 T u v w

Time Source  Destinatic Protocol Length  ESP Seque Differenti Source Po Destinatic Info Sequence Number COMPARE _ESP_SEQUENCE

31 55.44196 192.168.2: 192.168.2EESP 176 306 7 ESP (SPI=0x040001dc) PRESENT

52 55.445598 192.168.2% 192.168.2EESP 176 307 27 ESP (SP=0n040001dc)

¥3 5544897 192.168.2:192.168.20ESP 176 308 7 ESP |SP1=0x040001dc)

3 5545097 192.168.2: 192.168.2E ESP 176 309 7 ESP (SPI=0x040001dc)

35 5545296 192.168.2: 192.168.2E ESP 176 310 27 ESP (SPI=0x040000dc)

36 55.45496 192.168.2: 192.168.2EESP 176 311 27 ESP [SP=0n040001dc)

37 55.45597 192.168.27 192.168.2E ESP 176 312 7 ESP (SPI=0x040001dc)

¥ 5545698 192.168.2: 192.168.2(ESP 176 313 7 ESP (5P1=0x040001dc)

59 55.45797 192.168.2: 192.168.2EESP 176 314 27 ESP (SP=0n020001dc)

30 55.45898 192.168.27 192.168.26ESP 176 315 27 ESP (SPI=0x040001dc)

31 55.45197 192.168.2: 192.168.2E ESP 176 316 7 ESP (SPI=0x040001dc)

52 55.46397 192.168.2: 192.168.2EESP 176 317 27 ESP SP1=0x080001dc)

53 55.46596 192.168.2: 192.168.2EESP 176 318 27 ESP [SP1=0x040001dc)

¥ 5546697 192.168.27 192.168.2E ESP 176 319 7 ESP (5PI1=0x040001dc)

¥ 5546796 192.168.2: 192.168.2E ESP 176 3N 7 ESP | SPI=0x040001dc)

36 55.46996 192.168.2: 192.168.2EESP 176 n 27 ESP (SP=0n040001dc)

37 5547097 192.168.2% 192.168.2E ESP 176 322 27 ESP [SPI=0x040001dc)
2T DIUULT T ATLAVOLD LTLAUO. LLCOF armw 7% “r COF | IF I=UAsUUUAUL | .I'I\ml 1
540 55.60496 192.168.27192.168.2 ESP 176 395 27 ESP (SPI=0x040001dc) _PRESENT
541 55.60596 192.168.2:192.168.2¢{ ESP 176 396 27 ESP (SPI=0x040001dc) PRESENT
542 55.60696 192.168.2:192.168.2{ ESP 176 397 27 ESP (SPI=0x040001dc) PRESENT
543 55.60696 192.168.2:192.168.2{ ESP 176 398 27 ESP (SPI=0x040001dc) PRESENT
544 55.60696 192.168.2:192.168.2{ ESP 176 399 27 ESP (SPI=0x040001dc) PRESENT
545 55.60796 192.168.2:192.168.2{ ESP 176 400 27 ESP (SPI=0x040001dc) PRESENT
546 55.60796 192.168.2:192.168.2 ESP 176 401 27 ESP (SPI=0x040001dc) _PRESENT
547 55.60896 192.168.2:192.168.2{ ESP 176 402 27 ESP (SPI=0x040001dc) PRESENT
548 55.60896 192.168.2:192.168.2{ ESP 176 403 27 ESP (SPI=0x040001dc) PRESENT
549 55.60997 192.168.2:192.168.2{ ESP 176 404 27 ESP (SPI=0x040001dc) PRESENT
550 55.61096 192.168.2:192.168.2{ ESP 176 405 27 ESP (SPI=0x040001dc) PRESENT
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4/Z DLULDUD 19Z2.108.2: 192.108.2¢ ESV 1/0 315 27 ESF [dPI=UXuguuULac)
473 61.01806 192.168.2:192.168.2¢ ESP 176 316 27 ESP (SPI=0x040001dc)
474_61.02106 192.168.2: 192.168.26 ESP 176 317 27 ESP (SPI=0x040001dc
475 61.02205 192.168.2:192.168.26 ESP 176 318 27 ESP (SPI=0x040001d(
476 61.02306 192.168.2:192.168.28 ESP 176 319 27 ESP (SPI=0x040001d
477 61.02506 192.168.2:192.168.26 ESP 176 320 27 ESP (SPI=0x040001d(
478 61.02605 192.168.2:192.168.26 ESP 176 321 27 ESP (SPI=0x040001d(
479 61.02805 192.168.2:192.168.2¢ ESP 176 322 27 ESP (SPI=0x040001d(
480 61.02906 192.168.2:192.168.28 ESP 176 323 27 ESP (SPI=0x040001d«
481 61.02906 192.168.2:192.168.26 ESP 176 324 27 ESP (SPI=0x040001d(
482 61.03005 192.168.2:192.168.2¢ ESP 176 325 27 ESP (SPI=0x040001d(
483 61.03206 192.168.2:192.168.2¢ ESP 176 326 27 ESP (SPI=0x040001d(
484 61.03306 192.168.2:192.168.28 ESP 176 327 27 ESP (SPI=0x040001d¢
485 61.03505 192.168.2:192.168.2¢ ESP 176 328 27 ESP (SPI=0x040001dc)
436 61.03606 192.168.2:192.168.26 ESP 176 329 27 ESP (SPI=0x040001dc)
487 61.03905 192.168.2:192.168.2¢ ESP 176 330 27 ESP (SPI=0x040001dc)
488 61.04105 192.168.2:192.168.2¢ ESP 176 331 27 ESP (SPI=0x040001dc)
489 61.04206 192.168.2:192.168.2¢ ESP 176 332 27 ESP (SPI=0x040001dc)
430 61.04406 192.168.2:192.168.2¢ ESP 176 333 27 ESP (SPI=0x040001dc)
491 61.04606 192.168.2:192.168.2€ ESP 176 334 27 ESP (SPI=0x040001dc)
492 61.06305 192.168.2:192.168.2¢ ESP 176 335 27 ESP (SPI=0x040001dc)
493 61.06505 192.168.2:192.168.2¢ ESP 176 336 27 ESP (SPI=0x040001dc)
434 61.06705 192.168.2:192.168.2¢ ESP 176 337 27 ESP (SPI=0x040001dc)
495 61.06905 192.168.2:192.168.2¢ ESP 176 338 27 ESP (SPI=0x040001dc)
496 61.07105 192.168.23192.168.2¢ ESP 176 339 27 ESP (SPI=0x040001dc)
497 61.07105 192.168.2:192.168.2¢ ESP 176 340 27 ESP (SPI=0x040001dc)
498 61.07205 192.168.23192.168.26 ESP 176 341 27 ESP (SPI=0x040001dc)
499 61.07605 192.168.2:192.168.2£ ESP 176 342 27 ESP (SPI=0x040001dc)

AP slice | CAP2 slice |

@

FROFELEERERSRAES W



BEDCAP1_sliceTtEk , REBRRB10EHIEX.

WS IS B D R AN B AR arw e a Lt EmwA LTI A LIE LT

460 55.45898 192.168.2:192.168.2¢ ESP 176 315 27 ESP (SPI=0x040001dc) PRESENT
461 55.46197 192.168.2:192.168.2¢ ESP 176 316 27 ESP (SPI1=0x040001dc) PRESENT
462 55.46397 192.168.2:192.168.2¢ ESP 176 317 27 ESP (SPI1=0x040001dc) PRESENT
463 55.46596 192.168.2:192.168.2¢ ESP 176 318 27 ESP (SPI=0x040001dc)
464 55.46697 192.168.2:192.168.2¢ ESP 176 319 27 ESP (SPI=0x040001dc)
465 55.46796 192.168.2:192.168.2¢ ESP 176 320 27 ESP (SPI1=0x040001dc)
466 55.46996 192.168.2: 192.168.2¢ ESP 176 321 27 ESP (SPI=0x040001dc)
467 55.47097 192.168.2:192.168.2¢ ESP 176 322 27 ESP (SPI=0x040001dc)
468 55.47198 192.168.2:192.168.2¢ ESP 176 323 27 ESP (SPI1=0x040001dc)
469 55.47297 192.168.2:192.168.2¢ ESP 176 324 27 ESP (SPI=0x040001dc)
470 55.47497 192.168.2:192.168.2¢ ESP 176 325 27 ESP (SPI1=0x040001dc)
471 55.47597 192.168.2:192.168.2¢ ESP 176 326 27 ESP (SPI1=0x040001dc)
472 55.47697 192.168.2:192.168.2¢ ESP 176 327 27 ESP (5PI1=0x040001dc)
473 55.47896 192.168.2:192.168.2£ ESP 176 328 27 ESP (SPI1=0x040001dc) PRESENT
474 55.48096 192.168.2:192.168.2¢ ESP 176 329 27 ESP (SPI1=0x040001dc) PRESENT
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Time Source  Destinatic Protocol Length
55.46596 192.168.2:192.168.28 ESP 176
55.46697 192.168.2:192.168.28 ESP 176
55.46796 192.168.2:192.168.2{ ESP 176
55.46996 192.168.2:192.168.2 ESP 176
55.47097 192.168.2:192.168.2 ESP 176
55.47198 192.168.2:192.168.28 ESP 176
55.47297 192.168.2:192.168.28 ESP 176
55.47497 192.168.2:192.168.2§ ESP 176
55.47597 192.168.2:192.168.2 ESP 176
55.47697 192.168.2:192.168.2¢ ESP 176
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ESP (SPI=0x040001dc)
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https://www.cisco.com/c/zh_tw/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/zh_tw/support/index.html
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