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hlen |1 |FEBRE |EEEBHUHRENRE,
EE 1 (B EPmBEREAS K WRBREBRHBSFER K XRESEHE,
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EE 2 ([EHE ERNEEREBERER,
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it i, Al , EDHCP{AARESHWDHCPOFFERMIDHCPACKHEAE,
B HESIPih
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EER|16 MAGH A DHCPZE F#MACH: it
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HamRHA EMACHbHE |B BIMACHEHE|  SRIPHE3E B RIPi ik
DHCPDISCOVER|f A & i B 0.0.0.0 255.255.255.255
DHCPOFFER DHCPS Al Bk 27| B #%& DHCPS1al Bk 87|255.255.255.255
DHCPREQUEST |fs£ i & i EE 0.0.0.0 255.255.255.255
DHCPACK DHCPS Al Bk 7| B #%& DHCPS1r AR 88|255.255.255.255

DHCP/BootPH#EREN A&

FERERT , RESTSERERENE. HADHCPE FinH EFE A EHWIPHbit
255.255.255.255 ( T B/ EE ) , KLtLDHCPE FinfE LM 5 — B F#8 L WDHCPRIAR S EIEFE
3R, BRIEBE MBS LELE T DHCP/BootPH## X, DHCP/BootPH# B XRDHCPE Fimig
DHCP& R 82 Z|IDHCPfA AR5 . DHCP/BootPH # 4% B 2 A IP b1k i hn E ¥ ADHCP R AR EFHY
DHCPIEHYRIPH#bit, iE LFFDHCP{R IR 25 &R BB EEDHCP/BootPH#{L¥E , DHCP/BootP
Relay Agenti2 & fif i {t & F ix i W DHCPE B F N E AV 1P 11t 2 75 Gateway IP addressi#i{i,
DHCP{a] B 25 £ FA 48 B3 | P 3t 31t 48 {3 # E DHCPDISCOVER, DHCPREQUESTE{DHCPINFORM’E &
R4,

f£Cisco IOS®3& 185 +Fit B DHCP/BootP #£ /X B Th &L

fit E Ciscol& H 85 LA 2 BootPEDHCPEE R W IBEREE, LR EERE —{E8CDHCP/BootP{d

PR 252k {7 IR BS P 1E A BR BV F A8 R & b it BV IPEE Bh st it
B &

interface Ethernet]
192 1A8.1.1 255,355 2550
no ip directed-broadcast
ip-helper address 192, 165.2 2

interface Ethernetd
ip address 192 188 2.1 2535.155.255.0
no ip directed-broadcast

e

DHCP Server L
19216822 <oei

DHCE Client
O0e0. 1efd. c441

EHBootP/DHCPEE Rt & FinE 2 2IDHCPEARES , A £ Aip helper-address interface @i, A
P& IPE BN it Bl (B AR IBUDPER E R T MUDPERE. FARIERT |, IPEBthu EE LT



UDPEHE :
- BEARREREAIBE(TFTP) (ERIE69 )
« DNS (#853) ., BRI (#37)
« NetBIOSE B MIRAR ( EHRE137 )
 NetBIOSE K3 AARET ( EFRIE138)
- B|Ei#% % (DHCP/BootP) & F i M A IR E KA ( 1267768 )
o RimFERGFEIRFIRF(TACACS) R ( ELRIEL9)
IEN-116 & TBIRIS (42 )

IPE Byt A UG UDPERE E M B BB EiEIPHu, B2 , HRWRERERERBZL  FOE
RIPE B UDPEER — B FRERI 5 —EF PN ER b, EXEEEA N LHSEPE
Bt R B -

version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname router

!
!
!
interface Ethernet0

ip address 192.168.2.1 255.255.255.0
no ip directed-broadcast

!
interface Ethernetl

ip address 192.168.1.1 255.255.255.0
ip helper-address 192.168.2.2

ip helper-address 192.168.2.3

l--- IP helper-address pointing to DHCP server

no ip directed-broadcast
!
!
!
Tine con 0O
exec-timeout 0 O
transport input none
Tine aux 0

Tine vty 0 4

Togin

!
end
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MACHr 3t , BNfE st R IREM £01, AT REE A

o LA T 2Microsoft DHCPE Fis Tt E :

<tfroot>

configure terminal
ip dhcp pool

new_poo

host

i p_address subnet _nask
client-identifier

0 L XXOOKXXXXAXXX

l--- xxxxxx represents 48 bit MAC address prepended with 01

« LT RIEMicrosoft DHCPEFIRMELE :

<#froot>

configure terminal
ip dhcp pool

new_poo
host i
p_address subnet _nmask

hardware-address

D0,0.0.9,9,0.9,0,0.9.9.4

l--- xxxxxx represents 48 bit MAC address
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1. ftF FimEix
DHCPDISCOVERG.

0.0.0.0

0.0.0.0

0.0.0.0

0005.DCC9.C640
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FFF FFFF.FFFFF (B

)

2. BRHESEEINTE
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DHCPDISCOVER,
BRESRSE L ER
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BYFEABANE
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IP addresst#ify , #%
RIPHE FERAEA
N EIPHE |, RE
A REEER
DHCPaIBR &S
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A THE2 MAC b1t
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DHCP 1A iR 2%
FYMAC i 31t

3. DHCPfafR=a E W
e
DHCPDISCOVERf
#DHCPOFFERE
X EIDHCPH#ERE

o

192.168.1.2

192.168.2.2

192.168.1.1

DHCP{al fR 85 #Y
MAC ith i

192.168.2.2

N HE2
MAC b 11t




4. DHCPH X §%
YK DHCPOFFERE
TEZAHL AN L8558
DHCPOFFERE#%

192.168.1.2

192.168.2.2

192.168.1.1

A THEE1 MACHb it

192.168.1.1
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)

5. B FimEIAN
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EH Gateway IP
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IPih it B e A EAN
Ptk , AREBHEEE
RiEZEET
DHCP{RIBR &S

0.0.0.0

0.0.0.0

192.168.1.1

A HEE2 MACH#b it

192.168.1.1

DHCPfa B 8%
FIMAC th 31

—

7. DHCP{A fR28 E W
£
DHCPREQUEST
#HDHCPACKEAZ|
DHCP/BootPH ##1X
.

192.168.1.2

192.168.2.2

192.168.1.1

DHCP{a i &% Y
MAC it 31t

192.168.2.2

STEE2
MAC #tb 31t

8. DHCP/BootPH
R
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<#root>

Franme 1 - DHCPDI SCOVER

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
1[0.0.0.0] [255.255.255.255] 618 0:01:26.810 0.575.244 05/07/2001 11:52:03 AM DHCP: Request,
Message type:

DHCP Di scover

DLC:
DLC: Frame larrived at 11:52:03.8106; frame size is 618 (026A hex) bytes.
DLC:

Destinati on = BROADCAST FFFFFFFFFFFF

, Broadcast
DLC:

Source = Station 0005DCCI9C640

DLC: Ethertype = 0800 (IP)

DLC:

IP: ---——- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total length = 604 bytes

IP: Identification = 9

IP: Flags = OX

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = B988 (correct)



IP:

Source address = [0.0.0.0]

IP:

Destinati on address = [255.255. 255. 255]

IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP:

Source port = 68 (Boot Pc/ DHCP)
UDP:
Destination port = 67 (BootPs/ DHCP)

UDP: Length = 584

UDP: No checksum

UDP: [576 byte(s) of datal]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 1 (Request)
DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes
DHCP:

DHCP: Hops = 0

DHCP:

Transaction id = 00000882

DHCP: Elapsed boot time = 0 seconds
DHCP: Flags = 8000
DHCP: 1... .... .... .... = Broadcast IP datagrams

DHCP: Client self-assigned IP address = [0.0.0.0]
DHCP: Client IP address = [0.0.0.0]
DHCP: Next Server to use in bootstrap = [0.0.0.0]

DHCP: Relay Agent = [0.0.0.0]
DHCP:

Cient hardware address = 0005DCC9C640

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363
DHCP:

Message Type = 1 (DHCP Di scover)

DHCP: Maximum message size = 1152
DHCP:

Cient identifier = 00636973636F2D303030352E646363392E633634302D564C31

DHCP: Parameter Request List: 7 entries
DHCP: 1 = Client's subnet mask

DHCP: 66 = TFTP Option

DHCP: 6 = Domain name server

DHCP: 3 = Routers on the client's subnet
DHCP: 67 = Boot File Option



DHCP: 12 = Host name server

DHCP: 150 = Unknown Option

DHCP: Class identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Sname fields hold options)
DHCP:

Frane 2 - DHCPOFFER

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
2[192.168.1.1] [255.255.255.255] 331 0:01:26.825 0.015.172 05/07/2001 11:52:03 AM DHCP: Reply,
Message type:

DHCP Of f er

DLC:
DLC: Frame 2 arrived at 11:52:03.8258; frame size is 331 (014B hex) bytes.
DLC:

Desti nati on = BROADCAST FFFFFFFFFFFF

, Broadcast
DLC:

Source = Station 0005DCC42484

DLC: Ethertype = 0800 (IP)

DLC:

IP: --—-- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total length = 317 bytes

IP: Identification =5

IP: Flags = 0X

IP: .0.. ... may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = F901 (correct)
IP:

Sour ce address = [192.168. 1. 1]
IP:
Destinati on address = [255.255. 255. 255]

IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP: Source port =

67 (Boot Ps/ DHCP)



UDP: Destination port =
68 (Boot Pc/ DHCP)

UDP: Length = 297

UDP: No checksum

UDP: [289 byte(s) of datal]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 2 (Reply)
DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes
DHCP:

DHCP: Hops = 0

DHCP:

Transaction id = 00000882

DHCP: Elapsed boot time = 0 seconds
DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address = [0.0.0.0]
DHCP:

Client I P address = [192.168. 1. 2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [0.0.0.0]
DHCP:

Cient hardware address = 0005DCC9C640

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 2 (DHCP Offer)

DHCP: Server IP address = [192.168.1.1]

DHCP: Request IP address Tease time = 85535 (seconds)
DHCP: Address Renewal interval = 42767 (seconds)
DHCP: Address Rebinding interval = 74843 (seconds)
DHCP: Subnet mask = [255.255.255.0]

DHCP:

Dormai n Nane Server address = [192.168. 1. 3]
DHCP:

Dormai n Nane Server address = [192. 168. 1. 4]
DHCP:

Gat eway address = [192.168.1.1]

DHCP:

Frame 3 - DHCPREQUEST

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
3[0.0.0.0] [255.255.255.255] 618 0:01:26.829 0.003.586 05/07/2001 11:52:03 AM DHCP: Request,



Message type:

DHCP Request
DLC: ----- DLC Header -----
DLC:

DLC: Frame 56 arrived at 11:52:03.8294; frame size is 618 (026A hex) bytes.
DLC:

Desti nati on = BROADCAST FFFFFFFFFFFF

, Broadcast
DLC:

Source = Station 0005DCC9C640

DLC: Ethertype = 0800 (IP)

DLC:

IP: --—-- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total length = 604 bytes

IP: Identification = 10

IP: Flags = 0X

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = B987 (correct)
IP:

Source address = [0.0.0.0]
IP:

Destinati on address = [255.255. 255. 255]

IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP:

Source port = 68 (Boot Pc/ DHCP)

UDP:

Destination port = 67 (BootPs/ DHCP)

UDP: Length = 584

UDP: No checksum

UDP: [576 byte(s) of datal]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 1 (Request)

DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes



DHCP:
DHCP: Hops = 0
DHCP:

Transaction id = 00000882

DHCP: Elapsed boot time = 0 seconds
DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address

= [0.0.0.0]
DHCP: Client IP address = [0.0.0.0]
DHCP: Next Server to use in bootstrap = [0.0.0.0]

DHCP: Relay Agent = [0.0.0.0]
DHCP:

Cient hardware address = 0005DCC9C640

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363
DHCP: Message Type = 3 (DHCP Request)
DHCP: Maximum message size = 1152

DHCP:

Cient identifier = 00636973636F2D303030352E646363392E633634302D564C31

DHCP:

Server | P address [192.168. 1. 1]

DHCP:
Request specific IP address = [192.168. 1. 2]

DHCP: Request IP address Tease time = 85535 (seconds)
DHCP: Parameter Request List: 7 entries

DHCP: 1 = Client's subnet mask

DHCP: 66 = TFTP Option

DHCP: 6 = Domain name server

DHCP: 3 = Routers on the client's subnet

DHCP: 67 Boot File Option

DHCP: 12 = Host name server

DHCP: 150 = Unknown Option

DHCP: Class identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Sname fields hold options)
DHCP:

Frane 4 - DHCPACK

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
4[192.168.1.1] [255.255.255.255] 331 0:01:26.844 0.014.658 05/07/2001 11:52:03 AM DHCP: Reply,
Message type:

DHCP Ack

DLC:
DLC: Frame 57 arrived at 11:52:03.8440; frame size is 331 (014B hex) bytes.
DLC:



Dest

, Br
DLC:

Sour

DLC:
DLC:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:
IP:

Sou
IP:
Dest

IP:
IP:
UDP:
UDP:
UDP:

Sour
UDP:
Dest

UDP:
UDP:
UDP:
UDP:

DHCP:

i nati on = BROADCAST FFFFFFFFFFFF

oadcast

ce = Station 0005DCC42484

Ethertype = 0800 (IP)

Version = 4, header Tength = 20 bytes
Type of service = 00
000. .... = routine
..0 .... = normal delay
. 0... = normal throughput
.0.. = normal reliability
..0. = ECT bit - transport protocol will ignore the CE bit
.e.. ...0 = CE bit - no congestion
Total Tength = 317 bytes
Identification = 6
Flags = 0OX
.0.. .... = may fragment
..0. .... = Tast fragment
Fragment offset = 0 bytes
Time to Tive = 255 seconds/hops
Protocol = 17 (UDP)
Header checksum = F900 (correct)

rce address = [192.168. 1. 1]

i nation address = [255. 255. 255. 255]

No options

ce port = 67 (Boot Ps/ DHCP)

ination port = 68 (Boot Pc/ DHCP)

Length = 297
No checksum
[289 byte(s) of datal

DHCP:

DHCP:
DHCP:
DHCP:

Boot record type = 2 (Reply)
Hardware address type = 1 (10Mb Ethernet)
Hardware address Tlength = 6 bytes

DHCP:

DHCP:

Hops = 0

DHCP:

Tran

DHCP
DHCP
DHCP

saction id = 00000882

: Elapsed boot time = 0 seconds
: Flags = 8000
:1... .... .... .... = Broadcast IP datagrams



[0.0.0.0]

DHCP: Client self-assigned IP address
DHCP:

Client I P address = [192.168. 1. 2]

DHCP: Next Server to use in bootstrap [0.0.0.0]
DHCP: Relay Agent = [0.0.0.0]

DHCP:

Cient hardware address = 0005DCC9C640

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 5 (DHCP Ack)

DHCP: Server IP address = [192.168.1.1]

DHCP: Request IP address Tease time = 86400 (seconds)
DHCP: Address Renewal interval = 43200 (seconds)
DHCP: Address Rebinding interval = 75600 (seconds)
DHCP: Subnet mask = [255.255.255.0]

DHCP:

Dormai n Nane Server address = [192.168. 1. 3]

DHCP:

Dormai n Nane Server address = [192. 168. 1. 4]

DHCP:
Gat eway address = [192.168.1.1]

DHCP:

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary

5 0005DCCI9C640 Broadcast 60 0:01:26.846 0.002.954 05/07/2001 11:52:03 AM ARP: R PA=[192.168.1.2]
HA=0005DCC9C640 PRO=IP

DLC: ----- DLC Header -----

DLC:

DLC: Frame 58 arrived at 11:52:03.8470; frame size is 60 (003C hex) bytes.

DLC: Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC: Source = Station 0005DCC9C640

DLC: Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/RARP frame -----

ARP:

ARP: Hardware type

ARP: Protocol type

1 (10Mb Ethernet)
0800 (IP)

ARP: Length of hardware address = 6 bytes
ARP: Length of protocol address = 4 bytes
ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 0005DCC9C640

ARP: Sender's protocol address = [192.168.1.2]
ARP: Target hardware address = FFFFFFFFFFFF
ARP: Target protocol address = [192.168.1.2]
ARP:

ARP: 18 bytes frame padding



Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
6 0005DCC9C640 Broadcast 60 0:01:27.355 0.508.778 05/07/2001 11:52:04 AM ARP: R PA=[192.168.1.2]
HA=0005DCC9C640 PRO=IP

DLC: ----- DLC Header -----

DLC:

DLC: Frame 59 arrived at 11:52:04.3557; frame size is 60 (003C hex) bytes.

DLC: Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC: Source = Station 0005DCC9C640

DLC: Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/RARP frame -----

ARP:

ARP: Hardware type = 1 (10Mb Ethernet)

ARP: Protocol type = 0800 (IP)

ARP: Length of hardware address = 6 bytes
ARP: Length of protocol address = 4 bytes
ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 0005DCC9C640

ARP: Sender's protocol address = [192.168.1.2]
ARP: Target hardware address = FFFFFFFFFFFF
ARP: Target protocol address = [192.168.1.2]
ARP:

ARP: 18 bytes frame padding

ARP:

FRES BBl E ADHCP R # O IR /Y B2 FA 25 70 PR RYDHCP & 5 i Al {a] AR 25 BY IR £R 25 Mt B

Frame 1 - DHCPDI SCOVER

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
1 [0.0.0.0] [255.255.255.255] 618 0:02:05.759 0.025.369 05/31/2001 06:53:04 AM DHCP: Request,
Message type: DHCP Discover

DLC: ----- DLC Header -----

DLC:

DLC: Frame 124 arrived at 06:53:04.2043; frame size is 618 (026A hex) bytes.

DLC: Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC: Source = Station 0005DCF2C441

DLC: Ethertype = 0800 (IP)

DLC:

IP: ----—- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes



: Type of service = 00
: 000. .... = routine

..0 .... = normal delay
. 0... = normal throughput
.0.. = normal reliability
..0. = ECT bit - transport protocol will dignore the CE bit
0 = CE bit - no congestion

: Total length = 604 bytes
: Identification = 183

Flags = 0X
.0..

..0. .... = Tast fragment
Fragment offset = 0 bytes

may fragment

: Time to 1ive = 255 seconds/hops

: Protocol = 17 (UDP)

: Header checksum = B8DA (correct)

: Source address = [0.0.0.0]

: Destination address = [255.255.255.255]
: No options

: Source port = 68 (BootPc/DHCP)

: Destination port = 67 (BootPs/DHCP)
: Length = 584

: No checksum

[576 byte(s) of data]

: Boot record type = 1 (Request)
: Hardware address type = 1 (10Mb Ethernet)
: Hardware address length = 6 bytes

: Hops = 0

: Transaction id = 00001425
: Elapsed boot time = 0 seconds
Flags = 8000
N .. .... = Broadcast IP datagrams

: Client self-assigned IP address = [0.0.0.0]
: Client IP address = [0.0.0.0]
: Next Server to use 1in bootstrap = [0.0.0.0]
: Relay Agent = [0.0.0.0]
: Client hardware address = 0005DCF2C441
: Host name = ""
: Boot file name = ""
: Vendor Information tag = 63825363
: Message Type = 1 (DHCP Discover)
: Maximum message size = 1152
: Client identifier = 00636973636F2D303065302E316566322E633434312D4574302F30
Parameter Request List: 7 entries
: 1 = Client's subnet mask
: 6 = Domain name server
15 = Domain name
: 44 = NetBIOS over TCP/IP name server
3 = Routers on the client's subnet
33 = Static route
: 150 = Unknown Option
: Class identifier = 646F63736973312E30
: Option overload =3 (File and Sname fields hold options)



Frane 2 - DHCPOFFER

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summaryr
125 [192.168.1.1] [255.255.255.255] 347 0:02:05.772 0.012.764 05/31/2001 06:53:04 AM DHCP: Reply,
Message type:

DHCP Of f er

DLC:
DLC: Frame 125 arrived at 06:53:04.2171; frame size is 347 (015B hex) bytes.
DLC:

Desti nati on = BROADCAST FFFFFFFFFFFF, Broadcast

DLC:

Source = Station 003094248F71

DLC: Ethertype = 0800 (IP)

DLC:

IP: --—-- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total length = 333 bytes

IP: Identification = 45

IP: Flags = 0X

IP: .0.. ... may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = F8C9 (correct)
IP:

Sour ce address = [192.168. 1. 1]
IP:
Destinati on address = [255.255. 255. 255]

IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP:

Source port = 67 (Boot Ps/ DHCP)
UDP:

Destination port = 68 (Boot Pc/ DHCP)



UDP:
UDP:
UDP:
UDP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:

Length = 313
Checksum = 8517 (correct)
[305 byte(s) of data]

Boot record type = 2 (Reply)
Hardware address type = 1 (10Mb Ethernet)
Hardware address length = 6 bytes

Hops = 0

Transaction id = 00001425

DHCP:
DHCP:
DHCP:
DHCP:
DHCP:

Elapsed boot time = 0 seconds

Flags = 8000

1... .... .... .... = Broadcast IP datagrams
Client self-assigned IP address = [0.0.0.0]

Client I P address = [192.168. 1. 2]

DHCP:
DHCP:

Next Server to use in bootstrap = [0.0.0.0]

Rel ay Agent = [192.168. 1. 1]

DHCP:

dient hardware address = 0005DCF2C441

DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:

Dona
DHCP:
Dona
DHCP:
Net B
DHCP:
Net B
DHCP:
Dona

DHCP:

Host name =
Boot file name =

Vendor Information tag = 63825363

Message Type = 2 (DHCP Offer)

Server IP address = [192.168.2.2]

Request IP address lease time = 99471 (seconds)
Address Renewal interval = 49735 (seconds)
Address Rebinding interval = 87037 (seconds)
Subnet mask = [255.255.255.0]

n Nanme Server address = [192.168.10. 1]

n Nanme Server address = [192.168. 10. 2]

CS Server address = [192.168.10.1]

CS Server address = [192.168. 10. 3]

n nane = "cisco.conf



Frame 3 - DHCPREQUEST

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
3 [0.0.0.0] [255.255.255.255] 618 0:02:05.774 0.002.185 05/31/2001 06:53:04 AM DHCP: Request,
Message type:

DHCP Request
DLC: ----- DLC Header -----
DLC:

DLC: Frame 126 arrived at 06:53:04.2193; frame size is 618 (026A hex) bytes.
DLC:

Destinati on = BROADCAST FFFFFFFFFFFF, Broadcast
DLC:

Source = Station Ci scl4F2C441

DLC: Ethertype = 0800 (IP)

DLC:

IP: ————- IP Header -----

IP:

IP: Version = 4, header Tength = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total Tength = 604 bytes

IP: Identification = 184

IP: Flags = OX

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = B8D9 (correct)
IP:

Source address = [0.0.0.0]
IP:
Destinati on address = [255.255. 255. 255]

IP: No options

IP:

ubP: ----- UDP Header -----
UDP:

UDP:

Source port = 68 (Boot Pc/ DHCP)
UDP:
Destination port = 67 (Boot Ps/ DHCP)

UDP: Length = 584

UDP: No checksum

UDP: [576 byte(s) of data]
UDP:



DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 1 (Request)

DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes

DHCP:

DHCP: Hops = 0

DHCP:

Transaction id = 00001425

DHCP: Elapsed boot time = 0 seconds

DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address = [0.0.0.0]
DHCP: Client IP address = [0.0.0.0]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [0.0.0.0]

DHCP:

Cient hardware address = 0005DCF2C441

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363
DHCP: Message Type = 3 (DHCP Request)
DHCP: Maximum message size = 1152

DHCP:

dient identifier 00636973636F2D303065302E316566322E633434312D4574302F30

DHCP:

Server | P address [192. 168. 2. 2]

DHCP:
Request specific IP address = [192. 168. 1. 2]

DHCP: Request IP address Tease time = 99471 (seconds)
DHCP: Parameter Request List: 7 entries

DHCP: 1 = Client's subnet mask

DHCP: 6 = Domain name server

DHCP: 15 = Domain name

DHCP: 44 = NetBIOS over TCP/IP name server

DHCP: 3 = Routers on the client's subnet

DHCP: 33 = Static route

DHCP: 150 = Unknown Option

DHCP: Class identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Sname fields hold options)
DHCP:

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
4 [192.168.1.1] [255.255.255.255] 347 0:02:05.787 0.012.875 05/31/2001 06:53:04 AM DHCP: Reply,
Message type:

DHCP Ack



DLC:
DLC: Frame 127 arrived at 06:53:04.2321; frame size is 347 (015B hex) bytes.
DLC:

Desti nati on = BROADCAST FFFFFFFFFFFF, Broadcast

DLC:

Source = Station 003094248F71

DLC: Ethertype = 0800 (IP)

DLC:

IP: --—-- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total length = 333 bytes

IP: Identification = 47

IP: Flags = 0X

IP: .0.. ... may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = F8C7 (correct)
IP:

Sour ce address = [192.168. 1. 1]
IP:
Destinati on address = [255.255. 255. 255]

IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP:

Source port = 67 (Boot Ps/ DHCP)
UDP:
Destination port = 68 (Boot Pc/ DHCP)

UDP: Length = 313

UDP: Checksum = 326F (correct)

UDP: [305 byte(s) of datal]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 2 (Reply)
DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes
DHCP:

DHCP: Hops = 0

DHCP:

Transaction id = 00001425



DHCP: Elapsed boot time = 0 seconds

DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address = [0.0.0.0]
DHCP: Client IP address = [192.168.1.2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP:

Rel ay Agent = [192.168. 1. 1]

DHCP:

Cient hardware address = 0005DCF2C441

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 5 (DHCP Ack)

DHCP: Server IP address = [192.168.2.2]

DHCP: Request IP address Tease time = 172800 (seconds)
DHCP: Address Renewal interval = 86400 (seconds)
DHCP: Address Rebinding interval = 151200 (seconds)
DHCP: Subnet mask = [255.255.255.0]

DHCP:

Dormai n Nane Server address = [192.168. 10. 1]
DHCP:

Dormai n Nane Server address = [192.168. 10. 2]
DHCP:

Net BI OS Server address = [192.168.10.1]
DHCP:

Net BI OS Server address = [192.168. 10. 3]
DHCP:

Donmi n nane = "cisco. conf

DHCP:

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
5 Ciscl4F2C441 Broadcast 60 0:02:05.798 0.011.763 05/31/2001 06:53:04 AM ARP: R PA=[192.168.1.2]
HA=Ciscl14F2C441 PRO=IP

DLC: ----- DLC Header -----

DLC:

DLC: Frame 128 arrived at 06:53:04.2439; frame size is 60 (003C hex) bytes.

DLC: Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC: Source = Station Ciscl4F2C441

DLC: Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/RARP frame -----

ARP:

ARP: Hardware type = 1 (10Mb Ethernet)



ARP: Protocol type = 0800 (IP)

ARP: Length of hardware address = 6 bytes
ARP: Length of protocol address = 4 bytes
ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 00EO1EF2C441

ARP: Sender's protocol address [192.168.1.2]
ARP: Target hardware address = FFFFFFFFFFFF
ARP: Target protocol address = [192.168.1.2]
ARP:

ARP: 18 bytes frame padding

ARP:

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
5 Ciscl4F2C441 Broadcast 60 0:02:05.798 0.011.763 05/31/2001 06:53:04 AM ARP: R PA=[192.168.1.2]
HA=Ciscl14F2C441 PRO=IP

DLC: ----- DLC Header -----

DLC:

DLC: Frame 128 arrived at 06:53:04.2439; frame size is 60 (003C hex) bytes.

DLC: Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC: Source = Station Ciscl4F2C441

DLC: Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/RARP frame -----

ARP:

ARP: Hardware type = 1 (10Mb Ethernet)

ARP: Protocol type = 0800 (IP)

ARP: Length of hardware address = 6 bytes
ARP: Length of protocol address = 4 bytes
ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 00EQO1EF2C441

ARP: Sender's protocol address [192.168.1.2]
ARP: Target hardware address = FFFFFFFFFFFF
ARP: Target protocol address = [192.168.1.2]
ARP:

ARP: 18 bytes frame padding

ARP:

ETSRAER

Frame 1 - DHCPDI SCOVER

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary

118 [192.168.1.1] [192.168.2.2] 618 0:00:51.212 0.489.912 05/31/2001 07:02:54 AM DHCP: Request,
Message type: DHCP Discover

DLC: ----- DLC Header -----

DLC:

DLC: Frame 118 arrived at 07:02:54.7463; frame size is 618 (026A hex) bytes.



DLC:

Destination = Station 0005DCOBF2F4

DLC:

Source = Station 003094248F72

DLC: Ethertype = 0800 (IP)

DLC:

IP: --—-- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total length = 604 bytes

IP: Identification = 52

IP: Flags = 0X

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = 3509 (correct)
IP:

Sour ce address = [192.168. 1. 1]
IP:

Destinati on address = [192. 168. 2. 2]

IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP:

Source port = 67 (Boot Ps/ DHCP)
UDP:
Destination port = 67 (BootPs/ DHCP)

UDP: Length = 584

UDP: Checksum = 0A19 (correct)

UDP: [576 byte(s) of datal]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 1 (Request)

DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes

DHCP:

DHCP: Hops =1

DHCP: Transaction id = 000005F4

DHCP: Elapsed boot time = 0 seconds

DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address = [0.0.0.0]



DHCP: Client IP address = [0.0.0.0]
DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP:

Rel ay Agent = [192.168. 1. 1]

DHCP:

dient hardware address = 0005DCF2C441

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 1 (DHCP Discover)

DHCP: Maximum message size = 1152

DHCP: Client identifier = 00636973636F2D303065302E316566322E633434312D4574302F30
DHCP: Parameter Request List: 7 entries

DHCP: 1 = Client's subnet mask

DHCP: 6 = Domain name server

DHCP: 15 = Domain name

DHCP: 44 = NetBIOS over TCP/IP name server

DHCP: 3 = Routers on the client's subnet

DHCP: 33 = Static route

DHCP: 150 = Unknown Option

DHCP: Class identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Sname fields hold options)
DHCP:

Frane 2 - DHCPOFFER

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
2 [192.168.2.2] [192.168.1.1] 347 0:00:51.214 0.002.133 05/31/2001 07:02:54 AM DHCP: Request,
Message type:

DHCP O f er

DLC:
DLC: Frame 119 arrived at 07:02:54.7485; frame size is 347 (015B hex) bytes.
DLC:

Destination = Station 003094248F72

DLC:

Source = Station 0005DCOBF2F4

DLC: Ethertype = 0800 (IP)

DLC:

IP: --—-- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit

IP: .... ...0 = CE bit - no congestion



IP: Total length = 333 bytes
IP: Identification = 41

IP: Flags = 0X
IP: .0..

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = 3623 (correct)
IP:

may fragment

Sour ce address = [192. 168. 2. 2]
IP:
Destination address = [192.168. 1. 1]

IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP:

Source port = 67 (Boot Ps/ DHCP)
UDP:
Destination port = 67 (BootPs/ DHCP)

UDP: Length = 313

UDP: Checksum = A1F8 (correct)

UDP: [305 byte(s) of datal]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 2 (Request)

DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes

DHCP:

DHCP: Hops = 0

DHCP: Transaction id = 000005F4

DHCP: Elapsed boot time = 0 seconds

DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address = [0.0.0.0]
DHCP: Client IP address = [192.168.1.2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]

DHCP: Rel ay Agent = [192.168. 1. 1]

DHCP:

Cient hardware address = 0005DCF2C441

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 2 (DHCP Offer)

DHCP: Server IP address = [192.168.2.2]

DHCP: Request IP address Tease time = 172571 (seconds)
DHCP: Address Renewal interval = 86285 (seconds)
DHCP: Address Rebinding interval = 150999 (seconds)
DHCP: Subnet mask = [255.255.255.0]



DHCP:

Dormai n Nane Server address = [192.168.10. 1]
DHCP:

Dormai n Nane Server address = [192.168. 10. 2]
DHCP:

Net Bl OS Server address = [192.168.10. 1]
DHCP:

Net BI OS Server address = [192.168. 10. 3]
DHCP:

Donmi n nane = "cisco. conf

DHCP:

Frame 3 - DHCPREQUEST

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary

3 [192.168.1.1] [192.168.2.2] 618 0:00:51.240 0.025.974 05/31/2001 07:02:54 AM DHCP: Request,
Message type: DHCP Request

DLC: ----- DLC Header -----

DLC:

DLC: Frame 120 arrived at 07:02:54.7745; frame size is 618 (026A hex) bytes.

DLC:

Destination = Station 0005DCOBF2F4

DLC:

Source = Station 003094248F72

DLC: Ethertype = 0800 (IP)

DLC:

IP: --—-- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: ...0 = CE bit - no congestion

IP: Total length = 604 bytes

IP: Identification = 54

IP: Flags = 0X

IP: .0.. ... may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = 3507 (correct)
IP:

Sour ce address = [192.168. 1. 1]



IP:
Destinati on address = [192. 168. 2. 2]

IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP:

Source port = 67 (Boot Ps/ DHCP)
UDP:
Destination port = 67 (BootPs/ DHCP)

UDP: Length = 584

UDP: Checksum = 4699 (correct)

UDP: [576 byte(s) of datal]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 1 (Request)
DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes

DHCP:

DHCP: Hops =1

DHCP: Transaction id = 000005F4

DHCP: Elapsed boot time = 0 seconds

DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address

= [0.0.0.0]
DHCP: Client IP address = [0.0.0.0]
DHCP: Next Server to use in bootstrap = [0.0.0.0]

DHCP:
Rel ay Agent = [192.168. 1. 1]

DHCP:

Cient hardware address = 0005DCF2C441

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363
DHCP: Message Type = 3 (DHCP Request)
DHCP: Maximum message size = 1152

DHCP:

Cdient identifier = 00636973636F2D303065302E316566322E633434312D4574302F30

DHCP: Server IP address = [192.168.2.2]

DHCP: Request specific IP address = [192.168.1.2]
DHCP: Request IP address Tease time = 172571 (seconds)
DHCP: Parameter Request List: 7 entries

DHCP: 1 = Client's subnet mask

DHCP: 6 = Domain name server

DHCP: 15 = Domain name

DHCP: 44 = NetBIOS over TCP/IP name server

DHCP: 3 = Routers on the client's subnet

DHCP: 33 = Static route

DHCP: 150 = Unknown Option

DHCP: Class identifier = 646F63736973312E30



DHCP: Option overload =3 (File and Sname fields hold options)
DHCP:

Frane 4 - DHCPACK

Frame Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Time Summary
4 [192.168.2.2] [192.168.1.1] 347 0:00:51.240 0.000.153 05/31/2001 07:02:54 AM DHCP: Request,
Message type:

DHCP Ack

DLC:
DLC: Frame 121 arrived at 07:02:54.7746; frame size is 347 (015B hex) bytes.
DLC:

Destination = Station 003094248F72

DLC:

Source = Station 0005DCOBF2F4

DLC: Ethertype = 0800 (IP)

DLC:

IP: --—-- IP Header -----

IP:

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: 0 = CE bit - no congestion

IP: Total length = 333 bytes

IP: Identification = 42

IP: Flags = 0X

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to Tive = 255 seconds/hops
IP: Protocol = 17 (UDP)

IP: Header checksum = 3622 (correct)
IP:

Sour ce address = [192. 168. 2. 2]
IP:
Destination address = [192.168. 1. 1]

IP: No options

IP:

ubbP: ----- UDP Header -----
UDP:

UDP:

Source port = 67 (Boot Ps/ DHCP)
UDP:

Destination port = 67 (BootPs/ DHCP)



UDP: Length = 313

UDP: Checksum = 7DF6 (correct)

UDP: [305 byte(s) of datal]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 2 (Request)

DHCP: Hardware address type = 1 (10Mb Ethernet)
DHCP: Hardware address Tlength = 6 bytes

DHCP:

DHCP: Hops = 0

DHCP: Transaction id = 000005F4

DHCP: Elapsed boot time = 0 seconds

DHCP: Flags = 8000

DHCP: 1... .... .... .... = Broadcast IP datagrams
DHCP: Client self-assigned IP address = [0.0.0.0]
DHCP: Client IP address = [192.168.1.2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP:

Rel ay Agent = [192.168. 1. 1]
DHCP:
Cient hardware address = 0005DCF2C441

DHCP:

DHCP: Host name = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 5 (DHCP Ack)

DHCP: Server IP address = [192.168.2.2]

DHCP: Request IP address Tease time = 172800 (seconds)
DHCP: Address Renewal interval = 86400 (seconds)
DHCP: Address Rebinding interval = 151200 (seconds)
DHCP: Subnet mask = [255.255.255.0]

DHCP:

Dormai n Nane Server address = [192.168. 10. 1]
DHCP:

Dormei n Nane Server address = [192.168. 10. 2]
DHCP:

Net Bl OS Server address = [192.168.10. 1]
DHCP:

Net BI OS Server address = [192.168. 10. 3]
DHCP:

Donmi n nane = "cisco. conf

DHCP:

R Fin T/ELE LB EBDHCP U B HEBRDHC P fE



=65 ##1 . DHCP{IARZREDHCPE Fim{u R E —EILANMER S VLAN L

EDHCPA R MEF Fimfu R E —ELANRERSVLANG | 3 BE F i A DHCP A AR APt
UEF, B2, A EARATATRERDHCPREIE, ItEESERDHCP A K2R MDHCPE Firhy &
BEARE. B2 , BEARHEDHCPAMRSBRIAT FRA S, ELEEBEPRERYELHEEHH

BENEE.

N pE - BERNSEVLANE EDHCPRIRE , BRMBEFinRADHCPH it B EVLANEER T
[EHYDHCPth,

=5 ##2 : DHCP{RIAREF M DHCPE F im it & A R DHCP/BootP H ## X 32 Th sE i
=l

EDHCPERSEMEFIHURTENLANFERRVLAN L | BEBEE 7 EDHCP/BootPH &L E
, B & DHCPREQUESTE % Z|IDHCP{A RS, BEBRDHCP/BootPH #E R E LIk DHCPRIREFHZF
Pl EEESTHEHMS R, MERBERHELEE  BUECERBENEE,

% 28 F FIDHCPRIPRES HAPOOL EXHAUSTEDSE 55 T £ 5% 4 it b 31t

R neEMAEFinisE | BFECfEth B, iEr EBshow ip dhep conflictds A &
HETERR, EMATHEMERARE—EIPHE SR ER, Eitiut 28K , DHCPER
pingMEFEARPREE R,

MREREEZR | thubAER P MIBR, Hutif o i , EREESMHARER, B iEno ip dhep conflict
logging SA SRR Lt F5 8

DHCP# FEHERRIE 4R
B DHCP RS BB WAL 3 £ TE R

DHCPEIEMREHZERRE . RFRNREEEERE, B2 , FFZDHCPEET A RM
. WERATERNIC)REZE N MR LB ITHDHCP/BootPH A B BREATE K. HRARERF
EBRENESBERS , RFERARRLO T ZETHRED R,

DHCPRIE W e R R AV R/BEE
- CatalystR B TARELE
« DHCP/BootPH#& R IEE &
- NICHAHRBBEHLDHCPI LR RE
« NICHIESNICEDEXLEFIER
o FRPASE S A B ET E S BAY B &R BE



- EERRITRIERIREG
- DHCPal R 25 ¥ A 1 B & SR S RE R B3
« Cisco Catalyst3X #2#5% Cisco I0S DHCP/BootP H # /X 1 &5 B R b3

- BERMOEEERURPFHBELAK , HAKZIDHCPEHN M EEENNEATFE. ENE LK
FA = 5] B 1R 853X (RPF) ThHERF |, Ciscolf B Al RE 2 R4t £0.0.0.0 B B Mt {u it B
255.255.255.2551) BH A = #5% E B 17 E (DHCP) M E 2 ER @A 175 £ (BOOTP) 2. M
BT EEENALEFEABPEENFEIPER S, CiscoBug ID CSCAwH R T Itk
gE31925

TERARCEMNEBNEF iR L EBERERS
« REEADHCPERENE , (EDHCPE R AL &R IFH

A BRER YD I E B

L2 B A R TR R AR

B, MEADHCPEF iR M ARSI ELR, MRELRTICatalystX il | FERFEDHCPE F ik Al
ARFEAHERTYIEER, HREMCisco IOSHIR M ( tNCatalyst
2900XL/3500XL/2950/3550 ) , Edshow port statusF MK @5 & Eshow interface <interface>, Ml
%JlﬁﬂﬁﬂkﬂﬁTE<1nterface>%up MERE Rup , AIETESERERR , EETE2EBDOHCPE
FixzERo np11ﬁg$ﬁtﬂ

<tfroot>
Switch#

show i nterface fastEthernet 0/1

FastEthernet0/1 is up, line protocol is up
Hardware 1is Fast Ethernet, address is 0030.94dc.accl (bia 0030.94dc.accl)
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Microsoft Windows 95/98/ME
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3. DHCPE FiniRfE 2 & Al LAEEUPH 1t ?

E IP Configuration

— Ethernet Adapter Infarmation -

Ir'|tE=I[FI | PRO PLI Adapter

IFAddess | £410250.154
SubnetMask | 255255 2550
Default Gateway | b4 102501
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= C WINNT System32 ' cmd.exe
(G Copyright 1785%-1999 Microsoft Corp.

C:s>ipconfig

Windows 26888 IP Configuration

Ethernet adapter Local Area Connection:
Connection—specific DHS Suffix . :
FRCAddiresssd & 5 & 8 8 8 8 W E e E S
Subnet Maszk :
Default Gateway

C:xipconfig Arenew

Windows 2888 IF Configuration

Ethernet adapter Local Area Connection:
Connection—specific DMS Suffix . - cisco.com
IP Address. . . . . . . . - . - - = Bh4.182_47.137

Subnet Mask : 255_.255_2585_1%92
Default Gateway : b4.182_47_129
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[BiEIhEE, TAERELERSTP portfastiE AN PE/BEEBE (WREA ), BHR
2900XL/3500XL/2950/35503% #:4% | STP portfast2ME— S ENE B, 1B LA B E XA R
Catalyst RN MR R EBREFRE RHDHCPE FinfEE,

BEREERICatalyst RIRMEFDHCP EEETAIENRMIEREERNELXE , F2HER
PortfastFl £ fit &5 ## 3R T {5 vk B BB 4R 5B B 18

BERERR , EULREHRELBE.

E.RESHMHINICH I Catalyst R IR &

R CatalystRHEEL B EFE |, BT AEEHDHCPRER Catalyst R Bt s DHCP&E FiwNIC L 1F1E
HEAAMREE, FREENT —ESBRREHEERCisco Catalyst X IEEEFINICIE A HERIE |, WHE
BRCatalystR ##siNIC - E B B Y {E T EX B8 R =8

FEMBDHCPEFIREERMURBEBBFER (HINBER, HRMEBENXRAE ) , F8e
IEHESFBRAE MR A MRS

F.9#5|DHCP% FirEDHCPRIARZE AT EE AV F#EVLAN L R B EEIP#b it

EEFiwEDHCPRRES AR —FMBHVLANE | K EESDHCPEAREE I/, MMRDHCP#EE
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DHCP{EfRES/HEIMN FHZHVLANLEEE T4 |, RIDHCPREEEHDHCP/BootPH B 5| #2,
RENEEEDHCPRIREEAAEIM FHRRVLAN LAIZADHCPE R AEE |, BIREWREHE
DHCP{aIBRES.

G.Ei % I H2SDHCP/BootP H #4 fit &
ERFEERIE -

1. ER AR LEEDHCPH A | 58 Fip helper-address M HE2BNVRERNNTE L. ip
helper-address i 54BN MRDHCPE Fif TEMM AN E L , X BXEE@E ERN
DHCP{RIBR&S-

2. BBERAFELRBEE S no service dhep. L E 5| #E 2% 25 LB FT B DHCP{rl Bk 25 #
FHEINEE, TESRBLEsevicednopTELBERES , MERERIRBESS, MERMMAeservicedhep , BIE S Ei
DHCP{RIERZ3 &5 IPit it

% R EETBRCisco IOSHRAMEMERS , BEDHCPHEEINEEH Rip bootp server &4 M IEservice dhep @

o HItt , B Aip helper-addressii £ E B A E R DHCP UDPEEB I AKX KDHCPE FIRWDHCPHENRE | AIE#R
B A EFFRAip bootp server it

« fEMip helper-addressir SASUDPREIEE R T FRAEE U | FRBUDPERENSTEFBENETFTHUEMTA LRSS R
Ee&no ip directed-broadcast. no ip directed-broadcast f 74 B LE 7E [6] E & 2 ¥ B ERE RS, th N HEERRBRA12.0%
EERAPHEREE,

EDHCPEBEZZIDHCPAI R FRAES b1  SHRHEME, EXRPRDHCPHIER | B A$DHCP UDPEEE 3
DHCP{aI R 231 Pitb it -

version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption

no service dhcp

I-—- This configuration command will disable all DHCP server and relay functionality on the routei

hostname router
I




!
!
interface Ethernet0

ip address 192.168.2.1 255.255.255.0
no ip directed-broadcast

interface Ethernetl
I-—— DHCP client workstations reside of this interface.

ip address 192.168.1.1 255.255.255.0
ip helper-address 192.168.2.255

l--- IP helper-address pointing to DHCP server's subnet.

no ip directed-broadcast
I
I
!
Tine con 0O
exec-timeout 0 O
transport input none
Tine aux 0

Tine vty 0 4

Togin

!
end

I--- This configuration will prevent translation of a directed broadcast to a physical broadcast.

HATREREHRR(B82)RE

DHCPH R EER (1#1E82 ) TIAEFEDHCPHENAE ( Catayst i ) E R DHCPE F ik B DHCPR AREFE R DHCPE R , AT E
EEHESNMEREFIHNENR.

DHCPRIRES WA AL EAERBELBERNESEERAE S EIPHL, BITHRES. RERBALE QoML KA (HHEMAI
HOEERE ) . EXRM EBADHCPERE , S EBRARES2, MRDHCPARSAREEAMEAZENQREERT , ItTES
ZERDE N, BEFRIILEE  FH2BEE®Snoip dhep reay information optionfE X4 ( hiRIE ) hERAEHEERE
I5(82).

|. DHCPE R ERE FMDHCPE IR A 5550 8%

DHCPE R ERE R FDHCPREERENEMEH , fIMFTP. TFTPHRCPMAIRER. B NEEZEDHCPERENRE , WH AN
BEESBERENEREERNER 2BNBR. £Aip dhep databaseir TEEE R ERBMERERE H,

MEBETEBEDHCPERENRE |, 55 ADHCPIRES LiCDHCPbE & 3R, #1Tnoip dhep conflict logging®s 5 LA % FA DHCPi# i
BR AR, FMclear ip dhep conflictiEBR E SR 4R A E 28,

MREMEFRFRARLE , IGHRAUTHRER



%DHCPD-4-DECLINE_CONFLICT: DHCP address conflict: client

JRECDPLUA R I PEFEZEE R

B E#R 2 Cisco IPEE I 3T 122 A T Cisco Discovery Protocol (CDP)BF , DHCPEIIRESE: B EF 2 BB E /Pt ., DHCPRIBRES
{EER D EB A EEIERERIVLAN/F B IPibit, MEERACDP , XA LA A B Cisco IPEEERESRDHCPIE B 7] LURE IE#E /Y
FHER. REDHCPREREZF AT AREZVLAN/ FHEMDEIPHuE, AFdneplREBEBZZvIanT EEFTMHESE,

K.MIBRSVIE TEDHCPE EIR1E

1ECisco Catalyst 6500R 5 X £ | FEASDHCPELE A ERBSEVLANE , EREREISVI ( EREERME ) . LSVINTFEERESE
DHCPESEEHY IEFEIR 1.

BT A #iCisco IOSHY Cisco Catalyst 65003 5l 33t F IDHCPEEEE X B/ BE R ES ( RPEIMSFC ) LBH , MAREXRRMEESS
( SP=Supervisor ) LB, Cisco Catalyst 6500F 555 F [EIRPET By A ith B 2 BB (LTL) IR ER SWVACLEER T REERN T, 1
HEARPE , BAZEZEEHLINE(SV]) IDBEIE | REFTREERXRINERTS, MERESVI, AIKIDBFREE |, 3 BERBERPHFE
%o

L AR EEb i

EDHCPE FinEDHCPE B R EEIEM I , DHCP AR E: M F B R EIEDHCPE B X E B A £ 1 EiF it 1t (255.255.255.255) 1
B, WRip broadcast-addressip ¢ EHE A ERERE , ISBEDHCPEENE1ERE. EffRLEE , BBERip dhep
limited-br oadcast-addr essip 5 2R (R AL B RV B8 B IE T S B E R RDHCPIT A,

RUEDHCPE Fin RegEZ 21ERE , Y BSEBEIDHCPb I , BRIFEREFIHERNEARMTE LEELG S,

M. F & B3 88 Debugdn & S35 DHCP

fEAdebugis HEEE MR E R IEIDHCPFER

EXEREDHCPERN BN HBMRMER L , B LIRFEEHBFEEWIREEFIKRADHCPER, MREHFRIEWIREE iR
HFER , AIDHCPERM AN, EUTRT  BEFIEEREARERL, LHRBFEEARBRGS , TTERERASR.

ELREEEXT , WAL TEREEE
access-list 100 permit ip host 0.0.0.0 host 255.255.255.255
EHTERT , 8 AL T debugin s :

debug ip packet detail 100

g

<#froot>



Router#

debug i p packet detail 100

IP packet debugging is on (detailed) for access 1ist 100

Router#

00:16:46: IP: s=0.0.0.0 (Ethernet4/0), d=255.255.255.255, len 604, rcvd 2
00:16:46: UDP src=68, dst=67

00:16:46: IP: s=0.0.0.0 (Ethernet4/0), d=255.255.255.255, len 604, rcvd 2
00:16:46: UDP src=68, dst=67

R ROV E® B , MHRETHEYREFFIRADHCPER ., IHABTHENHE K MAREEEAS, Eit , 8%
BMEERGREBIER, AR  HBOFEERITREREENS , EPRIPENEIPEIKRUDPEEDHCPH 5 2 IEMR.

f£ A debug ip udpds 5 B8 EH B8 R R R UM T RDHCPIAR

debug ip udp &% AT LUEB R B ERIRMEDHCPFE R MR K, BR , MRIARENIRUDPEN I M SRR EZHE , RELZFFEE
EEREPEPHE. tbdebug TR BAREES,

A B4 debugip udpBHETFIE , THSERPARERCPU)ERALE.

EHTERXT , 8ALL T debugi+ : debugip udp

L

<#root>

Router#

debug ip udp

UDP packet debugging is on
Router#



00:18:48: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), length=584

!--- Router receiving DHCPDISCOVER from DHCP client.

00:18:48: UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), length=604

I--- Router forwarding DHCPDISCOVER unicast to DHCP server using DHCP/BootP Relay Agent source IP addre
00:18:48: UDP: rcvd src=192.168.2.2(67), dst=192.168.1.1(67), length=313

!--- Router receiving DHCPOFFER from DHCP server directed to DHCP/BootP Relay Agent IP address.
00:18:48: UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), length=333

!--- Router forwarding DHCPOFFER from DHCP server to DHCP client via DHCP/BootP Relay Agent.

00:18:48: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), length=584

!--- Router receiving DHCPREQUEST from DHCP client.

00:18:48: UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), length=604

1--- Router forwarding DHCPDISCOVER unicast to DHCP server using DHCP/BootP Relay Agent source IP addre
00:18:48: UDP: rcvd src=192.168.2.2(67), dst=192.168.1.1(67), length=313

I--- Router receiving DHCPACK (or DHCPNAK) from DHCP directed to DHCP/BootP Relay Agent IP address.
00:18:48: UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), length=333

1--- Router forwarding DHCPACK (or DHCPNAK) to DHCP client via DHCP/BootP Relay Agent.

00:18:48: UDP: rcvd src=192.168.1.2(520), dst=255.255.255.255(520), Tlength=32

I-—- DHCP client verifying IP address not in use by sending ARP request for its own IP address.
00:18:50: UDP: rcvd src=192.168.1.2(520), dst=255.255.255.255(520), Tlength=32

I--- DHCP client verifying IP address not in use by sending ARP request for its own IP address.

{#E M debug ip dhcp server packetin 5558 I8 S 2 BRI FNEEDHCPHES

IR M ESCisco I0SE12.0.x. T8 12.13f B Cisco |0S DHCPRIBRES ThEE , & W LAE A debug ip dhep server packetin®, WWHRSE
E2Cisco |OS DHCPfRIBRESThEE— 2 E |, I A HERRDHCP/BootPH A2 R IBTHEEM B, e BiS B —% , MANPARTAIRMEAEE

debug ip dhcp server packet

<#root>

Router#



debug i p dhcp server packet

00:20:54: DHCPD: setting giaddr to 192.168.1.1.
I--- Router received DHCPDISCOVER/REQUEST/INRORM and setting Gateway IP address to 192.168.1.1 for forw
00:20:54: DHCPD: BOOTREQUEST from 0063.6973.636f.2d30.3065.302e.3165.6632.2e63..

!--- BOOTREQUEST includes DHCPDISCOVER, DHCPREQUEST, and DHCPINFORM.

1--- 0063.6973.636f.2d30.3065.302e.3165.6632.2e63 indicates client identifier.
00:20:54: DHCPD: forwarding BOOTREPLY to client 00e0.lef2.c441.

!--- BOOTREPLY includes DHCPOFFER and DHCPNAK.

I--- Client's MAC address is 00e0.lef2.c441.

00:20:54: DHCPD: broadcasting BOOTREPLY to client 00e0.lef2.c441.

I--- Router is forwarding DHCPOFFER or DHCPNAK broadcast on Tocal LAN interface.

00:20:54: DHCPD: setting giaddr to 192.168.1.1.

!--- Router received DHCPDISCOVER/REQUEST/INFORM and set Gateway IP address to 192.168.1.1 for forwardi
00:20:54: DHCPD: BOOTREQUEST from 0063.6973.636f.2d30.3065.302e.3165.6632.2e63..

!--- BOOTREQUEST includes DHCPDISCOVER, DHCPREQUEST, and DHCPINFORM.

1--- 0063.6973.636f.2d30.3065.302e.3165.6632.2e63 indicates client identifier.
00:20:54: DHCPD: forwarding BOOTREPLY to client 00e0.lef2.c441.

!--- BOOTREPLY includes DHCPOFFER and DHCPNAK.

I-—- Client's MAC address 1is 00e0.lef2.c441.
00:20:54: DHCPD: broadcasting BOOTREPLY to client 00e0.lef2.c441.

I--- Router is forwarding DHCPOFFER or DHCPNAK broadcast on Tocal LAN interface.

BT ZERHE

EREETZEFARE , LB AEBDHCPBootPHENREMFARSETHAREEN. NMEFEHAITEL KEETHEDRR , Bl
H#E BT HDHCP/BootPH # X IE Thae 8 5% [F BB TR &,



IP: s=0.0.0.0 (Ethernet0), d=255.255.255.255, len 604, rcvd 2

UDP src=68, dst=67

UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), length=584

DHCPD: setting giaddr to 192.168.1.1.

UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), length=604

IP: s=192.168.1.1 (local), d=192.168.2.2 (Ethernetl), len 604, sending
UDP src=67, dst=67

DHCPD: BOOTREQUEST from 0063.6973.636f.2d30.3030.302e.3030.3030.2e30.3030.312d.4574.30 forwarded to 192
IP: s=192.168.2.2 (Ethernetl), d=192.168.1.1, len 328, rcvd 4

UDP src=67, dst=67

UDP: rcvd src=192.168.2.2(67), dst=192.168.1.1(67), length=308

DHCPD: forwarding BOOTREPLY to client 0000.0000.0001.

DHCPD: broadcasting BOOTREPLY to client 0000.0000.0001.

UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), length=328

IP: s=0.0.0.0 (Ethernet0), d=255.255.255.255, len 604, rcvd 2

UDP src=68, dst=67

UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), length=584

DHCPD: setting giaddr to 192.168.1.1.

UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), length=604

IP: s=192.168.1.1 (local), d=192.168.2.2 (Ethernetl), len 604, sending
UDP src=67, dst=67

DHCPD: BOOTREQUEST from 0063.6973.636f.2d30.3030.302e.3030.3030.2e30.3030.312d.4574.30 forwarded to 192
IP: s=192.168.2.2 (Ethernetl), d=192.168.1.1, len 328, rcvd 4

UDP src=67, dst=67

UDP: rcvd src=192.168.2.2(67), dst=192.168.1.1(67), length=308

DHCPD: forwarding BOOTREPLY to client 0000.0000.0001.

DHCPD: broadcasting BOOTREPLY to client 0000.0000.0001.

UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), Tength=328.
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ERNAEEDHCPR BHBMN S SHFMES , F2HRDHCPEEFKEES.

version 12.1
I

service timestamps debug uptime
service timestamps log uptime

no service password-encryption
|

hostname Router
|

enable password cisco

ip subnet-zero

no ip domain-Tookup

ip dhcp excluded-address 10.10.1.1 10.10.1.199

I--- Address range excluded from DHCP pools.

ip dhcp pool test_dhcp

I-—— DHCP pool (scope) name 1is test_dhcp.

network 10.10.1.0 255.255.255.0

1--- DHCP pool (address will be assigned in this range) for associated Gateway IP address.
default-router 10.10.1.1

I--- DHCP option for default gateway.

dns-server 10.30.1.1

I-—— DHCP option for DNS server(s).
netbios-name-server 10.40.1.1

I-—— DHCP option for NetBIOS name server(s) (WINS).
Tease 0 0 1

I--- Lease time.

interface Ethernet0

description DHCP Client Network

ip address 10.10.1.1 255.255.255.0
no ip directed-broadcast

|

interface Ethernetl

description Server Network

ip address 10.10.2.1 255.255.255.0
no ip directed-broadcast

|
Tine con 0O

transport input none
Tine aux 0

transport input all
Tine vty 0 4

Togin

|
end
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