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10.0.0.0/24
=

eBGP advertisement for
10.0.0.0/24

AS_Path 1,5,2,3

Longer path, less preferred
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End Users
eBGP advertisement for 10.0.0.0/24
AS_Path 1,54
Shorter path, more preferred
lllegal advertisement
BRI EF

RE{R R RE

KERSE —BIERRBEN S L. WREE T CiscofIBGPIHEHMNHITHEE , RINEE AT LERER P
SIARIEE IREVEBIFE N B |, FIFLLIhEE,

MHhRESBE S ERRERES , FREZANERRE. A, EETERSIENH B e Bk
HERWCPU, iERBFERERE N,
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Less preferred longer
AS_Path route for 10.0.0.0/24

End Users
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Server IP | [=] Advertised prefix:
10.0.0.1 10.0.0.0/24

eBGP Advertisement for 10.0.0.0/24

(10.0.0.0/28)

\ Router prefers more precise
advertisement received from attacker.

\ eBGP Advertisement for 10.0.0.0/28 DDoS Attacke
More precise advertisement )
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Bal , ER{EARIPE NCE, ARIN, APNIC, LACNICFIAFRINICH#ZEHROAE,

MEPFENRERRELRFERT , Y THZEEHROAEREUBEZERE, ERRPKING
SRR , ERRSEMRPKIEESBEER/RF . AR K BEFSUEARMIGHEHR , £iKA
FRAESAG B AVBCPE & ERPKIRETHR , UEMEZERE,
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- ] _ 3 _ ROAs fed to router =
- raphically signed ROAs | =] B+ >

BGP RPKI
enabled router

RIPE NCC Ripe Network coordination center
ARIN American Registry for Internet Numbers
APNIC Asia Pacific Network Information Centre
4
I _// LACNIC Latin America and Caribbean Network Information
Centre
AFRINIC African Network Information Centre

RPKIE# 5 i i #%

oy

IEREMARIPERE SR, BRERSEREVUTCPERERERHFZEN. EXRERYP , BERER
HIP 192.168.122.120F11£3323,

routi nator server --rtr 192.168.122.120: 3323 --refresh=900
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Cisco 8000
' eBGP peer

BOEAEA00 BGP AS 8100

= ROAs fed to router e eBGP CSR1
e
- BGP RPKI enabled 2 }
: 43.230.26.0/24 - Valid advertisement
Validator router 103.10.39.0/24 — Invalid advertisement

iBGP

- =~

iBGP peer
BGP AS 100

%

AR WEREABEAZASERNFEREA THREBGP RPKI¥S, AHIPEREFER , BAA
RPKIZEAR A HFERE , MERRLEVYMNFEROAHENRFTEH, & , AEHE
REEAIRE, BEESH IS LUEMLARNFEELNHIPFAS,

BUE

router bgp 100

bgp router-id 10.1.1.1
rpki server 192.168.122.120
transport tcp port 3323

refresh-tinme 900

address-fanmily ipv4 unicast
!
nei ghbor 10.0.12.2
renote-as 8100
address-fam |y ipv4 unicast
route-policy Pass in

rout e-policy Pass out



!

nei ghbor 10.0.13.3
renote-as 100

address-fam |y ipv4 unicast
!

!

/1 *Pass’ is a permt all route-policy.

BGP RPKI®R&

PR A ESEAERTEES (IP: 192.168.122.120 , #3323 ) B TCPEE , LEKROARE T HEIFKHEFH
sEEP,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki server 192.168.122.120

Wed Jan 20 22:54:15.763 UTC

RPKI Cache- Server 192.168.122.120
Transport: TCP port 3323
Bi nd source: (not configured)
Connect state: ESTAB
Conn attenpts: 1
Total byte RX: 4428792
Total byte TX: 1400
Last reset
Ti mest: Jan 20 05:59:58 (16:54:17 ago)

Reason: protocol error

BB LRROATR

EBRFE RSB ROABNIRBEIEHET, REGEESEHRF , UER/MEHSEFEERRERANT
e, EHERD  SEERIFER00®, WEFTR , Cisco 8000 HEE D HER17263285 T &
IPv28350Ff11Pv6 ROA,

RP/ 0/ RPO/ CPUO: G sco8000#show bgp rpki server sunmary

Wed Jan 20 23:01:59.432 UTC



Host name/ Addr ess Transport State Ti me ROAs (| Pv4/1Pv6)
192. 168. 122. 120 TCP: 3323 ESTAB 17:00: 21 172632/ 28350

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki table ipv4

Wed Jan 20 23:09:26.899 UTC

>>>Sni pped out put <<<

Net wor k Max| en Origin-AS Server

10.0.0.0/ 24 24 13335 192. 168. 122. 120
10. 0. 4.0/ 22 22 38803 192. 168. 122. 120
10.0.4.0/ 24 24 38803 192. 168. 122. 120
10.0.5.0/ 24 24 38803 192. 168. 122. 120
10. 0. 6.0/ 24 24 38803 192. 168. 122. 120
10.0.7.0/ 24 24 38803 192. 168.122. 120
10.1.1.0/ 24 24 13335 192. 168.122. 120
10.1.4.0/ 22 22 4134 192. 168.122. 120
10.1.16.0/ 20 20 4134 192. 168.122. 120
10.2.9.0/ 24 24 4134 192. 168.122. 120
10.2.10.0/ 24 24 4134 192. 168.122. 120
10.2.11.0/ 24 24 4134 192. 168. 122. 120
10.2.12.0/ 22 22 4134 192. 168. 122. 120
10.3.0.0/ 16 16 4134 192. 168. 122. 120
10. 6. 0.0/ 22 24 9583 192. 168. 122. 120

E

REIRRBGP RPKIIMAEEER , LA aN{aIBy k8% 2R B A SR RRSEEE & .

FUA Origin-As A % it

FERRIEAT | BRHAERERFERENROA , BEEFREAFEMAROA, Ht , ELFEHERA "D,
HEA,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity
Wed Jan 20 23:27:37.268 UTC

BGP router identifier 10.1.1.1, |ocal AS nunber 100



BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Tabl e 1 D: 0xe0000000 RD version: 30

BGP main routing table version 30

BGP NSR Initial initsync version 2 (Reached)
BGP NSR/ | SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d danmped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete

Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

D> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?

D> 203.0.113.1/ 24 10.0.12.2 0 0 8100 ?

D> 192.168.122.1/32 10.0.12.2 0 8100 ?

ATRARBEIETREARMRE nﬁi‘%*HBEi&th%ﬁlJFn‘kﬁﬁlttup To

router bgp 100
address-fam |y ipv4 unicast

bgp origin-as validation enable

Eilﬁ]ltlsup% ¥, CEERARRERRERZEVNROAEAFHEBGPRAFENTFE , YA=E

REZ — WO BEIEFE

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity
Thu Jan 21 00: 04:58. 136 UTC
Status codes: s suppressed, d damped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EG?, ? - inconplete
Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

V*> 203.0.113. 0/ 24 10.0.12. 2 0 0 8100 ?



I* 203.0.113.1/24 10.0.12.2 0 0 8100 ?

N> 192. 168.122. 1/ 32 10.0.12.2 0 8100 ?

EEE%EH%%E&G&&E%@#E%E%%ﬁ%ﬁf’éﬂkﬂﬁﬁnﬂ FECERALD T, ERIERT , 6
FERA  BACARLTSEREEARARBEREHE  BHANSESTEHEEH RN
HERERERE.

router bgp 100
address-fam |y ipv4 unicast

bgp bestpath origin-as use validity

FEANMERE

E=ERETAUKIFE,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity

Thu Jan 21 00: 04: 58. 136 UTC

Status codes: s suppressed, d danped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete
Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path
V*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?
I* 203.0.113.1/24 10.0.12.2 0 0 8100 ?
N> 192.168. 122. 1/ 32 10.0.12.2 0 0 8100 ?
BN — RAFEREATMEREZ— 1, ©IUE— 52 @R B RREMEROA) , B2

RIGRASEEAS-PATH LRV HIFASIEES |, AR BROAEE, 2. © A EROAFEEN RN RELT
B —fE=ZEROA , EHRESNMRELENFABEROA , EREARIEENZAKRE, Origin
ASERfRU#2ERD
- B — RTERPKRELR F & 27 B MASH,
- Not Found — R RFEFAEARIERFE 25,
REFHMA REETE REMRE,

1.203.0.113.0124 — B

AS 8100 iy eBGP Y 2 88 4 F% 1t 3% 1 3 18 4 48 Cisco8000 82k, FaA SEIRAS(8100)EEROAH K 3R
JRAS ( #heEeREESIEI ) MAF , At BEBERAEN , Y LETEAHSNEEARP,



RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki table | in "203.0.113. 0] Max"

Thu Jan 21 00: 21:26.026 UTC

Net wor k Max| en Origin-AS Server
203.0.113.0/ 24 24 8100 192. 168. 122. 120
ZEHEZREBGPRA,

RP/ 0/ RPO/ CPUO: Ci sc0o8000#show bgp 203.0.113. 0/ 24
Thu Jan 21 05:30: 13.858 UTC

BGP routing table entry for 203.0.113.0/24

Ver si ons:
Process bRI B/ RI B SendThl Ver
Speaker 31 31

Last Modified: Jan 21 00:03:33.344 for 05:26:40

Paths: (1 avail able, best #1)

Not advertised to any peer

Path #1: Received by speaker 0

Not advertised to any peer

8100

10.0.12.2 from 10.0.12.2 (192.168. 122. 105)

Oigin inconplete, netric O, local pref 100, valid, external, best, group-best
Received Path ID 0, Local Path ID 1, version 31

Oigin-AS validity: valid

HRERKENBGPEN , ESERPKILEMN , ALtEE R LEZIEHKT,

RP/ 0/ RPO/ CPUO: Ci sco8000#show route 203.0.113.0/ 24

Thu Jan 21 00: 29: 43. 667 UTC

Routing entry for 203.0.113.0/24

Known via "bgp 100", distance 20, metric O
Tag 8100, type externa

Installed Jan 21 00: 03:33.731 for 00:26:10

Routi ng Descri ptor Bl ocks



10.0.12.2, from 10.0. 12. 2, BGP external
Route metric is O

No advertising protos.

2.203.0.113.1/24 — &3

WFEEY , RAROAREENRIBASEFANEBBGPH 2 {teBGPHF R IZWMN FIGASET
EEFHEER. 203.0.113.1/24EBBGPEI , iFitbit BAS 8100,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity invalid
Thu Jan 21 00: 34:38.171 UTC

BGP router identifier 10.1.1.1, |ocal AS nunmber 100

BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Table 1 D: 0xe0000000 RD version: 33

BGP main routing table version 33

BGP NSR Initial initsync version 2 (Reached)

BGP NSR/ | SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d damped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EG?, ? - inconplete
Net wor k Next Hop Metric LocPrf Wight Path
* 203.0.113.1/24 10.0.12.2 0 0 8100 ?

BE , REBFEEKWINROABRIEFEBMRAS 10021,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki table 203.0.113.1/24 max 24

Thu Jan 21 00: 37: 05. 615 UTC

RPKI ROA entry for 203.0.113.1/24-24
Oigin-AS: 10021 from 192. 168.122. 120

Version: 124211
AWK EIHBGPE S (AS 8100)FHIASTRE FEEROA(AS 10021)H K BN EMASREATTE , ®
HWFEEHERSE "EY, (Invalid) , YARZEERKHAKRD,



RP/ 0/ RPO/ CPUO: G sco8000#show bgp 203.0.113.1/24
Thu Jan 21 05:37:26.714 UTC

BGP routing table entry for 203.0.113.1/24

Ver si ons:
Process bRI B/ RI B SendTbl Ver
Speaker 32 32

Last Modified: Jan 21 00:03: 33.344 for 05:33:53
Pat hs: (1 available, no best path)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
8100
10.0.12.2 from 10.0.12.2 (192.168. 122. 105)
Oigin inconplete, netric O, |ocal pref 100, valid, external
Received Path I D 0, Local Path ID 0, version O

Oigin-AS validity: invalid
3.k#%%F192.168.122.1/32
ERMAER , BEFFERROAREAF, BGP#ILLFEESRA "Notfound,
RP/ 0/ RPO/ CPU0: Ci sco8000#show bgp 192. 168. 122. 1/ 32

Thu Jan 21 05:44:39.861 UTC

BGP routing table entry for 192.168.122.1/32

Ver si ons:
Process bRI B/ RIB SendTbl Ver
Speaker 33 33

Last Modified: Jan 21 00:03: 33.344 for 05:41:06
Paths: (1 available, best #1)

Not advertised to any peer

Path #1: Received by speaker 0

Not advertised to any peer

8100



10.0.12.2 from 10.0.12.2 (192.168. 122. 105)
Oigin inconplete, netric O, |ocal pref 100, valid, external, best, group-best
Received Path I D 0, Local Path ID 1, version 33

Oigin-AS validity: not-found
HRMAKARPK , HtEBARPERE "not-founds FH. B, BGPHZMIEL RERPKIE
BEPEMNESEFE

REFEMFE
BATEBSHM  CHERERAT —EEE , AATERTESRBERTHEREE,

router bgp 100
address-fam |y ipv4 unicast

bgp bestpath origin-as allowinvalid

ﬁﬂﬁt%ﬁw , RHESEERA "B B K RESARERECHEZRENFTE, HEWHER ™
203.0.113.1/24 ; BEEARERR,

RP/ 0/ RPO/ CPUO: G sco8000#show bgp

Thu Jan 21 06: 21: 34. 294 UTC

BGP router identifier 10.1.1.1, |ocal AS nunmber 100
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Table 1 D: 0xe0000000 RD version: 34

BGP main routing table version 34

BGP NSR Initial initsync version 2 (Reached)

BGP NSR/ | SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d danmped, h history, * valid, > best
i - internal, r RIB-failure, S stale, N Nexthop-discard
Oigin codes: i - IGP, e - EG, ? - inconplete

Net wor k Next Hop Metric LocPrf Wight Path



*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?
*> 203.0.113.1/ 24 10.0.12.2 0 0 8100 ?

*> 192.168. 122. 1/ 32 10.0.12.2

0
MUATBEFR , BEFEREER , EFENHRERARE,

0 8100 ?

RP/ 0/ RPO/ CPUO: Ci sc0o8000#show bgp 203.0.113. 1/ 24
Thu Jan 21 06:23:26.994 UTC

BGP routing table entry for 203.0.113.1/24

Ver si ons:
Process bRI B/ RI B SendThl Ver
Speaker 34 34

Last Modified: Jan 21 06:05:31.344 for 00:17:55
Paths: (1 avail able, best #1)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
8100
10.0.12.2 from 10.0.12.2 (192.168. 122. 105)
Oigin inconplete, netric O, local pref 100, valid, external, best, group-best
Received Path ID 0, Local Path ID 1, version 34

Oigin-AS validity: invalid
AEE  BERNER TEY BRRAARER—E#EE , ANRTANES  MEREREBANE
178

HHaR LN FHROAERR

MRHAREERR , MAREY, BRFEESEFTENROA , BT ERHSE LEEFEHROA,
m, FH 71192.168.122.1/32, BH A "Not Found.s , BIEFT R,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity
Thu Jan 21 06: 36: 31. 041 UTC

BGP router identifier 10.1.1.1, |ocal AS nunmber 100
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active



Tabl e 1 D: 0xe0000000 RD version: 34

BGP main routing table version 34

BGP NSR Initial initsync version 2 (Reached)
BGP NSR/ | SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d danmped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete

Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

V*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?

1*> 203.0.113.1/ 24 10.0.12.2 0 0 8100 ?

N> 192. 168. 122. 1/ 32 10.0.12.2 0 0 8100 ?

ALEEFBHROA , I TEMR. Wt 7192.168.122.1/321 FH "EAS 8100835, .

router bgp 100

rpki route 192.168.122.1/32 nax 32 origin 8100

EBUAERE , BRAGRESE "N BER "Vo o

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity
Thu Jan 21 06: 36: 34. 151 UTC

BGP router identifier 10.1.1.1, |ocal AS nunmber 100
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Tabl e 1 D: 0xe0000000 RD version: 35

BGP main routing table version 35

BGP NSR Initial initsync version 2 (Reached)

Status codes: s suppressed, d damped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard



Oigin codes: i - IGP, e - EGP, ? - inconplete

Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

V*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?

1*> 203.0.113.1/ 24 10.0.12.2 0 0 8100 ?

V*> 192.168. 122.1/ 32 10.0.12.2 0 0 8100 ?

B SR W 7 B R IR

FEMREERTAREURHERKE, AIUEmatchFIHEAELRE , XAIHTERESRENER

B, WRHICEEEEEMRENETZE , Y ACTREREE12345,

route-policy Invalid

if validation-state is invalid then
set wei ght 12345

endi f

end- policy

router bgp 100
renote-as 8100
address-fam |y ipv4 unicast

route-policy Invalid in

T PR T S S S R E 12345,

RP/ 0/ RPO/ CPUO: Ci sc08000#show bgp 203.0.113.1/24
Thu Jan 21 06:57:33.816 UTC

BGP routing table entry for 203.0.113.1/24
Ver si ons:

Process bRI B/ RIB SendTbl Ver

Speaker 38 38



Last Modified: Jan 21 06:54:04.344 for 00:03: 29

Paths: (1 available, best #1)

Not advertised to any peer

Path #1: Received by speaker 0

Not advertised to any peer

8100

10.0.12.2 from 10.0.12.2 (192.168. 122. 105)

Oigin inconplete, netric O, |ocal pref 100, weight 12345, valid, external, best, group-best
Received Path I D 0, Local Path ID 1, version 38

Oigin-AS validity: invalid

BERERAFAAFERERA

R ABGPIRH2RE A LURBBCGPIRE M B bR s ( MERRI AR LR ) HAFERENRE
o EHFE TRERPEARHFERERSEUR THMBROANFRE.

BGPZE i # B 7] LA ZIE — B,
Wi SR HESREMERIBGPH S XA prefix-validations &E#flo

router bgp 100
address-fam |y ipv4 unicast

bgp origin-as validation signal ibgp
EFTRECECisco 80008k Mz , BCPEMY SR ETSFTERTES. EEEBERT , BE
iBGP H 28 =2 10S-XEREH 25,

csr2#show i p bgp 203.0.113.1/24
BGP routing table entry for 203.0.113.1/24, version 14
Paths: (1 avail able, best #1, table default)
Not advertised to any peer
Refresh Epoch 1
8100
10.0.12.2 from10.0.13.1 (10.1.1.1)
Oigin IGP, netric 0, l|localpref 100, valid, internal, best
Ext ended Conmunity: 0x4300:0:2

rx pathid: 0, tx pathid: 0x0



Updated on Jan 21 2021 18:16:56 UTC

H] LA FI0x4300 0x000 ( 4 LA RTINS ) SREBRAR LR R 4 BE ¥ AR
BERARENEECTEARRA2MENRER , CEAUTEZ—

- 0— B
- 1 — REEF
- 2— BN

FE203.0.113.1/2409% B¥ 20x4300:0:2 , ZEBFEMT "EY, FH. Mt — | BIERASAK
BREARMIRE , CSR2EE HESEEIR 15 B TR ER AR B SRR

BiE , 7EREAETHARNERBAHR P HBCPHREBRE EFETLE,

BGP RPKIK e 2 3%

E VROAK RIF#%

BERENRPKI — RXAFATN A ANERERN —L2E, RPKIFEAUESELES MEEN
RPKIIRIE,

- MRAFMNFEENL TROA , BIEZHEBGPHELEXFEH, NRREXERE , IEMATIE
BEERERROATEZENASNEFAFEREMZBERE,

- MREIHPROABMaxlen KARFEHRE , MIEEMRARKBFE T —EEImaxlenfIFTE W REF
BEIYROA, MBI BBEEBGPHESFEELFE.,

- MRAFEHEIROA , WEAFEMEEEMRERFENTFE , AIROABEZFFEEAN. F
FEMNROAUK RIBROAMaxlen 4 BB UBEFFHE,

- MRBBEEFE , BFFETEBGPHES Y , AIXEBASOHNFEHRIROA, EMEEMF
BBEEAN , ABASOTEEHBEEMASKEER,

- MREZEASNRER—EFE , AIXEASEASNEIZFENROA, At , NRFEMHFE
ERA—FENZEROA , BIBEEEP T A —ELENBGPESHKEN. B—FEHWZERHGE
TEHEER,

R TAL AHEF By £R—BFE , XX "By AERFEEIL—EROA, Al TA, #E
EAEBIME "By WASN , HEHE "B £KFEX S,

RPKI¥XR BGP HES M RERY
ROATE ¥ i B8 H SR I CPURV BU R

EHROAKR | IR EHEAAE Tvalidation-state isy HIEREMEAM A OBRBEKR |, AIRBEHN
ROAEFMBFENMREIEFTEE, EFBKHS[OEHEREXBGP REFRESHERRER,

EBGPHMERINLES (WMEMR ) K, MEEXBEEFTE , YAAMKBARKITUENRIE
A?EO

Jan 22 18:28:41.360: BG?: 10.0.12.1 rcv nessage type 5, length (excl. header) 4



Jan 22 18:28:41.360: BGP: 10.0.12.1 rcvd REFRESH REQ for afi/safi: 1/1, refresh code is O
BEEMROAR , EFfZHERERFE , AEREM K. IRBEAURHARBEEMRILTETE
REERE 6 BEROAEFH AL, BEANSEHCPUFEARES., IRMEAUKHARELIEE T
validation-state is; 8% , RIT&HRIELREFRESHE R,

MEARMEREYT "BRETHEFREAN, , ITEEEBGP REFRESHEER |, B{HASLAE
B EZRETHEMNEHAER , Y HATUTERERNCPUEAE R,

BEBELFER "bgp bestpath origin-as use validitys 5% , MAREEBRMAXRE , EERWNT6.2.2FF

&

KBROAEHYUCPUN R Z RE

I % 3R I R FIT AR BA RS RE MY BR 1 75 5% R #E bestpath origin-as use validity without validation-state%
N

router bgp 100
address-fam |y ipv4 unicast

bgp bestpath origin-as use validity

P A4 R R 5 UK B B ,BELETRARERE. STERENE-SBEETE. 5
FHEMTE—K. MRTRROAERMEN , AIEERF , CABFEREREHRSG , BEFRTE
B

MREAEREF AT "E¥ BEEMAEATEM , BIBR T bestpath origin-as use validity7} , £ #H
REbest path origin-as allow invalid,

EEBEBRT , EROAENE  BBHERHKERRE  MAEEREFRESHEE, ATHUHE IR | 3§
EREEBGPRHAIBRZENE , RPKIEMEE#MA AL BRI ARG B /Yt 9 E 0 H b i R E FEIE,
EHEURAAESEEEN /DA A EIRIE,

RPKIZMHNBEMHED , YEREERPIEHERELEEARE,

XX . 57 A bestpath origin-as use validity, , BRHNFIERE ( 2IEIBGPRE ) &t
AEBERHRPKIEMME., MMREF=Z , BB Aroute-policy F Ky validation-state Bl &

BHBETERIBROAE X EEFIBGPRH., IBGPEHMRPKIERLEEBERPKIAN M, MRK
FIBGPHFREFALIERLE , BlHvalidation-stateZ& i€ Anot-found,

BGP RPKIGC R Z2 ]

BEROAEFZEREIMERIEE, WRMEROAEEMENIPFE , EEAFTENmax_len , &
RTEMNRPKIfARRZEW , IEMAAMEENRSEERTTRNER, CREBERTRAEMTE

, RAREERETREEN, BREBEX10%, "2 FAML , 64U FAERSELCREERE
BEZRERE, RPIHTREIBRMENHRNVIOS-XREEREEARBR (MITHAEMN ). E
EHFHIE-SEREENRE,



32L& (fuxi ) 64 F & (fuil )

IPv4Z& 5| 74 111
IPv6Z 5| 86 125
=g 34 53

RETER A WA AR EROAMME A FC IR RE

R4 138088 L& R = ARPKI{A IR EE

ZEFEHA3IARPKIARENVIEHEE , S5 ECAEAEESR H1R{#200,0001@IPv4 ROAFI20,0001E
IPv6 ROAKEZEE I ECIEEE -

20000 *(125 + 3*53)+ 200000 *(111 + 3*53)fi FL4A= 59.68 & B 748

HEFTEREN , RE=ETERERNVERFENROALAMERMNRSIE,

4| 2.7 88 L B M B ERPKI {7 AR 2%

T HROANBGPH#ZCER :

RP/ 0/ RPO/ CPUO: Ci sco8000#show processes nmenory detail location O/RPO/CPUO | in $

Fri Jan 22 17:19:57.945 UTC

JID Text Dat a St ack Dynani ¢ Dyn-Limt Shm Tot Phy- Tot
Process
1069 2M 71M 132K 25M 7447TM 50M 74M bgp

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki server sunmary
Fri Jan 22 17:12:09.073 UTC
Host nane/ Addr ess Transport State Ti me ROAs (I Pv4/1Pv6)

192.168. 122. 120 TCP: 3323 NONE 00: 00: 25 N A

EREREAROANIERT , BGPHER{LA25 MBREIEE.

£ AROANBGP#ECER :

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki server summary

Fri Jan 22 17:23:46.769 UTC

Host nane/ Addr ess Transport State Ti ne ROAs (I Pv4/ | Pv6)

192.168.122. 120 TCP: 3323 ESTAB 00: 02: 42 172796/ 28411

RP/ 0/ RPO/ CPU0: Ci sco8000#show processes nenory detail location O/RPO/CPUW | in $



Fri Jan 22 17:24:14.659 UTC
JID Text Dat a St ack Dynani ¢ Dyn-Limt Shm Tot Phy- Tot

1069 2M 99M 132K 53M 7447M 50M 102M

ERERFEMROANER T , BGPETRE/L 25 MBEERHE,

FAROANBGPE =R -

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki server sunmary

Fri Jan 22 17:23:46.769 UTC

Host name/ Addr ess Transport State Ti me ROAs (| Pv4/1Pv6)

192. 168. 122. 120 TCP: 3323 ESTAB 00: 02: 42 172796/ 28411

RP/ 0/ RPO/ CPUO: Ci sco8000#show processes nmenory detail location O/RPO/CPUO | in $

Fri Jan 22 17:24:14.659 UTC

JID Text Dat a St ack Dynani ¢ Dyn-Limt Shm Tot Phy- Tot

1069 2M 99M 132K 53M 7447M 50M 102M
Cisco 800038 H2RIE{TO4UEE R, ©#E172796 T IPv4 ROAR28411 ROA,

Process

bgp

Process

bgp

ECISEE (Ut ) =172,796 x[111 ( KRBl ) +53 ( EHR )]+ 28411 x[125 ( F&5B| ) + 53 ( X

) To
ELFEF/ENKRNMER/27T MB , AWE LR HBFLCERTETIINEE,



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



