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Ease of use

@D Direct cloud access
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Cisco product sends usage information directly over the =
internet. Mo additional components are needed. el sy
EoDirect cloud access through an HTTPs proxy =
= | Cisco Products send usage information over the inlermnet via a 'E.:r
-‘_E‘; Proxy Server — Smart Call Home Transport Gateway (Free =5
@ VM Download) or off-the-shelf Proxy (such as Apache). R el b i
= | HITPs Proxy
= :,olu’!ediated access through an on-premises collector -
2 | connected o —
0 Cisco Products send usage information to a local connected ‘-" — i
collector, which acts as a local license authority. Periodically, an @ — —
exchange of information will be performed to keep the databases in cises PR Soant Software  Cises com —
5'!"”(:. Product Manager s-aioling
é@h‘!ediated access through an on-premises collector - Fe S8
| disconnected R Gince
Cisco Products send usage information to a local disconnected @ — ﬂ Vaage
collector, which acts as a local license authority. Once a month, & —- '

an exchange of human readable information will be performed to

keep the databases in sync.
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Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#license smart enable
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- AR S 2R FTEM service call-home,

N4
\
ol

Y

ER 2. Btools.cisco.comPiL E 15 & R (DNS) I R es Sk dF AE T HIR B -

Router(config)#ip name-server X.X.X.X
or
Router(config)#ip host tools.cisco.com X.X.X.X

FRIMENETRBEESELENTER.

EABR S EHEEE R (L Ahttps://software.cisco.com/#) , Bfn EEEHEEEE 5.
- EEEEERE  ARRERKRFTHEEDEERERS,
- EiEGeneral HE , AEEIENew Token,

%

Cisco Seftware Central > Smart Software Licensing English [ Change | & Hello [ Smart Account Name w
Smart Software Licensjng Feedback Support Help
" 3 = = . Questions Aboul Licansing?
Alerls Inventory License Conversion Reports Preferences Salellites Activity
Try ouwr Virtual Assistant
Virtual Account: Virtual Account 1+ €D vajor Minor  Hide Alerts
General Licenses Product Instances Event Log
Virtual Account
Description: Account 1
Defaull Virlual Account: No
Product Instance Registration Tokens
The registration tokens below can be used to register new product instances to this virfual account
Mew Token...
Token Expiration Date Description Export-Controlled Created By Actions
ZjgxNzd)YjetOWRhMCOOM2I0L.. ] Expired Token 1 Allowed Usar 1 Actions -
ZTg2MiBjMzUNZUONI00NDdKL.. B Expired Allowed User 1 Actions =

- MATEER  YIEESTHABERNEBMENKE,
- iFEALSHIMNERBRBAAFELZESIIRE, EAFEIMNEBDE RS MEHFTRH,
« #$ECreate Token, B THE%E | BIZEER,
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Create Registration Token @

This will create a token that is used to register product instances, so that they can use licenses from this virtual account. Once it's created, go to
the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account: CORE TAC
Description : Test Token
+ Expire After 30 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses: 20

The token will be expired when either the expiration or the maximum uses is reached

Allow expori-contrelled functionality on the producis registered with this token €

\

$ B 4. FHCall-homeBELE ( A& ) ,
JEFkCall-homefl BEREREE R UGFMEE., U ELERFEN FUEDREEEREE .

Router#show run | sec call-home

service call-home

call-home

! If contact email address in call-home is configured as sch-smart-Ticensing@cisco.com
! the email address configured in Cisco Smart License Portal will be used as
contact email address to send SCH notifications.

contact-email-addr sch-smart-Ticensing@cisco.com

profile "CiscoTAC-1"

active

destination transport-method http

no destination transport-method email

SR 5 EATEECSSMAERMKE.

Router#license smart register idtoken < token from CSSM portal > force



AE . forceBABFEVUEMEETHMER. WRAER |, FMBE

SR 6HBRERD EHEMEICSSM,

Router#show Ticense status
Smart Licensing is ENABLED

Registration:

Status: REGISTERED

Smart Account: TAC Cisco Systems, Inc.

Virtual Account: CORE TAC

Export-Controlled Functionality: Allowed

Initial Registration: SUCCEEDED on Sep 01 12:54:22 2017 UTC
Last Renewal Attempt: None

Next Renewal Attempt: Feb 28 12:54:22 2018 UTC

Registration Expires: Sep 01 12:49:04 2018 UTC

License Authorization:
Status: AUTHORIZED on Sep 01 12:54:28 2017 UTC

Last Communication Attempt: SUCCEEDED on Sep 01 12:54:28 2017 UTC
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Next Communication Attempt: Oct 01 12:54:28 2017 UTC
Communication Deadline: Nov 30 12:49:12 2017 UTC

{5 A E 58 2% R A 8 8% (VRF) 1T E#CSSMEA

MREZEEBFEHVRFEIECSSM , AIFEEEcall-homeE EREREE TEEBRVRFAIRENEH. EfREL
HE , BDABITEZECSSMHE IS PSR I1EIFT T3, A% , A ERNVRFARNT ERECal-
homeBL & LAFEEICSSM URL, iE#E Y 2Mgmt-intf VRF A B & 2 7 [ GigabitEthernet0o

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)#call-home
Router(cfg-call-home)#source-interface gigabitEthernet 0
Router(cfg-call-home)#vrf Mgmt-intf

\

FRASER/VRFIERNEHEEFEHTTPA E. LEESEEHTTPHMHTTPSHE.,

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip http client source-interface gigabitEthernet 0

AISEVRFELEDNS :

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip name-server vrf Mgmt-intf X.X.X.X

SERVRFELE% , FTMEHT TEECSSMEA L 255 1S WEF S ;6.
AR EREZCSSMEAE

ﬂﬂ%%%ﬁﬁﬁProxy{_JHE%%%E_LEEECSSME’JHTTPS %? BIEEEIRE TEECSSMEAR, o+
HY 2 BRIR4E |, I 1ECall-homefil i ‘2 $Ehttp-proxy @i

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#call-home

Router(cfg-call-home)#http-proxy "10.118.47.99" port 8080
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LEMEBRBAFLEERENERMFAIR  MEFTERERIINTENCSSM. BEEFILLI
BE , B P L ACRKRKRSSMAESSM, SSMRFLZERNFRIERNEN I wEEZ A,

ESSMAER A fR AR R E BN EES RN T :
SR ERELRAESRA,

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#license smart enable

Yo

- A S 2R FrE M service call-homes

ot

HBR 2. B REEHECSSMA B AR EA.

Router#ping X.X.X.X
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to X.X.X.X, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/9/10 ms

N osrE . MESEDNSARE | BT LR TR AL AR IP A R B BT,

B8 3.#8SSM On-Prem4E B ET 5
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Smart Licensing

Local Virtual Account
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- MATEEBR, BESELEARATERENKE,
BAAFERALGEREMVER LERAS LRI TR ],
iZ#£Create Token,

BIYTHEE | BEZECopyERFEIN T,

Create Registration Token

This diaiog will enerate th 1oken fequined 10 TRQI5er YOUr PrOaUC! NSIANCES wilh YOUr ACCoun
Loeal Virtual Arcour Detaut
TEST_TOKEN

1 Darys

valop Datwean 1 and #5, ud CIR00 ACOMMAnGE # mi

s
U Mt of Uses —— 3§

T Akt el B GBI D% T BTSYBL0N OF 11 MLNSTIET LS4 18 ABRCHOT

[ Al s pn-onl B Rchondiy o he pioducti Hgalined wlh N Biken O

SER 4 T E L ECall-home,

T ER AR BREZTHVIP(http://X.X. X X/Transportgateway/services/DeviceRequestHandler) & tX
destination address httpan© , i BRFEER AV IPHE L,

Router (config)#call-home

Router(cfg-call-home)#profile CiscoTAC-1

Router(cfg-call-home-profile)#destination transport-method http
Router(cfg-call-home-profile)#destination address http http://X.X.X.X/Transportgateway/services/DeviceR
Router(cfg-call-home-profile)#no destination address http https://tools.cisco.com/its/service/oddce/ser
Router(cfg-call-home-profile)#active

Router(cfg-call-home-profile)#exit

Router(cfg-call-home)#contact-email-addr test@cisco.com

Router(cfg-call-home)#service call-home

Router (cfg-call-home)#end

B8 5.7 SLA-TrustPoint{E{£ & L & & revocation-check none,

Router#configure terminal
Router(config)#crypto pki trustpoint SLA-TrustPoint
Router(ca-trustpoint)#revocation-check none

SR 6. EARSSM On-PremBZEN S REEMEEE,

Router#license smart register idtoken < token from SSM On-Prem portal > force



FR7THBVEERD EHEEMEISSMAZRRZ,

Router#show 1license status
Smart Licensing is ENABLED
Utility:
Status: DISABLEDData Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: CalThome

Registration:

Status: REGISTERED

Smart Account: manudiaz

Virtual Account: Default

Export-Controlled Functionality: ALLOWED

Initial Registration: SUCCEEDED on Jan 20 15:22:12 2020 UTC
Last Renewal Attempt: None

Next Renewal Attempt: Sept 30 14:22:12 2021 UTC
Registration Expires: Oct 19 04:35:44 2021 UTC

FFAVRFEEMSSMAZREL RS
R EFAVRFRIFESSMALTHE |, BIXARBEVRF , LWELBR ERNVRFERBR.,
1T TSSMAERSSR, —EIPNSER , EISB3,

$B 1. FHAEENVRFARN EFECall-Homel & |, A LIIEEH P EHRISSM On-Prem :

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#call-home
Router(cfg-call-home)#source-interface gigabitEthernet 0
Router(cfg-call-home)#vrf Mgmt-intf

SR 2 AP EIRVRFIERN HE ERhttp R Fim/THE :

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip http client source-interface gigabitEthernet 0

HEBR 3. A% EVRFEEDNS,
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Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip name-server vrf Mgmt-intf X.X.X.X X.X.X.X

TEELE Eoktg | 8T BUSAESH 1T SSM R B 5 8 b i 25 BB 5 51 45 586,
BERERESLR)
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EZeRRTERER , YEEEEEEFTMFNEEALEXE, FAEEEERELCHERL
EREFEASLR,

N s ERERTSLRARA. SUAEBRERILINEE,

N B Cisco I0S XE 16.11.1aR BB RAZESLRAG TR E 5=

EEEZETEESLR , FEREHRKNMCSSMAIFHITELS R

$E 1 ASLREBIRAEE, BNEH Alicense smart reservation #5% , i {# Flicense smart
reservation request localig>R SLRIh&E,

o MRAEHAF & LERREEM , B4 Alicense smart reservation request allo

Router# enable
Router# configure terminal
Router(config)# license smart reservation
Router(config)# exit
Router# license smart reservation request Tocal
UDI: PID:ASR1002-X,SN:JAE170XXXXX
Request code: CB-ZASR1002-X:JAE17010XXXX-AXxFL8XXXX-XX

N B ERBRTSLRARA. BAAEBBERIIHEE,

~ i EEUHEFURREBEEKR , 55E Tlicense smart reservation cancelfii o

ECSSML |, EEREMEMNGTIHE,
S EBR 2 3FEiBhttps://software.cisco.com/#& A ZEICSSM, B4 BFEABRREREAME,

S$E I BEBEEER., Virtual AccountTHLIBES | BELNEEIRS,
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S ER 4 #Licenses HE HiE#ELicense Reservation,

Cisco Software Central > Smart Software Licensing English [ Change ] & Hello @ Smart Account Name

Smart Software Licensing Feedback Support Help

. Questions About Licensing?
Aers Inventery Convert 10 Smart Licensing Repors Preferences Saleliites Activity

Try our Virlual Assistant

Virtual Account: Virtual Account 1 v ) Minar | Hide Alerts

General Licenses Product Instances Event Log

By Mame By Tag
3w Manage License Tags License Reservation... O B Show License Transactions | Search by License o,

Advanced Search v

License Billing Purchased In Use Balance  Alerts Actions
@ ASAVI0 Standard - 1G Prepaid 1 1 0 Licenses Expiring Actions
@ C3850 High Port DNA Advantage Prepaid 20 ] +20 Licenses Expiring Aclions =
(® C3850 High Port DNA Essentials Prepaid 20 0 + 20 Licenses Expiring Actions «
® C3850 Low Port DNA Advantage Prepaid 20 0 +20 Licenses Expiring Actions -
@ C3850 Low Port DNA Essentials Prepaid 20 ] 20 Licenses Expiring Aclions -
@ C3850-DNA-A-12 Prepaid 20 0 +20 Licenses Expiring Aclions -
@ C3850-DNA-A-24 Prepaid 40 0 +40 Licenses Expiring Actions -
@  C3850-DNA-A-4E Prepaid 20 0 20 Licenses Expiring Aglions =
® C3850-DNAE-12 Prepaid 20 0 +20 Licenses Expiring Actions
@ C3850-DNA-E-24 Prepaid 20 3 17 Licenses Expiting Actions =

a
a
v
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FTREEMABRRBEL , WASMINEREHFBERNFAEBRRE , RREET D,
Smart License Reservation

STEP 1 STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and confirm Authorization Code

You can reserve licenses for product instances that cannot connect to the Internet for security reasons -
“ou will begin by generating a Reservation Request Code from the product instance.
To learn how to generate this code, see the configuration guide for the product being licensed.
Once you have generated the code:
1) Enter the Reservation Request Code below
2) Select the licenses to be reserved
3) Generate a Reservation Authorization Code
4) Enter the Reservation Authorization Code on the product instance to activate the features

+ Reservation Request Code:

To learn how to enter t

5 code, see the configuration guide for the product being licensed

Cancel

S ER 6.3+ Reserve a Specific LicensefE , WiRESEAEEMENT IR NEZ T IREE,



Smart License Reservation

r

STEP

vy STEP 2 STEP 3 STEP 4
Enter Request Code Select Licenses Review and confirm Authorization Code

Product Instance Details

Product Type ASR1000
uDI PID: ASR1002-X
UDI Serial Number, JAETTOXCOCCK

Licenses to Reserve

In order to continue, ensure that you have a surplus of the licenses you want to reserve in the Virual Account

(@ Reserve a specific license

License Expires Purchased Available Reserve
Level 1 Supports substitution
ASR 1000 FoundationSuitesK9 Entitiement multiple terms 5

ASR_1000_Advipservices never- 18 N

0
ASR_1000_Ipbase never- 8 4 1
Cancel
=5 M v N
SR7TERRNEIRERS  EELEHRERE.
Smart License Reservation
sTer | STEP Fj e STEP 3 STEP 4
Enter Request Code Select Licenses Review and confirm Authorization Code
Product Instance Details
Product Type ASRI1000
UDI FID ASR1002-X
UDI Serial Number: JAETTORMXHK
Licenses to Reserve
License Expires Quantity to Reserve
Level 1
ASR 1000 FoundationSuitesK9 Entitlement - 1

Cancel Back Generate Authorization Code

N oxE EAREEBEERSIRAES  SEABESE-—BEEY  BEIEREZRE, NRR
KA , BLABMBRED SR TREE (GLO)UR M HMHVIRENR, B UBiEGLOo.

S ER 8.1%#Z Copy to Clipboard R R IEHDownloadEAER, REELEABIERERIEMNE
B, TREEELEN,


https://www.cisco.com/c/en/us/support/licensing/licensing-support.html

Smart License Reservation

STEP STEP STEP STEP 4

Enter Request Code Select Licenses Review and confirm Authorization Code

The Reservation Authorization Code below has been generated for this product instance.
Enter this code into the Smart Licensing settings for the product, to enable the licensed features

Product Instance Details

Product Type: ASR1000
uDI PID ASR1002-X
UDI Serial Number JAETOXXK

Authorization Code

=specificPLR=<authorizationCode=<flag=A=/flag==version=C<=/version==piid=6bd2 c5bb-e458-4214-833f-169682e9d5e 5 </piid><limestamp= 163735896857 8 <timestamp=<entitlements=>
=antitiement><tag=regid.2014-12_com.cisco.ASE_1000_FoundationSuitek9_Enfitlement, 1.0_b97 125cb-103c-42 12-8b45-19fh359ccc22=itag=<count= 1 </count=<startDate=</startDafe>
<endDate></endDate><licenseType=PERPETUAL</licenseType=< Iepla,-Na'ﬁe =ASR 1033FDJ'I{13IGHSJ[&QK9 Entitlement </displayName=<tagDescription=ASR 1000 FoundationSuiteska
Entitiement</tagDescription><subscriptionl D></subscriptionlD></entitlement></entitlements></authorizationCode>

=signature=MEY CIQDejdrzJnG+aEwZgk34PxgiuF 4p22Y X IMgkSj0UuYBofQIhANXIcEX OmD2 2299y dHX miSgBwG2TwQ2uaaM57JCewya</signature==udi=P.ASR 1002-

X, SJAE1T0XO0 = /udi==/specificPLR=

Download as File Copy to Clipboard

WMREESIR , AU THRLZERBEABAER, NREEXKAFTARREZ(PLR) , BIAJIER
IR ERERE,

SR 9. B ARFEE N FH LD Slicense smart reservation install file bootflash : <SLR file>,

Router#enable
Router#1license smart reservation install file bootflash:

MRFE  BUIROEREFRREBNT IR LIROREMARE, KEXK—BREAHE , W EHE
FECSSMHAR #al A 3% A 8% LA BR % 2 B T

Router#enable
Router#1license smart reservation return local

EXSEAEERSR
BUEMEER , MRFRE , JMERF DR AIREMES -

SB1IZXAEBRNEEHESIER | i Ahttps://software.cisco.com/#., EABEFERBRHEHNER
EZBNBBEAME,

SR2EMINEERR , ARK "EHRIRS ., THNEEPREENERIRS,
SRIEEMPIERERS , RFEENNREZERF



https://software.cisco.com/#

S ER 4. 3#1F Update Reserved License,
SRLEEEEFNNITIR,
S ER 6.1#ENext,

SR7TERBKNEREEY  BERFLERRERTE, EEHE RAuthorization Code B, REBRE
R RERTS

S BR 8.1#1F Copy to Clipboard BIEUAEBRHRBRA TEHAER., FEEKEABIERERHIBHNE
S

FRIOBAEEMNEE,

FHE 10.:E {Tlicense smart reservation install file# i o

Router#enable
Router#1license smart reservation install file bootflash:

HUHREMSERr IR RS
ERHEENRETNTRRE , YEECLIFIREFFAIRRE L HRCSSMA MIBREIE
SR BARNERUHEMNEE,

SR 2 EMIBREFITEREFRENRT , 56 Hlicense smart reservation return@i

Router#1icense smart reservation return Tocal
This command will remove the license reservation authorization code and the device will transition
back to the unregistered state. Some features may not function properly.
Do you want to continue? [yes/no]: yes
Enter this return code in Cisco Smart Software Manager portal:
UDI: PID:ISR4351/K9,SN:FD0210305DQ
CBURR4-cTgMun-arvYME-gta6ir-ygnXQm-yMKxWM-2ajywD-5kADgZ-a33

S B 3.7 1Bhttps://software.cisco.com/#& A FICSSM,
TRABEEEEE., REBRFTHIIRER BREZNEEIRS,
SR EERPEREEF , BEEIUHEMNEENRE,

S8 6.121FRemove,

SR 7T HRERE , BARER,


https://software.cisco.com/#

SR HERR
4t 8 4 5% i #Ttools.cisco.com

BREACALRANVRFELBEHEREEEE TDONSHRE. WEZEE , B UELFE
DNSE=% :

Router(config)#ip host tools.cisco.com 72.163.4.38 173.37.145.8

~ EE : IPH#1E72.163.4.38F1173.37.145.8 A A 8h ftools.cisco.com, DNSTH LARHTIE L E Ko
FEHEREZE , mEARHEEHERT,

2% 8% £ 5% Bdtools.cisco.comiB@ A

- FBREE T Blinternett FEEREE A,
. BRESBMCSSMZEEEH ABRKE,
o FERIEA43FBOKRMEHE,

Router#telnet tools.cisco.com 443
Trying tools.cisco.com (72.163.4.38, 80)... Open

. FAVRFERZ A,

Router#telnet tools.cisco.com 443 /vrf Mgmt-intf
Trying tools.cisco.com (72.163.4.38, 443)... Open

REER "THERE, RE

EEBEASMATHAHRE (ATE ) B, SREURE, EENEESMAENEHRSHY
AFETTRE  GREEEER,

Router#show Ticense all

License Authorization:
Status: OUT OF COMPLIANCE on Mar 25 15:00:27 2019 CDT
Last Communication Attempt: SUCCEEDED on Mar 25 15:12:32 2019 CDT
Next Communication Attempt: Mar 26 03:12:31 2019 CDT
Communication Deadline: Jun 23 15:06:30 2019 CDT



- EEASHM/RERE B4 ARERNFFITRHENEBE NI ERIRS
- EREREREARER  cESXEBEERERTFR

EEFUFAA
Al AR fERCall-Home M EEFF M EEN R LERHTEE -

* debug call-home trace

* debug call-home error

* debug call-home smart-licensing all
+ debug ip http client all

« debug crypto pki <Figi&1E>

+ debug ssl openss| <FiH&IE>

Htb &

BRIt EEATEN BN E ST iERE



https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/smart-licensing/qsg/b_Smart_Licensing_QuickStart/b_Smart_Licensing_QuickStart_chapter_00.html
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