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Rout er 1#debug ip packet detail
| P packet debugging is on (detail ed)

Rout er 1#ping 172.16.0.12
Type escape sequence to abort.
Sending 5, 100-byte |ICWMP Echos to 172.16.0.12, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/6/8 ns

Rout er 1#

Jan 20 15:54:47.487: |P. s=172.16.12.1 (local), d=172.16.0.12 (Serial0), len 100
sendi ng

Jan 20 15:54:47.491: ICMP type=8, code=0

!-—— This is the ICMP packet 172.16.12.1 sent to 172.16.0.12.
I-—— ICMP type=8 corresponds to the echo message. Jan 20 15:54:47.523: |P. s=172.16.0.12


https://www.cisco.com/c/zh_tw/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12778-ping-traceroute.html#usingdbg

(Serial0), d=172.16.12.1 (Serial0), len 100, rcvd 3 Jan 20 15:54:47.527: ICMP type=0, code=0

!-—- This is the answer we get from 172.16.0.12. !--- ICMP type=0 corresponds to the echo reply
message.

!--- By default, the repeat count 1is five times, so there will be five

!--- echo requests, and five echo replies.

A REMICMP R BI{E
ICIVi_I'Z | N
0 echo-reply
3 E E’Jtmﬂlil_%iﬁﬁ%o =R R ER =T REEER2 B MERLERI ERBELERY
DB, DFEXES =5RIREEH KM
4 source-quench
5 EMEQNRF0=- ENEQMARNERS 1 - EMEREIHNERT 2 - ENEnREFERNBE
EXE 3= ENEnREEENTIENERD
6 alternate-address
8 echo
9 router-advertisement
10 router-solicitation
11 BHEERE = BHERTPFERE 1 = BHy REHRRE
12 parameter-problem
13 timestamp-request
14 timestamp-reply
15 information-request
16 information-reply
17 mask-request
18 mask-reply
31 conversion-error
32 mobile-redirect
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172.16.0.34/24

17216121  172.16.012 100223 100323 17216334 17216434
Router 1 Router 2 Router 3 Router 4

RS E

Routerl#

!

interface SerialO

ip address 172.16.12.1 255.255.255.0
no fair-queue

cl ockrate 64000
!

Router2#

!

interface Serial0

i p address 10.0.2.23 255.255.255.0
no fair-queue

cl ockrate 64000

!

interface Seriall

ip address 172.16.0. 12 255.255. 255.0
!

Router3#

!

interface Serial0

i p address 172.16. 3. 34 255.255.255.0
no fair-queue

!

interface Seriall

i p address 10.0. 3.23 255.255.255.0
!

Router4d#

!

interface SerialO

i p address 172.16. 4. 34 255.255.255.0
no fair-queue

cl ockrate 64000
|

E & tRouter1 ¥ Router4 #1Tping:

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.
Sending 5, 100-byte | CMP Echos to 172.16.4.34, tineout is 2 seconds:

Success rate is 0 percent (0/5)

ER:

Rout er 1#debug ip packet
| P packet debugging is on



Sl EEE%EE%EJ:EFHdebug ip packetls Tl , JEEEERCPUBERESE, ETHKEEE
BUSBEBRE T PR SRS P R

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 172.16.4.34, tineout is 2 seconds:

Jan 20 16:00: 25.603: |P: s=172.16.12.1 (local), d=172.16.4.34, |len 100, unroutable
Jan 20 16:00:27.599: |P: s=172.16.12.1 (local), d=172.16.4.34, |len 100, unroutable
Jan 20 16:00:29.599: |P: s=172.16.12.1 (local), d=172.16.4.34, |len 100, unroutable
Jan 20 16:00:31.599: |P: s=172.16.12.1 (local), d=172.16.4.34, |len 100, unroutable
Jan 20 16:00:33.599: |P: s=172.16.12.1 (local), d=172.16.4.34, |len 100, unroutable
Success rate is 0 percent (0/5)

HRRouter! ERBEHMITHNRABABE , ALEFAANEESHSEXIMENVE K EKFSER "
/u\ﬁkﬁgﬁEJ Eﬂﬁio

B Router1 ¥ AERR A :

Rout er 1#configure terminal
Enter configuration commands, one per line. End with CNTL/Z
Rout er 1(confi g) #ip route 0.0.0.0 0.0.0.0 Serial0

R

Rout er 1#debug ip packet detail
I P packet debugging is on (detail ed)

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.4.34, tineout is 2 seconds:
U uu

Success rate is 0 percent (0/5)

Jan 20 16:05:30.659: |IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng

Jan 20 16: 05: 30. 663: | CVMP type=8, code=0

Jan 20 16:05:30.691: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16: 05: 30. 695: | VP type=3, code=1

Jan 20 16:05:30.699: |IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng

Jan 20 16:05: 30. 703: | CVP type=8, code=0

Jan 20 16:05:32.699: |IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng

Jan 20 16:05: 32. 703: | CVP type=8, code=0

Jan 20 16:05:32.731: |IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:05: 32. 735: | CVP type=3, code=1

Jan 20 16:05:32.739: |IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng

Jan 20 16:05: 32. 743: | CVP type=8, code=0

BZERouter2 L 34 1+ ESE R

Rout er 2#debug ip packet detail



| P packet debugging is on (detail ed)

Rout er 2#

Jan 20 16:10:41.907: |IP: s=172.16.12.1 (Seriall1l), d=172.16.4.34, len 100
Jan 20 16:10:41.911: | VP type=8, code=0

Jan 20 16:10:41.915: |IP: s=172.16.0.12 (local), d=172.16.12.1 (Serial 1),
Jan 20 16:10:41.919: ICMP type=3, code=1

Jan 20 16:10:41.947: |P: s=172.16.12.1 (Serial 1), d=172.16.4.34, len 100
Jan 20 16:10: 41. 951: | VP type=8, code=0

Jan 20 16:10:43.943: |P: s=172.16.12.1 (Seriall1l), d=172.16.4.34, len 100
Jan 20 16:10: 43.947: | VP type=8, code=0

Jan 20 16:10:43.951: |IP: s=172.16.0.12 (local), d=172.16.12.1 (Serial 1),
Jan 20 16:10: 43. 955: | VP type=3, code=1

Jan 20 16:10:43.983: |P: s=172.16.12.1 (Serial 1), d=172.16.4.34, len 100
Jan 20 16:10: 43.987: | VP type=8, code=0

Jan 20 16:10:45.979: |P: s=172.16.12.1 (Seriall), d=172.16.4.34, len 100
Jan 20 16:10: 45. 983: | VP type=8, code=0

Jan 20 16:10:45.987: |IP: s=172.16.0.12 (local), d=172.16.12.1 (Serial 1),
Jan 20 16:10: 45. 991: | VP type=3, code=1

unrout abl e

| en

56,

sendi ng

unrout abl e

unrout abl e

| en

56,

sendi ng

unrout abl e

unrout abl e

| en

56,

sendi ng

Router1 IE 7% 3@ EiX ZIRouter2 , {BRouter2 R~ & IN{AI 7B $1E172.16.4.34, Router2#§ "%

EENICMP, AEEiXERouter!,

#£ Router2fRouter3 L B A % R EFEA 5 E (RIP):

Rout er 2#

router rip

network 172.16.0.7
network 10.0.7.23
Rout er 3#

router rip

network 10.0.7.23
network 172.16.0. 34

R

Rout er 1#debug ip packet
| P packet debugging is on

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICVWP Echos to 172.16.4.34, tineout is 2 seconds:

Jan 20 16:16:13.367: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0),
sendi ng.

Jan 20 16:16:15.363: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0),
sendi ng.

Jan 20 16:16:17.363: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0),
sendi ng.

Jan 20 16:16:19.363: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0),
sendi ng.

Jan 20 16:16:21.363: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0),
sendi ng.

Success rate is 0 percent (0/5)

Router1# &A% ZEIRouter4 , {ERouterd ~ & & [E [E &,

Router4 - o] gE 3 4 R 28

| en

| en

| en

| en

| en
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100,

100,

100,

100,



Rout er 4#debug ip packet
| P packet debugging is on

Rout er 4#

Jan 20 16:18:45.903: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:18:45.911: |P: s=172.16.4.34 (local), d=172.16.12.1, |en 100, unroutable

Jan 20 16:18:47.903: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:18:47.907: |P: s=172.16.4.34 (local), d=172.16.12.1, |len 100, unroutable

Jan 20 16:18:49.903: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:18:49.907: |P: s=172.16.4.34 (local), d=172.16.12.1, |len 100, unroutable

Jan 20 16:18:51.903: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:18:51.907: |P: s=172.16.4.34 (local), d=172.16.12.1, |len 100, unroutable

Jan 20 16:18:53.903: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:18:53.907: |P: s=172.16.4.34 (local), d=172.16.12.1, |len 100, unroutable

B S4B CMPE DL B EIE172.16.12.1  ERATEEBALBRGKE KN,

B Router4 FTiE TR RERKH -

Rout er 4(confi g) #ip route 0.0.0.0 0.0.0.0 SerialO

BT Wi 7] AR AR

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 172.16.4.34, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/35/36 s

STEEIEEE

EEERT , THELFTHEEE, T—EHHREF’Router1 ¥ Router4#1Tping:

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.4.34, tineout is 2 seconds:
uuu

Success rate is O percent (0/5)

HREHIER  FESHREE. EFEBRouter2#11Tping:

Rout er 1#ping 172.16.0.12

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 172.16.0.12, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 4/4/4 ns

ELE—{A&HI+ , BEHERouter2fRouter3 2 B, —{ER8EM R Router3 LR F5INTHEH ERAET :



Rout er 3#show ip interface brief
Serial 0 172.16.3. 34 YES manual up up
Seriall 10.0.3.23 YES manual adninistratively down down

EEEMBEN S AREE

Rout er 3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z

Rout er 3(confi g) #interface seriall

Rout er 3(confi g-i f)#no shutdown

Rout er3(config-if)#

Jan 20 16:20:53.900: 9% NK-3-UPDOMN: Interface Seriall, changed state to up

Jan 20 16:20:53.910: 9% . NEPROTO 5- UPDOAN: Li ne protocol on Interface Seriall,
changed state to up

Access-list S

ERIH | AAtelnetRER AL FFEIB T ESerial0i A Router4,

Rout er4(config)# access-list 100 permit tcp any any eq telnet
Rout er 4(confi g) #interface serial0
Rout er4(config-if)#ip access-group 100 in

Rout er 1#configure terminal

Enter configuration comrands, one per line. End with CNTL/Z

Rout er 1(confi g) #access-1ist 100 permit ip host 172.16.12.1 host 172.16.4.34
Rout er 1(confi g) #access-1ist 100 permit ip host 172.16.4.34 host 172.16.12.1
Rout er 1(confi g) #end

Rout er 1#debug ip packet 100

| P packet debugging is on

Rout er 1#debug ip icmp

| CMP packet debugging is on

EHE B Router4d# 1Tping:

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.4.34, tineout is 2 seconds:
U uu

Success rate is 0 percent (0/5)

Jan 20 16:34:49.207: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng

Jan 20 16:34:49.287: |P. s=172.16.4.34 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:34:49.291: |ICWP: dst (172.16.12.1) administratively prohibited unreachable
rcv from172.16.4. 34

Jan 20 16:34:49.295: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng

Jan 20 16:34:51.295: |IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng

Jan 20 16:34:51.367: |P: s=172.16.4.34 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:34:51.371: | CWP: dst (172.16.12.1) administratively prohibited unreachable
rcv from172.16.4. 34

Jan 20 16:34:51.379: |IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng

access-list IETH R —EE HREESMdeny all, EEFRTRIERouter4 £ A Serial 07T HHIICMPEH



DG EIER , MRouterd B M RHHTHRIFEEICMP "EEMEE FMELER, AR , W
debugfl EFfR. fRRA N AfEaccess-listis THMALUTETAR :

Rout er 4(confi g) #access-1ist 100 permit icmp any any

fu st BATER G E (ARP) BE
HUERHP | ERCAKBHER

Router1 \

172.16.100.

172.16.100.0/24

Router4 1 1 AT 135 E S B

Rout er 4#ping 172.16.100.5

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 172.16.100.5, tineout is 2 seconds:

Jan 20 17:04:05.167: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100
sendi ng

Jan 20 17:04:05.171: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100
encapsulation failed.

Jan 20 17:04:07.167: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100
sendi ng

Jan 20 17:04:07.171: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |len 100
encapsul ation fail ed.

Jan 20 17:04:09.175: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100
sendi ng

Jan 20 17:04:09.183: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), len 100
encapsul ation fail ed.

Jan 20 17:04:11.175: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100
sendi ng

Jan 20 17:04:11.179: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |len 100
encapsul ation fail ed.

Jan 20 17:04:13.175: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100
sendi ng

Jan 20 17:04:13.179: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |len 100
encapsul ation fail ed.

Success rate is 0 percent (0/5)

Rout er 4#

EAREE SIS | B Tencapsulation faileds FAE |, pingfEEENE, ERXRTEHBANECHERHS



BEIWENE , EFNEMATHT. EEBBRT , BEEBRBLU R EFAGE(ARP)RIEE
F o

ARPR AR SE2B it (MACHILL ) HRSISEIB A4t (1Pl ) FBFAHE. 7 SAERAshow
arpiE R EIER

Rout er 4#show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 172.16.100.4 - 0000. Oc5d. 7a0d ARPA  EthernetO
Internet 172.16.100.7 10 0060. 5¢cf 4. a955 ARPA Et her net O

EE THELK, BE , 858X Adebug arpB Tt

Rout er 4#debug arp
ARP packet debugging is on

Rout er 4#ping 172.16.100.5

Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 172.16.100.5, tineout is 2 seconds:

Jan 20 17:19:43.843: |P ARP: creating inconplete entry for |P address: 172.16.100.5
interface EthernetO

Jan 20 17:19:43.847: |P ARP:. sent req src 172.16.100.4 0000. 0c5d. 7a0d
dst 172.16.100.5 0000.0000.0000 EthernetO.

Jan 20 17:19:45.843: | P ARP: sent req src 172.16.100.4 0000. 0c5d. 7a0d
dst 172.16.100.5 0000. 0000. 0000 EthernetO.

Jan 20 17:19:47.843: |P ARP: sent req src 172.16.100.4 0000. 0c5d. 7a0d
dst 172.16.100.5 0000. 0000. 0000 EthernetO.

Jan 20 17:19:49.843: |P ARP: sent req src 172.16.100.4 0000. 0c5d. 7a0d
dst 172.16.100.5 0000. 0000. 0000 EthernetO.

Jan 20 17:19:51.843: |P ARP: sent req src 172.16.100.4 0000. 0c5d. 7a0d
dst 172.16.100.5 0000. 0000. 0000 EthernetO.

Success rate is 0 percent (0/5)

F—E&E#ET , Routerd EEEH T W HEXT 2 KIBEEBMULFFFF.FFFF.FFFF, iE1#

, 0000.0000.0000% ;RRouterd& 2% B 1911 172.16.100.5FMACT I 3t , HAREREHIPER
ARPEE T HEZMACHIHE , Btk e 6 F000.000.0004E A RN EEthernet 0% H B BB FAE 8915
LFF , SR BEMACHI U ¥ FERR172.16.100.5, MR ZEEIE , MACEEshow arpi H # A9 IP{z 11t
HENXBBEERATTE !

Rout er 4#show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 172.16.100.4 - 0000. Ochd. 7a0d ARPA Et hernet 0
Internet 172.16.100.5 0 Incomplete ARPA

Internet 172.16.100.7 2 0060. 5¢cf 4. a955 ARPA Et hernet 0

ERENERBE K ERAFATENEB KSR ARP XFER. REMACH I RHEARPERH
, PiINgFAE M THEERK, MAK.

13
BRERT , WRAYRREIIREERWEE , ping RERK :

Rout er 1#ping 172.16.0.12

Type escape sequence to abort.



Sendi ng 5, 100-byte |ICMP Echos to 172.16.0.12, timeout is 2 seconds:

Success rate is 0 percent (0/5)

EEREEEIRGELENER L MYLRENH, ERERZEMHping2 FIE @R

Rout er 1#ping

Protocol [ip]:

Target | P address: 172.16.0.12
Repeat count [5]:

Dat agram si ze [ 100] :

Ti meout in seconds [2]: 30

Ext ended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 172.16.0.12, tineout is 30 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 1458/ 2390/ 6066 ns

BERLEMpinglE TWEFHEN , FSRBBEMAILEFRPing A Traceroute}g &,
EL—E&FIAP | EREFEMEF , ping I 1T-

M . FEORERKEEBERY.

IEFESRIR AL 41t

LT&EHAERBR
10.0.0.0/24
T 10.0.0.1 10.0.0.1 172.16.0.12
Router1 Router?
17216.012
10.0.0.0:24
IEfE 74t

ERouter1 g 10— {ELANAE :

Rout er 1(confi g) #interface ethernet0
Rout er1(config-if)#ip address 10.0.0.1 255.255.255.0

& A LAELAN LBV 35 & ¥ Router1#11Tping. & ] LAfERouter1¥fRouter2#1Tping. 1B 2 AR
LAN_E 893 & ¥ Router2#1{Tping.

& A LA Router1 ¥t Router2 #1117 ping , RATERERT , FEASELNEN IP Lut{EA ICMP
HOPWRIFEMU . Router2’ 8 BB ERLANMEENER. MRS EENBRELBENHT , EF
THEWNAEEZH D,


https://www.cisco.com/c/zh_tw/support/docs/ip/routing-information-protocol-rip/13730-ext-ping-trace.html

Rout er 1#debug ip packet
| P packet debugging is on

TE  E4EERHEE LFAdebug ip packetiE Sk , JEEEERKCPUBERAXE, ETHREE
BMBEBRE T RSB P ER.

Rout er 1#ping 172.16.0.12

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICWP Echos to 172.16.0.12, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/7/9 ns
Rout er 1#

Jan 20 16:35:54.227: |P: s=172.16.12.1 (local), d=172.16.0.12 (Serial0), |len 100, sending
Jan 20 16:35:54.259: |P: s=172.16.0.12 (Serial 0), d=172.16.12.1 (Serial0), len 100, rcvd 3

+F— A E S )EREE , RAFEEHSHNRREMILEAE172.16.12.1, EEEEBERBLANNHE
, BEMFE A LEMping:

Rout er 1#ping

Protocol [ip]:

Target | P address: 172.16.0.12

Repeat count [5]:

Dat agram si ze [ 100] :

Ti meout in seconds [2]:

Ext ended commands [n]: vy

Source address or interface: 10.0.0.1

Type of service [0]:

Set DF bit in |IP header? [no]:

Validate reply data? [no]:

Data pattern [ OxABCD] :

Loose, Strict, Record, Timestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICWP Echos to 172.16.0.12, tineout is 2 seconds:

Jan 20 16:40:18.303: IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), |en 100,
sendi ng.

Jan 20 16:40:20.303: |IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), len 100,
sendi ng.

Jan 20 16:40:22.303: |IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), len 100,
sendi ng.

Jan 20 16:40:24.303: |IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), len 100,
sendi ng

Jan 20 16:40:26.303: |IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), |en 100,
sendi ng.

Success rate is 0 percent (0/5)

ERMRMLHEZ10.0.0.1 , EREEEE, BEERNT  BRRKIIEE, ZRRLEE , FE
Router2F #7#815@10.0.0.00 88 . EARAR |, pinge BIE &4 A HiE W1 @ ping YR &K B EiXFE

R o

BAFSIERRS

HEEARBSRN , RARSEASEEXIPEER, MRETEENRMKRPERTIANER
, ARSRFEABATENGATIPUETREE, REERERERELHE  BEAEENER



MERENER T , EEHENERRTEEFAATIEEZ, NRAATIER K HIFESER

o

HANHCRKE K ERABATIRERSMELHEEH Tping, &7 LU Ashow interfacelE
BE@MAREERR

Rout er 1#show interface Serial0/0/0
Serial0/0/0 is up, line protocol is up

MIU 1500 bytes, BW 1984 Kbit, DLY 20000 usec
reliability 255/255, txload 69/255, rxload 43/255
Encapsul ati on HDLC, | oopback not set
Keepal i ve set (10 sec)
Last input 00:00: 02, output 00:00:00, output hang never
Last clearing of "show interface" counters 01:28:49
Input queue: 76/75/5553/0 (size/ max/drops/flushes);
Total output drops: 1760
Queuei ng strategy: C ass-based queueing
Qut put queue: 29/1000/64/1760 (size/ max total/threshol d/ drops)
Conversations 7/129/256 (active/ max active/ max total)
Reserved Conversations 4/4 (allocated/ max all ocat ed)
Avai | abl e Bandw dth 1289 kil obits/sec

! -—- Output supressed

R@HPAEY  BATIEREMAES, F2RBATIERNGHITIERFHIME | DUHH#
BB B S SR S B,

Traceroute ¥4

traceroute IE T ANIRERHIIEA N HBERITRNEH, £E ( HINKEREIR PC) SEHEE
¥ BEABE (UDP) EXEF 5% R “‘“I%J:E’Jﬂx&ﬁﬁﬁuﬂto

BET=EENE , SEERNINEFERE (TTL) MUEEHRA 1. TILE 1 SERERSTERE
PR RS —ERR AR AT A TREFL ; AR MAERSEAICMPE i EFAS(TEM) 1N LA B FE
, BEHERTEBH,

WREFET B =8 UDP JLE SRAAEWN TTL E#RA 2 , ESEHE _FEKHIZER ICMP

TEM, WEFE—EFE , Ji\T@,ﬁE BES— 1@55@1&?'—’51]: HRELERTERTFIE WM
FHE R ERBOERE | IXIJH:{%IEITICMPJE%%EA‘%‘}EE%EHE , BEHELEGNEFE  HE4D

Traceroute Eﬁﬁﬂﬁﬂ%ﬁ , T"RABIEFTE K.

LR FRY B R RAC#ESE ICMP BHEFBFASNERER , LURHB I IE B VTN R EIa R E,
BFo

Rout er 1#traceroute 172.16.4.34

Type escape sequence to abort.
Tracing the route to 172.16.4.34

1 172.16.0.12 4 nsec 4 nsec 4 nsec
2 10.0.3.23 20 nsec 16 nsec 16 nsec
3 172.16.4.34 16 nsec * 16 nsec


https://www.cisco.com/c/zh_tw/support/routers/800-series-routers/products-tech-notes-list.html

Jan 20 16:42:48.611: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28
sendi ng

Jan 20 16:42:48. 615: UDP src=39911, dst=33434

Jan 20 16:42:48.635: |P: s=172.16.0.12 (Serial 0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:42:48. 639: ICMP type=11l, code=0

!--- ICMP Time Exceeded Message from Router2. Jan 20 16:42:48.643: |P: s=172.16.12.1 (local),
d=172.16.4.34 (Serial0), len 28, sending Jan 20 16:42:48.647: UDP src=34237, dst=33435 Jan 20
16: 42: 48. 667: | P: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56, rcvd 3 Jan 20

16: 42: 48. 671: |1 CWP type=11, code=0 Jan 20 16:42:48.675: |P: s=172.16.12.1 (local), d=172.16.4.34
(Serial0), len 28, sending Jan 20 16:42:48.679: UDP src=33420, dst=33436 Jan 20 16:42:48. 699

IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56, rcvd 3 Jan 20 16:42:48.703: | CW
type=11, code=0

ERFEATTL=1EXNE—EBHETFI, F—EEHEEHF ARouter2(1
, W& EEtype=11 ICMPIRA B HIE(172.16.12.1), LA BYFER IR

16.0.12))BEHE

72
B,

Jan 20 16:42:48.707: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28
sendi ng

Jan 20 16:42:48.711: UDP src=35734, dst=33437

Jan 20 16:42:48.743: |P. s=10.0.3.23 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:42:48. 747: ICMP type=11l, code=0

!-—- ICMP Time Exceeded Message from Router3. Jan 20 16:42:48.751: |P: s=172.16.12.1 (local),
d=172.16.4.34 (Serial0), len 28, sending Jan 20 16:42:48. 755: UDP src=36753, dst=33438 Jan 20
16:42:48.787: |IP: s=10.0.3.23 (Serial0), d=172.16.12.1 (Serial0), len 56, rcvd 3 Jan 20
16:42:48.791: | CWP type=11, code=0 Jan 20 16:42:48.795: |IP: s=172.16.12.1 (local), d=172.16.4.34
(Serial0), len 28, sending Jan 20 16:42:48.799: UDP src=36561, dst=33439 Jan 20 16: 42: 48. 827

I P: s=10.0.3.23 (Serial0), d=172.16.12.1 (Serial0), len 56, rcvd 3 Jan 20 16:42:48.831: |CW
type=11, code=0

FEATTL = 289Router3(10.0.3.23) 2 & £ HEIMRER :

Jan 20 16:42:48.839: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28
sendi ng

Jan 20 16: 42: 48. 843: UDP src=34327, dst=33440

Jan 20 16:42:48.887: |P: s=172.16.4.34 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:42:48. 891: ICMP type=3, code=3

!--- Port Unreachable message from Router4. Jan 20 16:42:48.895: |P: s=172.16.12.1 (local),
d=172.16.4.34 (Serial0), len 28, sending Jan 20 16:42:48.899: UDP src=37534, dst=33441 Jan 20
16: 42:51.895: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28, sending Jan 20
16:42:51.899: UDP src=37181, dst=33442 Jan 20 16:42:51.943: |P: s=172.16.4.34 (Serial0),
d=172.16.12.1 (Serial0), len 56, rcvd 3 Jan 20 16: 42: 51. 947: |1 CWP type=3, code=3

ETTL=30FERT , FRE2)ZERouterd, E—X , HRERIBEMN , Routerd EERALLH
Router1 , ‘@& — Al type=3 # ICMP FA L., —EIJ B &9 5E ERAL , URRTEZEERELERN
code=3,

T &% Htraceroutets H i P AT EHH IR F It

IP Traceroute X FFJT
FIT oL
nn msec SESBNIEEREBROFRE ( LZERBEN )
* RE DR
A EEMEI (EHEFEEEE )

Q FRHDE (B R AT )



£ & P BRI
BB HRIE R
FRETER
B SRR AR
WA E ERER
3 B

KA A

NHUg T C™

M RE

& 0] LAfE A pingFtraceroutets SEVB R EIBFE(RTT), EREXACEN SN EEEBFIENEFE,
ERTUABERRER LWIEE, ERELEHFHNERETEUARTIMAMEE.

HEBMERRARASEK  EHAOSARARFRBAR. EESSARERALBINERAL
BEEE, ETERRHARNEIERR. RIZER , BHRFEABBEHETME., EEpingkIIhEENSE
HERBRRREE,

ATHRALRER , LT REKERouter1 ¥ Router2#1 1T pingHY &4 :

Rout er 1#ping 172.16.0.12

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 172.16.0.12, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/4 ns
RTT KNARMNER. £ Router2 LRIA—ERBFEERINER , EA1E Router1 ¥ Router2 #17
pingo

Rout er 1#ping 172.16.0.12

Type escape sequence to0 abort.
Sendi ng 5, 100-byte |ICWP Echos to 172.16.0.12, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 24/25/28 s

IE4EAY RTT BAEEE N T . Router2tdHEEIT , MELIEF 2T E Eping. RIFHREHBENENEF A

ERERABBREHSBNRE,
i7 Router1 \7

PCA PCB

EERBETRERSR , YHEXIEFRSHWRHREE. EXARKRRATE—H



| =ty | e_l e |

Router1 Router? Router3

B 35
22}

o
A
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#Router1¥fRouter3#11Tping:

Rout er 1#ping 10.0.3.23

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to 10.0.3.23, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/32/32 s
MEEiBRouter2 , M EEETIRERM, ZERouter2 ERIARXBERINEE .

Rout er 1#ping 10.0.3.23

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 10.0.3.23, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/32/36 s

BIZHEMER, EREAK Router2 £, BEREHPEBREEH S,

{#/ Debug ¥4

£ Fdebug IEF 28l , LS ARDebugiE THEEEFA,

A {5 F fydebug @i 5 B R T £ Fpingstraceroute i £ B B A 1SR . B LR D A H B SRR
B, AW, FEEEREPXAEEFEAdebugist. MREH CPU MEETE , REBAENERFX
g  RASEBRENEERESE., UTEESEZTUE debug EFHEHBNKEREZERE
o HPh—BHEREAFIGFE A fi/ N EELNBEREEHE,

AT 2EH -

Rout er 4#debug ip packet ?

<1-199> Access |i st
<1300-2699> Access |ist (expanded range)
det ai | Print nmore debuggi ng det ai

Rout er 4#configure terminal
Rout er 4(confi g) #access-1ist 150 permit ip host 172.16.12.1 host 172.16.4.34
Rout er 4(confi g) #°z

Rout er 4#debug ip packet 150
| P packet debugging is on for access list 150

Rout er 4#show debug
Generic | P:
| P packet debugging is on for access list 150


https://www.cisco.com/c/zh_tw/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

Rout er 4#show access-list
Extended | P access list 150
permit ip host 172.16.12.1 host 172.16.4.34 (5 matches)

EiBILERE |, RouterdE &ty HEEFEUEE 150 AN EEEAS . #HRouter1 #1TpingBEH LR L
TEE :

Rout er 4#
Jan 20 16:51:16.911: |IP: s=172.16.12.1 (Serial 0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:51:17.003: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:51:17.095: |P: s=172.16.12.1 (Serial 0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:51:17.187: |P: s=172.16.12.1 (Serial 0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:51:17.279: IP: s=172.16.12
rcvd 3

BENERLIERBRouterd , AAELHARFIEETAN. BEFIHEDE , FHiE .

[EN

(Serial0), d=172.16.4.34 (Serial0), len 100

Rout er 4( confi g) #access-1list 150 permit ip host 172.16.12.1 host 172.16.4.34
Rout er 4( confi g) #access-1list 150 permit ip host 172.16.4.34 host 172.16.12.1

R

Jan 20 16:53:16.527: |IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:53:16.531: |IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100
sendi ng

Jan 20 16:53:16.627: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:53:16.635: |IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100
sendi ng

Jan 20 16:53:16.727: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:53:16.731: |IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100
sendi ng

Jan 20 16:53:16.823: |IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:53:16.827: |IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100
sendi ng

Jan 20 16:53:16.919: |IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:53:16.923: |P: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100
sendi ng

f#{Edebug I REMN = — B AR , #EIRdebuglE = , S/ show log & HiEE RIS LA
N

Rout er 4#configure terminal

Rout er 4(confi g) #no logging console
Rout er 4(confi g) #logging buffered 5000
Rout er 4(confi g) #°z

Rout er 4#debug ip packet
| P packet debugging is on
Rout er 4#ping 172.16.12.1



Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 172.16.12.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 36/ 36/ 37 s

Rout er 4#undebug all
Al'l possi bl e debuggi ng has been turned off

Rout er 4#show log
Sysl og | oggi ng: enabl ed (0 nessages dropped, O flushes, 0 overruns)
Consol e | oggi ng: di sabl ed
Moni tor 1 ogging: |evel debugging, 0 nessages | ogged
Buf fer | oggi ng: |evel debugging, 61 nessages | ogged
Trap logging: level informational, 59 message |ines |ogged

Log Buffer (5000 bytes):

Jan 20 16:55:46.587: |P: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100
sendi ng

Jan 20 16:55:46.679: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

pingMtraceroutelE T RIFFEAN L ARER , TRARRERFIEE, ELETHIERZHEA

. EMEESRERIERMEZFANES.

MR

. BRAREE (#ping M ZE i Traceroutef§
. B #fi£ & - Cisco Systems
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