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WEHXFVPDNRZE , M AEIEFI555222209 FE0Y , Lt IhREE SR EE AR IR B USRIEE A,
BEVPDNELEWFEMAER , S BEEVPDN,

EREERT  EEEENSEEAERBREVPDNRRE K ER2EAFEELHR. fln, £HE
ciscouser 7] LAB& & iE 43 Elcisco.com , M E b & v LAENAS EA##& 1k,

AR WEAESBILEIENR , 0L —@EREIFR.
B A 25 56 —IRBHSAAAR ARZR B , VPDNBEAE BRI RERBILERERBELIRE

. RERGTEAAA)RIRRER. EESCisco IOSERE AT LA fE FE AAAE & BZDNISKE B /A & B
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AERSEAUTREBRE :

IS0k Cliert ALA Server
172 22 53 201
L = _\ﬁ FRI
Arsalog (( PSTN

%I{!:

Line —
Lines

mauli-naz-02 —]
E0172.22.53.140 \)_%
Winclowes Cliert _/}
WPDM LNS

Home Gateway

B

ENAS(LAC) L X E S A &EVPDNFTE/ K —VPDNE © 2215 4B & & S vpdn enableFlvpdn
auth-before-forward. vpdn authen-before-forward &1+ 2 #8 RNAS(LAC)TE f#f HH B 3% SR 5% 2 B B 3%
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TENFERERRE. R%E , BBEAAARSALBAERAERLONEAEIVPDNEEE | NRKRK
AAAfEIRESIREIVPDNEFA , BIEA MK ILFERE, AHEPNERERTEEAEIBDREMRAIE
BEANBR T XEEEMENG D,

X WEEXYT2ME,. ESIFEHEBAVPDN, STEMAAAG T,

AR FIRESEAENRBEBENAABERE T AXENEE., Fit , WEREERAAAA
RADIUSAIBREREEL2TPEE ., FAEILERRT Fm Ay IR B M B LB B BB E R B HAAAR E

FERSERAUATRE :

. VPDN NAS(LAC)
VPDN NAS(LAC)

aaa new nodel

aaa aut hentication ppp default group radius

!--- Use RADIUS authentication for PPP authentication.
aaa aut hori zation network default group radius !---
Obtain authorization information from the Radius server.
!-—— This command is required for the AAA server to
provide VPDN attributes. ! vpdn enable !/--- VPDN is
enabled. vpdn aut hen-before-forward !--- Authenticate
the complete username before making a forwarding
decision. !--- The LAC sends the username to the AAA
server for VPDN attributes. ! controller E1 O pri-group
timeslots 1-31 ! interface Serial 0:15 dialer rotary-
group 1 !--- D-channel for E1 0 is a member of the
dialer rotary group 1. ! interface Dialerl !--- Logical
interface for dialer rotary group 1. ip unnunbered

Et hernet 0 encapsul ati on ppp dial er in-band dialer-group
1 ppp authentication chap pap callin ! radius-server
host 172.22.53.201 !--- The IP address of the RADIUS
server host. !--- This AAA server will supply the

NAS (LAC) with the VPDN attributes for the user. radi us-
server key cisco !--- The RADIUS server key.

RADIUS frl B 2R 40 K&

LA 2Cisco Secure for Unix(CSU)RADIUSfAfRES LN K EF R EERE -

1. ETENAS L AL IV EAE -
userl Password = "cisco"
Servi ce- Type = Framed- User
2. EAHEEVVPDNEFENMEASE -
user 2 Password = "ci sco"
Servi ce- Type Franed- User,
Ci sco- AVPai r "vpdn:i p- addresses=172. 22. 53. 141",
Ci sco- AVPai r "vpdn: | 2t p-t unnel - passwor d=ci sco",
Ci sco- AVPai r "vpdn: tunnel -type=l 2t p"

NAS(LAC)f£ /A F1Cisco-AVPair VPDN15 E H B 4 R B By F R EEHEBARYVPDNRZ B , FE RS R EEHE RS
BB AEZ RENASHVPDNBEE,

B

AEHRHENEATRARERENEERE EEER.



BHERSETE

(EHEREFER) X ERE Eshown s , IWTH

B M AR showdn T8l tHAY 0 4o

- show caller user — B RIFEFAENSIE , MEANTTYIREE. ERSNE (HZE, BEIE
). DSO@BiESE., BiSMas, o2 BEMIPH, PPPHIPPPIE#SI &%, MMREM Cisco IOSEEE
MARZE LTS , B Ashow userin &,

- show vpdn —

showdiy & HH TR 45

WP L AR B
BB TR

maui - nas- 02#show caller user vpdn_authen

&£ Fishow caller user username 5

BREBEEL2FML2TPH ER2E A K VPDNA H E:E B RF ok & #A.

S LA K show vpdnin S BRI 2B R Ih, BH R

User: vpdn_authen, line tty 12, service Async
Active tinme 00:09:01, Idle tine 00:00: 05
Ti meout s: Absolute Idle Idle
Sessi on Exec

Limts: - - 00: 10: 00
Di sconnect in: - - -

TTY: Line 12, running PPP on Asl2

DSO: (slot/unit/channel)=0/0/5

Line: Baud rate (TX/RX) is 115200/115200,
Status: Ready, Active, No Exit Banner,
HW PPP Support Active
Capabilities: Hardware Flowcontrol In,
Mbdem Cal | out, Mbdem Rl is
Line i s permanent async interface,
Modem St ate: Ready

User: vpdn_authen,

Active tinme 00:08:58, Idle tine 00:
Ti meout s: Absolute Idle
Limts: - -
Di sconnect in: - -
PPP: LCP Open, CHAP (<- AAA)
I P. Local 172.22.53.140

VPDN: NAS , MID 4, MID Unknown
HGW , NAS CLID O,

!-—— The VPDN tunnel 1is open.
errors,
col li sions,

Counts: 85

0 interface resets maui

Har dwar e Fl owcontr ol

0 CRC, 0 frane, 0 overrun 71 packets output,
- nas- 02#show vpdn

no parity, 1 stopbits, 8 databits

Async Interface Active

Qut
CD,
I nt egrated Modem

line Asl2, service PPP

00: 05

HGW CLID 0, tunnel open

packets input, 2642 bytes, 0 no buffer 0 input
1577 bytes, 0 underruns O output errors, O

L2TP Tunnel and Session Information Total tunnels 1 sessions 1

Locl D Rem D Renpt e Nane State Renpte Address Port Sessions

6318 3 HGW est 172.22.53. 141 1701 1

LocID Rem D TunID Intf User nane State Last Chg Fastswitch
4 3 6318 As12 vpdn_authen est 00: 09: 33 enabl ed

!-—— The tunnel for user vpdn_authen is in
PPTP tunnels %No acti ve PPPoE tunnel

REREDE A

AERENEF ARG EREE

established state. Yo active L2F tunnels %o active

1TERREHEAR
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SHYRIED
AR : #Hidebug Tt 2Bl , @B EEDebugi THEEEH.

- debug ppp authentication — #ERPPPH BRI MEEE , SIEEAEF ORI E
(CHAP)ER BRI O T 1B E(PAP) R,

. debug aaa authentication — # B BAAA/RADIUS B 1 B8 B E A

- debug aaa authorization — # "G EBAAA/RADIUSIERE E A,

. debug radius — FAREERADIUSHB MRS EN., FRBHESSN T E(EHIMERFFEH
V¥ R radiusSE B TS, Hlin |, 552 B debugts €5 — &, 1 Fdebug radius+ #9& 55k
BEEISHBM,

- debug tacacs — FE/REETACACS+EAE Y AR E Ao

- debug vpdn event — BERL2xEHFRFNVEAVPDNIE E B8 E 2 I K BARAM —ZB 0 B4,

- debug vpdn error — F8/RVPDN1# E #375,

- debug vpdn I12x-event — F R FFAHRYL2xEE R A B AVPDNIEERFE R Y KB — o B4,

- debug vpdn I12x-error — #7RVPDN L2x1# E #5558

4 Ll 1 7R B

BUTF RS YRYdebugin i, TELA T EHIH |, FEEENASHERadius A R 2R EXIS VPDNEE /Y B 14
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|0 Client ALA Server

17222.53.2M
:\li’riﬁl -

maui-nas-02
EQ1722253.140

&

WD LMS
Home Gateveay

Windows Client

CALL COHHECTS

PPP HEGOTIATION BEGINS

- COMFREG CHAP
COMFACK CHAP | -
| CHAP Challenge
) |
=
J
CHAF Response AA AT I THERISTARTS
o
MAS receives Access-Accept from the server . o PASS
A0 N I THORLCP

The NAS then uses the Attribute Yalue Pairs
(A%P=] from the RADILS zerver to establizh the
WPDM tunnel to the Home Gateway

M
_

maui - nas- 02#show debug
General ©s:

AAA Aut henti cation debugging is on

AAA Aut hori zation debugging is on
PPP:

PPP aut henti cati on debugging is on
VPN

L2X protocol events debugging is on

L2X protocol errors debugging is on

VPDN events debugging is on

VPDN errors debuggi ng i s onRadi us protocol debugging is on
maui - nas- 02#
*Jan 21 19:07:26. 752: YT SDN-6-CONNECT: Interface Serial0:5 is now connected
to NANA
!-—- Incoming call. *Jan 21 19:07:55.352: %1 NK-3-UPDOM: Interface Asyncl2, changed state to up
*Jan 21 19:07:55.352: Asl12 PPP: Treating connection as a dedicated |line *Jan 21 19: 07: 55. 352:
As12 AAA/ AUTHOR/ FSM (0): LCP succeeds trivially *Jan 21 19:07:55.604: As12 CHAP. O CHALLENGE id
1 len 32 from "naui-nas-02" *Jan 21 19:07:55.732: Asl2 CHAP: I RESPONSE id 1 len 32 from
"vpdn_authen"
!--- Incoming CHAP response from user vpdn_authen. *Jan 21 19:07:55.732: AAA: parse name=Asyncl2
idb type=10 tty=12 *Jan 21 19:07:55.732: AAA: nane=Asyncl2 flags=0x11 type=4 shel f=0 sl ot=0
adapt er=0 port=12 channel =0 *Jan 21 19: 07:55.732: AAA. parse nane=Serial 0:5 idb type=12 tty=-1
*Jan 21 19:07:55.732: AAA: nane=Serial 0:5 flags=0x51 type=1 shel f=0 sl ot=0 adapter=0 port=0
channel =5 *Jan 21 19: 07:55. 732: AAA/ ACCT/ DSO: channel =5, ds1=0, t3=0, slot=0, ds0=5 *Jan 21
19: 07: 55. 732: AAA/ MEMORY: create_user (0x628C79EC) user='vpdn_authen' ruser='""' port="Asyncl2




rem addr = async/ 81560' aut hen_t ype=CHAP servi ce=PPP priv=1 *Jan 21 19: 07:55. 732:

AAA AUTHEN START (4048817807): port='Asyncl2' list="" action=LOG N servi ce=PPP *Jan 21

19: 07: 55. 732: AAA/ AUTHEN START (4048817807): using "default" list *Jan 21 19:07:55.732
AAA/ AUTHEN START (4048817807): Method=radi us (radius) *Jan 21 19:07:55.736: RADIUS: ustruct
sharecount=1 *Jan 21 19:07:55.736: RADIUS: Initial Transmit Asyncl2 id

6 172.22.53.201:1645, Access-Request, len 89

*Jan 21 19:07:55.736: Attribute 4 6 AC16358C
*Jan 21 19:07:55.736: Attribute 5 6 0000000C
*Jan 21 19:07:55.736: Attribute 61 6 00000000
*Jan 21 19:07:55.736: Attribute 1 13 7670646E
*Jan 21 19:07:55.736: Attribute 30 7 38313536
*Jan 21 19:07:55.736: Attribute 3 19 014CF9D6
*Jan 21 19:07:55.736: Attribute 6 6 00000002
*Jan 21 19:07:55.736: Attribute 7 6 00000001

*Jan 21 19:07:55.740: RADIUS: Received from id 6 172.22.53.201:1645,
Access-Accept, len 136

*Jan 21 19:07:55.740: Attribute 6 6 00000002

*Jan 21 19:07:55.740: Attribute 26 40 0000000901227670
*Jan 21 19:07:55.740: Attribute 26 40 0000000901227670
*Jan 21 19:07:55.740: Attribute 26 30 0000000901187670

VPDNEEFTEH B EH (AVP)E#RADIUSHIfREE T#. {E= , debug radius8E4+—EIER T
AVPRHENFERE L, LU LEBETRNEBHA FRGHEEST Sh(ERIEREF). XN
THROALERKTEESWHEEREL

Access-Request 172.22.53.201:1645 id 6

Attribute Type 4: NAS-IP-Address is 172.22.53.140

Attribute Type 5: NAS-Port is 12

Attribute Type 61: NAS-Port-Type is Asynchronous

Attribute Type 1: User-Name is vpdn

Attribute Type 30: Called-Station-ID(DNIS) is 8156

Attribute Type 3: CHAP-Password is (encoded)

Attribute Type 6: Service-Type is Framed

Attribute Type 7: Framed-Protocol is PPP
Access-Accept 172.22.53.201:1645 id 6

Attribute Type 6: Service-Type is Framed

Attribute Type 26: Vendor is Cisco

Attribute Type 26: Vendor is Cisco

Attribute Type 26: Vendor is Cisco

*Jan 21 19:07:55.740: AAA/ AUTHEN (4048817807): status = PASS

*Jan 21 19:07:55.744: RADIUS: cisco AVPair "vpdn:ip-addresses=172.22.53. 141"
*Jan 21 19:07:55.744: RADIUS: cisco AVPair "vpdn:| 2tp-tunnel - passwor d=ci sco"
*Jan 21 19:07:55.744: RADIUS: cisco AVPair "vpdn:tunnel -type=| 2t p"
*Jan 21 19:07:55.744: AAA/ AUTHOR (733932081): Post authorization status = PASS REPL
*Jan 21 19:07:55.744: AAA/ AUTHOR/ VPDN: Processing AV servi ce=ppp
*Jan 21 19:07:55.744: AAA/ AUTHOR/ VPDN: Processing AV ip-addresses=172.22.53. 141
*Jan 21 19:07:55.744: AAA/ AUTHOR/ VPDN: Processing AV | 2t p-tunnel - passwor d=ci sco
*Jan 21 19:07:55.744: AAA/ AUTHOR/ VPDN: Processing AV tunnel -type=l 2tp
!--- Tunnel information. !--- The VPDN Tunnel will now be established and the call will be
authenticated. !--- Since the debug information is similar to that for a normal VPDN call, !---
the VPDN tunnel establishment debug output is omitted.

HHE & A

- B##VPDN


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk703/technologies_tech_note09186a0080094586.shtml?referring_site=bodynav

- BERERE A RRE%

. 3] & FARADIUSER & 58 2 8 i 38 i FA i ‘e BR 5

.- IFIEATACACS+EEE2 M BEBEA G ERE
- EREMXEEE

. B iz ¥ - Cisco Systems



//www.cisco.com/en/US/docs/ios/12_0/dial/configuration/guide/dcvpdn.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps4911/products_configuration_example09186a00801175d1.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk827/tk369/technologies_configuration_example09186a0080118d5f.shtml?referring_site=bodynav
//www.cisco.com/cisco/web/psa/configure.html?mode=tech&level0=277907760&referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	配置沒有域或DNIS資訊的每使用者VPDN
	目錄
	簡介
	必要條件
	需求
	採用元件
	慣例

	背景資訊
	設定
	網路圖表
	組態
	RADIUS伺服器組態

	驗證
	show命令輸出示例

	疑難排解
	疑難排解指令
	調試輸出示例

	相關資訊


