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Profile 1
{_

Logical
Interface

Ak, BRIO

EO
172.22.96.1 124

EO
172.22.95.1 124

iU

FERSEMAELRE.

- R3:FRyb B ( BRI2503)
- R1:12 i ¥k B4 (Cisco 2503)
.- R2:1& % T #E#& (Cisco 2520)

R3: P RIE8 ( BRI2503)

version 12.2
service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
servi ce password-encryption
]
hostname R3
!
aaa new nodel
aaa aut hentication |ogin default |ocal
aaa aut hentication ppp default |ocal
]
usernane admin privilege 15 password 7 <del et ed>
username R1l password 7 <del et ed>
username R2 password 7 <del et ed>

! -—- For Challenge Handshake Authentication Protocol
(CHAP), passwords must !--- be the same on both routers.
ip subnet-zero ! isdn switch-type basic-5ess ! interface
Et hernetO i p address 172.22.80.4 255.255.255.0 !
interface BRIO

no i p address

encapsulation ppp

dialer pool-member 1
!--- Places the interface into dialer pool # from which
Dialer interfaces !--- may draw channels as needed. !---
Links the physical interface with the logical dialer
interfaces. isdn sw tch-type basic-5ess ppp
aut hentication chap ppp multilink /--- Configure
authentication and multilink on both physical and dialer
interfaces. ! interface Dialer0

Logical
Interface Profile 2

Profile 1

172.22.80.4 /24



ip address 172.22.85.1 255.255.255.0

encapsulation ppp

dialer pool 1
!--- Defines the pool of physical resources from which
the Dialer interface !--- may draw B channels as needed.
dialer remote-name R1
!--- Should match the authenticated username of the peer

dialer string 6661000 class mapclassl
!--- Dialer(0 is linked to map-class mapclassl

dialer load-threshold 128 outbound

dialer-group 5

!--- DDR configuration conmand. !--- This command is
linked to the dialer-list 5 command.

ppp authentication chap
ppp multilink
!
interface Dialerl
ip address 172.22.86.1 255.255.255.0
encapsulation ppp
dialer pool 1
dialer remote-name R2
dialer string 6662000
dialer-group 5
ppp authentication chap
1
router eigrp 69
redistribute static
!--- The redistribute static conmand advertises static
routes !--- to a dynamic routing protocol

passive-interface Dialer0

passive-interface Dialerl
!--- The passive-interface conmand deactivates dynanic
routing updates !--- on the dialer interfaces. Prevents
the Enhanced Interior Gateway !--- Routing Protoco
(EI GRP) process from continuously bringing up the | SDN
I'i nk.

network 172.22.0.0
aut o- summary
no ei grp | og- nei ghbor-changes
1
ip classless
ip route 172.22.95.0 255.255.255.0 Dialerl
ip route 172.22.96.0 255.255.255.0 Dialer0
!--- Router uses dialerl when reaching network
172.22.95.0. !--- Router uses dialer(0 when reaching
network 172.22.96.0. ! map-class dialer mapclassl
dialer idle-timeout 180
dialer fast-idle 5
dialer-list 5 protocol ip permit
!--- Defines DDR interesting traffic for dialer-group 5.
Access-1ist may be used. ! line con O line aux O line
vty 0 4! end

R1:3R i 3 i (Cisco 2503)

version 12.2
service timestanps debug dateti ne nsec
service timestanps | og datetime nsec




servi ce password-encryption

!

hostname R1

!

aaa new node

aaa authentication login default |oca

aaa aut hentication ppp default |oca

!

usernane admin privilege 15 password 7 <del et ed>
username R3 password 7

! --- For CHAP, passwords must be the same on both
routers. ip subnet-zero ! isdn switch-type basic-5ess !
interface EthernetO ip address 172.22.96.1 255.255.255.0
| interface BRIO

no i p address

encapsulation ppp

dialer pool-member 10

i sdn switch-type basic-5ess

ppp multilink

1

interface Dialerl

ip address 172.22.85.2 255.255.255.0
encapsulation ppp

dialer pool 10

dialer remote-name R3

dialer string 6663000

dialer load-threshold 128 outbound
dialer-group 5

ppp authentication chap

ppp multilink

1

ip classless

ip route 172.22.0.0 255.255.0.0 172.22.80.0
ip route 172.22.80.0 255.255.255.0 Dialerl
1

dialer-list 5 protocol ip permit

1

line con O

line aux 0

line vty 0 4

!

end

R2:1E 8% T £ (Cisco 2520)

version 12.2

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
servi ce password-encryption

|
hostname R2
!
aaa new node

aaa authentication login default |oca
aaa aut hentication ppp default |oca

|
usernane admn privilege 15 password 7 <del et ed>
username R3 password 7




! -—-- For CHAP, passwords must be the same on both
routers. ip subnet-zero ! isdn sw tch-type basic-5ess
interface EthernetO ip address 172.22.95.1 255.255.255.0
| interface BRIO

ip address 172.22.86.2 255.255.255.0

encapsulation ppp

dialer map ip 172.22.86.1 name R3 6663000

dialer-group 1

isdn switch-type basic-5ess

pPpp authentication chap

]
ip classless

iproute 0.0.0.0 0.0.0.0 172.22.86.1
]
dialer-list 1 protocol ip permt
]

line con O

stopbits 1

line aux 0

line vty 0 4
!

end
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F2REARREAREERG THHEDDRYE,

LT R ARGt s S RYVBER ¢

- dialer idle-timeout seconds — #§E B P ZE 51 FFESE, 10 R1E 15 E WRE R R R S8 T
BREBERE |, WETRESASETF TN, FAFREA120%,
. dialer fast-idle seconds — HRE S — BN EZFR—NEH , X AZNEERZEMRE , AI7E
BRI, EESEFNFURSKESEREESESN, BREB208,
. dialer wait-for-carrier-time seconds — #&EARFUKBEFHMENFE, NREEEHER
RSB BIER |, AGRERM,
LT RIEHMEGTHNEE

. map-class dialer class-name — BB BRI A BB EE R, HEREG EEIB T HERHR
£518 3 L FE i My dialer string # class class-name tr HiBEEIRREERBERER, UTHDEEHM
FRERXTTA

. dialer idle-timeout sec, dialer fast-idle sec, dialer wait-for-carrier-timesec ( SBE&H "5 &S
J ﬁﬂﬁf} o

. dialer isdn [speed speed] [spc] — S5 EISDNAREEERE ( FEFRX{E A64kbps ) o spciBIEANIE
EISDN K A EHRo

UTRIENZERPPPHRIEE

- ppp multilink — IS E L BRB[NEFEAZEEREPPP (BHEI o BREEREIE — BB N E
EHEE ). T THEREANUMYENEAELFUNRREX E L,

. dialer load-threshold load [outbound |A ¥ {E—] — EEZHEEPPPEEMERES R LRUA
HiEg, BXEB17255 (25558 ERMAEMN100% ) -
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LT RETUEANEMRSEE

- dialer hold-queue packets — IEEEFRE HRANERTNRIIRE., ERELR0ZEI100,

. dialer pool-member number [priority priority] [min-link minimum] [max link maximum] — #&¥1 38

NTEDEGEREN M, priority priority — SR EZMRIUAWENENELIEF ( 15
255), BN, BXEEELXIEFHRSMN T HE. min-link minimum — R E AL EHERERBR
BN ELMWISDN BEENR/DEE ( 171255 ) ., FAREEESRED. max-link maximum —
RERUIBHEWREN A E_LAISDN BiEEH R AHE ( #£13/255 ) .

. dialer-list dialer-group protocol protocol-name {permit | deny | list access-list-number} -2 13 14

BESS , ARERKMEDDREMRWMEEIRE, L& Eldialer-group number /T E T
o permit — RFFAHBEEERBE. deny — IEEFBEEEIBE. list — EEARERLEEHBE
ERENNENREEE,

BME

AEHRHENEATRARERENEERE EEER.

WHERFFTS(EHERTFER)XEE Eshowin T , It TE A REMRR showds T & HHY 5 4T,

- show dialer [interface type number] — B’ R BDDREEMN N EMNERDETEH. WREBIRSE

T%‘E&Eb , Dialer state is data link |ayer up)ﬁ,%ﬂg}ggﬁﬂ_‘o ﬁﬂ%tﬂfﬁ,physi cal layer up, ,EJJ»_\EE
TR ECRRE , BHEREFIERABENCP)RRE ., TREREERRNHIHWRIFENB R
#hfuit, teshowdn I8 SRR T HEER A EC & A E AR B RE AT A BF R

. show isdn status — FERESHEREEISDNR R FHEEH . E@ET |, BFiacnve, URREE

7R2= MULTI PLE_FRAVE _ESTABLI SHED, MR B EE R EZHFIUNEE,

REREGE A

REBRENEATRAREEEE TR,
BRERET

WHEFFTIS(EHERTFER) XEE Eshowin T , It TEAREMR showds T & HHY 25 4.

EE : ¥iidebugiE 28l , MESREEDebugiE THEEE A,

- debug isdn q931 — FRISDNEELR ( F£3E ) HYMEILE I 7 BB
- debug isdn q921 — BRI HEMISDNR 2 BDEE LW ERHEREES (F28 ). R

show isdn statustn S A B RE1BME2E Bup , FHEALAR.

- debug dialer [events | packets] -F = H B &R 25T H LW E R SR DDRFAFAE M.
- debug ppp negotiation — EHEPPP T4 (2 IE R EHIHE(LCP). SEENNCPE |, R

BEPPPRENZMNER . RIKPPPIHEE LHMLCPIRE , RRETEHERE K KEW
EINCP,

. debug ppp authentication — #RPPPE B FBIHEHE , BIEEH S M EEIHECHAP)EHR

=1

BRI OS50 RB W E(PAP)TH#L,
debug ppp error — 7 7~ BEEPPPIE 4R 1 2 MR E M B 1Y thh € $E R M S BRIk 5T & o
RN EERESMRNFREN  F2RREN RS R E R ERE
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5 i tH R B

R1(172.22.85.2)#R3(172.22.85.1)#14Tping R fE I #§ 2% ISDN DDREA

Rl#debug dialer events
Dial on demand events debugging is on
Rl#ping 172.22.85.1

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.22.85.1, tineout is 2 seconds:

*Mar 1 02:27:06.067: BRO DDR rotor dialout [priority]

*Mar 1 02:27:06.071: BRO DDR: Dialing cause ip (s=172.22.85.2, d=172.22.85.1)

*Mar 1 02:27:06.075: BRO DDR: Attempting to dial 6663000

*Mar 1 02:27:06.407: %LINK-3-UPDOWN: Interface BRIO:1, changed state to up

!-—-- R1 initiates the DDR process and uses its first BRI B channel. *Mar 1 02:27:06.411: BRO: 1:
interface nust be fifo queue, force fifo *Mar 1 02:27:06.419: %DIALER-6-BIND: Interface BRO:1
bound to profile Dil

*Mar 1 02:27:06.619: Di1l DDR Authenticated host R3 with no matching dialer nmap

*Mar 1 02:27:06.691: Dil DDR: dialer protocol up.!!!!
Success rate is 80 percent (4/5), round-trip mn/avg/ max = 36/ 36/36 ns
R1#

*Mar 1 02:27:07.611: %1 NEPROTO 5- UPDOAN: Li ne protocol on Interface BRIO: 1,

changed state to up

*Mar 1 02:27:12.427: %ISDN-6-CONNECT: Interface BRIO:1 is now connected to

6663000 R3

!--- Call timeouts, R1 (172.22.85.2) pings R3 (172.22.85.1) !--- and triggers an ISDN DDR
connection. R3#debug ppp negotiation

PPP protocol negotiation debugging is on

R3#debug ppp authentication

PPP authentication debugging is on

R3#

*Mar 1 02:36:13.015: %1 NK-3- UPDOMN: Interface BRI 0:1, changed state to up

!--- R3 receives an ISDN call from R1 *Mar 1 02:36:13.019: BRO:1 PPP: Treating connection as a
callin *Mar 1 02:36:13.019: BRO:1 PPP: Phase is ESTABLI SH NG Passive Open [0 sess, 1 |oad] *Mar
1 02:36:13.019: BRO:1 LCP: State is Listen

! -—— Incoming configuration request *Mar 1 02:36:13.447: BRO:1 LCP: I CONFREQ [Listen] id 62 len

30

*Mar 1 02:36:13.447: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 1 02:3:13.447: BRO:1 LCP: Magi cNumber 0x60C29964 (0x050660C29964)
*Mar 1 02:3:13.447: BRO: 1 LCP: MRRU 1524 (0x110405F4)

* Mar 1 02:3:13.447: BRO:1 LCP: EndpointDisc 1 Rl

(0x130B0156656E75732D484B
!I-—- Outgoing configuration request *Mar 1 02:36 13.451:BR0:1 LCP: O CONFREQ [Listen] id 2 len

32
* Mar 1 02:3:13.451: BRO: 1 LCP: Aut hProto CHAP (0x0305C22305)
* Mar 1 02:3:13.451: BRO: 1 LCP: Magi cNunber 0x0070D085 (0x05060070D085)
* Mar 1 02:3:13.451: BRO: 1 LCP: MRRU 1524 (0x110405F4)
* Mar 1 02:3:13.451: BRO: 1 LCP: EndpointDisc 1 R3
(0x130D014A7570697465722D484B)
!I-—- Outgoing configuration acknowledgment *NMar 1 02:3:13.451: BR0O:1 LCP: O CONFACK
[Listen] id 62 len 30
* Mar 1 02:3:13.451: BRO: 1 LCP: Aut hProto CHAP (0x0305C22305)
* Mar 1 02:3:13.451: BRO: 1 LCP: Magi cNunber 0x60C29964 (0x050660C29964)
* Mar 1 02:3:13.451: BRO:1 LCP: MRRU 1524 (0x110405F4)
* Mar 1 02:3:13.451: BRO:1 LCP: EndpointDisc 1 Rl
(0x130B0156656E75732D484B)
!-—- Incoming configuration acknowledgment *NMar 1 02:36:13.511: BRO:1 LCP: I CONFACK

[ACKsent] id 2 len 32
* Mar 1 02:36:13.511: BRO:1 LCP: Aut hProto CHAP (0x0305C22305)



* Mar 1 02:36:13.511: BRO:1 LCP: Magi cNunber 0x0070D085 (0x05060070D085)

*Mar 1 02:36:13.511: BRO:1 LCP: MRRU 1524 (0x110405F4)

* Mar 1 02:36:13.511: BRO:1 LCP: EndpointDisc 1 R3
(0x130D014A7570697465722D484B)

!--- Link Control Protocol is open *NMar 1 02:3:13.511: BRO:1 LCP: State is Open

01:49:36: BR0:1 PPP: Phase is AUTHENTICATING, by both [0 sess, 1 loadl]

*Mar 1 02:3:13.511: BRO:1 CHAP: O CHALLENGE id 2 len 31 from"R3"

*Mar 1 02:3:13.515: BRO:1 CHAP: | CHALLENGE id 22 len 29 from"R1l"

* Mar 1 02:3:13.515: BRO: 1 CHAP: WAiting for peer to authenticate first

*Mar 1 02:3:13.571: BRO:1 CHAP: | RESPONSE id 2 len 29 from"RL"

*Mar 1 02:3:13.575: BRO:1 CHAP: O SUCCESS id 2 len 4

*Mar 1 02:36:13.575: BRO: 1 CHAP: Processing saved Chal l enge, id 22
*Mar 1 02:36:13.575: %Ol ALER-6-BIND: Interface BRO:1 bound to profile D0
*Mar 1 02:36:13.575: BR0O: 1 CHAP: O RESPONSE id 22 len 31 from"R3"

*Mar 1 02:36:13.575: BRO: 1 CHAP: | SUCCESS id 22 len 4
!--- PPP CHAP Authentication succeeded *Mar 1 02:36:13.607:BR0O: 1 PPP: Phase is VIRTUALI ZED [0
sess, 0 load] *Mar 1 02:36:13.611:Di0 PPP: Phase is UP [0 sess, O load] !--- PPP NCP begins *Mar

1 02:36:13.611:Di0 IPCP: O CONFREQ [Closed] id 2 len 10 *Mar 1 02:36:13.611:Di 0 | PCP: Address
172.22.85.1 (0x0306AC165501) *Mar 1 02:36:13.611:Di0 CDPCP: O CONFREQ [Closed] id 2 len 4 *Mar 1
02:36:13.626: Di0O M.P: Added first Ilink BRO:1 to bundle Rl *Mar 1 02:36:13.626: Di 0 PPP:
Treating connection as a callout *Mar 1 02:36:13.626: BRO:1 | PCP: MP bundle interface is built,
process packets now *Mar 1 02:36:13.626: BRO:1 | PCP: Redirect packet to DiO *Mar 1 02:36:13.627:
DiO I PCP: | CONFREQ [ REQsent] id 2 len 10 *Mar 1 02:36:13.627: DiO | PCP: Address 172.22.85.2
(0x0306AC165502) *Mar 1 02:36:13.631: DO | PCP: O CONFACK [ REQsent] id 2 len 10 *Mar 1
02:36:13.631: D0 | PCP: Address 172.22.85.2 (0x0306AC165502) *Mar 1 02: 36:13. 634: BRO: 1 CDPCP:
M.P bundl e interface is built, process packets now *Mar 1 02: 36: 13. 634: BRO:1 CDPCP: Redirect
packet to DiO *Mar 1 02:36:13.635: Di0 CDPCP: | CONFREQ [ REQsent] id 2 len 4 *NMar 1

02: 36:13.635: Di0 CDPCP: O CONFACK [REQsent] id 2 len 4 *Mar 1 02:36:13.639: Di0 | PCP: | CONFACK
[ACKsent] id 2 len 10 *Mar 1 02:36:13.639: DO | PCP: Address 172.22.85.1 (0x0306AC165501) *Mar 1
02:36:13.639: DO IPCP: State is Open *Mar 1 02:36:13.639: Di0 CDPCP: | CONFACK [ ACKsent] id 2

len 4 *Mar 1 02:36:13.639: Di0O CDPCP: State is Open *Mar 1 02:36:13.643: Di0 IPCP: Install
route to 172.22.85.2
* Mar 1 02:36: 14. 607: %1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface BRIO: 1,
changed state to up
*Mar 1 02:36:19.019: %ISDN-6-CONNECT: Interface BRIO:1 is now connected to
6661000 R1

B WL E RS BN ARRER

R3#show dialer
BRIO - dialer type = | SDN
Dial String Successes Failures Last DNI S Last status

0 inconming call(s) have been screened.

0 inconming call(s) rejected for call back.
BRIO:1 - dialer type = | SDN

Idle tiner (120 secs), Fast idle timer (20 secs)

Wait for carrier (30 secs), Re-enable (15 secs)

Dialer state is data link [ayer up

Interface bound to profile DO

Current call connected 00: 00: 47

Connected to 6661000 (R1)
!--- Call is connected to interface BRI 1/0: first B channel BRI0:2 - dialer type = ISDN Idle
timer (120 secs), Fast idle tiner (20 secs) Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is idle DO - dialer type = DI ALER PROFI LE Load threshold for dialing additional
calls is 128 Idle tiner (120 secs), Fast idle timer (20 secs) Wait for carrier (30 secs), Re-
enable (15 secs) Dialer state is data link |layer up Number of active calls =1 (Rl) !/---
Interface Dialer(0 is active and connected to R1. Dial String Successes Failures Last DN S Last
status 6661000 O O never - Default Dil - dialer type = DIALER PROFILE Idle tiner (120 secs),
Fast idle timer (20 secs) Wait for carrier (30 secs), Re-enable (15 secs) Dialer state is idle
Nurmber of active calls = 0 Dial String Successes Failures Last DNI'S Last status 6662000 0 O
never - Default
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