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cl earl ake-| an- 0l#show runnning-config
Bui | di ng configuration..

Current configuration:
1
version 12.1
service timestanps debug datetinme nsec |ocaltinme show
tinmezone
service timestanps | og datetinme nmsec |ocaltinme show
tinmezone
!
host nane cl earl ake-1 an-01
!
aaa new node
aaa authentication login default |oca
aaa aut hentication ppp default if-needed |oca
1
user nane bobsl ake-nas-01 password <del et ed>

I --- Remote router and password for CHAP
authentication. !--- Dialer interface must also be
configured to use !--- this username and password.
usernane admin privilege 15 password <deleted> ! no ip
domai n-1 ookup ! chat-script async-nppp ABORT ERROR ABORT
BUSY "" "ATZ" OK "ATDT \T" TIMEQUT 30 CONNECT \c !---
Chat script used for dialing out. ! interface LoopbackO
i p address 172.21.126. 254 255.255.255.0 ! interface
Et hernet0/0 ip address 172.21.125.1 255.255.255.0 !
interface Group-Asyncl !--- Interface to configure
modems used for dialout. no ip address encapsul ation ppp
!--- Use PPP encapsulation for members of this !---
group-async interface. dialer in-band !--- Permit DDR on
this interface. dial er pool -nenber 10 !/--- All members
of this group-async interface belong !--- to dialer pool
10. ppp multilink !--- Enable PPP multilink on physical
interface. group-range 33 34 !--- Assign async 33 and 34
to this group-async interface. !--- This can be adjusted
depending on the number of POTS lines available. !
interface Dialerl !--- Dialer interface to dialout to
bobslake-nas-01. i p address negotiated !--- Obtain an IP
address from central site. encapsul ation ppp dialer
renot e- nane bobsl ake-nas-01 !--- Identify central site
router for CHAP authentication. !--- Shared secret
password is defined above. dial er pool 10 !--- Defines
the pool of physical resources that the Dialer !---
interface may use. dialer idle-tinmout 600 !/---
Specifies number of seconds without interesting traffic

that !--- the connection is kept up. dialer string
5551212 !--- Number to be dialed; this number belongs to
the PRI !--- of the central router. dial er |oad-
threshold 15 either !--- Load level for either inbound
or outbound traffic !--- at which additional lines will
be added to the MP bundle. !--- Load level values range

from 1 (unloaded) to 255 (fully loaded). dialer-group 8
!--- Uses dialer-1list 8 to determine interesting
traffic. ppp authentication chap callin !/--- Use CHAP
authentication for incoming calls only !--- This router
will not challenge remote routers for outgoing calls.




ppp multilink !/--- Activates the interface for MP
operation. ppp timeout multilink link remove 300 !/---
Keeps the multilink connections up for 300 seconds !---

after the load drops below the threshold. !--- This
command should be used to control flapping. ! ip
classless ip route 0.0.0.0 0.0.0.0 Dialerl !--- Use

Interface Dialerl for all networks. no ip http server !
access-list 188 renark define interesting traffic
access-list 188 deny udp any any eq ntp access-list 188
pernmit ip any any dialer-list 8 protocol ip list 188 /--

- Assign access-1list 188 to dialer-list 8. ! line con O
transport input none line 33 34 !--- Async lines to be
used for dialout. !--- This number should match the
group-range in the !--- Group-Async interface. SCript

di al er async-nppp !--- Use chat script called async-mppp
for dialout. nmodem | nQut nmodem aut oconfigure di scovery
transport preferred none transport input all line 35 40
transport preferred none transport input all line aux O

line vty 0 4! ntp clock-period 17179871 ntp server
172.22.255.1 prefer end

B PAS5300

bobsl ake- nas- 0l#show running-config
Bui | di ng configuration..
Current configuration

version 12.0

service tinmestanps debug datetinme nsec |ocaltinme show
ti mezone

service timestanps |og datetinme nsec |ocaltinme show
ti mezone

servi ce password-encryption

service tcp-small -servers

|
host nane bobsl ake- nas-01

|

| oggi ng buffered 10000 debuggi ng

aaa new node

aaa authentication |login default |oca

aaa aut hentication ppp default if-needed |oca

!--- Authenticate for PPP if not authenticated during
login. !--- Allows users with Terminal Window after Dial
to initiate PPP. ! usernane cl earl ake-1an-01 password
<del eted> !--- Remote router and password for Challenge
Handshake !--- Authentication Protocol (CHAP)
authentication. !--- The password must be identical on
both sides. spe 1/0 1/7 firnnare | ocation

system /ucode/ m ca_port_firnnare ! resource-pool disable
! ip subnet-zero ! multilink virtual-tenplate 1 !--- Use
virtual-template 1 for multilink connections. isdn
switch-type primary-5ess isdn voice-call-failure O
controller T1 O fram ng esf clock source line primary

| i necode b8zs pri-group tinmeslots 1-24 ! interface
LoopbackO ip address 172.21.10.10 255.255.255.255 no ip
directed-broadcast ! interface Loopbackl ip address
172.21.104. 254 255. 255.255.0 !--- Summarizes addresses
in address pool. !--- Loopback 1 is in the same subnet
as the address pool. no ip directed-broadcast !
interface Virtual - Tenpl atel description Tenplate for

Mul tilink Users ip unnunbered LoopbackO no ip directed-




broadcast peer default ip address pool addr-pool !---
Use IP pool called addr-pool for incoming calls. Ppp

aut hentication chap !--- Authenticate using CHAP. ppp
multilink !--- Allow multilink sessions. ! !---
Configure D channel on PRI. interface Serial0:23
description Headquarters 555-1212 active PRI line no ip
address no ip directed-broadcast isdn switch-type
primary-5ess isdn incom ng-voi ce node fair-queue 64 256
0 no cdp enable ! interface FastEthernetO ip address
172.21.101. 23 255.255.255.0 no ip directed-broadcast
dupl ex auto speed auto ! interface G oup-Asyncl ip
unnunber ed LoopbackO no ip directed-broadcast
encapsul ati on ppp dialer in-band dialer idle-tineout 600
either !--- Specifies number of seconds without
interesting !--- traffic that the connection is kept up.
!--- Configure the same idle-timeout on both routers.
dialer map ip 172.21.125.1 nane cl earl ake-nas-01 di al er-

group 5 !/--- Uses dialer-list 5 to determine interesting
traffic. async node interactive peer default ip address
pool addr-pool !--- Use IP pool called addr-pool for

incoming calls. ppp authentication chap callin /---
Issue CHAP challenges for dialin users only. Ppp
multilink group-range 1 48 !--- Assign modems 1-48 to
the Group-Async 1 configuration template. ! router eigrp
1 passive-interface G oup-Asyncl !--- To prevent routing
traffic on async lines. network 172.21.0.0 ! ip loca
pool addr-pool 172.21.104.1 172.21.104.48 !--- Define IP
address pool range for dialin clients. ip classless no
ip http server ! access-list 105 permt ip any any !---
Define interesting traffic. dialer-list 5 protocol ip
list 105 !--- Assign access list 105 to dialer list 5. |
line con O transport input none line 1 48 autosel ect
during-login !--- Permits user login prompts after
dialin. autosel ect ppp !/--- Automatically launches PPP
on the line. nmodem I nQut !--- Modems can be used to
dialin and dialout. transport preferred none transport
output telnet line aux O line vty 0 4 ! ntp cl ock-period
17180374 ntp update-cal endar ntp server 172.22.255.1
prefer end
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- show ppp multilink — EREREEREN SR MBIV ER. EEALG SRR ZHERKE
#Ro

. show caller — B RNAS L ZEBEFERAENEHREERNEN. Mo SERAKEER DN TE TR
HE-Ei i%m’éﬂﬁ%%ﬂ’]?ﬁ%ﬁﬂ CHERR, MREMCisco IOSEEMATZEBENGS , 3B
£ Fshow userfii &

. show caller user — B RIFEFAENSIE , MEANTTYIREE. ERSNE ( MIE/BE/AE
). DSOBES:., HIEHE:, 2O AP, PPPHIPPP#ASI8E, MEMEACisco IOSE R
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showii i 7R 6l
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cl earl ake-| an- Ol#show ppp multilink

Virtual - Accessl, bundle name is bobslake-nas-01

!--- Virtualized MP bundle. Bundle name is derived from the !--- username used during

authentication. Dialer interface is Dialerl !--- This Virtual Access Interface used Interface

Dialerl. O lost fragnents, O reordered, 0 unassigned O discarded, O |ost received, 1/255 | oad

0x4 recei ved sequence, 0x0 sent sequence Menber links: 2 (max not set, min not set) Async34
Async33

!--- Members of the MP bundle. cl earl ake-I|an-0l#show dialer

As33 - dialer type = I N-BAND ASYNC NO PARI TY

Di al er pool 10, priority O

!--- Member of dialer pool 10. ldle tiner (120 secs), Fast idle timer (20 secs) Wait for carrier
(30 secs), Re-enable (15 secs) Dialer state is multilink menber Dial reason: Multilink bundle
overloaded

!--- Interface was not the first link in the MP bundle. Interface bound to profile Dil Current
call connected 00:00:54 !--- Current call duration Connected to <del et ed>5551212 (bobsl ake- nas-
01) !--- Phone number that was dialed. As34 - dialer type = | NNBAND ASYNC NO PARI TY

Di al er pool 10, priority O

!--- Member of dialer pool 10. ldle tiner (600 secs), Fast idle timer (20 secs) Wait for carrier
(30 secs), Re-enable (15 secs) Dialer state is multilink menber Dial reason: ip (s=172.21.125.1,

d=172.21. 104. 254) !--- Interface was the first link in the bundle, triggered by !--- interesting
traffic. Interface bound to profile Dil Current call connected 00:00:54 !--- Current Call
duration. Connected to 5551212 <del et ed> (bobsl ake-nas-01) !--- Phone number that was dialed.

Gl - dialer type = I NBAND ASYNC NO- PARITY Idle timer (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs) Dialer state is idle Dial String Successes

Failures Last DNIS Last status Dil - dialer type = DI ALER PROFI LE Load threshold for dialing
additional calls is 15 !--- Load threshold. ldle timer (600 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs) Dialer state is data |link |ayer up Nunmber of



active calls = 2 Dial String Successes Failures Last DNIS Last status 15 0 00: 00: 56 successfu
Def aul t cl earl ake-1 an- 0l#show caller

Active Idle
Li ne User Service Ti me Ti me
con O tarpon TTY 00: 09: 11 00: 00: 00
tty 33 - Async - 00: 00: 01
TTY 34 - Async - 00: 00: 06
As33 bobsl ake- nas- 01 PPP 00: 00: 24 00: 00: 00
!--- Second connection. As34 bobsl| ake- nas- 01 PPP 00: 01: 05 00:00: 00
!--- First connection. Vil bobsl ake- nas- 01 PPP Bundl e 00:01:05 00:01:04
!--- MP bundle !--- bobslake-nas-01 has two async lines, two TTY, and one virtual !--- Iinterface

bundle. cl earl ake-|an-0l#show caller user bobslake-nas-01

User: bobslake-nas-01, line As33, service PPP
!I-—-- PPP setting for bobslake-nas-01. Active tinme 00:00:34, Idle time 00:00:00 Tineouts:
Absolute Idle Limts: - - Disconnect in: - - PPP: LCP Open, multilink Open, CHAP (-> AAA)

!-—- Multilink is up. Dialer: Connected 00:01:09 to <del eted>, outbound !--- Dialer interface
was used to dialout. Type is | N-BAND ASYNC, group Dialerl cause: Multilink bundle overloaded
!-—-- This interface was not the first member of the MP bundle. |P: Local 172.21.104.48/32
Bundl e: Menber of bobsl ake-nas-01, |ast input 00:00:00 Counts: 59 packets input, 3529 bytes, O
no buffer O input errors, 22 CRC, 0 frane, 0 overrun 31 packets output, 1515 bytes, 0 underruns
0 output errors, O collisions, 4 interface resets !--- Packets are passing through the
connection. User: bobslake-nas-01, line As34, service PPP
!-—- PPP setting for user bobslake-nas-01. Active tine 00:01:15, Idle tinme 00:00:00 Tineouts:
Absolute Idle Limts: - - Disconnect in: - - PPP: LCP Open, multilink Open, CHAP (-> AAA)

/--- MP state is open. Dialer: Connected 00:01:10 to <del eted>, outbound Type is | N-BAND ASYNC
group Dialerl cause: ip (s=172.21.125.1, d=172.21.104.254)

!--- Dialing cause was interesting traffic; this was the !--- first link in the bundle. |P:
Local 172.21.104.48/32 Bundl e: Menber of bobsl ake-nas-01, |ast input 00:00: 00 Counts: 172
packets input, 20699 bytes, 0 no buffer O input errors, 81 CRC, 0 frame, 0 overrun 80 packets
out put, 14347 bytes, 0 underruns 0 output errors, O collisions, 6 interface resets !--- Packets
are passing through the connection. User: bobslake-nas-01, line Vil, service PPP Bundle

!--- Bundle information for user bobslake-nas-01. Active tinme 00:01:16, Idle tinme 00:01:15

Ti meouts: Absolute Idle Limts: - 00:10:00 Disconnect in: - 00:08:44 !--- Idle-timeout is 600
seconds (10 minutes). PPP: LCP Open, multilink Open, | PCP

Di al er: Connected 00:01: 10 to <del eted>, outbound

Idle tinmer 600 secs, idle 75 secs
Type is INBAND SYNC, group Dialerl

IP: Local 172.21.104.48/32, remote 172.21.104.254
!-—- IP address assigned to the bundle and loopback address !--- of the remote router. Bundl e:
First link of bobslake-nas-01, 2 links, last input 00:01:16 Counts: 23 packets input, 4758
bytes, 0 no buffer O input errors, 0 CRC, O frame, O overrun 7 packets output, 3734 bytes, O
underruns O output errors, O collisions, O interface resets

THEHER TAS53000 —Lshowin T . BREEZH L , 52 EMicrosoft Windows% 5 i #Y JE [F
LR PPPHESE M8, AS5300 ( UL B ) ByshowHldebugii i ¥ PC-Router Async MP#]
Router-Router Async MP#{L,

bobsl| ake- nas- 01#show ppp multilink

Virtual - Accessl, bundle nane is clearl ake-1an-01
0 lost fragnments, O reordered, 0 unassigned, sequence 0x1/0x10 rcvd/sent
0 discarded, 0 |ost received, 1/255 |oad
Mermber links: 2 (max not set, min not set)
Async47
Async45

bobsl ake- nas- 01#show caller

Active Idle
Li ne User Servi ce Ti me Ti me
TTY 45 cl earl ake-1an-01 Async 00: 01: 12 00:01:03
TTY 47 cl earl ake-1an-01 Async 00: 01: 51 00: 00: 06

vty O admi n VTY 00: 11: 02 00: 00: 00
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As45 cl earl ake-1an-01 PPP 00: 01: 02 00:00:00
As47 cl earl ake-1an-01 PPP 00: 01: 49 00:00:00
Vil cl earl ake-1an-01 PPP Bundl e 00:01:43 00:01:10

a4 37090

A ETIR L0 T R AR RS 1T SRR
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BT 1R ftdebug® 8561 , WIBERIRA B R BENRE,

AEMPEER  FRABBHEKREXZHNREABREHRE. STUAEIERBETIREZES
EEHEE,

1. {# Fdebug dialerfldebug chatis = 5t & &R 85 2 B IE R,

2. TEFRPPPIH A M B BRI, FBEELCPHE , HHPHREMP5IE{TMaximum Receive
Reconstructed Unit(MRRU) % 28 5l 85 (EndpointDisc).

3 MBMRERE S EMER, Cisco IOSEBKEY —EERFBNHERKR MPES T,

4. BREBRRERBANEEHBABE(IPCPRIR2ERIN. TERESE T ERANIPHu AR
EARRETEENEH,

BERET
BWHEFRTEXEE Eshowtn & , ZTE A ERBshowin T HAY D .

EE : Z¥idebugiE v 2Hl , MESREEDebugiE THEEE A,

- debug vtemplate — EERERFENHN =EENR , HREREREDEFRA L,

. debug ppp multilink events — B~ E R EMNEHEA,

. debug ppp negotiation — EHE IR FIHE(LCP). 505 M HHENCP)BEET
EBPPPRENRTNEN. RIHPPPHE K E EBMLCPARE A RARETHNRIT , R
HENCP, ZELCPIEHIEELFENRAIZRERE T(MRRU)N ZHEEESI B,

- debug ppp authentication — SRPPPE M BRIBIHEHEE , SEEHAEFSOBRIHE
(CHAP)E R 23X/ O % & 17 B 3] 1 € (PAP) T #2,

- debug ppp error — S REEPPPIELR 17 P MR EH B B E s SR MR KT EA.
- debug modem — FRIEA R AREE LV BURMIRIREED,
o 5t 08 HH R Bl

#£Cisco 3640 B LU TE# Y., ©{FERCisco 36401F £ #3ITAS5300 PRI I MPiELE ., BRI
AS5300F8 58 8 R , 552 BMicrosoft Windows & FisIEE S Z SR PPPHEESE AR,

cl earl ake-1 an- 01#debug dialer

Di al on denand events debugging is on

cl ear| ake-1 an- 01#debug ppp negotiation
PPP protocol negotiation debugging is on
cl earl ake-1 an- 01#debug ppp authentication
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PPP aut henti cati on debugging is on
cl earl ake-1 an- 01#debug vtemplate
Vi rtual Tenpl ate debugging is on
cl ear |l ake-1 an- 01#debug ppp multilink events
cl earl ake-1 an- 01#show debug
Dial on demand:
Dial on demand events debugging is on
PPP:
PPP authentication debugging is on
PPP protocol negotiation debugging is on
Multilink events debugging is on
VTEMPLATE :
Virtual Template debugging is on
cl earl ake-1 an- 0l#ping ip
Target | P address: 172.21.104.254
Repeat count [5]: 20
Dat agram si ze [100]: 1200
Ti meout in seconds [2]:
Ext ended conmands [n]:
Sweep range of sizes [n]:
Type escape sequence to abort.
Sendi ng 20, 1200-byte | CWP Echos to 172.21.104.254, timeout is 2 seconds:

Jul 25 13:20:29.047 UTC. As34 DDR rotor dialout [priority]

Jul 25 13:20:29.047 UTC. As34 DDR: Dialing cause ip (s=172.21.125.1,
d=172. 21. 104. 254)

!--- Dialing Reason Jul 25 13:20:29.047 UTC. As34 DDR Attempting to dial

!--- Number being dialed Jul 25 13:20:29.047 UTC. CHAT34: Attenpting async line dialer script
Jul 25 13:20:29.047 UTC. CHAT34: Dialing using Mbdem script: async-nppp & System script: none !-
-- Using chat script async-mppp for dialout Jul 25 13:20:29.051 UTC: CHAT34: process started Ju
25 13:20:29. 051 UTC: CHAT34: Asserting DTR Jul 25 13:20:29.051 UTC: CHAT34: Chat script async-
nppp started !--- Call is being established; !--- note the time elapsed for call setup Jul 25
13: 20: 54. 831 UTC. CHAT34: Chat script async-nppp finished, status = Success. Jul 25 13:20:56.831
UTC. %LINK-3-UPDOWN: Interface Async34, changed state to up

Jul 25 13:20:56.831 UTC:

Async34 DDR: Dial er statechange to up

Jul 25 13:20:56.831 UTC:

%DIALER-6-BIND: Interface As34 bound to profile Dil

Jul 25 13:20:56.831 UTC:

Async34 DDR: Dialer call has been pl aced

!--- PPP negotiation begins Jul 25 13:20:56.831 UTC. As34 PPP: Treating connection as a call out
Jul 25 13:20:56.831 UTC: As34 PPP: Phase is ESTABLI SH NG Active QOpen Jul 25 13:20:56.831 UTC:
As34 PPP: No renote authentication for call-out !--- CHAP challenge is configured for callin
only !--- LCP negotiation begins; Multilink parameters are also negotiated Jul 25 13:20:56.835
UTC: As34 LCP: O CONFREQ [Closed] id 43 len 43 Jul 25 13:20:56.835 UTC. As34 LCP: ACCM
0x000A0000 (0x0206000A0000) Jul 25 13:20:56.835 UTC: As34 LCP: Magi cNunber 0x4395638E
(0x05064395638E) Jul 25 13:20:56.835 UTC. As34 LCP: PFC (0x0702) Jul 25 13:20:56.835 UTC. As34
LCP: ACFC (0x0802) Jul 25 13:20:56.835 UTC: As34 LCP: MRRU 1524 (0x110405F4) !--- Negotiate
Maximum Receive Reconstructed Unit (MRRU) !--- MRRU is the maximum packet size this end will
reconstruct Jul 25 13:20:56.835 UTC. As34 LCP: EndpointDisc 1 Local Jul 25 13:20:56.835 UTC:
As34 LCP: (0x131301636C6561726C616B652D6C616E) Jul 25 13:20:56.835 UTC: As34 LCP: (0x2D3031).
Jul 25 13:20:58.831 UTC: As34 LCP: Tl MEout: State REQsent Jul 25 13:20:58.831 UTC. As34 LCP: O
CONFREQ [ REQsent] id 44 Len 43 Jul 25 13:20:58.831 UTC. As34 LCP: ACCM 0x000A0000
(0x0206000A0000) Jul 25 13:20:58.831 UTC. As34 LCP: Magi cNunmber 0x4395638E (0x05064395638E) Jul
25 13:20:58.831 UTC. As34 LCP: PFC (0x0702) Jul 25 13:20:58.831 UTC. As34 LCP: ACFC (0x0802) Jul
25 13:20:58.831 UTC. As34 LCP: MRRU 1524 (0x110405F4) Jul 25 13:20:58.831 UTC. As34 LCP:

Endpoi ntDisc 1 Local Jul 25 13:20:58.831 UTC: As34 LCP: (0x131301636C6561726C616B652D6C616E) Jul
25 13:20:58.831 UTC. As34 LCP: (0x2D3031). Jul 25 13:21:00.831 UTC. As34 LCP: Tl MEout: State
REQsent Jul 25 13:21:00.831 UTC: As34 LCP: O CONFREQ [ REQsent] id 45 Len 43 Jul 25 13:21:00. 831



UTC: As34 LCP: ACCM 0x000A0000 (0x0206000A0000) Jul 25 13:21:00.831 UTC: As34 LCP: Magi cNunber
0x4395638E (0x05064395638E) Jul 25 13:21:00.831 UTC: As34 LCP: PFC (0x0702) Jul 25 13:21:00.831
UTC: As34 LCP: ACFC (0x0802) Jul 25 13:21:00.831 UTC: As34 LCP: MRRU 1524 (0x110405F4) Jul 25
13:21: 00. 831 UTC: As34 LCP: EndpointDisc 1 Local Jul 25 13:21:00.831 UTC. As34 LCP:
(0x131301636C6561726C616B652D6C616E) Jul 25 13:21:00.831 UTC. As34 LCP: (0x2D3031) Jul 25
13:21: 01. 135 UTC. As34 LCP: I CONFACK [REQsent] id 45 Len 43

Jul 25 13:21:01.135 UTC. As34 LCP: ACCM 0x000A0000 (0x0206000A0000)

Jul 25 13:21:01.135 UTC. As34 LCP: Magi cNunber 0x4395638E (0x05064395638E)
Jul 25 13:21:01.135 UTC. As34 LCP: PFC (0x0702)

Jul 25 13:21:01.135 UTC. As34 LCP: ACFC (0x0802)

Jul 25 13:21:01.135 UTC. As34 LCP: MRRU 1524 (0x110405F4)

Jul 25 13:21:01.135 UTC. As34 LCP: Endpoi nt Disc 1 Local

Jul 25 13:21:01.135 UTC:. As34 LCP: (0x131301636C6561726C616B652D6C616E)
Jul 25 13:21:01.135 UTC:. As34 LCP: (0x2D3031)

Jul 25 13:21:01.139 UTC: As34 LCP: | CONFREQ [ACKrcvd] id 6 Len 47

Jul 25 13:21:01.139 UTC:. As34 LCP: ACCM 0x000A0000 (0x0206000A0000)

Jul 25 13:21:01.143 UTC. As34 LCP: Aut hProt o CHAP (0x0305C22305)

Jul 25 13:21:01.143 UTC. As34 LCP: Magi cNunber OxE16DFC8D (0x0506E16DFC8D)
Jul 25 13:21:01.143 UTC. As34 LCP: PFC (0x0702)

Jul 25 13:21:01.143 UTC. As34 LCP: ACFC (0x0802)

Jul 25 13:21:01.143 UTC. As34 LCP: MRRU 1524 (0x110405F4)

Jul 25 13:21:01.143 UTC. As34 LCP: Endpoi nt Disc 1 Local

Jul 25 13:21:01.143 UTC. As34 LCP: (0x131201626F62736C616B652D6E61732D)
Jul 25 13:21:01.143 UTC. As34 LCP: (0x3031)

Jul 25 13:21:01.143 UTC. As34 LCP: O CONFACK [ACKrcvd] id 6 Len 47

Jul 25 13:21:01.143 UTC. As34 LCP: ACCM 0x000A0000 (0x0206000A0000)

Jul 25 13:21:01.143 UTC. As34 LCP: Aut hProt o CHAP (0x0305C22305)

Jul 25 13:21:01.143 UTC. As34 LCP: Magi cNunber OxE16DFC8D (0x0506E16DFC8D)
Jul 25 13:21:01.143 UTC. As34 LCP: PFC (0x0702)

Jul 25 13:21:01.143 UTC. As34 LCP: ACFC (0x0802)

Jul 25 13:21:01.143 UTC. As34 LCP: MRRU 1524 (0x110405F4)

Jul 25 13:21:01. 143 UTC. As34 LCP: Endpoi nt Disc 1 Local

Jul 25 13:21:01.143 UTC. As34 LCP: (0x131201626F62736C616B652D6E61732D)
Jul 25 13:21:01.143 UTC. As34 LCP: (0x3031)

!-—-- Both sides have CONFACKed the parameters !--- MRRU of 1524 bytes and the Endpoint
Discriminator have been negotiated Jul 25 13:21:01.143 UTC. As34 LCP: State is Open !--- LCP

negotiation complete Jul 25 13:21:01.147 UTC. As34 PPP: Phase is AUTHENTI CATI NG by the peer !--
- Received a challenge from the remote router Jul 25 13:21:01.351 UTC. As34 CHAP: | CHALLENGE id
3 Len 36 from "bobsl ake-nas-01" Jul 25 13:21:01.351 UTC: As34 CHAP: O RESPONSE id 3 Len Jul 25
13:21:01.539 UTC. As34 CHAP: | SUCCESS id 3 Len 4 !--- CHAP authentication successful Jul 25
13:21:01.539 UTC. As34 PPP:. Phase is VIRTUALI ZED !--- Virtualize Async 34 !--- Virtual Access
interface will represent the MP bundle Jul 25 13:21:01.543 UTC. Vil VTEMPLATE: Reuse Vil,

recycl e queue size 0 Jul 25 13:21:01.543 UTC. Vil VTEMPLATE: Hardware address 0030.9401.f101 Jul
25 13:21:01.543 UTC: Vil PPP: Phase is DOM, Setup Jul 25 13:21:01.543 UTC. %l ALER- 6- Bl ND:
Interface Vil bound to profile Dil Jul 25 13:21:01.543 UTC. Vil VTEMPLATE: Has a new cl onebl k
dialer, nowit has dialer Jul 25 13:21:01.547 UTC. %. NK-3-UPDOM: Interface Virtual - Accessl,
changed state to up Jul 25 13:21:01.547 UTC. Virtual - Accessl DDR Dial er statechange to up !---
Virtual Access Interface is up !--- Negotiate LCP and PPP parameters for Virtual-Access
Interface Jul 25 13:21:01.547 UTC. Virtual - Accessl DDR Dialer call has been placed Jul 25
13:21: 01.547 UTC. Vil PPP: Treating connection as a callout Jul 25 13:21:01.547 UTC. Vil PPP:
Phase is ESTABLI SHING Active Open Jul 25 13:21:01.547 UTC. Vil PPP: No renote authentication
for call-out Jul 25 13:21:01.547 UTC. Vil LCP: O CONFREQ [Closed] id 1 Len 33 Jul 25
13:21:01.547 UTC: Vil LCP: Magi cNunmber 0x439575FC (0x0506439575FC) Jul 25 13:21:01.547 UTC. Vil
LCP: MRRU 1524 (0x110405F4) Jul 25 13:21:01.551 UTC. Vil LCP: EndpointDisc 1 Local Jul 25
13:21:01.551 UTC: Vil LCP: (0x131301636C6561726C616B652D6C616E) Jul 25 13:21:01.551 UTC. Vil
LCP: (0x2D3031) Jul 25 13:21:01.551 UTC. Vil PPP: Phase is UP Jul 25 13:21:01.551 UTC. Vil | PCP:
O CONFREQ [Closed] id 1 Len 10 Jul 25 13:21:01.551 UTC. Vil IPCP: Address 0.0.0.0
(0x030600000000) Jul 25 13:21:01.551 UTC. As34 MLP: bobslake-nas-01, multilink up, first link
!--- First multilink connection is virtualized Jul 25 13:21:01.651 UTC. Vil IPCP: | CONFREQ
[REsent] id 1 Len 10 Jul 25 13:21:01.651 UTC. Vil | PCP: Address 172.21.104.254 (0x0306ACl1568FE)
Jul 25 13:21:01.651 UTC: Vil I PCP: O CONFACK [REGsent] id 1 Len 10 Jul 25 13:21:01.651 UTC Vi1l
| PCP: Address 172.21.104. 254 (0x0306AC1568FE) Jul 25 13:21:01.731 UTC. Vil | PCP: | CONFNAK
[ACKsent] id 1 Len 10 Jul 25 13:21:01.731 UTC. Vil I PCP: Address 172.21.104.48 (0x0306AC156830)
Jul 25 13:21:01.731 UTC. Vil IPCP. O CONFREQ [ ACKsent] id 2 Len 10 Jul 25 13:21:01.731 UTC Vi1l



| PCP: Address 172.21.104.48 (0x0306AC156830) Jul 25 13:21:01.915 UTC: Vil I PCP: | CONFACK
[ACKsent] id 2 Len 10 Jul 25 13:21:01.915 UTC: Vil | PCP: Address 172.21.104.48 (0x0306AC156830)
Jul 25 13:21:01.915 UTC. Vil IPCP: State is Open Jul 25 13:21:01.915 UTC. Di1l I PCP: Install

negotiated IP interface address 172.21.104.48 !--- IP address is assigned to virtual-access
interface Jul 25 13:21:01.919 UTC. Vil DDR dialer protocol up Jul 25 13:21:01.919 UTC D1
IPCP: Install route to 172.21.104.254 !--- Route to loopback address of remote router Jul 25

13:21: 02. 539 UTC. %LINEPROTO-5-UPDOWN: Line protocol on Interface Async34,

changed state to up

Jul 25 13:21:02.551 UTC

%LINEPROTO-5-UPDOWN: Line protocol on Interface

Virtual-Accessl, changed state to up

!--- Full connectivity with first async connection !--- Begin dialout using second async
interface Jul 25 13:21:08.191 UTC. As33 DDR: rotor dialout [priority] Jul 25 13:21:08.191 UTC
As33 DDR: Attempting to dial

!l ——— Number to be dialed; this number is the PRI on the remote router Jul 25 13:21:08.191 UTC
CHAT33: Attenpting async line dialer script Jul 25 13:21:08.191 UTC. CHAT33: Dialing using Mddem
script: async-nmppp & System script: none !--- Use chat script async-mppp for dialout Jul 25
13:21: 08.191 UTC. CHAT33: process started Jul 25 13:21:08.191 UTC. CHAT33: Asserting DTR Jul 25
13:21: 08.191 UTC. CHAT33: Chat script async-nppp started Jul 25 13:21:33.859 UTC. CHAT33: Chat
script async-nppp finished, status = Success !--- Chat script successful Jul 25 13:21:35.859
UTC: %1 NK- 3- UPDOMN: I nterface Async33, changed state to up Jul 25 13:21:35.859 UTC. Async33
DDR: Dial er statechange to up Jul 25 13:21:35.859 UTC: %l ALER-6-BIND: Interface As33 bound to
profile Dil Jul 25 13:21:35.859 UTC. Async33 DDR Dialer call has been placed !/--- ppp
negotiation begins Jul 25 13:21:35.859 UTC. As33 PPP: Treating connection as a callout Jul 25
13:21: 35. 859 UTC: As33 PPP: Phase is ESTABLI SHING Active Open Jul 25 13:21:35.859 UTC. As33
PPP: No renote authentication for call-out !--- CHAP challenge is configured for callin only !--
- LCP negotiation begins; Multilink parameters are also negotiated Jul 25 13:21:35.863 UTC. As33
LCP: O CONFREQ [Cl osed] id 21 Len 43 Jul 25 13:21:35.863 UTC: As33 LCP: ACCM 0x000A0000
(0x0206000A0000) Jul 25 13:21:35.863 UTC. As33 LCP: Magi cNunber 0x4395FC05(0x05064395FC05) Jul
25 13:21:35.863 UTC. As33 LCP: PFC (0x0702) Jul 25 13:21:35.863 UTC. As33 LCP: ACFC (0x0802) Jul
25 13:21:35.863 UTC: As33 LCP: MRRU 1524 (0x110405F4) !--- negotiate Maximum Receive
Reconstructed Unit (MRRU) Jul 25 13:21:35.863 UTC: As33 LCP: EndpointDisc 1 Local Jul 25

13:21: 35. 863 UTC: As33 LCP: (0x131301636C6561726C616B652D6C616E) Jul 25 13:21:35.863 UTC: As33
LCP: (0x2D3031) Jul 25 13:21:37.859 UTC. As33 LCP: Tl MEout: State REQsent Jul 25 13:21:37.859
UTC: As33 LCP: O CONFREQ [ REQsent] id 22 Len 43 Jul 25 13:21:37.859 UTC: As33 LCP: ACCM
0x000A0000 (0x0206000A0000) Jul 25 13:21:37.859 UTC: As33 LCP: Magi cNunmber 0x4395FC05
(0x05064395FC05) Jul 25 13:21:37.859 UTC. As33 LCP: PFC (0x0702) Jul 25 13:21:37.859 UTC. As33
LCP: ACFC (0x0802) Jul 25 13:21:37.859 UTC. As33 LCP: MRRU 1524 (0x110405F4) Jul 25 13:21:37.859
UTC: As33 LCP: EndpointDisc 1 Local Jul 25 13:21:37.859 UTC. As33 LCP:
(0x131301636C6561726C616B652D6C616E) Jul 25 13:21:37.859 UTC. As33 LCP: (0x2D3031) Jul 25
13:21:39.859 UTC: As33 LCP: Tl MEout: State REQsent Jul 25 13:21:39.859 UTC. As33 LCP: O CONFREQ
[REQsent] id 23 Len 43 Jul 25 13:21:39.859 UTC. As33 LCP: ACCM 0x000A0000 (0x0206000A0000) Jul
25 13:21:39.859 UTC. As33 LCP: Magi cNunber 0x4395FC05 (0x05064395FC05) Jul 25 13:21:39.859 UTC
As33 LCP: PFC (0x0702) Jul 25 13:21:39.859 UTC: As33 LCP: ACFC (0x0802) Jul 25 13:21:39.859 UTC
As33 LCP: MRRU 1524 (0x110405F4) Jul 25 13:21:39.859 UTC. As33 LCP: EndpointDisc 1 Local Jul 25
13:21: 39. 859 UTC: As33 LCP: (0x131301636C6561726C616B652D6C616E) Jul 25 13:21:39.859 UTC. As33
LCP: (0x2D3031) Jul 25 13:21:40.199 UTC: As33 LCP: | CONFREQ [ REQsent] id 6 Len 47 Jul 25

13:21: 40. 199 UTC: As33 LCP: ACCM 0x000A0000 (0x0206000A0000) Jul 25 13:21:40.203 UTC. As33 LCP:
Aut hProt o CHAP (0x0305C22305) Jul 25 13:21:40.203 UTC: As33 LCP: Magi cNunber OxE16E950F
(O0x0506E16E950F) Jul 25 13:21:40.203 UTC. As33 LCP: PFC (0x0702) Jul 25 13:21:40.203 UTC. As33
LCP: ACFC (0x0802) Jul 25 13:21:40.203 UTC: As33 LCP: MRRU 1524 (0x110405F4) Jul 25 13:21:40.203
UTC: As33 LCP: EndpointDisc 1 Local Jul 25 13:21:40.203 UTC. As33 LCP:
(0x131201626F62736C616B652D6E61732D) Jul 25 13:21:40.203 UTC: As33 LCP: (0x3031) Jul 25
13:21:40.203 UTC. As33 LCP: O CONFACK [REQsent] id 6 Len 47

!--- PPP parameters are agreed on (CONFACKed) by both sides Jul 25 13:21:40.203 UTC. As33 LCP
ACCM 0x000A0000 (0x0206000A0000) Jul 25 13:21:40.203 UTC: As33 LCP: AuthProto CHAP
(0x0305C22305) Jul 25 13:21:40.203 UTC. As33 LCP: Magi cNunber OxE16E950F (0x0506E16E950F) Jul 25
13:21: 40. 203 UTC: As33 LCP: PFC (0x0702) Jul 25 13:21:40.203 UTC: As33 LCP: ACFC (0x0802) Jul 25
13:21:40. 203 UTC. As33 LCP: MRRU 1524 (0x110405F4)



!--- MRRU of 1524 bytes is accepted Jul 25 13:21:40.203 UTC. As33 LCP: EndpointDisc 1 Local Jul
25 13:21:40.203 UTC: As33 LCP: (0x131201626F62736C616B652D6E61732D) Jul 25 13:21:40.203 UTC:
As33 LCP: (0x3031) Jul 25 13:21:40.207 UTC. As33 LCP: I CONFACK [ACKsent] id 23 Len 43

!--- PPP parameters are agreed on (CONFACKed) by both sides

Jul 25 13:21:40.207 UTC. As33 LCP: ACCM 0x000A0000 (0x0206000A0000)

Jul 25 13:21:40.207 UTC. As33 LCP: Magi cNunber 0x4395FC0O5 (0x05064395FC05)
Jul 25 13:21:40.207 UTC. As33 LCP: PFC (0x0702)

Jul 25 13:21:40.207 UTC. As33 LCP: ACFC (0x0802)

Jul 25 13:21:40.207 UTC. As33 LCP: MRRU 1524 (0x110405F4)

!--- MRRU of 1524 bytes is accepted Jul 25 13:21:40.207 UTC. As33 LCP: EndpointDisc 1 Local Jul
25 13:21:40.207 UTC: As33 LCP: (0x131301636C6561726C616B652D6C616E) Jul 25 13:21:40.207 UTC:

As33 LCP: (0x2D3031) !--- LCP negotiation is complete Jul 25 13:21:40.207 UTC. As33 LCP: State
is Open Jul 25 13:21:40.207 UTC. As33 PPP: Phase is AUTHENTI CATI NG, by the peer !--- CHAP
authentication begins Jul 25 13:21:40.419 UTC. As33 CHAP: | CHALLENGE id 3 Len 36 from

"bobsl ake- nas-01" !--- Received challenge from bobslake-nas-01 Jul 25 13:21:40.423 UTC. As33
CHAP: O RESPONSE id 3 Len 37 from "clearl ake-lan-01" Jul 25 13:21:42.528 UTC. As33 CHAP: |
SUCCESS id 3 Len 4 !--- CHAP authentication is successful Jul 25 13:21:42.528 UTC. As33 PPP:
Phase is VIRTUALI ZED !--- Async 33 is added to Virtualized MP bundle Jul 25 13:21:42.528 UTC:

As33 MLP: bobslake-nas-01, multilink up

!--- Multilink connection is up Jul 25 13:21:43.528 UTC. %. NEPROTO 5- UPDOMN: Line protocol on
Interface Async33, changed state to up clearlake-lan-01# Jul 25 13:23:52.028 UTC. Vil M.P:

Di sabling particle-fastswitching in 'bobslake-nas-01'" Jul 25 13:23:52.028 UTC. Vil M.P: Enabling
particle-fastswi tching on 'bobsl ake-nas-01' !--- Cisco IOS adjusting fast switching strategy to
keep in step !--- with delivery of packet fragments Jul 25 13:23:53.872 UTC. Vil M.P: Disabling
particle-fastswitching in 'bobsl ake-nas-01'" Jul 25 13:23:53.884 UTC. Vil M.P: Enabling particle-
fastsw tching on 'bobsl ake- nas-01'
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