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chat-script offhook "" "ATHL" K
chat-script callback ABORT ERROR ABORT BUSY "'
"ATZ" OK "ATDT \T" TI MEOQUT60 CONNECT \c

PRECHLEEDEATEEERANT

line 1 24
scri pt nodem of f - hook of f hook
script call back call back
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2% ( RADIUSTTACACS+ ) LA #thfig B L Th&E,

1E = EWindows Bl A £ F & #Y A #h Bt 5551212:

user nane cal | neback cal | back-di al string 5551212 password ci sco
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Initial Call
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- isdn2-2 ( AS52008& H 55 )

isdn2-2 ( AS52008% 2% )

Current configuration:
!
version 11.3

service timestanps debug dateti ne nsec
servi ce password-encryption

no service udp-small-servers

no service tcp-small-servers

Access
Server




|
host nane i sdn2-2
!
aaa new node

aaa authentication |ogin default none

aaa authentication |ogin use-local |oca

aaa aut hentication ppp default |oca

aaa aut horization network | ocal

!--- Runs authorization for network-related service
requests (Example: PPP). !--- For an AAA server
implementation, replace "local" with TACACS+ or RADIUS
in !--- these statements. enable secret 5 <del eted> !
usernane cal | neback cal | back-dialstring "" password 7
<del eted> !/--- This is for mobile users. The client
specifies the callback number. !--- If a RADIUS server
is used, this information can be offloaded to the
server. ip domain-name cisco.comisdn switch-type

pri mary-5ess chat-script offhook "" "ATH1" OK chat -
script call back ABORT ERROR ABORT BUSY "" "ATZ" OK "ATDT
\'T" TIMEQUT 60 CONNECT \c !/--- The chat script

"callback" is used for the callback connection. cl ock

ti mezone PST -8 clock summer-tine PDT recurring ! !
controller T1 0 /--- Active Tl Primary Rate Interface
(PRT). fram ng esf clock source line secondary |inecode
b8zs pri-group tineslots 1-24 ! controller T1 1 shutdown
! interface EthernetO ip address 172.16. 25.52
255.255.255.240 ! interface Serial 0 no ip address
shutdown ! interface Seriall no ip address shutdown
interface Serial 0:23 /--- D-channel for T1 0. ip
unnunber ed Et hernetO encapsul ati on ppp dialer-group 1

i sdn i ncom ng-voi ce nodem !--- Allows incoming ISDN
voice calls to be switched to the onboard modems. peer
default ip address pool default ! interface G oup-Asyncl
i p unnunbered EthernetO ip tcp header-conpression
passi ve encapsul ati on ppp async node interactive peer
default ip address pool default no cdp enable ppp max-

bad-auth 3 ppp call back accept !--- Allows the group-
async to accept a callback request to a remote host. ppp
aut hentication chap !/--- CHAP, PAP, or both must be

enabled for callback. group-range 1 12 ! router eigrp
202 network 172.16.0.0 distance 90 172.16.25.49 0.0.0.0
no auto-summary ! ip local pool default 172.16.25.59
172.16. 25.62 !--- Default IP address pool for dial-in
clients. ip default-gateway 172.16.25.49 ip classless
dialer-list 1 protocol ip permit ! line con Oline 1 6
aut osel ect during-login autosel ect ppp script nodem off -
hook of fhook script callback callback !--- Specifies a
chat script to issue AT commands to the modem during a
callback attempt. !--- The chat-scripts "offhook" and
"callback" were configured earlier. |ogin authentication
use-1 ocal nobdem I nQut transport input all line 7 12 !---
These modems are busied out and not used. autosel ect
during-1ogin autosel ect ppp | ogin authentication use-

| ocal nobdem I nQut nmodem busyout transport input all Iine
aux 0 exec-tinmeout 0 O line vty 0 4 password 7 <del et ed>
! end
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BEELFAURREE, TRATHTRUEEECH

1. 1I# £ Start > Programs > Accessories > Communications > Network and Dial-up
Connections,

2. $81# & fhi#&EAdvanced > Dial-up Preferences.

3. #&#— T Callback E I EI M IhEEREE , ME1FIT.

4. BEFEERERVLLEE EETFEARBEIR , 5% — TNo Callbackizift. ZRRE AR
R E Y S EE TRV IRIE | 5532 — T Ask Me During Dialing When The Server Offersizéfl, =
BEEZOUES , 5512 — TAlways Call Me At The Number(s)Belowiz R , SR&HBEF &
BEEFANEE, EEREMEFERE , FEEFERENIR— TEditiki, £Phone Numberi#
AL ASRES (WEMFTR ) , ARETECall Me Back AtEFE A A & — T OK,

5. 32— TPhone Numbert#{i , A& fECall Me Back At 5E 7 S h iy A XSRS (WMENFIR). 5T
&R —TOK,

6. EAE , £ TRREIER, ﬁnﬁﬂﬁﬂlﬂﬁi THE. E1—EELheE
Dial-up Preferences 7]

Autodial  Callback |

When you dial into a server, it may offer to call pou back to reduce
pour phone charges. Specify whether pou want callback.
[Callback iz not supported for virtual private network. [VEM)
connechons. |

(" Mo callback

{+ Azk me during daling when the server offers
-

Modem or dewce . Phaore number

] 4 Cancel




Dial-up Preferences 7] x|
Autodisl Callback |

When pou dial into a zerver, it may offer to call pou back to reduce
vour phone charges. Specify whether pou want callback.
(Callback is not supported for virtual private network [VPN)

connechons. )
" Mo calback
™ Ask me during dialing when the server offers
¢ Always call me back at the rumber(s)] below:
| Modern or device Fhone rumbe

20

Phaone number:
|[Inserf Callback Mumber Here)

oK Cancel |
| |
Edi. | eleie |
OE, | Cancel

R

AERHEHNEF TARERENEEERIEEEE,
M EESTE(EHIMEFFR)XEE Eshown s , W T EAEEMBshowmm S8 HH 27,
. show isdn active — AR EREREANEHISDNHUNEH. FRALEGSRIBOBESTEK
W5ERK. WRE TN , show isdn activesis iU FE R A B AL EARES EHEH.
. show users — BRI HIEF LR EARIRVE A, MEEACisco IOSHE B 23z Eshow callerd

o, WA ER,
. show dialer — AR AR FERERA(ODR)ELEN N EN —BRZEER.

BB HEfR

AEIRENE AT AR B HREE TR,

SHIRED

EXE ;. BiHdebugiE R 2El , EESBMEREIDebugiE TN EEEN,



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

HEddebugd THIRFME R , FF2BACisco IOSIRA12.0FH B TS E,

- debug aaa authentication — BT EBAAAS BB ER.

. debug aaa authorization — T~ B BEAAAREN E A,

- debug callback — & % FH 85 A BUR MBI X 15 S IS E AR IR AR S L B0 B R B US4,

- debug modem — AR EIE A A IREF LV BURBIRERE S,

- debug ppp [ packet |3 ¥ |§& £8 | authentication] — AR B HEPPPH BB FREMNBMN
B, packet— B REREBEREMBZBURHNPPPERE, (HHTENMIKERTERE,
) negotiation — FE HEPPP:EIER , B RPPPRAE HRIEMHNPPPER S, error— FEREE
PPPIE 4R 15 /8 M #5 AEBA B Y th 7E SR SR M SR RR AR st & . authentication — TR 5 4 B 3% 1hh 72 0H
B , B CHAPHPAPX #,

- debug chat — BREE REBEEBELE , EARSFEEATHBRIBNEF. DXESE
E—HEHBEEATERY  ARERERNRKRIKEEDTE)NERBEREEDCE)REZENEF.

. debug isdn q931 — F&/RISDN Q.931 ( Di&EiE ) MEAYZEE S MR BRE B AR AR . ELLRHIH
, ERIRBREREB N ARMEFTMI(PSTN) AZ S AR RSB 5 X ET.

- debug modem csm — AR BEREE REPE F SRR 35 B 28 LR RO ST HE 4 (CSM)
ERALIT , &0 LARR MU 0F A RS H 0L Y SE BB

i sdn2- 2#show debug
General OS:
Modem control / process activation debugging is on
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on
PPP:
PPP protocol negotiation debugging is on
| SDN:
| SDN @31 packets debugging is on
Chat Scripts:
Chat scripts activity debugging is on
Mbdem Managenent :
Mbdem Managenment Call Swi tching Mbdul e debugging is on
i sdn2-2#
!--- This is the initial call from the client. *Mar 1 01:24:48.643: |SDN Se0: 23: RX <- SETUP pd
= 8 callref = 0x36

*Mar 1 01:24:48.647: Bearer Capability i = 0x9090A2
*Mar 1 01: 24:48.651: Channel IDi = 0xA98393
*Mar 1 01:24:48.651: Called Party Nunber i = OxCl, '4084327528'

*Mar 1 01:24:48.663: |SDN Se0:23: Incomng call id = 0xA

*Mar 1 01:24:48.671: EVENT_FROM | SDN: : dchan_i db=0x7F8EEQ, cal | _i d=0xA, ces=0x1
bchan=0x12, event=0x1, cause=0x0

*Mar 1 01:24:48.671: VDEV_ALLOCATE: slot 0 and port 3 is allocated.

*Mar 1 01:24:48.675: EVENT_FROM | SDN: (000A): DEV_INCALL at slot 0 and port 3
*Mar 1 01:24:48.675: CSM PROC | DLE: CSM EVENT | SDN CALL at slot 0, port 3
*Mar 1 01:24:48.679: Fast Ringing On at nodemslot 0, port 3

*Mar 1 01:24:48.699: | SDN Se0:23: TX -> CALL_PROC pd = 8 callref = 0x8036
*Mar 1 01: 24:48.703: Channel IDi = 0xA98393

*Mar 1 01:24:48.735: | SDN Se0:23: TX -> ALERTING pd = 8 callref = 0x8036
*Mar 1 01:24:49.699: Fast Ringing Of at nmodemslot 0, port 3

*Mar 1 01:24:49.699: CSM PROC | C1L_RING CSM EVENT MODEM OFFHOOK at sl ot O,
port 3

*Mar 1 01:24:49.711: |SDN Se0:23: TX -> CONNECT pd = 8 callref = 0x8036
*Mar 1 01:24:49.783: |SDN Se0:23: RX <- CONNECT_ACK pd = 8 callref = 0x36

*Mar 1 01:24:49.799: EVENT_FROM | SDN: : dchan_i db=0x7F8EEQ, cal | _i d=0xA, ces=0x1
bchan=0x12, event=0x4, cause=0x0

*Mar 1 01:24:49.799: EVENT_FROM | SDN: (000A) : DEV_CONNECTED at slot 0 and

port 3

*Mar 1 01:24:49.803: CSM PROC | C4 WAI T_FOR_CARRI ER: CSM EVENT | SDN_CONNECTED at
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slot 0, port 3
!--- Modem has established carrier. *Mar 1 01:25:11.123: TTY4: DSR came up

*Mar 1 01:25:11.127: tty4: Modem | DLE- >READY

*Mar 1 01:25:11.131: TTY4: EXEC creation

*Mar 1 01:25:11.135: AAA/ AUTHEN: create_user (0x7B009C) user='' ruser=""

port='"tty4'" rem addr='"async/4084327528' authen_type=ASClI| service=LOG N priv=1

*Mar 1 01:25:11.139: AAA/ AUTHEN START (3134998138): port="tty4'

l'ist="use-local' action=LOGd N service=LOG N

*Mar 1 01:25:11.143: AAA/ AUTHEN START (3134998138): found |ist use-local

*Mar 1 01:25:11.143: AAA/ AUTHEN START (3134998138): Met hod=LOCAL

!--- Local AAA. *Mar 1 01:25:11.147: AAA/ AUTHEN (3134998138): status = GETUSER *Mar 1

01:25:13.951: TTY4: Autoselect(2) sanple 7E *Mar 1 01:25:13.955: TTY4: Autosel ect(2) sanple 7EFF
*Mar 1 01:25:13.959: TTY4: Autosel ect(2) sanple 7EFF7D *Mar 1 01:25:13.959: TTY4: Autosel ect(2)
sanpl e 7EFF7D23 *Mar 1 01: 25:13.963: TTY4 Autoselect cmd: ppp negotiate

*Mar 1 01:25:13.967: AAA/ AUTHEN ABORT: (3134998138) because Autosel ect ed.

*Mar 1 01:25:13.967: AAA/ AUTHEN: free_user (0x7B009C) user='"' ruser=""

port='"tty4'" rem addr="async/4084327528' authen_type=ASClI| service=LOG N priv=1

*Mar 1 01:25:13.975: TTY4: EXEC creation
!--- PPP has been autoselected and begins negotiation. %l NK-3-UPDOM: |Interface Async4, changed
state to up *Mar 1 01:25:16.611: As4 PPP: Treating connection as a dedicated line *Mar 1
01: 25:16. 611: As4 PPP: Phase is ESTABLISHING, Active Open
!--- LCP negotiation begins. *Mar 1 01:25:16.615: As4 LCP: O CONFREQ [Closed] id 3 len 25 *Mar 1
01: 25:16. 619: As4 LCP: ACCM 0x000A0000 (0x0206000A0000) *Mar 1 01:25:16.623: As4 LCP: AuthProto
CHAP (0x0305C22305) *Mar 1 01:25:16.623: As4 LCP: Magi cNunber 0x608D04A3 (0x0506608D04A3) *Mar 1
01: 25:16. 627: As4 LCP: PFC (0x0702) *Mar 1 01:25:16.627: As4 LCP: ACFC (0x0802) *Mar 1
01: 25:16. 751: As4 LCP: | CONFACK [REQsent] id 3 len 25 *Mar 1 01:25:16.755: As4 LCP: ACCM
0x000A0000 (0x0206000A0000) *Mar 1 01:25:16.755: As4 LCP: AuthProto CHAP (0x0305C22305) *Mar 1
01: 25:16. 759: As4 LCP: Magi cNunmber 0x608D04A3 (0x0506608D04A3) *Mar 1 01:25:16.763: As4 LCP: PFC
(0x0702) *Mar 1 01:25:16.763: As4 LCP: ACFC (0x0802) *Mar 1 01:25:17.003: As4 LCP: I CONFREQ
[ACKrcvd] id 3 len 23
!--- Incoming CONFREQ. *Mar 1 01:25:17.003: As4 LCP: ACCM 0x000A0000 (0x0206000A0000) *Mar 1
01: 25:17.007: As4 LCP: Magi cNunmber 0x004A4A09 (0x0506004A4A09) *Mar 1 01:25:17.007: As4 LCP: PFC
(0x0702) *Mar 1 01:25:17.011: As4 LCP: ACFC (0x0802) *Mar 1 01:25:17.011: As4 LCP: Callback 6
(0x0D0306)
!--- Peer requests MS Callback (Option 6). !--- A PPP callback request uses Option 0. *Mar 1
01: 25:17.015: As4 LCP: O CONFACK [ACKrcvd] id 3 len 23

*Mar 1 01:25:17.015: As4 LCP: ACCM 0x000A0000 (0x0206000A0000)

*Mar 1 01:25:17.019: As4 LCP: Magi cNunber 0x004A4A09 (0x0506004A4A09)

*Mar 1 01:25:17.023: As4 LCP: PFC (0x0702)

*Mar 1 01:25:17.023: As4 LCP: ACFC (0x0802)

*Mar 1 01:25:17.023: As4 LCP: callback 6 (0x0D0306)
!--- NAS CONFACKS all LCP parameters. !--- If the NAS refuses Callback (completely or just MS
Callback), LCP may fail. *Mar 1 01:25:17.027: As4 LCP: State is Open !--- Authentication begins.
*Mar 1 01:25:20.095: As4 PPP: Phase is AUTHENTI CATING by this end *Mar 1 01: 25:20.099: As4
CHAP: O CHALLENGE id 4 len 28 from"isdn2-2" *Mar 1 01:25:20.187: As4 CHAP: | RESPONSE id 4 len
26 from "cal |l neback” *Mar 1 01:25:20.191: AAA AUTHEN: create_user (Ox7ADEAC) user='cal | meback’
ruser="" port="Async4' rem addr='async/ 4084327528 authen_type=CHAP servi ce=PPP priv=1 *Mar 1
01: 25: 20. 195: AAA/ AUTHEN START (44582883): port='Async4' list="" action=LOG N servi ce=PPP *Mar 1
01: 25: 20. 199: AAA/ AUTHEN START (44582883): using "default" list *Mar 1 01:25:20.199:

AAA/ AUTHEN START (44582883): Met hod=LOCAL !--- Authentication passes. *Mar 1 01:25:20.203:
AAA/ AUTHEN (44582883): status = PASS
! --- Check authorization for LCP. !--- With local AAA, this should pass. !--- For server-based

AAA, this must be explicitly configured on the server. *NMar 1 01:25:20.207: AAA/ AUTHOR/ LCP As4:
Aut horize LCP *Mar 1 01:25:20.207: AAA/ AUTHOR/ LCP: Async4: (3405067782): user='call neback' *Mar
1 01:25:20.211: AAA/ AUTHOR/ LCP: Async4: (3405067782): send AV service=ppp *Mar 1 01:25:20.211:
AAA/ AUTHOR/ LCP:  Async4: (3405067782): send AV protocol =l cp *Mar 1 01: 25: 20. 215: AAA/ AUTHOR/ LCP:
Async4 (3405067782): Method=LOCAL *Mar 1 01:25:20.219: AAA/ AUTHOR (3405067782): Post

aut hori zation status = PASS_ADD *Mar 1 01: 25: 20.223: AAA/ AUTHOR/ LCP As4: Processing AV

servi ce=ppp *Mar 1 01:25:20.223: AAA/ AUTHOR/ LCP As4: Processing AV protocol =lcp *Mar 1

01: 25: 20. 227: AAA/ AUTHOR/ LCP As4: Processing AV service=ppp *Mar 1 01: 25: 20.227: AAA/ AUTHOR/ LCP

As4: Processing AV protocol =lcp !--- Callback-dialstring is null, so user is allowed to specify
!--- their own callback number. *Mar 1 01:25:20.227: AAA/ AUTHOR/ LCP As4: Processing AV callback-
dialstring=

!I-—- Authentication ACK is returned to client. *NMar 1 01:25:20.235: As4 CHAP: O SUCCESS id 4 len



4
!-—-- Callback negotiation proceeds. Because callback-dialstring !--- is null, MCB debug says
"Callback Number - Client ANY". *Mar 1 01:25:20.239: As4 MCB: User callmeback Callback Number -
Client ANY

!-——- The callback number of the client is requested. Client receives a dialog !--- box that
prompts the user to type in the callback number. !--- Request 1s sent every two seconds. If the
user is slow to type a response, !--- the call remains in this phase for a long time. *Mar 1

01: 25: 20. 243: Async4 PPP: O MCB Request(1) id 20 len 9 *Mar 1 01:25:20.243: Async4d MCB: O1 14 0
925010 *Mar 1 01:25:20.247: As4 MCB: O Request Id 20 Callback Type Client-Num delay O

%1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface Async4, changed state to up

*Mar 1 01:25:22.459: As4 MCB: Timeout in state WAIT RESPONSE

*Mar 1 01:25:22.463: Async4 PPP: O MCB Request(1l) id 21 len 9

*Mar 1 01:25:22.463: Asyncd MCB: 01150925010

*Mar 1 01:25:22.467: As4 MCB: O Request Id 21 Callback Type Client-Num delay O
*Mar 1 01:25:24.499: As4 MCB: Timeout in state WAl T_RESPONSE

*Mar 1 01:25:24.503: Async4 PPP: O MCB Request(1l) id 22 len 9

*Mar 1 01:25:24.503: Async4d MCB: 0116 0925010

*Mar 1 01:25:24.507: As4 MCB: O Request Id 22 Callback Type Cient-Numdelay O
*Mar 1 01:25:26.543: As4 MCB: Timeout in state WAl T_RESPONSE

*Mar 1 01:25:26.547: Async4 PPP: O MCB Request(1l) id 23 len 9

*Mar 1 01:25:26.547: Async4d MCB: 01170925010

*Mar 1 01:25:26.551: As4 MCB: O Request Id 23 Callback Type Cient-Numdelay O
*Mar 1 01:25:28.583: As4 MCB: Tinmeout in state WAl T_RESPONSE

*Mar 1 01:25:28.587: Async4 PPP: O MCB Request(1l) id 24 len 9

*Mar 1 01:25:28.587: Async4d MCB: 0118 0925010

*Mar 1 01:25:28.591: As4 MCB: O Request Id 24 Callback Type Cient-Numdelay O

!--- Client returned the callback number. Notice that the response !--- is for the initial
reguest id 20. *Mar 1 01:25:29.763: Async4 PPP. I MCB Response(2) id 20 len 17

*Mar 1 01:25:29.767: Async4 MCB: | 2 14 0 11 2 DF 1 35 32 37 2D 39 36 35 31 0

*Mar 1 01:25:29.767: As4 MCB: Received response
! --- Response 1s ignored because the id is 20. There have !--- been a few timeouts and id 24
(the last one sent) 1is expected. *Mar 1 01:25:29.771: As4 MCB. Resp ignored. ID Expected 24, got
id 20

*Mar 1 01:25:30.623: As4 MCB: Timeout in state WAl T_RESPONSE
!--- Send out new reqguest (id 25). *Mar 1 01:25:30.627: Async4 PPP:. O MCB Request(1) id 25 len 9
*Mar 1 01:25:30.627: Async4 MCB: O1 190925010 *Mar 1 01:25:30.631: As4 MCB: O Request Id
25 Callback Type Client-Num delay O
!--- Client has cached user response, and so the callback number is !--- returned right away.
*Mar 1 01:25:30.715: Async4 PPP: | MCB Response(2) id 25 len 17

*Mar 1 01:25:30.719: Async4 MCB: | 2 19 0 11 2 DF 1 35 32 37

2D 39 36 35 31 0

*Mar 1 01:25:30.723: As4 MCB: Received response
!-—-- Received client callback number is 527-9651. *Nar 1 01:25:30.723: As4 MCB: Response CBK-
Client-Num 2 13 15, addr

1-527-9651
!--- Callback number acknowledged. *Mar 1 01:25:30.727: Async4 PPP. o MCB Ack(3) id 26 len 17

*Mar 1 01:25:30.731: Async4 MCB: O3 1A 0 11 2 DF 1 35 32 37

2D 39 36 35 31 0

*Mar 1 01:25:30.731: As4 MCB: 0 Ack Id 26 Callback Type Client-Num delay 15

*Mar 1 01:25:30.735: As4 MCB: Negotiated MCB with peer
!--- Client hangs up and begins to wait for callback. !--- This is indicated by an Incoming (I)
TERMREQ. *Mar 1 01:25:30.815: As4 LCP: I TERMREQ [Open] id 5 len 4

*Mar 1 01:25:30.815: As4 LCP: O TERVACK [Open] id 5 len 4

*Mar 1 01:25:30.819: As4 MCB: Peer terminating the link

*Mar 1 01:25:30.819: As4 PPP: Phase is TERM NATI NG

*Mar 1 01:25:30.819: As4 MCB: Link term nated by peer, Callback Needed
!-—-- Initiate callback to client; sleeps for ten seconds. *NMar 1 01:25:30.823: As4 MCB: Initiate
Callback for callmeback at 527-9651

usi ng Async

*Mar 1 01:25:30.827: As4 MCB: Async-cal |l back in progress
!--- Drop modem and B-channel for initial call from client. *Mar 1 01:25:31.499
CSM_PROC_| C5_0C6_CONNECTED: CSM _EVENT_MODEM ONHOOK at slot O, port 3 *Mar 1 01:25:31.503
VDEV_DEALLOCATE: slot 0 and port 3 is deallocated *Mar 1 01:25:31.503: |SDN Se0: 23: Event:
Hangup call to call id OxA % SDN-6- DI SCONNECT: Interface Serial0:18 disconnected from unknown ,



call

lasted 41 seconds
!--- Call is completely disconnected. *Mar 1 01:25:31.523: | SDN Se0:23: TX -> DI SCONNECT pd = 8
callref = 0x8036 *Mar 1 01:25:31.523: Cause i = 0x8090 - Normal call clearing *Mar 1
01:25:31.583: | SDN Se0: 23: RX <- RELEASE pd = 8 callref = 0x36 *Mar 1 01: 25: 31. 655: | SDN Se0: 23:
TX -> RELEASE COWP pd = 8 callref = 0x8036 %. NEPROTO 5- UPDOMN: Li ne protocol on Interface
Async4, changed state to down *Mar 1 01:25:31.851: TTY4: Async Int reset: Dropping DIR *Mar 1
01: 25:33.695: As4 LCP: TIMeout: Time = Ox4E521C State = TERMsent *Mar 1 01:25:33.699: As4 LCP:
State is Closed *Mar 1 01:25:33.699: As4 PPP: Phase is DOMN *Mar 1 01:25:33.703: As4 PPP: Phase
is ESTABLI SHI NG, Passive Open *Mar 1 01:25:33.707: As4 LCP: State is Listen %I NK-5- CHANGED:
Interface Async4, changed state to reset *Mar 1 01:25:33.879: As4 LCP: State is Cosed *Mar 1
01: 25: 33.879: As4 PPP: Phase is DOAN *Mar 1 01:25:33.883: As4 | PCP: Renpve route to 172.16.25.61
% .1 NK- 3- UPDOMAN: I nterface Async4, changed state to down *Mar 1 01:25:38.887: As4 LCP: State is
Cl osed *Mar 1 01:25:38.887: As4 PPP:. Phase is DOMWN !--- Cleanup from previous call is finished.
*NMar 1 01: 25:40. 863: CHAT4: Matched chat script offhook to string offhook

*Mar 1 01:25:40.867: CHAT4: Asserting DIR
!--- Modem goes offhook. *Mar 1 01:25:40.867: CHAT4: Chat script of fhook started *Mar 1
01: 25:40. 871: CHAT4: Sending string: ATHL *Mar 1 01: 25:40.871: CHAT4: Expecting string: OK *Mar
1 01:25:40.911: CSM PROC_| DLE: CSM EVENT_MODEM OFFHOOK at slot 0, port 3 *Mar 1 01:25:40.963:
CHAT4: Conpl eted match for expect: OK *Mar 1 01:25:40.967: CHAT4: chat script offhook finished,
status = Success
!-—- Chat script "offhook" was successfully completed. *Mar 1 01:25:40.967: CHAT4: Matched chat
script callback to string callback
!--- Chat script "callback" is initated. *Mar 1 01:25:40.971: CHAT4: Asserting DITR *Mar 1
01: 25: 40. 975: CHAT4: Chat script callback started !--- Reset modem to known state. *Mar 1
01: 25:40. 975: CHAT4: Sending string: ATZ *Mar 1 01:25:40.979: CSM PROC OCl_REQUEST DI G T:
CSM_EVENT_MODEM ONHOOK at slot 0, port 3 *Mar 1 01:25:40.983: VDEV_DEALLOCATE: slot O and port 3
is deallocated *Mar 1 01:25:40.979: CHAT4: Expecting string: OK *Mar 1 01:25:42.123: CHAT4:
Conpl eted match for expect: OK !/--- Dial the callback number of the client. *Mar 1 01:25:42.127:
CHAT4: Sending string: ATDT \T<527-9651>

*Mar 1 01:25:42.131: CHAT4: Expecting string: CONNECT

*Mar 1 01:25:43.199: CSM PROC | DLE: CSM EVENT_MODEM CFFHOOK at slot O, port 3
!-—- Modem/ISDN needs to collect the digits from IOS before it makes the call. *Mar 1
01: 25: 43. 327: DSX1_MAl L_FROM NEAT: DC READY_RSP: mid =5, slot = 2, unit =1 *Mar 1
01: 25: 43. 331: CSM _PROC_CCl_REQUEST DIGIT:

CSM _EVENT_DI G T_CCOLLECT_READY at slot 0, port 3

*Mar 1 01:25:43.331: CSM PROC_OCl1_REQUEST_DI G T:

CSM_EVENT_ADDR | NFO_COLLECTED at slot 0, port 3

*Mar 1 01: 25:44.327: DSX1_MAlI L_FROM NEAT: DC FIRST_DIGT_RSP: md = 5,

slot =2, unit =1

*Mar 1 01:25:44.331: CSM PROC_OC2_COLLECT_1ST_DIGT:

CSM EVENT_GET_1ST DIG T at slot 0, port 3

*Mar 1 01:25:47.331: DSX1_MAlI L_FROM NEAT: DC ALL_DIG T_RSP: nmid = 5, slot

=2, unit =1

*Mar 1 01:25:47.331: CSM PROC_OC3_COLLECT ALL_DIGIT:

CSM EVENT_GET_ALL_ DIG TS at slot 0, port 3

*Mar 1 01:25:47.335: CSM PROC_OC3_COLLECT_ALL_DIG T: called party num:

(5279651) at slot 0, port 3

!--- Digits have been collected; ISDN call is made. *Mar 1 01:25:47.339: process_pri_call making
a voice_call. *Mar 1 01:25:47.351: |SDN Se0:23: TX -> SETUP pd = 8 callref = 0x0005 *Mar 1
01: 25: 47. 355: Bearer Capability i = 0x8090A2
!I-—- Bearer cap indicates call is an analog call. *Mar 1 01:25:47.355: Channel IDi = 0xE1808397
*NMar 1 01: 25:47.359: Called Party Number i = OxAl, '5279651'

*Mar 1 01:25:47.431: | SDN Se0:23: RX <- CALL_PROC pd = 8 callref = 0x8005

*Mar 1 01: 25:47.435: Channel IDi = 0xA98397

*Mar 1 01:25:47.451: EVENT_FROM_ | SDN: : dchan_i db=0x7F8EEQ, cal | _i d=0xA005,

ces=0x1 bchan=0x16, event=0x3, cause=0x0

*Mar 1 01:25:47.451: EVENT_FROM | SDN: (A005): DEV_CALL_PROC at slot 0 and port 3

*Mar 1 01: 25:47.455: CSM PROC_OC4_DI ALI NG

CSM_EVENT_I| SDN_BCHAN_ASSI GNED at slot 0, port 3

*Mar 1 01:25:48.147: | SDN Se0:23: RX <- ALERTING pd = 8 callref = 0x8005

*Mar 1 01:25:48.151: Progress Ind i = 0x8388 - In-band info or

appropriate now avail abl e

*Mar 1 01:25:50.835: | SDN Se0:23: RX <- CONNECT pd = 8 callref = 0x8005



*Mar 1 01:25:50.851: EVENT_FROM | SDN: : dchan_i db=0x7F8EEQ, cal | _i d=0xA005,

ces=0x1 bchan=0x16, event=0x4, cause=0x

*Mar 1 01:25:50.855: EVENT_FROM | SDN: (AOO05): DEV_CONNECTED at slot 0 and port 3

*Mar 1 01:25:50.859: CSM PROC_OC5_WAI T_FOR_CARRI ER:

CSM _EVENT_| SDN_CONNECTED at slot O, port 3

!--- ISDN call is connected. *Mar 1 01:25:50.867: |SDN Se0: 23: TX -> CONNECT_ACK pd = 8

cal |l ref = 0x0005

*Mar 1 01:25:53.735: AAA/ AUTHEN: free_user (Ox7ADEAC) user='cal | meback’

ruser="" port="Async4' rem addr="async/4084327528"' authen_type=CHAP

servi ce=PPP priv=1
!--- Modems have established carrier. *Mar 1 01:26:13.487: CHAT4: Conpleted match for expect:
CONNECT *Mar 1 01:26:13.491: CHAT4: Sending string: \c *Mar 1 01:26:13.491: CHAT4: Chat script
cal | back finished, status = Success *Mar 1 01:26:15.415: TTY4. DSR came up

*Mar 1 01:26:15.419: tty4: Mddem | DLE- >READY

*Mar 1 01:26:15.439: TTY4: EXEC creation

*Mar 1 01:26:15.443: AAA/ AUTHEN: create_user (Ox7ADEA4) user='' ruser=""

port="tty4'" rem_ addr='async/5279651' authen_type=ASClI| service=LOGA N priv=1

*Mar 1 01: 26: 15. 447: AAA/ AUTHEN START (2043462211): port="tty4'

list="use-local' action=LOGd N service=LOG N

*Mar 1 01:26:15.451: AAA/ AUTHEN START (2043462211): found |ist use-Ilocal

*Mar 1 01: 26:15.451: AAA/ AUTHEN START (2043462211): Met hod=LOCAL

*Mar 1 01: 26:15. 455: AAA/ AUTHEN (2043462211): status = GETUSER

!--- PPP negotiation begins again. *Mar 1 01:26:16.631: TTY4: Autoselect(2) sanple 7E %I NK-

3-UPDOMWN: I nterface Async4, changed state to up *Mar 1 01:26:18.663: As4 PPP: Treating
connection as a dedicated line *Mar 1 01:26:18. 663: As4 PPP: Phase is ESTABLI SH NG Active Open
*Mar 1 01:26:18.667: As4 LCP: O CONFREQ [Closed] id 5 len 25 *Mar 1 01:26:18.671: As4 LCP: ACCM
0x000A0000 (0x0206000A0000) *Mar 1 01:26:18.675: As4 LCP: AuthProto CHAP (0x0305C22305) *Mar 1
01: 26: 18. 675: As4 LCP: Magi cNunmber 0x608DF70C (0x0506608DF70C) *Mar 1 01:26:18.679: As4 LCP: PFC
(0x0702) *Mar 1 01:26:18.679: As4 LCP: ACFC (0x0802) *Mar 1 01:26:18.779: As4 LCP: | CONFACK
[REQsent] id 5 Ien 25 *Mar 1 01:26:18.783: As4 LCP: ACCM 0x000A0000 (0x0206000A0000) *Mar 1
01: 26:18. 787: As4 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 01:26:18.787: As4 LCP: Magi cNumber
0x608DF70C (0x0506608DF70C) *Mar 1 01:26:18.791: As4 LCP: PFC (0x0702) *Mar 1 01:26:18.791: As4
LCP: ACFC (0x0802) *Mar 1 01:26:19.707: As4 LCP: | CONFREQ [ACKrcvd] id 3 len 20 *Mar 1
01:26:19.711: As4 LCP: ACCM 0x000A0000 (0x0206000A0000) *Mar 1 01:26:19.711: As4 LCP:
Magi cNunber O0x004B3EF5 (0x0506004B3EF5) *Mar 1 01:26:19.715: As4 LCP: PFC (0x0702) *Mar 1
01: 26:19. 715: As4 LCP: ACFC (0x0802) *Mar 1 01:26:19.719: As4 LCP: O CONFACK [ACKrcvd] id 3 len
20 *Mar 1 01:26:19.723: As4 LCP: ACCM 0x000A0000 (0x0206000A0000) *Mar 1 01:26:19.723: As4 LCP:
Magi cNunber 0x004B3EF5 (0x0506004B3EF5) *Mar 1 01:26:19.727: As4 LCP: PFC (0x0702) *Mar 1
01: 26:19.727: As4 LCP: ACFC (0x0802) *Mar 1 01:26:19.731: As4 LCP: State is Open !---
Reauthenticate the user. *Mar 1 01:26:22.779: As4 PPP. Phase is AUTHENTICATING, by this end

*Mar 1 01:26:22.783: As4 CHAP: O CHALLENGE id 6 len 28 from "isdn2-2"

*Mar 1 01:26:22.887: As4 CHAP: | RESPONSE id 6 len 26 from "cal |l meback"

*Mar 1 01:26:22.895: AAA/ AUTHEN: create_user (0x8F1DAC) user='cal | neback’

ruser="" port="Async4' rem addr="async/5279651" authen_type=CHAP

servi ce=PPP priv=1

*Mar 1 01:26: 22.899: AAA/ AUTHEN START (2174906802): port="Async4' |ist=""

acti on=LOGd N servi ce=PPP

*Mar 1 01: 26:22.899: AAA/ AUTHEN START (2174906802): using "default” list

*Mar 1 01:26:22.903: AAA AUTHEN START (2174906802): Met hod=LOCAL

*Mar 1 01:26:22.903: AAA/ AUTHEN (2174906802): status = PASS

*Mar 1 01:26:22.907: AAA/ AUTHOR/ LCP As4: Aut horize LCP

*Mar 1 01:26:22.911: AAA/ AUTHOR/ LCP: Async4: (3262137315): user='call neback’
*Mar 1 01:26:22.911: AAA/ AUTHOR/ LCP: Async4: (3262137315): send AV servi ce=ppp

*Mar 1 01:26:22.915: AAA/ AUTHOR/ LCP: Async4: (3262137315): send AV
prot ocol =l cp
*Mar 1 01:26:22.915: AAA AUTHOR/ LCP: Async4 (3262137315): Met hod=LOCAL
*Mar 1 01: 26:22.923: AAA AUTHOR (3262137315):

Post aut hori zati on status =PASS_ADD

*Mar 1 01:26:22.927: AAA/ AUTHOR/ LCP As4: Processing AV servi ce=ppp

*Mar 1 01:26:22.927: AAA/ AUTHOR/ LCP As4: Processing AV protocol =l cp

*Mar 1 01:26:22.931: AAA/ AUTHOR/ LCP As4: Processing AV servi ce=ppp

*Mar 1 01:26:22.931: AAA/ AUTHOR/ LCP As4: Processing AV protocol =l cp

*Mar 1 01:26:22.931: AAA/ AUTHOR/ LCP As4: Processing AV cal |l back-dial string=
*Mar 1 01:26:22.939: As4 CHAP: O SUCCESS id 6 len 4



*Mar 1 01:26:22.943: As4 PPP: Phase is UP

*Mar 1 01:26:22.947: AAA/ AUTHOR/ FSM As4: (0): Can we start |PCP?

*Mar 1 01:26:22.947: AAA/ AUTHOR/ FSM Async4: (345798021): user='cal |l neback’
*Mar 1 01:26:22.951: AAA/ AUTHOR/ FSM Async4: (345798021): send AV servi ce=ppp
*Mar 1 01:26:22.951: AAA/ AUTHOR/ FSM  Async4: (345798021): send AV protocol =ip
*Mar 1 01: 26:22.955: AAA/ AUTHOR/ FSM  Async4 (345798021): Met hod=LOCAL

*Mar 1 01: 26:22.955: AAA/ AUTHOR (345798021):

Post aut hori zation status = PASS_REPL

!I--- Negotiate IPCP. *Mar 1 01:26:22.959: AAA AUTHOR/ FSM As4: W can start |PCP *Mar 1
01: 26:22.963: As4 IPCP: O CONFREQ [Closed] id 1 len 16 *Mar 1 01:26:22.967: As4 | PCP:
ConpressType VJ 15 slots (0x0206002DOF00) *Mar 1 01:26:22.967: As4 | PCP: Address 172.16.25.52
(O0x0306AC101934) *Mar 1 01:26:23.019: As4 IPCP: | CONFREQ [REQsent] id 1 len 40 *Mar 1
01: 26:23.023: As4 | PCP: ConpressType VJ 15 slots ConpressSlotl D (0x0206002D0OF01) *Mar 1
01: 26: 23. 027: As4 | PCP: Address 0.0.0.0 (0x030600000000) *Mar 1 01:26:23.027: As4 | PCP:
PrimaryDNS 0. 0.0.0 (0x810600000000) *Mar 1 01:26:23.031: As4 |PCP: PrimaryWNS 0.0.0.0
(0x820600000000) *Mar 1 01:26:23.035: As4 | PCP: SecondaryDNS 0.0.0.0 (0x830600000000) *Mar 1
01: 26: 23. 035: As4 | PCP: SecondaryWNS 0.0.0.0 (0x840600000000) *Mar 1 01:26:23.039:
AAA/ AUTHOR/ | PCP As4: Start. Her address 0.0.0.0, we want 0.0.0.0 *NMar 1 01: 26: 23. 039:
AAA/ AUTHOR/ | PCP As4: Processing AV service=ppp *Mar 1 01:26: 23. 043: AAA AUTHOR/ | PCP As4:
Processing AV protocol =ip *Mar 1 01:26: 23. 043: AAA/ AUTHOR/ | PCP As4: Aut horization succeeded *Mar
1 01:26:23.047: AAA/ AUTHOR/ | PCP As4: Done. Her address 0.0.0.0, we want 0.0.0.0 *Mar 1
01: 26: 23.047: As4 | PCP: Using pool 'default' *Mar 1 01:26:23.051: As4 | PCP: Pool returned
172.16.25.60 *Mar 1 01:26:23.051: As4 | PCP: O CONFREJ [REQsent] id 1 len 28 *Mar 1 01:26: 23. 055:
As4 | PCP: PrimaryDNS 0.0.0.0 (0x810600000000) *Mar 1 01:26:23.059: As4 |PCP: PrimaryWNS 0.0.0.0
(0x820600000000) *Mar 1 01:26:23.059: As4 | PCP: SecondaryDNS 0.0.0.0 (0x830600000000) *Mar 1
01: 26: 23. 063: As4 | PCP: SecondaryWNS 0.0.0.0 (0x840600000000) *Mar 1 01:26:23.067: As4 |PCP: |
CONFACK [REsent] id 1 len 16 *Mar 1 01:26:23.067: As4 | PCP: ConpressType VJ 15 slots
(0x0206002D0OF00) *Mar 1 01:26:23.071: As4 | PCP: Address 172.16.25.52 (0x0306AC101934) *Mar 1
01: 26: 23.139: As4 IPCP: | CONFREQ [ACKrcvd] id 2 len 16 *Mar 1 01:26:23.139: As4 | PCP:
ConpressType VJ 15 slots ConpressSlotl D (0x0206002D0OF01) *Mar 1 01: 26: 23. 143: As4 | PCP: Address
0.0.0.0 (0x030600000000) *Mar 1 01:26:23.147: AAA/ AUTHOR/ | PCP As4: Start. Her address 0.0.0.0,
we want 172.16.25.60 *Mar 1 01:26:23.147: AAA/ AUTHOR/ | PCP As4: Processing AV service=ppp *Mar 1
01: 26: 23. 151: AAA/ AUTHOR/ | PCP As4: Processing AV protocol =ip *Mar 1 01:26:23. 151:
AAA/ AUTHOR/ | PCP As4: Aut horization succeeded *Mar 1 01:26:23.151: AAA/ AUTHOR/ | PCP As4: Done. Her
address 0.0.0.0, we want 172.16.25.60 *Mar 1 01:26:23.155: As4 | PCP: O CONFNAK [ACKrcvd] id 2
len 10 *Mar 1 01:26:23.159: As4 | PCP: Address 172.16.25.60 (0x0306AC10193C) *Mar 1 01: 26: 23. 255:
As4 1 PCP: | CONFREQ [ACKrcvd] id 3 len 16 *Mar 1 01:26:23.259: As4 | PCP: ConpressType VJ 15
sl ots ConpressSlotl D (0x0206002D0OF01) *Mar 1 01:26:23. 263: As4 | PCP: Address 172.16.25. 60
(0x0306AC10193C) *Mar 1 01: 26: 23.263: AAA/ AUTHOR/ | PCP As4: Start. Her address 172.16.25.60, we
want 172.16.25.60 *Mar 1 01:26:23.267: AAA/ AUTHOR/ | PCP: Async4: (3819567164): user='cal | meback’
*Mar 1 01:26:23.271: AAA/ AUTHOR/ | PCP: Async4: (3819567164): send AV service=ppp *Mar 1
01: 26: 23.271: AAA/ AUTHOR/ | PCP: Async4: (3819567164): send AV protocol =ip *Mar 1 01: 26: 23. 275:
AAA/ AUTHOR/ | PCP: Async4: (3819567164): send AV addr*172.16.25.60 *Mar 1 01:26: 23. 275:
AAA/ AUTHOR/ | PCP:  Async4 (3819567164): Method=LOCAL *Mar 1 01:26:23.279: AAA/ AUTHOR (3819567164):
Post authorization status = PASS REPL *Mar 1 01:26:23.283: AAA/ AUTHOR/ | PCP As4: Rej ect
172. 16. 25. 60, using 172.16.25.60 *Mar 1 01: 26: 23. 287: AAA/ AUTHOR/ | PCP As4: Processing AV
servi ce=ppp *Mar 1 01:26:23.291: AAA/ AUTHOR/ | PCP As4: Processing AV protocol =ip *Mar 1
01: 26: 23.291: AAA/ AUTHOR/ | PCP As4: Processing AV addr*172.16.25.60 *Mar 1 01: 26: 23. 295:
AAA/ AUTHOR/ | PCP As4: Aut horization succeeded *Mar 1 01:26:23.295: AAA/ AUTHOR/ | PCP As4: Done. Her
address 172.16.25.60, we want 172.16.25.60 *Mar 1 01:26:23.299: As4 | PCP: O CONFACK [ACKrcvd] id
3 len 16 *Mar 1 01:26:23.303: As4 | PCP: ConpressType VJ 15 slots ConpressSlotl D (0x0206002D0F01)
*Mar 1 01:26:23.303: As4 | PCP: Address 172.16.25.60 (0x0306AC10193C) *Mar 1 01:26:23.307: As4
| PCP: State is Open *Mar 1 01:26:23.323: As4 |IPCP: Install route to 172.16.25. 60 %LINEPROTO-
5-UPDOWN: Line protocol on Interface Async4, changed state to up

!--- Client is connected.
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