18 F JA Cisco Unified Intelligence Center
(CUIC)HICitrix NetScalert # F & 55 & B

H &%

b

Y F4EIP
Byvip
BYHREH
HTTPS& BT GE &

A3 1% /148 4 A Citrix NetScalaer load bablander for CUICHY &t i& 25 B8,

W EARAF

=K

BREREEAELLT TE -

« CUIC
» Citrix Netscaler



BRA T4
AXFHEARRIBI T B AMBEERRA

. CUIC 11.0(1)
« Citrix NS : #EHR : Citrix NetScaler 1000v ( 10.1AZBRA125.8 )

ANHHEARBBBEERETREANEEMEL. XHPEAZNAMBERERRERER (HEK
) BVERESRERE . MREHMEEE EEER , FRACEERBEMES TREKNFE,

BREMN

CUICRE—RBEEZEESNERWebBREFE , TIRHZHBELERNHRSE, FEBICUIC , &7
BN SHEMNEAME , FEEEASTRHZMEABEP OHRENZEHE, EXECUICEES

, Citrix NetScaler 1000v ( & £15#25 ) AAYCUICB XA E@HIGEHTTP) B X AN E#HiFER
2HTTPS)REETERHYE,

8Bt B &

FERAHTTPHTTPSHH K —BHmP OFHE

ECUICHIRZBFERAHTTPE | EREIFEEMNHTTPHR,



Client

CUIC Server

Fort 80

Port 8081

Port 8444

BLT fowic

- BN
10T Mowed Temparmiy |
LAl ® BT P il P R

H T g d Tamgpraniy
Li=tf spn Bl g i eloaoipe 0 ] iy’

:':- |-\.'| '\-II

JO3 Morem dl T pa iy

Lmcaregen by e 0L o

:"I_ II.I_ .‘I

10 T Pdered T paranily

Lol B B POt g b AR oL s P

Farimn e s e o




BB RE>Fr A E>E R AR EMT IR

= Jyviam BiatSouka 3 Gemeen 3 Lhamin 3 Mska Liceeas
Bk wwars
] Manage Licenses
temgrarhn

B v o ist] o inmt i ot el s T it
FHegh Band sbelety
NTE Gmevmi Gall S PR LEREC T Al R A

B

b Usar s i
v B rke wion
i Bading = Update Licenses [y e —————
. TAE
R - )
the —
+ [agrisgft sosdnnrg i
o Birhenrk
=

el

EEHEBERP (VIP)HEERTEHSREA , ARTHREBE FHIP (SNIP)ECUICER.,

Clients

Load balancer




& — T System > Network > IPs > |[Pv4

Metoaler 3 Steen > Mebwsck 3 B3 > PYS 3 7 ] H
et oS T
Bl frthon - | Seweh =
P Addiens Tral i Do sin I Leale Tygpe Plasdle ARP N Vi Busll Sevver
101525455 b @ Enabled Hetscaler B Mctive EMABLED EHABLED M
E018.1.58 1] @ Enalbigd Tubngt P Sstry ERABLED ERAE ED =MfA-
10.18.2.61 b @ Enabled Vietud 1P Mtive EMABLED ENABLED BHABLED
PerPage [x] 1-3003 1 =]

BiuFHEP

S ER 1.3 —TAddLUE Pt , ARERIEEZETypetEASubnet IP,

SER 2.3 — T Create BN FFEMIPH# L,

Configure IP x
IP Address w . 1w . 2 58 | Metmask 55 . 255 255 o
Type Subnet [P | Mode WActive |
Wirtual Rowter [D | - ] ICMP Response* |N(}NE - ]
ARP Response® | NONE +| Traffic Dormain ID | -]
Options

AR [7]ICMP Virtual Server 7] Dymamic Routing
Host Route
Enable
Gateway IP | | Metric
O5PF LSA Type
@ TYPES « TYPEL  Area |

Yserver RHILevel

MNOME @) ONE_WSERWER ) ALL_WSERVERS

Application Access Controls

[ ] Enable Management Access control to support the below listed applications.
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[ Create ” Close ]
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IP Address 0 . 10 . 2 . 1 | Hetmask 255 . 255 . 55 . 255 |
Type [Virtual [P | Mode {Active |
Wirtual Router ID | E ICMP Response* | MOINE
ARP Response® | NOME [=] Traffic Domain ID |
Options

[ arP  [F] ICMP V] Wirtual Server [ Dynamic Routing

|

Host Route
[7] Enable
Gatewsy [P b . 0 . 0 . 0 | Metic o |

OSPF LSA Type
@TYPES ( TYPEL Ares |

Yierver RHI Level
MOME @) OME_WSERVER ALL_VSERVERS

Application Access Controls
Enable Management Access control to support the below listed applications.

@ | Create || Close |
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Configure Route »

MNetwork 10 .3 - 4 -0
Netmask 255 . 255 . 255 . D
Traffic Domain 1D

NULL Route Yes @ No

Gateway 10 .10 2 - 1
Distance 1

Weight 1

Cost :l]

Route Advertisment

Global State DISABLED

] Over-ride Global

Protocol

V] OSPF | RIP V] BGP V] IsIS

] Monitored Static Route

[ Create ” Close ]
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Create Monitor

Marme® |F:uﬂ_t:p

| Tyee [TcP 7]

Standard Parameters | Special Panmeter:i|

Interal

Besponie Time-aut I3[|

Dt Tirme

Dievnation

Fetoes

SHMP Slert Retries |[|

Syccess Retries

Eailure Retries

Enalled

[v] LRTM (Least Response Time using Monitaring)
O Tos TosHd |0

1 | [Minutes |

| |S¢¢nmﬂ ']
|30 | |S¢:nnﬁ= '|
| | |$¢¢anﬁs '|
£ )

1

[] Reverse

Destingtion IP
Destination Part
Chymarnic Time - gut

Cymarmic Intengal

Resp Time-out Threshold |

Action

Cuitarm Header

Met Profile

L] Tramsparent

L] Secure

L] TP Tunnel

@ Help

[ Create J| Close ]




Create Monitor o
Hame* |http_B081] | Type* [HTTP -
Standard Parameters I Special Pararmeters I k
Intenal 1 | [Minutes v| Destingtion 1P [ . . . IO w»v I
Besponse Time-out |I[I | |5t:¢nd: *'| Destination Port | |
Do Tirme |1I] | |5tmr1 ds "l Dymarmic Time-out
Dgwation | I IS.en:nnds ‘j Dymamic Interyal _ _
Hetries |3 | Fesp Time-owt Threshold ]
SNIAP Alert Retries [0 | Action INONE -
Suecess Retnes [1 | -
|
Exilure Retries ||,‘l | Custorn Header -
4 Enabled [ Reverss [] Treat back slash as escape character
Net Profile | -
[#] LRTM (Least Response Time using Monitomng)
0 Tos Tos 4 |.|' ] (] Transparent [] Secure ] IP Tunnel

& Help

uual:e || Close J
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Response Codes
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Standard Parameters I Special Parameters |

Tl Drestingtion [P

Intenal |10 | [seconds
Response Time-cut (9 | [seconds
Do Time |30 | [seconds
Digvistion | | |$¢:¢nd=
Retries E

SNIAP Alert Retries |0 | Action
Success Retnes |1 |
Eailure Retries |2 | Custom Header
Erahled [ Rewerse
et Profile

[ LRTH (Least Response Time using Monitoring)

O Tos ToSI |0

| O Transparent

‘j Drestination Port
| Dynamic Time-out
| Dynamic Interval
Resp Time-owt Threshold |

| Iype* [HTTP-ECV
| [mpe¥
I |
|
|
|
NOME -|
-
=
] Treat back slash as escape character
-

[ Seeure I IP Tunnel

@ Help

| Create || Close |
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GET https/F10.10.2. 46:3 4447 cuic/probe

[] Treat back slash as escape character
Becenss String

In Service

[] Treat back slash as escape characker




% =i

 Standard Parameters |

Special Parameters |

Interval |10 | |seconds | Destination IP | |01 pvs
Response Time-aut I'EI [ |S=l:n~nd; 'I Destination Port | |
Doam Time |!I.'I [ |E=:mdl- "*I Crgmammic Time-out | |
Digvistion I [ |Ee|:n~nds '| Cymamic Intengal | |
Retrie; E | Resp Time-out Threshold | |
SNIMP Alert Retries |0 | action [one -|
Syccess Retries |1 | -
Eailure Retries |2 | Custom Header %
& Enabled | — [] Treat back slash as escape character

7

LATH (Least Response Time using Monitoring)

Met Profile

[ Tos TosId |0

I [ Transparent

Secure O 1P Tunnel

@ Help

'_grem || Close |
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Iarme®

| Typer |HTTR-ECV -

Srandard Parameters  Special Pararmeters ]

Zend String

GET hittps/f10.10.2 4T: 8444/ cuic/probe

L] Treat back slash ys escape charscter

Becenve Sring

[ Serice

[] Treat back slash as escape character
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@ 1P Address (©) Domain Name |

IPAddress*

Traffic Domain ID

Translation IP Address
Translation Mask
Resolve Retry (secs)

[] IPv6 Domain

Enable after Creating

Comments

[ Create | Close |

vertime' [T

@ 1P Address ©) Domain Name |

IPAddress* 10 . 10

47 Elvaﬁl

Traffic Domain ID

Translation IP Address
Translation Mask
Resolve Retry (secs)

] IPvé Domain

Enable after Creating

Comments

[ Create ||_Close
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Service Mame® lcui c-httpfl-subd

Protocol*  |HTTP
Traffic Domain | |

L TL-CUIC-5UB4 (10,10.2.46)

Service State @ UP Murmber of Actree Clients |
Enable Health Monitoring [ AppFlow Logging
 Monitors | Policies | Profiles | Advanced | SsL setting: |
Lvailable Configured
Moriors | [mm Weight State
op - B
i
ping
.
hiip
=
Remove
tﬂp—ﬂ:‘f m= up
wadip- ey Probes: 68341 Failed [Total: 5614 Currentz 0 |
e Last Response: Success - TCP syn+ack received,
fip Responze Time: 0,357 millizec
Comments
& Help | [s]4 I | Clase I




Service Name* |cuic-httpli-subd | Server* [ATL-CUIC-5UB4 (10.10.2.45)
Profocol*  |HTTP ~| Por [g0

Traffic Domain | -|

Service State @ UP Mumber of Sctive Clients

Enable Health Monitoring [ AppFlow Logging
Monitors | Policies | Profiles Advanced | S5t settings |

~Thresholds
Mz Requests o | | | Max Bandwidth (kbits) [0
Mag Clients |0 | | | Monitor Threshotd |0

~[dle Tirme-out (secs)

Client 180 | Server [360
'EIE'.'E"IHJ

[ Use Source IP [] Client Keep-Altve [ TCP Buffering L] Compression

C1 ClientIP Header | |

Camments

@ Help




Service Name* | cuic-hitp

Protocol*  |[HTTP -|

Traffic Domain II] 'r|

Senvice State @ LIP

Disable [ | Enable Health hMonttaring (v AppFlow Logging
v c
. Monitors | policies | Profies | Advanced | S5t Settings |

Bossilable

Seryer® [ATL-CUIC-SUBM (10.10.2.45) =
Pt [ane1 |
Mumber of Active Clients |

Configured

State: UP

Probes: 68352  Failed [Total: 5630 Current: 0]

Last Response: Success - HTTP response code 302 recened,
Response Time: 0.754 millisec

Carmments

@ Help

Ii_l | Close I




Service Name* | cuic-httpB0801-sub4 |s-uw* |ATL-CUIC-5UB4 (10.10.2.45) |-
Profocol*  [HTTP ~| Porer [s051 ]
Tratfic Dormain |0 -|
Service State @ UP Number of Active Clients |
Eriable Health Monitoring [ AppFlow Logging
~Thresholds -
My Requests lo | | | Max Banchwidth (kbits) |0
Max Clients o | | | Menitor Threshold |0
~Idle Time-out (secs)
Client |180 | Server 360
Settings
[ Wse Saurce TP [ Client Eeep-Alive ] TCP Buffering  [] Compression
O Client 1B Header | | i
P it b
Comrments
@ Help | 0K I | Clase I




Service Marne® | cuic-hit

Protocol*  [SSL_BRIDGE

Traffic Domain Iﬂ

T|

Semdce State @ UP

Lorailable

[+l Enable Health onitoring [ AppFlow Logging
. Monitors | policies | Profiles | Advanced | Sst settings |

| Senver® [ATL-CUIC-SUBA (10.10.2.46) =
<] Ports 5444 |

Mumber of Sctree Clients |

Configured

State: LP

Probes: 384901  Failed [Total: 8624 Current: 0 ]
Last Response: Success - Pattern found in response.
Response Time: LA63 millisec

Camments

@ Help

I [0]4 ” Close I




Configure Service ]

Service Name® | cuic-hitps-subd Seryer* [ATL-CUIC-SUB4 (10,10.2.46) | =|
Pratocal” BRIDS v: Pors | .
Traffic Dorasin || |

Service Stake @ UP Mumber of Active Clients _

. Disable | [w| Enable Health Monitoring [# AppFlow Logging

Monitors | Policies | Profiles Advanced | ssL settings |
r Thresholds

> |

Max Requests [ | | | MoxBandwidth (kbits) [0

m

Max Clients [ | | | Monitor Threshold |0

rIdle Time-out (secs)

Client 180 | Server [360

Settings
] Wse Sowrce P[] Client Keep-2live L] TCP Buffering

Header

F] 11 s

Carmrments

@ Help | Close
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| (8 [P Address Based O IP Pattern Based
Pratocal® [HTTP ~| PAddres* |10 .10 .2 .6l |
[ Metwork Wierer  Range |1 | Fort* |E'3 |
[ Enable DS54 [ Bypass ABAA Requests Tratfic Domain I | -|
ute @ UP [ Disable | [ AppFlowLogging
rLE hethad -
Method |Least Connection w| Mew Service Startup Request Rate | | |PeR_sECOND =]
Current Method: Round Robin fnerementintenat I I
Reazon: Bound serdce’s state changed to
up
rPersistence rBackup Persistence
Persistence  |SOURCEIP w| | | Persistence  [MONE ~|
Time-out {min) |40 || | Time-out (min) |2 |
PdMetmask | . . . |
10 BAnck | apath, 170 | =

Neme  |DEZ | ® 1P Address Based O IP Patter Based

Pratacal* [HTTP -] Paddress 10 .20 .2 .61 |
[ Network Vsrver Range |1 | Pore |s0g1 |
[ Enable DNS64 [ Bypass AAAA Requests Traffic Domain D | -

1010248
1010247
10102 46
1010247

Comments

@ Help I_L” Clase I




Configure Virtual Server [Load Balancing) x

Bame®  DC2-CLAC-HTTPS

Protocol® = [P Address® 0 .l .2 .l
Fange Part®
[] Enable DNZE4 [ Bypass ABAA Requests Traffic Dormaan ID
Srate @ UP Dissble | [ AppFlow Logging
Senvices | senace Groups | Palicies | Method and Persisbence ] Advanced | Profiles | Sl Settings |
Actrate Al Deactrvgte Al =% Find
|.-'u:ln'e- |5m1-:n Narrey IF Agdckess | Port Iﬂ'rum:u |$:utn | Weight | Crymaamic Wsight I
i cube.hitne. ik 1010.2.46 8444 55L_BRD.. @ LP = ol
G5 cic-hitps-subS 1010247 B44455L_BRD.. @R 1
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Group Name IPgroupDC2 |
Persistence® [ SOURCEIP =
IPvd Netrmask ks : 255 255 255 |
IPv6 Mask Length [128 |
Time-out |40 |
Backup Persistence* | NONE =
Wirtual Senver Name® Configured (3) Rermove Al

DC2-CLIC-HTTP -

DC2-CUIC-HTTPE0S1 -

DCZ-CUIC-HTTPE =

] L ok ]| Close |
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