ADFS/IdSH FEHEBR M F R S
B 8%

Bh
PDEHFG
ERATH
E=&HA

AEREBETF S EFHNEAEXNBE
ZEAREENRER
Cisco IdSHJAuthcodesE R IR
FEiBERIEF N E B IR
1. REHE F e
2.FEAEFEAIPHu/ R EREFEERARER
JBiBCisco ISR EISAMLEES
FEiBERIEF N E B R
1.&:A8AD FSE R ERIF B EI R RS
AD FSHISAMLEEREE
EhBEFIERNE R
1. AD FSE B & F#Cisco |dS SAMLEE.,
HAD FSEZEKSAMLE FE
FEiBERIEF N E B R
1. AD FSHARRARE S HRF
Cisco IdSHISAMLE fE E 18
EhBREFIEFNE RIER
1. Cisco IdSHHIAD FSEEFTEHHM.
2. Cisco IdSFIAD FSEEETR[E .
3. AD FSHH FHER g B EE 7% ( SHA256E2SHA )
4 EHEEH A E T IERE
5.8 &AD FSHHE H S & #7 Bl fid B T IF
6.REEAEBEHFERS HHA
7.38AD FSHVEERIBZ,
8. AD FSARLEAHE S HEETHE.
THEIEEA

s

EaHEfﬁﬁlﬁfl'%(IdS)iFIJActlve DirectoryBi & B 11 BB IRIS(AD FS) 2 BB B BS TN Z L ELEZ
BESCAMLEBREHEA(SSO)BRARENZ . RNXIEASEBEFAFEECisco IdSFIAD FSH
MWEL BN RERE , URERELEENERIRE,

Cisco IdSEP RE X
En HW

n




UCCX &1 #&
PCCE EECUIC ( BRHE—1E8|+ 0 ) LD ( BRF&ER ) #i7
BICUICFILD 5T A 1T 2kEBE

UCCE ;,

®R

BREBEEAELLT TE -

. Cisco Unified Contact Center Express(UCCX)hR411.55% Cisco Unified Contact Center
Enterpriseiix4~11.58Packaged Contact Center Enterprise(PCCE)r4x11.5 ( MIREH )

- Microsoft Active Directory - Windows Server L Z2#AD

. 1dP ( B R#t2X ) — Active DirectoryB#t& BRI (AD FS)iR452.0/3.0

JRRATH

AXHFRABTRA G EEREMBER R,

ANHHNEARBBBEERETRREANEEMEL. XPEAZNAMBERELREHER ( HER
) BAEREREE) ., MREHEREEER  FRACEEREMES

HRER

BuX , BRAR4AKM12kERE

DB R4

EY R,

#£Cisco IdSHAD FSBRE Y FERARER(FSRLEBRFEFHEA . F RRUCCXHFMUCCE) , B

E FEE 1T1dentity Service Managementfy "58%E 1 BEFH TBIEESSO

, AfE{RCisco IdSH]

AD FSY BIWELEIE % T4, R RIG KM , 556 A4S R IR 4L AV 1E & 18 A 2 =0 70 32 5 R AR R

B,

THERABRP S EEANEBRAEAN A

RARK/BFE

Cisco IdSH &

FedletH 3%

Cisco IdS APIE&

AD FSHHEM 4 AFEAERGERKPHNEHFA
FSHMEMERABS BT,

Bas

Cisco |dSEC #2858 15 50 8% Cisco |dSH 34 K IEIEE R,

Fedlet B #5 %12 #t B RAFE Cisco IdSH 4 W IE(ISAMLER ZRAV A& A

APIIER A A &7 Y B = Cisco 1dS APIF] &8
idSEEMNFRE

IR [B] Y E{a] 5 ER LA K Cisco

TENME
FERARTM

(RTMT{#
BEE F
fin E/Cisco
FEARTMT
FedletH i
FedletH i
FERARTMT
BEE F
EASERT
authorize_
1£AD FS¥E
Services L

o KREESAMLEERMEESAMLEER | AD 25\vindow

8, &
EWindow


/content/en/us/support/docs/customer-collaboration/unified-contact-center-express/200612-Configure-the-Identity-Provider-for-UCCX.html
/content/en/us/support/docs/customer-collaboration/unified-contact-center-express/200612-Configure-the-Identity-Provider-for-UCCX.html
/content/en/us/support/docs/customer-collaboration/unified-contact-center-express/200612-Configure-the-Identity-Provider-for-UCCX.html
/content/en/us/support/docs/customer-collaboration/unified-contact-center-express/200612-Configure-the-Identity-Provider-for-UCCX.html
https://supportforums.cisco.com/document/61856/tech-tip-collecting-mivr-logs-uccx-ip-ivr-8x-later#How_to_Collect_MIVR_Traces_using_RTMT_Tool_

E g NeN:

UT R L

SAMLARE 5 SAML Viewer#$ & Bh iR #£/153% B Cisco IdSHISAMLEE SR FIEFE, 1ME
WRIBEREAEIXER O MSAMLEER/EEIEEER, 2. SAM

3. SAM

AERRRENRER

SSOSMBBENEBESRURSESBRINREA IS (WRATBPIRENUE ) BEREZRF.

TREFMRAUAERERPREBISSOBELSRNKIE, ENETFRNTEUREMMMAEEH
Ao

S0 T 4a 7 78 T 8% +h Ak ol 1 Pk TE/B
Cisco IISHEBRR/IBE MRKXHK , BERTEEEMEISAMLIAEWRAD FS , Cisco Cisco IdS logs — TR
REE |dSEFE/RJSONEERE , ERTEFIKIDREEBMURLEMR. Cisco IdS APIIEIE — %
JEiBCisco IS B HRMER , BIERFTFEEMMEIAD FS, Cisco IdS##  Cisco 1dS logs — ¥ 7R/
SAMLEER TEREMEER. Cisco |dS APIERE — 2
AD FSHEEHBRES
AD FSEYSAMLEESR BRIBUERNEMARBAEHRAD FSARBFETRERE R
BB , MAREAE, iAML)‘%'Jﬁ%%ﬁHﬁ — =
HAD FSEix BEAEENTMARTBESEHRAD FSARB[ERIERER AD FSHHNEHRIRES
SAMLE fE BB RIEEREH, B
AD FSHIEHmIREE
FER B B Th AR RBACHS | |
Cisco IdSHISAMLE Cisco IdSA R —E50085 R R ERFE R —EREREE SAMLBIES /N — =
E}EE Eo ; EEEEF‘%;EEEFEEO

Cisco 1dS log — & R&
Cisco IdS APIIEE — 3

Cisco IdSHAuthcodefFR FE

FCisco [dSTE , SSOEAN L BEHRRBA TSSONERARERNFERRERT, THRAPIERRE
DRECREEREFMEFIRNFER. KIhRFEIEIERM EE @ ECisco IdSHISAMLIL .
EREEPNEMERBLEBRKCisco IdSEIXEEIFHFREME/JSON ( JavaScriptii RERTZE ) o

EUBRPENERER

1. REREFFEM

BERAE BABRKE , 2EREHBR4015ER,

BNEE

It B HIR4018888 « {"error":"invalid_client","error_description™:"Invalid Clientld, "}
gaemau s Cisco I[dSHEE :

2016- 09-02 00: 16: 58. 604 | ST(+0530) [ | dSEndPoi nts-51] WARN com ci sco. ccbu.ids 1dSConfi gl npl.j:

or g. apache. ol t u. oaut h2. conmon. excepti on. QAut hPr obl enException:invalid_client Invalid dientl
com ci sco. ccbu.ids. auth. validator.|dSAut hori zeVal i dat or. val i dat eRequi r edPar anet er s( | dSAut ho

AIRERY IR £ A Cisco IS B FissIMr =,
BMAIRE EfMTICisco IISEEL4E  YHAZFHESTCHKIEM. WRRE , BIEEESSOZAE

2. EREERIPHILERAEHRFEERAER


https://www.telerik.com/download/fiddler
http://social.technet.microsoft.com/wiki/contents/articles/3286.ad-fs-2-0-how-to-use-fiddler-web-debugger-to-analyze-a-ws-federation-passive-sign-in.aspx
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com ci sco. ccbu. ids. auth. api . | dASSAMLAsyncSer vl et . processSam Post Response( | dSSAMLAsyncSer vl et .
java. util.concurrent. ThreadPool Execut or. runWr ker ( Thr eadPool Execut or.java: 111114) 5)at java.

SAML#{3 88 :
& F#INotBefore MINotOnOrAfteri {2
<{&#-NotBefore="2016-08-28T14:45:03.325Z" NotOnOrAfter="2016-08-28T15:45:03.3252">

Cisco [dSHIIPR AP B RE L,
B Cisco IdSFIAD FSRAH A EERE, EBERMEANTPEIRESHAD FSRFZEMCisco [dHEIT R

3. AD FSHIEERR# & RM L ( SHA25688SHA1 )

FEERE
KSR

EHEER

ATRERYRE

BWMIRE

BEARREHY , BIESR L HIR5008558 , MEERIEA : urn:oasis:names:tc:SAML:2.0:status:Re
AD FSEHA MR AFHIEEIUEE — AD FSHMEEERS B EE % ( SHA2568ESHAT )
SAMLEE R 12

BNES

LB 2 HIR500865R -

[dPBELE$EES | SAMLEE KB

SAMLE S EIdP kA B , ARAEEAREEA : urn:oasis:names:tc:SAML:2.0:status:Responder, &R
AD FSEH4RER :

REAFEHEREELZHSAMLEBEREITER. FRAEREE Lhttp://www.w3.0rg/2001/04/xm
YA HARY 25 B S8 B % Bhttp://www.w3.0rg/2000/09/xmldsig#rsa-sha

Cisco IdSHF% :
com ci sco. ccbu.ids | dSSAM_AsyncServl et.java: 298 - SAM_.com sun.identity.sam 2. cormon. SAM.2cor
| aSyncServl et. get Attri but esMapFr omSAM_Response(| dSSAMLAsyncSer vl et. j ava: 472)

AD FSELE A& f# FISHA-256,

E#HAD FSLAEFASHA-1ETEHE R M MNE,
1. RDPZJAD FS%&#%.
2. BARRAD FSIZ4I#E,
J.EEGCHEFAEME, REE—T "B,
4. &1Z2AdvancedE &,
5. e TRLBE HIEESHA-1,



/content/en/us/support/docs/customer-collaboration/unified-contact-center-express/200612-Configure-the-Identity-Provider-for-UCCX.html#anc10
http://www.w3.org/2001/04/xmldsig-more#rsa-sha256
http://www.w3.org/2000/09/xmldsig#rsa-sha1

uccx115p1.toi.com Properties .

| Monitoring | Identiiers | Encyption | Signature | Accepted Claims
| Organization ] Endpoints | Prooxy Endpoints | Motes | Advanced

Specify the secure hash algorithm to use for this relying party trust.

Secure hash algorthm: | SHA-1 v

OK Cancel || Apply
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4 [ Trust Relationships

| Claims Provider Trusts
com | Relying Party Trusts

Help

Rehiing Party Trusts
Display Name
Device Ragistration Senvs
wocx 11501 toi.com

ip Zones

lssuance Transform Rules | issuance Authorzation Rules | Delegation Authorization Rules |

The folowng transform rues spechy the claims that wil be sert 1o the rehang pary.

Order  Rule Name lssued Clams

3. B#Fuser_principalMuid 2 & [E FE¥T Bk



You can configune thes ruls to send the values of LDAP sttrbutes & clams. Select an i
which If?mm-ut LDAP attributes. Specify how the attrbutes will map to the outgoing claim
Espnd the e

Chaimn nube name:
| NamelC|
Rule tamplate: Sand LDAP Aftriwdes as Claims

Prirbide shore:
| Active Directory v
Mapping of LDAP attrbutes (o oulgoing claim types:
%ﬁ“’m”wm Outgoing Claim Type (Select or type
SAM-Accourt-Name w |use
b |User-Prncipal-Hame v |user_pencipal
&* w
| <Previous | | Frish
5EAD FSHEEEHRAIRERER
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AD FSEH4RTIER :

SAML & {2 ER T8 7 R B8 &£ W 2 FINamel DR RE

FEE A : myids.cisco.com

BB BRI : urn:oasis : B : tc:SAML:2.0:nameid-format:transient
SPNameQualifier:myids.cisco.com

EEHEER

MSIS1000:SAMLEE R @& #HINamelDPolicy R BB TR E. §5K/EHIDPolicy:AllowC
LEESR KM,

FERERE
FRAD FS 20 EBEE TR ERHMESBASNFRAEE.,
Cisco IdSH##:

2016- 08- 30 09: 45:30. 471 |1 ST(+0530) [ | dSEndPoi nt s- SAML-82] | NFO com ci sco. ccbu. i ds SAM.2SPAdaj
</ saml p: St at usCode> </ sanl p: St at usCode> </ sam p: St at us>Aut hnRequest: n/a 2016- 08- 30 09: 45: 30.
comsun.identity.sam 2. cormon. SAML2Ut i | s. veri fyResponse( SAML.2Ut i | s. java: 425)com sun. i dentity
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http://ids-standalone-load-45-161.cisco.com/
http://ids-standalone-load-45-161.cisco.com/
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Select Rule Template

Steps Selact the template for the claim rube that you want to create from the folowing ks
@ Choose Fule Type detais about each claim rule template,
@ Corfigure Claim Fubs Claim rube template:

| Send Clams Using 8 Custom Rule

Claim rubs femplate description:

IUsing a custom nis, you can create rulss that can't be created with a ruls femp
written in the AD F5 claim rule language. Capabilties that requine custom rules i

Sending claims from & S0L stiribute sone

Sending claims from an LDAP attribute stors using a custom LDAF fiter
Sending clams from a cusiom sttrbute store

Sending claims only when 2 or more incoming claims ars present
Sending claims only when an incoming claim value malches & comples pathes
Sending claims with complex changss o an incoming claim valus

Creating claims for use only in later niles

3. BRBERIEM TAD FSHCisco IdASELFRETZ .



You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that exd
claims from a SQL attribute store. To configure a custom nue, type one or more optional conditions an
issuance statement using the AD FS claim nie language.

Claim rule name:

qu::mmmmjmm

Rule template: Send Claims Using a Custom Rule
Custom rule:

c: [Type ==
*http://schemas.microscoft.com/wa/2008/06/idencicy/claims/windowsacco
name "]

=> issue (Type =
"http:/f/achemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifie
Issuer = ¢.Issuer, Originallssuer = c.0riginallssuer, Value = ¢.Valu
ValueType = c.ValueIype, Properties
["http://achemas.xmlsoap.org/wa/2005/05/identity/claimpropertiea/for
"] = "urn:oasis:names:tc:SAML: 2. 0:nameid-format:transient™, Properti

["htcp://achemas, 33 - aimproperties/nam
alifier®] roperties
["http://achemas, y/claimproperties/spn

qualifier®] =

0K Ca

7.8AD FSHEERIBZ .

AEEE BEARRELY , BIER L HB500855% , MEEREEA : urn:oasis:names:tc:SAML:2.0:status:Re
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KMSB SAMLEEERRE
RN
ItE B HIR5008655 -
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HEHE SAMLET S #IdP %k B , ARAEHESE A : urn:oasis:names:tc:SAML:2.0:status:Responder, a5 =
AD FSEH4BEE :

Microsoft.ldentityServer.Web.InvalidRequestException:
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TEMicrosoft.IdentityServer.Web.FederationPassiveAuthentication.UpdateLoopDetectionCoc
TEMicrosoft.ldentityServer.Web.FederationPassiveAuthentication.SendSigninResponse(MS

Xm : <Event xmns="http://schemas. m crosoft.com wi n/ 2004/ 08/ event s/ event"> <Systenr <Provi del
<Event Recor dl D>29385</ Event Recordl D> <Correl ati on Activityl D="{98778DB0- 869A- 4DD5- B3B6- 0565/
ns2="http://schemas. m crosoft.com wi n/ 2004/ 08/ events" xm ns="http://schemas. m crosoft.com A«
M crosoft.ldentityServer.Whb. Feder ati onPassi veAut henti cati on. SendSi gnl nResponse( M5l SSi gnl nRe
Cisco IdSH#&

2016- 04-15 16: 19: 01. 220 EDT(-0400) [l dSEndPoi nts-1] com ci sco. ccbu. i ds | dSEndPoi nt.java: 102 -
comsun.identity.sam 2. profile. SPACSUti | s. processResponseFor Fedl et (SPACSUti | s.java: 2038) | aSy

"E—BERSEEAAD FSHERIBZ,

EBETEELEEDRE, ERURBEBIEFERER , BN :
1. ZAD FS WindowsZE 4 #1785,
2. EFRECBRAHEERE. EBESHMAEN , LA E Cisco IdSHIAD FS
3. BEFE A,

8. AD FSAEBEBAYE S MEHETESR,

G b E
KUTBR
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