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1. FRREICUBERISSHE .

2. BITELW S UAESIPHEFEACUBENCAR S, CUBEEIL{E/FICUCM(198.18.133.3)H

CVP(198.18.133.13)#SIP TLS:E# :

Conf t Sip-ua Transport tcp tls v1.2 crypto signaling remote-addr 198.18.133.3 255.255.255.255 trustpoint ms-ca-name crypto
signaling remote-addr 198.18.133.13 255.255.255.255 trustpoint ms-ca-name exit



JETELW R UEEHERHER LRMACVYP, HILRAIH | BEHRHZFE6000 /A R rFay
HHEFICVP:
Conf t dial-peer voice 6000 voip session target ipv4:198.18.133.13:5061 session transport tcp tls srtp exit
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1. & A UCCE Web Administration.
2. 8y

£ call Settings > Route Settings > SIP Server Group.

Media Routing Domain  Call Type Dialed Number Expanded Call Variables

RIBEWEE , 828 HACUCM, CVVBHICUBERELE T SIPAIREE, BEERFAELZESIPERTE
£A5061, TEURHIF | FEHALLTSIPRIARESHAE -

. cucm1.dcloud.cisco.com ¥ FACUCM
. wb1.dcloud.cisco.com 18 A ACVVB
. cubel.dcloud.cisco.com ¥IACUBE

3. —T cucml.dcloud.cisco.com , SREBTE Members FARSIPEIRESAE EFMEANER, RE
SecurePort ﬁiﬁfz 5061 %fﬁgi—? Save.



Route Settings

Media Routing Domain  Call Type Dialed Number Expanded Call Variables Routing Pattern

Edit cuecm1.dcloud.cisco.com

| Members |

List of Group Members °
Hostname/IP Priority Weight Port SecurePort Site
198.18.133.3 10 10 5060 5061 Main

4. ¥ —F whbl.dcloud.cisco.com SREBTE Members BB ) RXIE SecurePort FERZE 5061 AEIE—T save.

O
ROUte ‘-jetm mgS Media Routing Domain  Call Type Dialed Number Expanded Call Variables | Sip Server Groups

Edit vwwb1.dcloud.cisco.com

| Members |

List of Group Members o
Hostname/IP Priority Weight Part SecurePort Site
vwb1.dcloud.cisco.c... 10 10 5060 5061 Main
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1. BARK cisco vvB Admin B,

2. gﬂﬁ.fz System > System Parameters.

aliml,  Cisco Virtualized Voice Browser Administration
CISCO  For cisco Unified Communications Solutions

System  Applications  Subsystems Tools  Help

System Farameters
Logout

Cisco Virtualized Voice Browser Administration

System version: 12.5.1.10000-24

3. Security Parameters =i , 1B1E Enavle B TLS (SIP) A& Supported TLS(SIP) version as TLSv1.2 BF
Enable ¥{/ srTp.



Security Parameters

Parameter Name Parameter Value Suggested Value

TLS(SIF) O Disabld ® Enable | Disable

Supported TLS(SIP) Versions TLSV12

» Cipher Configuration TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
SRTP  [Crypto Suite: AES_CM_128 HMAG_SHA1_32] O Disablel@ Enable | [ Allow RTP (Mixed mode) Disable

4. B —T update. B—T ok ERREMBMEICVVBEIZERK,

alimliy  Cisco Virtualized Voi

vvb1.dcloud.cisco.com says
CIS€O  Fyr Cisco Unified Communications So

Please restart Cisco VVE Engine for the updates to take effect.
System  Applications  Subsystems  Tools  He

System Parameters Configuration “

LB Update @ Clear

5. ELEUFEENMECisco VVB5|E, EEFMEVVBEIZE , FEME ciscovva
Serviceability ,%&ﬁ__lt Go.

W EEGENGOE Cisco VVE Administration
Cisco VVE Administration
Cisco Unified Serviceability
Cisco VVB Sermviceability

Cisco Unified OS5 Administration

6. EffiE Tools > Control Center — Network Services.

Tools H&lg
Control Canter - Metwork Services

Fararmance Configuration and Logging

7.1 Engine ABIE—T Restart.



Control Center - Network Services

> start (@) Stop [}E Restart | (@ Refresh

— Select Server

Server * | vwhbi

System Services

Service Name

() Perfmon Counter Service
¥Cluster View Daemon

N er Manager
@) *Engine ‘I

rNanager Manager

kSubsystemn Manager
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VEWLEWGGE Cisco Unified CM Administration "

U=ername

FPaz=word

| [WaTally Rezet

2. B ABICUCMEF |, BATLAEMRE| system > Enterprise Parameters.



il  Cisco Unified C

cisco For Cisco Unified Com

Call Routing  Media Resour

SEerver

Cizco Unified CM

Cizco Unified CH Group
Presence Redundancy Groups
Phone NTP Reference
Date/Time Group

BLF Presence Group

Region Information k
Device Pool

Device Mobility 4
DHCP 2
LDAP »

SAML Single Sign-0On

Cross-Origin Resource Sharing

(CORS)
Location Info L
KMLPP 3

Physical Location

SRST

| I Enterprize Parameters I

Enterprize Phone Configuration

3. T:I_: Security Parameters %Bi‘l\ ) *ﬁﬁ%g\ Cluster Security Mode Eﬁi?j 0.

Security Parameters

ICIuster Security Mode * 0
Cluster SIPOAUth Mode Disabled

4. MR "HEZLER) REA, AIRTEELZLEARTEAELZSE, BEERCLIAREGE
o
5. FREACUCMIISSHEEE,
6. BIBSSHE I E AZEICUCME , FETUTHS :
utils ctl set-cluster mixed-mode



7. 8By RBEE—T ener EXMBETHR. KB TRBEEZEARERESEN,

8. EEE&E;‘& ) %E%ﬁﬁi@j Cisco CallManager N cisco CTIManager Hﬁﬁo
0. EEHRENRTS , BEMILEAZ Cisco Unified Serviceability.

VERILEVIIE Cisco Unified Serviceability 1

Username

Passward

| Login >

10. RIZh&E A% , BHZE Tools > Control Center — Feature Services.



alinl,  Cisco Unified Serviceability
CI5€O  Epr Cisco Unified Communications Solutions

Llarm * Trace - =znmp * CallHome *  Help -

SEFYICE
Activation

Cisco Un T eability
Feature Services
System versior Control Canter - B

Metwork
¥Mware Install Services {R) Xeon{R) CPU E5

serviceabilty
Reports Archive

Auddit Log

User admin last logg Configuration Monday, January 20, 20
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1. BEMARR , RRE—-T oo

Select Server

Server* [cucm 1. deloud.cisco.com--CUCM YoiceVideo *-*]| G0 | |

12. ECMBRFE T , i#E Cisco CallManager , AEBIE—T Restart &R,

| CM Services |

| Service Name
'@  Cisco CallManager |
Cisco Unified Mohile WVoice Access Service
Cisco IP Woice Media Streaming &pp
Cisco CTIManager
Cisco Extension Maohbility

Ol

SN Ne NS

13. HESEHIER | RBRE—T ok FERBHDEMBE.



Festarting Service. t may take a while... Pleaze wait for the page to refresh.
If wou see Stading/Stopping state, refresh the page after sometime to show the right status.

cancel |

14. ERINEFRLE cisco callManager , 12 Cisco CTIManager AR IE — T Restart IREALLE FTRE

Cisco CTIManager Hﬁﬁo

|CM Services

Service Mame

Cisco CallManager

Cisco Unified Mobile Woice Access Service

Cisco IP Woice Media Streaming App

Cisco CTIManager

8] [0} S NS IS

15. BEREHHRE , RBER—T ok FHEMBEDEHKAE,

Cisco Extension Maobility

Festarting Service. |k may take & while... Pleaze wait for the page to refresh.
If wou see Stading/Stopping state, refresh the page after sometime to show the right status.

cancel |

16. HIWEFREBRER  EERBHELZLEAREREARAER , FRBIBSHNRAE
MEICUCMEIE, AREBE Cluster Security Mode. RIE L BRES 1.

Security Parameters

Cluster Security Mode *

1

Cluster SIPOAULh Mode T

ACUBENCVPEESIPH#EZLEBER
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1. 2 AEICUCMEE T H,
2. BB AZBICUCMEE , BfRE system > Security > SIP Trunk Security Profile AfE ACUBER I K ELZ L

BLEER

Cisabled



Call Routing *  Media Rezources +»  Advanced Festures = Device -

SErver

Zizco Unified Ch

Cizco Unified CM Group
Prezence Redundancy Groups
Phone MTP Reference
DatelTime Group

BLF Prezence Group
Fegion Information
Device Poal

Device Mokility

DHCP

LDAP

&ML Single Sign-2On

Cross-0rigin Resource Sharing
[CORE)

Location Info

MLPP

Phyzical Location

SRST

Erterprize Parameters
Erterprize Phone Configuration

Service Parameters

iing: The system has not co
on within 88 days to avoid |

device is configured. This is

15 Paging is not configured,

wdministration

146

tel(R) Xeon{R) CPU E5-2660 v4 |

on Wednesday, December 25, 2019 3:
=, Inc,

ures and is subject to United States an
aws, By using this product you agree t
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nmunications Manager please visit our |

I Security I

Application Server
Licenszing

Geolocation Configuration

I SIP Trunk Security Profile I

Cerificate

Phone Security Profile

CUME Server Securty Profile

™

3. BE LA , F—TAdd NewH BH B EER,



Svztem +  CallRouting *  Media Resourcez +  Advanced Festures

Find and List SIP Trunk Security Profiles

|:|']= Al Mewy Select Al Clear Al @ Delete Selected

4. 5%7E SIP Trunk Security Profile ¥EALLER , REBE—T sae FEAETA,

Swstem »  Call Rowting +  Media Resources +  Advanced Festures = Dewvice - Application +=  User Management = Bulk £

SIP Trunk Security Profile Configuration Related Links:
LH Save x Delete Copy % Reszet 52 Apply Config I::} Acddd Mewy
-Status

@ Aadd successful

@ Reset of the trunk is required to have changes take effect,

-SIP Trunk Security Profile Information

Mame* SecureSIPTLSforCube
Description

Device Security Mode |En|:r3rpted Vl
Incoming Transport T3r|:u3"c |TLS "’l
Qutgoing Transport Type TLE il

[_JEnable Digest Authentication
Monce Validity Tirme (rins)* G000

Secure Certificate Subject or Subject Alternate Name |s1p-cw

-
| Incorming Part® SO6l

[_Enable application level authorization

(] Accept presence subscription
(] Accept out-of-dialog refer®®
] Accept unsolicited notification
(] Accept replaces header
I Transrnit security status

L allow charging header
SIP 150 Outbound SDP Offer Filtering * |Llse Default Filter 1"*-"’|

5.REREHFTHKR Secure Certificate Subject or Subject Alternate Name CU BEEEWALHASE (CN) ) AT



AEEL,

6.3%—T Copy BRI EHR Name HRERE SecureSipTLSforCVP.'g‘E Secure Certificate Subject CVP R Y ] A
EERREMCN , HATHALE, H—T save &il,

G Save x Delete Copy % Reset z Apply Config EB_‘.I A Mesy

@ Reset of the trunk is required to have changes take effect,

SIP Trunk Security Profile Information

Mame* |SecureSIPTLSfDerp |
Description | |
Device Security Mode |En|:r1_.rpted Vl

Incaring Transpart Tvn,r|:u3"c |TLS Vl

Qutgaing Transport Type |TLS Vl
[|Enable Digest Authentication

Monce Validity Tirme (rnins)® 600

Secure Certificate Subject or Subject Alternate Name |cvp1.dcloud.cisca.com |

Incoming Port® SO61

[_JEnable application level authorization

[ Accept presence subscription
] Accept out-of-dialog refer**
] &coept unsolicited notification
] &cocept replaces header
[ Transmit security status

[ allow charging header
SIP Y150 Qutbound SDP Offer Filtering"c Use Default Filter b
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1. ECUCMEEEHEHL , EfE Device > Trunk.



Device - Application - Uzar Managame

CTl Route Pairt
iZlekeaspar
al sy

PhiGre I

I Trunk

Remote Destirstion

Devios Setting=s L]

2. B E2CUBEF#, EAREIF , CUBEFREBERE vcuve , REBE—T Find.

Trunks (f -5o0f5)

Find Trunks where | Device Name v | begins with v JvCube I [ Find | [WI[EHE|
Select itern or enter search text V|
E.I Name = Description Calling Search Space Davice Pool Route Pattern Partition
0 é vCUBE dcCloud CsS dCloud DP  cloudcherry.sip twilic.com dcloud PT
C| - ¥CUBE dCloud CSS dCloud DF 7800 PSTH Incoming_Nurmbers
O & ¥yCUBE dCloud CSs5 dCloud DP 6016 PSTM Incoming_ Mumbers
O E vCUBE dCloud CSs dClaud DP 7019 PSTH Incaring Murnbers
0O &= vCUBE dcloud €SS dCloud OP  44415%K Robot Agent Remote Destinations

3. #%—T vcuse FBAVCUBER#E B B,
4. £ Device Information 584 , M2 EE SRTP Allowed BREX 5 38 , A{ERUASRTP,

[ unattended Port

RTP allowed | When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information,

Consider Trathc on This Trunk Secure™ |when using both sRTP and TLS ~ |
Route Class Signaling Enabled* | Default |
Use Trusted Relay Point™® [Default v

5. ﬁTiﬁibE“ SIP Information %Bi?\ , fﬂ(ZEEf( Destination Port EEEE 5061.
6. BF SIP Trunk Security Profile FXfRZE SecureSIPTLSForCube.

rSIP Information
Destination
[l Destination Address is an SRV
Destination Address Destination Address IPvE Destination Port
1* [198.18.133.226 || 5061
MTF Preferred Originating Codec™ F1lilulaw hd
BLF Presence Group® | Standard Presence group V|
ISIP Trunk Security Profile® SecureSIPTLSforCube i ¢
Rerouting Calling Search Space < MNone = v

7.3 —T save A% Rest KEZ save WERAE X,



Trunk Configuration

B Save x Delete % Resat HI]: Add New

Status

® Update successful

The configuration changes will not take effect on the trunk urtil a reset is performed. Uze the Reset button or Job Scheduler to execute the reset.

8. %ﬂﬁi Device > Trunk , E%CVPEF% ) ‘-f:l_:lﬂ.',/'.I_‘WJ':I:l ) CVPEF%%EE cvp-SIP-Trunk.ﬁi—-F Find.

Trunks (I -fofl)

Find Trunks where | Device Name ~ | begins with | cvp || Find || Clear Filter | qp || ==
| Select itern or enter search text ¥ |
(] MName Dezcription Calling Search Space Device Pool
-SIP-Trun -SIP-Trun ou ou
- CWP-SIP-Trunk CWP-SIP-Trunk dCloud C55 dcloud DP

9. % —T cvp-sip-Trunk BIRKCVPH#EEE B H,
10. £ Device Information 2B , BBZE SRTP Allowed BREV T , LMERXFASRTP,

[ unattended Port

¥ srTP allowed | when this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information.
Consider Tratic on This Trunk Secure®

[When using both sRTP and TLS ~
| Default w |
[Default v |

Route Class Signaling Enabled®

Use Trusted Relay Point®

1. | NREE| SIP Information 2B , B X Destination Port R ZE 5061.
12. 8% SIP Trunk Security Profile B RZE  SecureSIPTLSForCvp.

rSIP Information

Destination

[ Destination Address is an SRV

Destination Address

Destination Address IPv6
1* [198.18133.13 ||

Destination Port

S061
MTP Preferred Originating Codec® Tliulaw hd
BLF Presence Group"c | Standard Presence group v |
ISIP Trunk Security Profile * [ SecureSIPTLSforCvp | v

13. F-— T save A% Rest KEZE save WEAE X,

The configuration changes will not take effect on the trunk urtil a reset is performed. Uze the Reset button or Job Scheduler to execute the reset.
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1. B AE| cisco Unified Serviceability 7T .
2. gﬂﬁi Tools > Service Activation.

alinl, Cisco Unified Serviceability

CISCO  Eor Cisco Unified Communications Solutions

Alarm = Trace « | Tools * | Snmp ~ CalHome = Help -

Service
Activation

¥ Control Center -
Feature Services

3. BECUCMABELE T co.

servert | cucml.doloud.cisco.com--CUCM Voice/Video v || Go

|—5elect Sserver

4, S'Zz— Cisco Certificate Authority Proxy Function ?}‘1&& N save E&Fﬁ HE@% 'ﬁt T ok ﬁEm,o

Security Services

| Service Name Activation Status
Cisco Certificate Authority Proxy Function Deactivated
[] Cisco Certificate Enrollment Service Deactivated

5. BRREERA  RREMECUCMERE,

Cisco Unified Serviceability

Cisco Unified Reporting

Cisco Unified CM Administration

Disaster Recovery System

- Ciern Linified Serviceahillity




6. RIWEABICUCMERE%E , BfE system > Security > Phone Security Profile BV EBRERBUEEL S
BREER,

ahiml,  Cisco Unified CM Administration

CISCO  Fyr cisco Unified Communications Solutions

Svztemn «f| Call Routing = Media Resourcez +  Advanced Feastures +  Dewi

Cizco Unified Chi

Cizca Unified Ch Group device is configured. Th
Preszence Redundancy Groups 15 Paging is not cnnfigur
Phone MTP Reference

DaterTime Group

BLF Prezence Group

Fedion Information k
Device Pool

Device Mobility k
CHCP 2
LDAp 2

SAML Single Sign-on

on Friday, December 20, 2019 1r

Cross-0rigin Resource Sharing

(CORS) <, Inc,

Location Info k

hLPP ¥ fures and is subject to United Stat

aws, By using this product you ac
Phy=zical Location

o cryptographic products may be

SRET
Erterprize Parameters nrnunications Manager please visi
Erterprize Phone Configuration our Technical Support web site,

Service Parameters

Security k Certificate

Application Server I Phone Zecurity Profile I

Licenzing k SIP Trunk Security Profile

Geolocation Configuration CUMA Server Security Profile
=

7. EHRENAEREEFIHENLZLEEER, R AP , FHNERKEBEF , HIEE



Cisco Unified Client Services Framework - Standard SIP Non-Secure Profile. E—T r@@ch /7_'\ L J‘XE@

RUEEEER,

Phone Security Profile (f-1of1) Rows per Pagel 50 'I
—
Find Phone Security Profile where I Marme ;Ilcontains I vlclientl Find I Clear Filter I '{'Fl I='|
r Mame = Description Copy

Cisco Unified Client Services Framework - Standard SIP Mon-Secure Profile  Cisco Unified Client Services Framework - Standard SIP Mon-Secure Profile | [

8. %Eﬂlﬁﬁ?ﬁi%ﬁﬁ% ;E_" Cisco Unified Client Services Framework - Secure Profile. ,EE\EE&JJZB%QQ ':F' E’S} §| §5{
) %?ﬁﬁ_T Save EEEE’QELﬁo

Svatem +  Call Routing = Media Resources +  Advanced Festures +=  Device = Applicstion = User

Phone Security Profile Configuration

—Phone Security Profile Information

Product Type: Zisco Unified Client Services Framework

Device Protocol; SIF

Narme ™ |Ci5n::n:| Unified Client Services Frameworlk - Secure Profile
Description |Ci5n::n:| Unified Client Services Framework - Secure Profile
Device Security Mode | Encrypted ;l
Transport Type™® |-|-|_5 -

W TETP Encrypted Config

™ Enable oauth authentication

—Phone Security Profile CAPF Information

Authentication Mode® IF-"Y Mull String -]
Key COrder® [Rsa only =]
RSA Key Size (Bits)* [z048 -
EC Key Size (Bits) |.=_- Nane = -]

Mote: These fields are related to the CAPF Information settings on the Phone Configuration page.

—Parameters used in Phone

SIP Phone Port™ [cpa1

Sawve | Delete | Copy Reset | apply CnnfigJ add Mew |




0. RWEBIEFHEREERRE , EMZE Device > Phone.

Device = | Application + User Manageme

CTl Route Point
Gatekeeper

Gateway

Phone i

Trunk
Remote Destination I

Device Seltings L

10. B—TF rind ZSIHAABEATAER , FE—TEREESR.
1. EFEFEEEMEBR. 23 Certification Authority Proxy Function (CAPF) Information 2b70'e 222 4E
LSC, FHEXIE Certificate Operation REZE Install/Upgrade F Operation Completes by Z{E{AI AR B F

o

— Certification Authority Proxy Function {CAPF) Information

Certificate Operation® Install/Uparade ""'*l
Authentication Mode * By Mull String v |

Authentication String

Key Order® RE4 only v

RSA Key Size (Bits) ™ | 2047 ~ |

EC Key Size (Bits] it
| Operation Completes By |zp21 [|oa  [[16 ][12 | CreevmseDo:HH])

Certificate Cperation Status: None
Mote: Security Profile Contains Addition CAPF Settings,

12. 2, Protocol Specific Information ﬁ%ﬂﬁﬁ%ﬂﬁl Device Security Profile R ZE Cisco Unified Client Services

Framework — Secure Profile.

-|Prutucu| Specific Information i

Packet Capture Mode™* | None ~|
Packet Capture Duration ||:|

BLF Presence Group™® |Star||:|ar|:| Presence group v|
SIP Onal Rules |-=: Mone = vl

MTP Preferred Originating Codec*  711ylaw

Device Security Profile® | Cisco Unified Client Services Framework - Secure Hvl

Ferouting Calling =earch Space Cisco Unified Client Services Framework - Secure Profile

13.%— T sae EEEMNELF, BREREKIIFHEE , RABIE—T Reset.



System = CallRouting = Media Resources = Advanced Features = Device v A

x Delete Copy %' Reset | 7 Apply Config |:|';5 Add New

Status

® Update successful

14, LRSS R —EEHARE |, — T Reset HERRERAE.

Device Reset

r Reset Information

15. REBEEBXECUCMEME , BRIFENEEERFELSCRAEZER M. X ZE Cerification

Authority Proxy Function (CAPF) Information i , Certificate Operation WIEFRER No Pending Operation bl

Certificate Operation Status %Eﬁ Upgrade Success.

— Certification Authority Proxy Function (CAPF) Information

Certificate Operation® ! Mo Pending Operation o

Authentication Mode © By MNull String

Authentication String

Generate String
Key Order® RS& Only
RSA Key Size (Bits)™* 048
EC Key Size (Bits)
Operation Completes By 2021 04 16 12 | (YYYY:MM:DD:HH)

I Certificate Operation Status: Upgrade Success
Mote: Security Profile Contains Addition CAPF Settings.

"

16. FSRSBRTIWHARLSR. 7-13, REEBECUCMARERRZESIPHMRTPH HAEEKE
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1. B &SRO HRIEREN | WEEEIVRIE R,
2. @ , BRZEIVCUBESSHESE , IETUTHS :

show call active voice brief

R RESRTPEA S on FECUBEFIVVBZ[(198.18.133.143), MR R , BRI LIHER
CUBEXIVVBZEMRTPHERZ LM,

3. ERESE A LAREE L,

NI - : @ Mot Ready |
Cl1Seo Cisco Finesse @

N Agent ‘ Ready

l'f ® Break

Agent Mame State

4. BEREERE  FUSEREEER, ERER,
5. ULEAREIERFE, REVCUBE SSHERE , WETUTWS ¢

show call active voice brief



BT MESRTPREA on ECUBEMEFER EFE(198.18.133.75) 2 B H1#i, MIRRE , EFIM

FEFECUBEMAE BHRTPRERZEM.,

6. lo , —EFMBER K ZEHRTREREREBREL SHUBER TRTPRERZEMN.
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Self-view Keypad Mute Volume More
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