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http://www.cisco.com/c/dam/en/us/td/docs/telepresence/endpoint/software/tc7/release notes/t
c-software-release-notes-tc7.pdf
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CFERRERT , TMSIEEHERELXSBREFFANEBRARS,

. BETLSHRA.0O%ME R |, FAREATLSHRA.1F11.26 | TMSTEHEEKHNTCP=XBF KT
BEXZEERFE(SSL)EFFiwhello, ER2MATLEATLS 1.2/ MBEER,
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1.TMSWindows
2.Windows(-> — >Regedit)
3.

FileExport
Save inFile name
Save

4TLS 1.1TLS 1.2

HKEY_LOCAL_MACHINE —> SYSTEM —> CurrentControlSet —> Control —> SecurityProviders—> SCHANNEL —>
(Us)

TLS1.1TLS 1.2

TLS1.1TLS 1.2
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£’ Registry Editor

File Edit Wiew Favorites Help

E J ScsiPort ;I MName ] Type | Data

- [ SecurePipeServers ab|(Default) REG_SZ {value not set)
= [ SecurityProviders $4|DisabledByDefaul  REG_DWORD 0x00000000 (0)
il SaslProfiles W8|Enabled REG_DWORD 000000001 (1)
= . SCHAMMNEL

- |, Ciphers

- . CipherSuites

- | Hashes

.7 KeyExchangealgorithm
BE- |, Protocols

S5L 2.0
Bl- J SSL3.0

- Client

B TS5 1.2
b | Clienk
e | Server

<|:

I_"ILI il |

[Cnmputer'gHKE‘\"_LDCAL_MACHINE'I,S‘:'STEM';CurrentCantrnISet'l,CnntrnI'l,SecurityF'rnviders\,SCH.ﬁ.NNELi,PrutncaIs'l,TLS 1.1\Server

a iz

TLSDWORD

Di sabl edByDefault [Val ue = 0]
Enabl ed [ Val ue = 1]
5.TMS WindowsTLS

:https://technet.microsoft.com/en-us/library/dn786418%28v=ws.11%29.aspx#BKMK_SchannelTR_TLS12

NARTACTLShttps://www.nartac.com/Products/IISCrypto/Download

TMSIENREEX

R ERRA®  FEALBEERTMSTE LNZERE.
SR1.FEMTMSIE

S BR2 .38 8 Z Security Settings > Advanced Security Settings
TR ERBRRZSRET  BBEAREUREAPHE
HEBR4E—T "Save.

S BR5 AREBEFRE R RET L /Y InternetE FABR# (11S) I TMSDatabaseScannerService , 3 R(E)
TMSPLCMDirectoryService ( 1R 2= 1k )

TE . BTLSEER "Hh, BEdA P —7. K, BERtenetN B EFEREEWE
(SNMP), EMEHTMSSNMPRRIEFLL , IETMS Web T H L 8 HEHR.
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FRRERERNEEEH

ESQL 2008 R2IEfE{EA P LEAETMS Windows@E RS L , RPEERREBERATLS1.0F
SSL3.0 , BHISQLERKEE 13 B SR E.

LA ESHARPEINTER

Weror 5/25/2016 9:31: 16 PM MSSQLESQLTMS 26011 Server
WV Error 5/25/2016 B:35:48 PM MSSQL$SQLTMS 3999  Server
WError 5/25/2016 7:09:26 PM MSS0LSSOLTMS 3999 Server
i Error 5/25/2016 5:43:08 PM MSSQLSSOLTMS 3999 Server

Event 26011, MSSQLSSQLTMS

General I Details I

The server was unable to initialize encryption because of a problem with a security library. The security library may be missing. Verify that security.dll exists on the system

fEASQL 20128 , MR ZEETMS WindowsfafREs £ , RIZEEFEHUEETLSE X
(https://support.microsoft.com/en-us/kb/3052404)

FFASNMPE TelnetEE K IH B R "Security violation: T St FF Telnet @A 1

¥ MI-AHOC-HDX-Test2
—

Pobycom HDX 8002 Ststus Security vinlation: Telnet communication is not allowed Address 10 2065121 Connectivity: Reachable on LAN Software version Release - 3.1.10-51067
Edit Seftings | Ticke! Fiters

Tickets

A Warning! Connection status is "Security violabon: Telnet communication i not allowed™. The Seiings and diagnostic mESsages may be unrekable

Open.
#1160969 - TMS Connection Error (5252018 92219 PM

B

Q!&?H—:TLS&IE%MediumEE&EMedium-Highlﬁ , 1E ATFERTLShRA1.2ETMSE HTCP=IRIEF
i H 2 & Client Helloh &% :

6.26 10.10.245.131 TcP 66 58930 > 443 [SVN,

:m-':m

19, : .245.131 10.48.36.26 TCP 66 443 » 58930 [SYN, ACK] Seq-d Ack=1 Win-14600 Len=@ MSS=145 SACK PERM=1 WS=64
?86 19 843349 16. 48 36.26 10.10. 245 131 TEP 54 58939 + 443 [ACK] Seg= 1 Ack=1 Win=65536 Len=8
787 19.843744 16.48.36.26 18.18.245.131 TLSv1.2 351 Client Hello

TLS1.2MREBE :

Frame 787: 351 bytes on wire (2888 bits), 351 bytes captured (2888 bits) on interface @
Ethernet II, Src: Vmware 99:59:f1 (#0:56:56:99:59:f1), Dst: Ciscolnc_29:96:c3 (88:1b:54:29:96:c3)
Internet Protocol Version 4, Src: 10.48.36.26, Dst: 16.10.245.131
Transmission Control Protocol, Src Port: 58938 (53938), Dst Port: 443 (443), Seq: 1, Ack: 1, Len: 297
Secure Sockets Layer
4 TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.2 (@x@8383)

Length: 292

I Handshake Protocol: Client Hello

b ¥ v = 7

M RRE Emedium , BITMSTEHE P& BEBIXMRA1.069SSL Client hello , ZBEBRIEECHEAEF
WX ENRSTLSHERSK , EXRFHETVMS,


https://support.microsoft.com/en-us/kb/3052404
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File Edit View Favorites Help

----- l, ScEvents A Mame Type Data
b4y ScsiPort ab] (Default) REG_SZ (value not set)
- |, SecureBoot 4| DisabledByDefault REG_DWORD 0x00000000 (0)
- SecurePipeServers %] Enabled REG_DWORD 0x00000001 (1)
- SecurityProviders

----- . SaslProfiles

4- ) SCHANNEL

----- . Ciphers

----- . CipherSuites
----- | Hashes
----- | KeyExchangeAlgorithms
4. . Protocols
bl SSL2.0
4.} TiS12

{ | Client

HER2. TMSHR AR/ NEE L IR EHSSLE FiwhelloF ST BRI ARA
1287 11.9999090 10.48.79.117 ~ 10.10.0.53  TCP 66 57380-443 [SYN, ECN, CWR] Seq=0 w
1288 12.001195010.10.0.53  10.48.79.117 7TCP 66 443-57380 [SYN, ACK] Seq=0 Ack=1

.001209010.48. .10. TCP 54 57380-443 [AcK] Seg=1 Ack=1 win=6

. 0013900 10. 48. .10. 157 Client Hello
. 0027650 10.10. T 60 443-57380 [ACK] Seq=1 Ack=104 Win
. 0035480 10.10. 0. 5 60 443-57380 [RST, ACK] Seq=1 Ack=10
1294 12.0068970 10.48.79.117 10.10.0.53 TCP 66 5738180 [SYN, ECN, CWR] Seg=

wi
1295 12.008402010.10.0.53 10.48.79.117 TCP 66 8057381 [SYN, ACK] Seq=0 Ack=1 W
1296 12.008417010.48.79.117 10.10.0.53 TCP 54 5738180 [AcCK] Seg=1 Ack=l win=65
1297 12.008498010.48,.79.117 10.10.0.53 HTTP 217 GET /tcs/systemunit.xml HTTP/1.1
1298 12.009936010.10.0.53 10.48.79.117 TCP 60 8057381 [ack] seg=1 Ack=164 win=
1299 12.010421010.10.0.53 10.48.79.117 HTTP 444 HTTP/1.1 301 Moved Permanently (
1300 12.010536010.10.0.53 1. 4R.79.117 TCP 60 RO-573R1 TETN. Ack]l sen=391 ack=1

Frame 1290: 157 bytes on wire (1256 bits), 157 bytes captured (1256 bits) on interface 0
Ethernet II, Src: Vmware_99:42:e9 (00:50:56:99:42:e9), Dst: Cisco_29:96:c? (00:1b:54:29:96:c7)
Internet Protocol version 4, src: 10.48.79.117 (10.48.79.117), Dst: 10.10.0.53 (10.10.0.53)
Transmission Control Protocol, Src Port: 57380 (57380), Dst Port: 443 (443), Seq: 1, Ack: 1, Len: 10
Secure Sockets Layer
3 55L Record Layer: Handshake Protocol: Client Hello

Ccontent Type: Handshake (22)

version: TLS 1.0 (0x0301)

Length: 98

+ Handshake protocol: Client Hello

SRS EEHEREIEXTMSTEFMTLSEER , RAKRRRAH
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CIsco
Configuration Security Settings Utilities Diagnostic Tools
Encryplion Key Optional Features Control

[| Disable Provisioning
[ pisable SNMP

Advanced Security Seftings Auditing

[ Auditing Always Enabled

TLS Client Certificates

Transport Layer Security Options

O Request Client Certificates for HTTPS API
[] Enable Certificate Revacation Check

Banners
Banners on Web Pages and Documents

Top Banner: ALERD LAB TMS

Bottom Banner:

Restart [IS and all TMS services for the changes to take effect.

SAVE

S EBARBIEENERG ERBTMSHRZN15.x , HASTC/CERR L&k F7.3.3,CSCuz7 154281 88
HiE ( B14.6. XARE ) P ERMELEEE,


https://tools.cisco.com/bugsearch/bug/CSCuz71542
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