£ HCSR
SEB1EEEE,
S ER 2 4 callbridge, xmpp, webadminFlwebbridge CSR,

FREENBNAEEBRIRHEERFR(CSR) LA HZEN BT LEE B RMeeting Server (CMS),
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ANHHEARBBERBEERTREANKEMEL. XHEAINAMBERELRERER (HR
) BVHERERRE) . MRIEHVEEREFT | BRARCHEAETAESTRERNTE,

£ K CSR

ELECSRIAFXEME , —EREREESFIENETITNE(CL)EEECMSHARE LEL



CSR, Z—EREANBE=ZBRRBEEN(CA) ( HIMFMSSL ) RE£ECSR.
EEMERBRT , MLAER ERNFTFEERCSR , CMSERM T EEER T1E.

SR FEEER.

pki csr <key/cert basenane> <CN: val ue> [ QU:. <val ue>] [Q <val ue>] [ST: <-value>] [C: <val ue>] [subjectAl tNar

- <key/cert basename>—REHH TMANCSREBNFH, EANTERHF T, EFH K/
[RRF T, ERLIEMRNL

« <CN:value>22 A&, ERTEMEAZFE(FQDN) , I5EMRFEME B ERF(DNS)HHY
BYUME, E=_LERN

« [OU : <value>|ZREMEBEMRIIEE, Hlwm , XE, IT. TEM. MK, LHBEERL,

« [O: <value>|RIEBTEK LR, BERSEHMHUARAERE, HABREMEEAL

« [ST : <value>|R&. H[E, BFIM. Hln, MM BSER. LR BFHEML.

« [C: <value>|ZEIZ/th[E, EHRBFIEEZR/MENBEBFEEABISONRE (MEFR ),
f5lgn , US, GB. FR. LtAZEMMNAL,

* [subjectAltName : <value>]R EBE X B M(SAN), MX509hRA3 (RFC 2459)B%8 , A&
L BEAREBCSSL)BEREERILARENZEER. MU TEEENBERESEHEE.
TR EEIPHt, HE. B4tut, ERDNSERESE , LUERS R, MREEE , Bt
BEIBERITECN, HAERTERMN , EXEEESANBN S REFETIEREEEENE
EREHBEXMPP)EFiRiESRE , BAXMPPE FimSRBRE &R,

ZBR 2.4 Fcallbridge. xmpp. webadminFlwebbridge CSR,
1. EAPuttyZiEICMS CLIX FREEEIRF & A,

2. BT ToT , MEACMS LIFENSEREEICSR, AR EFERF Tt (*.com)=®
BEFQDNEACN, SECMSHAREMFQDNL EXERMAURLMEFEE,

AR % w

pki csr <cert name> CN:<server FQDN>

\Webadmin

. pki csr <cert name> CN:<Server FQDN> subjectAltName:<Join Url>,<XMPP domain>
Webbridge

Callbridge

pki csr <cert name> CN:<Server FQDN’ s>

TURN
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3. MRCMSEEHE , BETUTHD,

AR#%

TURN

Callbridge

B FERS

pki csr <cert name> CN:<cluster FQDN> subjectAltName:<Peer FQDN'’s>

XMPP

pki csr <cert name> CN:<Cluster FQDN> subjectAltName:<XMPP Domain>,<Peer FQDN's>

SBIERENEFHECSREFARNBCAHEEITES,

fECMS 2.7F% , B4 ERRERERENERE., H2.7H , BASE - EATARBZERNERS
HYRECA,

1. EAMEX O L |, 1B 1T daabase cluster remove.

EEXERRHERL | E{Tpki selfsigned dbcaCN. #ifil : Pki selfsigned dbca CN:tplab.local

EEXER M LB Tpki csr dbserver CN:cmscorel.example.com subjectAltName, R :

cmscore2.example.com,cmscore3.example.com

T TEE) £, AERESRREREILEE pki csr doclient CN:postgres o

EPrimary £ , EFdocazkBdbserver® £ pki sign dbserver dbca

EEXE L, FHdbcarkEEEdbclient?® Fpki sign doclient docao

#&dbclient.crt#E R 2 F RER B E R EE R P A ARER

#&dbserver crifE RERFFABE S MA BB EN MRS (HARERERENER )

#&dbca.crtig REREIFTE R ARER.

EEDBRIARES L |, iEfTdatabase cluster certs dbserver.key dbserver.crt dbclient.key dbclient.crt dbcacrt, EAEE A dbcacrtfe

Hroot cacert ( EWMRINEL ) o

.

EEDBAIMRET L , iE{Tdatabase cluster localnode as

EEDBIRST L , iE{Tdatabase cluster initialize,

EEDBfARES L , iE{Tdatabase cluster status, HEE ZIEI% : (me) : BiEFNEEH B,



o HEEMABRESENAEHM O L |, E{Tdatabase cluster certs doserver.key dbserver.crt doclient.key doclient.crt
dbca.crt,

. HEMRIEPERESE (KRHEEREHE ) WAFERD L , 11T database cluster certsdbclient.key chclient.crt doca.crt .

- GEEESKMNZROL (HEEREHE)

« JE{T database cluster localnode a.

«  iEfTdatabase cluster join.

o CERR (RREEMEHE ) HONKLD

* rundatabase cluster localnode a.

o JE1T database cluster connect o

SR 4 MEBRFINEE.

- REAENM (HHEH) TUEBREREETRE , FBEITpki inspect <filename> @ H .

o ZULIMBIRERSTHEMRBCTER , REBIETHHpki mach <keyfile> <certificate file>.

. ERBREECHCAZZLURBEMHESTAREERE , BETH DK verify <cert> <certificate bundie/Root CA>,

SER 5.8 %A " ERARNCM SRR LR T



1 BERBREREWebadmin , FHITFSIES :

webadmin disable
webadmin certs <keyfile> <certificate file> <certificate bundle/Root CA>

webadmin enable

2. BB EEARCAlbridge , FEETUTHS :

callbridge certs <keyfile> <certificate file> <certificate bundle/Root CA>
callbridge restart

3. EREERATIWebbridge , FETUTHD :

webbridge disable
webbridge certs <keyfile> <certificate file> <certificate bundle/Root CA>

webbridge enable

4 EBERBRIEERAEXMPP, BHIT TG

T

g
dp

xmpp disable
xmpp certs <keyfile> <certificate file> <certificate bundle/Root CA>

xmpp enable



5 ARNBREAZENEIMABNENERE LNBHEBE  FAT TS !

database
database
database
database
database

cluster
cluster
cluster
cluster
cluster

remove (on all servers, noting who was primary before beginning)

certs <server_key> <server_certificate> <client_key> <client_certificate> <Root ca_crt
initialize (only on primary node)

join <FQDN or IP of primary> (onTly on slave node)

connect <FQDN or IP of primary> (only on nodes that are not part of the database clust

6. ESEEEMIITURN , FBETUTHS :

turn disable
turn certs <keyfile> <certificate file> <certificate bundle/Root CA>
turn enable

EEEEENRE

WCMS3.0BitE , LRECARECERRTRREET. WA HREMRBMS K ELRERHIE  CLARBERENEES
X, E—HMIFEEE

BIUFBEEEHER , I0Web Bridge 3B RIV A E , X EREREETHE (WEFTR ) , HPentity certfI RATEED , intermediatesfiz A #
, root CANRIESS , REBIRE—EEE,



Entity cert
=mee=PHN CERTIFICATE====m

Intermediate cart

————— END CERTIFICATE=====
————— BEGIN CERTIFICATE=-===—=

root oart
————— oo CERTIEICATE—-————

] gingle Carmage refunn a1 &

]

ERAREES  BENRKEREERE—ARE,

CARMaEETARER K ARREREBRE.

SRR PR

NMRAFEERBRERNEREZANFTERBNBHRE  SHEENSF LR L EREFERBOHMIE. IRERM , ARFERR
BR% A mMEFEMEERE.

WMRBTpkicer .. , LERELARBEETNSHMETE , ACSUNPERE, WREEERETDRE , XELETHET THH
CSRMEIR , FEAFEE. EXFIBELRIMMSI2H , TUEHRGEENEDER,

MEEHERECBY , LEEHREEREPrimary database cluster status 25 , A EFTEETE FIEIT6$ database cluster remove,
RBETUFERASBITHNRA. ERENEEFHCSRYEFARNECAHEEITES.
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https://video.cisco.com/video/6174375380001
https://video.cisco.com/video/6174375380001
https://video.cisco.com/video/6174375380001
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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