REBEMEASCMSE@EES

S EB1.55BCMS

T2 ERNTHE

S ER3. Bl EMRERE

S B4 FFCMS
SBS AR LZHFTE
S EB6. DNSC 8%
BT REEE

S EE8. EELDAP

S EBR9.BECUCM
R

Callbridge FIXMPP&ZA
LDAPEECMS[E %

Zh B Webbridge

SRS HEAR

masr

ANRA\IAGEEMES B ERMARB|[(CMS)E—HESE,

Efiy ER R EFECall Bridge. Webadmin, Web Bridge, AI{ERH B EEME LiREWHE
(XMPP)H¥8 £ B #%55 B i E(LDAP) & &

D E R

®/R

ERERERBUTERE
- BRIESBEAEEE(CUCM)
- Active Directory(AD)
- BEHEEIE(CA)

- R EREWBEAHESFTP)ER E iR
- W1 E AR TS (DNS) A AR 2%

sRATH



AXFHNEARBRIRU T REMBERRA

. CMSHx7<2.3.7
. CUCMARZ11.5.1
. Google Chromehx4<69.0.3497
- WinSCPhx485.7.7
- Windows Server 2012
AXHHEARRBREEREREANEEMEY., XHPEAZNFMEREBRREER (B R
) WARRE RSN, RENBREREIER , FRAZLEBRBITMIESTRENNTE,

RLE
SB1.B5ECMS

- BOREACMSE , "800, EBRESEREDIIRREA
. TEERBREA
fi£ & :admin

##5:admin

- MABER , ARFSEREEATRS
Uelcome to the CHMS UM

acano login: admin

Pleaze enter password:
Password has expired

Please enter new password:
Please enter new password again:

Failed logins =zince last successful login 0O
acano >

acano>

-E%Eﬁ—ﬁﬁ%%ﬂéﬁﬁ%,m%@%%T—ﬁEFW%ﬁ,E%ﬁﬂWMEQ
. W ALLT %% : user add <username> admin
ﬁlﬁ&ﬁiﬁ ﬁ%%

S BTITET T

i EEe snTer nd

SR EFREHE

- WERRAEN
. EE{Tf S hostname <name>
- EFRE AR 2R
. #1795 Sreboot



acano> hostname CH501

A reboot 1s required for the change to take effect
acano.»

acano> reboot

Haiting for server to stop...

Haiting for server to stop...
Haiting for server to stop...
Haiting for server to stop...
Haiting for server to stop...
Rebooting. ..

SRR B MR RE
- EEETEANERE , BETHRipvd a
. ¥i8ipvali B

- iBE{Ta Tipv4 <interface> add <ipaddress>/<subnetmask> <gateway>
CMS01> ipud a add 17£.16.85.8-27 172.16.85.1
Only interface enabled: setting gateway as default egress route

CH501>

- ERE

. iE{TfStimezone <timezoneName>

- EREFETHERE , 5FE{T Stimezone list
. FIEHERE R ENTP) [ ARES

. E 1T S ntp server add <ipaddress>

CH301> ntp =erver add 10.88.246.254
CHS01>
CH301> timezone America-Mexico_City

Reboot the system to finish updating the timezone

. ¥ IEDNS{ARES
. iEE{Td = dns add forwardzone <domain> <dnsip>

BiEE : WARDNSEHEERES , BR , WREMEER AT LAHDNSHE T , AIERAMERE

HRRA.FFRAICMS
- ERECMSERYE , FEREKFARE
- RTERMNZEFTR , FENEHBERF(MAC)#bit , RAFFAIE S REITHE,
- BTRSNE

- ERMACHIE



- FRRENHEERARBE , UEERFFARE
MiE  EESFAURNREBHAENHEE,

CH301> iface a

Mac address 00:50:56:96:CD:2A

Configured values:

Auto—negotiation: default
default
default

1500

10000
full

- EEHUBERE  BEAEREHHE Acms.lic
- FERAWINSCP= E 1 SFTP f & is A& 18 =R L EFICMS AR ES

MName * Size Changed
.| ACANO-MIB.txt 4KB 8/8/2018 5:59:13 AM
| ACANO-SYSLOG-MIB.txt 2KB &/8/2018 6:24:02 AM
, audit 10KB 10/6/2018 4:48:03 PM
boot.ison 10KB 10/6/2018 2:5%:11 PM
| ems.ic QKB 10/6/2018 4:47:54 PM
__ livejson 9KB 10/6/2018 4:47-54 PM
_leg 1,440 KB 10/6/2018 4:48:03 PM
 logbundle.tar.gz 1KB 10/6/2018 4:48:03 PM

. FEERE  EfTodSlicense
. BB RIARES

- {7 S reboot

— -

SRS ERE R RER

. Bcallbridge. webadmin, webbridgefxmpp4 & E% & 5K (CSR)



__.__L___1|:.': CH:callbridge.anmiron.

s CIN=EU L . anmil ©of .

. webbridge.csr
nad wia SFTE

MiE  E RGP AEERARSFEL—EESE  SUUARAMARBEEL —ERE. AHRES
BYWFHEET K FSREEEVESR

BT TRERMEER : csriERM. keylER, ERLENENSRP I ENBRBNERE.
- FECMSfABRER T HMCSRE SR, EFHWmSCP:\?,EﬂESFTPEHi% EE B #Y,


/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Reference_Guides/Version-2-4/Cisco-Meeting-Server-MMP-Command-Reference-2-4.pdf

. ACANO-5YSLOG-MIB.bxt
|| audit
boot.json
__|callbridge.csr
__| callbridge.key
__| ems.lic
| livejson
__log
legbundle.tar.qz
| webadmin.csr
| | webadmin.key
__|webbridge.csr
| | webbndqge key
__ XMpp.C5r
| . xmpp.key

- ERABEREEMBEECSR

Size
4KB
2KB
16 KB
10KE
26 KB
26 KB
26 KB
26 KB
1,442 KB
1KB
26 KB
26 KB
26 KB
26 KB
26 KB
26 KB

Changed

8/8/2018 5:59:13 AM
8/8/2018 e:24:02 AM
10/6/2018 5:04:18 PM
10/6/2018 3:5%:11 PM
10/6/2018 4:51:02 PM
10/6/2018 4:51:02 PM
10/6/2018 5:04:14 PM
10/6/2018 5:04:14 PM
10/6/2018 5:04:16 PM
10/6/2018 5:04:19 PM
10/6/2018 4:51:54 PM
10/6/2018 4:51:34 PM
10/6/2018 4:54:38 PM
10/6/2018 4:54:38 PM
10/6/2018 4:59:35 PM
10/6/2018 4:59:35 PM

- BREHAIEWebE FinMWebR 525 5 R BHER

- B EERE LEBCMSHMRR

e

Mame

|| ACANO-MIB.bet

|| ACANO-5YSLOG-MIB.bet

|| audit

| |boot.ison

| callbridge.cer

|| callbridge.csr

|| callbridge.key

|| crmes.lic

| livejson

L_|leg

[ | hogbundletar.qz

]]Rnnlc.ﬁ..:ﬂ

| webadmin.cer

|| webadmin.csr
webadmin. ke

| webbridge.cer

|| webbndge.csr

| |webbridge.key

j]mpp.cer

L ampp.csr

__|xmpp.key

Size

4 KB
2KB
20 KB
10 KB
ITKE
ITKB
ITEB
iTKE
ITKE
1,451 KB
1KE
3TKE
3TKE
3TKE
3TKE
3TKB
iTKE
3TKE
iTKE
iTKE
ITKE

- R LERCANEMERBREN P EBE

Changed
B/E2018 5:5%:13 AM

8/8/2018 6:248:02 AM

10/6/2018 5:14:04 PM
10/6,/2018 3:59:11 PM
10/6/2018 5:12:20 PM
10/6/2018 4:51:02 PM
10v6/2018 4:51:02 PM
107872018 51404 PM
10/6/2018 5:14:04 PM
TVe 2018 514:04 PM
10/87 2018 5:14:04 PM
10/6/2018 5:14:04 PM
10062018 5:12:23 PM
10/6 2018 4:51:54 PM
10/6/2018 4:51:54 PM
10062018 5:12:26 PM
10/6/2018 4:54:38 PM
10/6/2018 4:54:38 PM
1006 2018 5:12:27 PM
10082018 4:52:35 PM
10/6/2018 4:5%:35 PM

Righ
Fasp=
Fesfe
Fe=r=
Fe=r=
Fe=r=
r--r-
r--r-
re-r-
r--r-
F--t-
et
r--r-
et
o
f==f=
fe=r=
feufe
fe=r=
faufe
Fanfs

ra..'l.



EEE@%FEE%%%EEHECMSL ,

k6. DNSRC &

. Acallbridge. xmpp. webadminFlwebbridgeZ® 3 DNSith ik (A)zc &
- FERPTARCEKIEECMS Pt

| callbridge Host (4] 172.16.85.8 static
'—| crms01 Haost (A) 172.16.85.8 static
| webbridge Host (4] 172.16.85.8 static
xmpp Host (4] 172.16.85.8 static

. Axmpp-client 31 R 1§ iC#&(SRV)
. RIS HEEN B
B % _xmpp-client

BERABRE _tcp

iR 5222

BH#% # AXMPP FQDN , f5l#ixmpp.anmiron.local

§—|_xr'r1pp client Service Location IISF‘JIIJ ['ID]['ID][EEEE] xmpp.anmirendocal. static
SRR RBEE

fid & callbridge:

. B A o T callbridge listen <interface>
. By A f5 S callbridge certs <callbridge-key-file> <crt-file> [<cert-bundle>]
- key-fileRZEICSREEIHNE8

- cert-bundle 2 RCAFE A HE P MBENERES

CHMS01>» callbridge listen a

> callbridge certs callbridge.key callbridge.c



BEE . TEEREACEA MR LU BIRNATEIS —EIPitut NN E LREFURABSERNE

Bt Ewebadmin:

. iE{Té S webadmin listen <interface> <port>

MisE : MRER—AREIPEE T WebBEEFMWebbridge , A BEFENMTELEEECH
, BERRERIEFETE , BlWebbridge® BEE#EIE443, WebadminBEEE445FEE,

i EXMPP:
. EE{Tdn o xmpp listen <interface whitelist>
. iEE{T@ S xmpp domain <domain name>
BTWS

mpp certs <key-file> <crt-file> [<crt-bundle>

FiRE : E B AN AEBEE TDNSEC M E THE .

i iEwebbridge:

T A5 Swebbridge listen <interface[:port] whitelist>
Tan S webbridge certs <key-file> <crt-file> [<crt-bundle>]
T Swebbridge trust <crt-bundle>

CH501>» webbridge listen a

> webbridge «

> webbridge

By&E : {5 fFcrt-bundleRcallbridge®E & , X E#7 8 Flwebbridge = BEfF callbridge S £
webbridge , ESRAERBEMA

i {Tcallbridge restartéy +
. iIE{Ti S'wbeadmin enable
. E{T@ ¥ xmpp enable



BHEE : A AR=R L A BT A BRIIREISUCCESS , MRIREIFAILURE , 754245 Al H /Y 25 BRI 5
AMBEEREREIER

Eg%@ﬂﬂ%%ﬁéi&%FmﬁXMPPﬂﬁﬁ , RARBTHERE , SEFUREEERXMPPRIET S
R

. EE{Tdr S xmpp callbridge add <component name>

. MEFT  ERER (S

L L =

. #§%Secretl®
. B5EICMS Web/ M H
. EBE Z Configuration > General
- AER
—FUBEREB @ A McallbridgefV &% , Hlfcallbridge
b | W AEE , Hlianmiron.local
IR 2& b uk EXECMS IP#hiit , ltNlocalhost:5223
SASW WAEL—SHEIHNESHR , §26DWNANabpumut14pAb1



OEBER
General configuration

XMPP server settings

Domain |anmiron.local

Unique Call Bridge name _JH llbridge ]
|
|

Server address |localhosc:5223

Shared secret .1---'--------'----- I cancel]

Confirm shared secrat .II"IIIIII"III"IIIIII"II ]

- RRERIIRBICE R A
- BE Z Configuration > Incoming calls
- WAER
| W ACMSRIfREEHE# , f5lZanmiron.local

EERFME W AEEIEFE , 00
Bz EiEyes

Call matching

Targets spaces Targets users Targets IVRs Targets Lync Targets Lync Simplejoin

- FRIE R
. EBE Z Configuration > Spaces
- BWAER
8 W AZREN BT , filiispacetest
URIEAE D @ A EFUHNZZEAURI, 5liispacettest
D 9 A ftwebbridge il A Lt 22 B EYFEOUID |, 4l 20spacetest
=% MREAFHEZEE (WRFE) , FRA—EHTF

Space configuration

Filter | l Submit Query

| | spacetest .spacemﬁ | spacetest nat set [edit]

i - URIEREBS RS TEEREERARY EREWSETRROIDS , Sl , wuy
J5 % B +T spacetest@anmiron.local

. BE E Configuration > General > Web bridge settings

- WAEA
REIRFEFI#HURI & Rwebbridge webs1 T , 4l #https://webbridge.anmiron.local
SHEIIRFJIDSE CMSHEER 1 , f5lanmiron.local
BEiREEER T iEiZallowed



https://webbridge.anmiron.local

Web bridge settings

Guest account client URT |https: /S webbridge.anmiron.local

Guest account JID domain |@nmiron.local

Guest access via ID and passcode |secure: require passcode to be supplied with ID +

Guest access via hyperlinks | allowed N"|

User sign in |a||-:|wed V|

Joining scheduled Lync conferences by ID | not allowed 'v'|

S P8 BELDAP
- BIBICMS WebsTH
. B FConfiguration > Active Directory
- WAER
Hbht LDAP{al fR23HYIP# it | 5120172.16.85.28
i b2 MBEEANRIERSER , AA389, MRFELLER , 815636
EREEB # A LDAPa] AR 83 #9 Administrator , 45l Zanmiron\administrator
=% WMAEEESFERAENER
BEXNo#HEB  ERXRBActive directoryfIFRE , HlZNCN=Users, DC=anmiron, DC=local
R IS 2 3R B Active directoryfyE%E , 5l #0(memberof=CN=CMS , CN=Users ,
DC=anmiron , DC=local)
BraEe ERAEEBNETRAN , fl0$cn$
EREEB ERENZAID , 6120 $sAMAccountName$@anmiron.local
zZRE8 EENERAR , Hlan$sAMAccountName$ZE

ZHURIEAES 9 ERITHURI , Hlii$sAMAccountName$.call

Zm¥uliD

EfwebbridgefF AR FFIID , #li1$sAMAccountName$.space

Active Directory Server Settings

Secure connection [ ]

Confirm FIEISE.'I.I'JDI’EI |-------------

Address |l'?2.16.-35.2-3

389

Port

Username |anﬂiron\adﬂinistratmr

Pangurd |IIIIIIIIIIIIIIIIIIIIIHI CEHCE|

S

Import Settings

Base distinguished name |CH=Users,DC=anmiron, DC=local

Filter (menberof=CH=CH5, CH=Users, DC=anmiron, DC=1local)




Field Mapping Expressions
Display name

Username

Space name

Space URI user part

Space secondary URI user part

Space call ID

Zcns

SziMiccountNameS@anmiron. local

SsiMLiccountNames Space

SsiMbccountHNames.call

SsiMhccountHames . space

EEREX
- BENRES

B AT 2 #2 BB MER R R BActive Directory 5 E, It RHI‘G = MAActive Directory £ BE
MESERETNELRER, B7THK EMEMEBEE+ , /£Active Directory R E#&ZhRE. B

BEAEN B> MR LEZEBRINEE

- ERRGIF, BT —{E& R/CMSHE

- EADLITPE TEEAHEMETEM, ThEE
- B EA AR Userdt BE RUB 1%
- Efn P B AmEEs

. TEAttribute %! & ¥ Fl distinguishedName 1 1

. 2
Users Properties 2] x [} CMS Properties L2] x |
General | Object | Security | Attribute Editor ' General I Members I Member Of | Managed By
| l | ] Object I Security Attribute Editor
Attributes:
Attributes:

Attribute Value A r _

displayName <not set> Attnbute Value ~

displayNamePrintable  <not set> displayNamePrintable  <not set>

distinguinhedNawe CN=Users. DC=anmiron. DCocal | distinguishedName CN=CMS.CN=Users,DC=anmiron,DC=local | _

String Attribute Editor x| String Attribute Editor =3

Attribute: distinguishedName Altribute: distinguishedName
Value: Value:

|CN=Users,DC=anmiron,DC=loca||

| [CN=CMS CN=Users.DC=anmiron.DCocall |

oK | [ cancel | | oK || Cancel |
| instinownParsrt o groupType (80000002 = ( ACCOUNT_GROUP | SECU
mS-DSConsistencyC... <not set> o info <not set>
p = N instance Type x4 = (WRITE) —
b . L4 m >
oK Cancel

—) ok ] [ oee

MEE . BEELDAPBIRESMFMIER , FBHRICMSEEIER

2 B%9. & MCUCM

. BARXCUCMEIWeb T E
. EEfnZIDevice > Trunks


/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-4/Cisco-Meeting-Server-2-4-Single-Combined-Server-Deployment.pdf

. 1I###Add New
- £ Trunk Type T 138 & Fi#ZSIP Trunk
- BET-%

- Trunk Information

Trunk T-,rpe* SIP Trunk W

Device Protocol® SIP v

Trunk Service Type* None(Default) v
Next

. BWAET
EEERE BASIPH#ENZTRE |, HITrunktoCMS
B B9 it ak B A CMS |P#h 31t 5{ FEALAEFEFQDN , #141172.16.85.8
B B it E AR R A CMS{EEAVE | 5115060
SIPH#iZAEBER BELZLHRERR , flINERLSIPHEEEERE
SIPEI B iZ{ZETelePresence R BN EXESIPR BER

rSIP Information

Destination

[ Destination Address is an SRV

Destination Address Destination Address IPv6 Destination Port
e |172.16.SS.S || ||5060

MTP Preferred Originating Codec* 711ulaw

BLF Presence Group* | Standard Presence group v |

SIP Trunk Security Profile [Non Secure SIP Trunk Profile v

Rerouting Calling Search Space |< None = v|

Qut-Of-Dialog Refer Calling Search Space | < None > v|

SUBSCRIBE Calling Search Space [< None > v]

SIP Profile* |Standard SIP Profile For TelePresence Conferencing v | View Details

DTMF Signaling Method * |No Preference v|

RERE

CREZEER

- B ZEEWNERH> SIPREHRER > RIEEE g

- BAEA
IPV4E = W A EACMSHEVE |, #l#anmiron.local
SIPH#EEHFE BELATEINSIPFHE, PECMS



—Pattern Definition

Pattern Usage Domain Routing

IPv4 Pattern* anmiron.local

IPvE Pattern

Drescription

Route Partition | < Mone = vl

SIP Trunk/Route List* | TrunktoCMS v| (Edit)

D Block Pattern

- REME

E

CallbridgeIXMPP&&H

. BRRCMSHIWebE
. & ZF Status > General
- XMPPE#RARRE 4 HE R Fllocalhost

Status w Configuration v Logs v

System status

Uptime

Build version

HXMFF connection
Authentication service

- fECUCM L EXfHY 2€ & 3% ey
. #$TURI spacetest@anmiron.local

12 minutes, 47 seconds

2.3.7

connected to localhost (secure) for 55 seconds
registered for 54 seconds



) spacetest@anmiron.local = =

. BFARKCMSHIWeb T TH
. EBE FStatus > Calls
. Y4B HE R AActive Call

Active Calls

Filter

| Set |

.. User1 One
¢ On a call ﬁ

Q_ spacetest@anmiron.locall L x| o

0 v Contacts
» User2 Two

Contacts Offline

» Usercmi@anmironlocal

- Offline

Show only calls with alarms

Conference: spacetest (1 active call)
[] | 8IF 30103@anmiron.local [more

(incoming, unencrypted)

| Disconnect || Disconnect All |

LDAPEECMSE &

. BRACMS Web/ " E
- BinERE>ERHE
- AN TENERESE

Users

Filter Submit Query

CMS Userl cmsuserl@anmiron.local
CMS User2 local

XMPP ID

cmsuserl@anmiron.local
cmsuser2@anmiron.local

. BE ZConfiguration > Spaces
- RREBECAEHEITECSHZER



Space configuration

Additional access methods ] asscode Default layout

#hEWebbridge

- ERAWebBIE 2555 B Awebbridge iR # B i& #Y #8 E https://webbridge.anmiron.local
ZEEXERETIMERE TBAL A TIARS,

% Cisco Meeting App X

&« > C & https://webbridge.anmiron.local/?lang=en-US % O

@ @ English (US)

M

Cisco Meeting App

Sign in

- LB RADE SR E L BREATA
REBA
. B AUsername#1Password
- ERENERABA ,IZID'FFJ?/T?
———

€ 2 C @ https//webbridge.anmironlocal/Zlang=en-US T O
M Meet @ & {:msuseﬂ Space a £ Invite S0 Join meeting  eee
L ]
Q CMS Userl
Cisco Meeting App
Recent

e

SER: R


https://webbridge.anmiron.local

B Bl SE A A AR Ry R SR SR E A
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